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Purpose

Live Well in Braunton functions because of the trust and goodwill shared with it’s community, and it is vital that that respect and confidence is maintained. 

Live Well in Braunton needs personal data to provide a service to it’s community, and has a duty of care and legal responsibility to manage this information in a safe, private and honest way.

This policy details how our employees volunteers and self employed contractors will take a practical, proportionate and safe approach to data protection and understand the urgency in reporting mistakes.

Our aim is to use and store people’s data in a way that respects and protects the privacy of everyone concerned, allows provision of our services and also enhances the good name, reputation and financial safety of our organisation.

This policy gives an overview of, and replaces, a number of policies that relate to Live well in Braunton’s approach to the use and protection of personal data. These policies are:
· Privacy Statement
· Email policy
· Social media policy

It clarifies what data is collected, how it will be used and stored, and what an individual’s rights are as a data subject.

It outlines underlying data principles, highlights key information and provides practical advice to secure best practice in working with personal data, using social media and emails, on behalf off Live well in Braunton.

These principles and best practice guidance also underpin the data protection information contained in the Safeguarding Adults and Young People and Lone Working policies.



Policy Statement

Live Well in Braunton is committed to protecting individual privacy. We use personal information in accordance with the provisions set out in the data protection Act 2018, General data Protection Regulations 2018 and the Privacy and Electronic Communication (EU Directive) Regulations 2003. 
Live well in Braunton aims to protect confidential information from breach and safeguard our reputation and intellectual property.

The intention is that this policy is as comprehensive as possible, but is not an exhaustive list of every aspect of data collection and processing.

If you require further information, please make contact through admin@livewellin braunton.co.uk.

Policy Application

The Contracts of Employment for Live Well in Braunton’s employees are hosted by North Devon Voluntary Services (NDVS). These staff should adhere to the relevant NDVS data policies, and implement Live Well in Braunton’s Data policy and practice, adapted from existing Live Well in Braunton and NDVS policies. In addition, Live Well in Braunton is supported by the North Devon Coastal PCN’s Wellbeing team. The Wellbeing team should adhere to policies laid out by NDVS and the PCN.
In generalll volunteers should adhere to the Live Well in Braunton’s Data Policy and practice. 

In respect of the Community Garden, this policy only applies to key holding volunteers.

Self employed contractors

· All self-employed contractors will comply with Live Well in Braunton Policies
· Where appropriate the self-employed contractor will be given access to Live Well in Braunton Google files and will update and share data/information with Directors, staff and Committee members
· All data collected as part of their self-employment for Live Well in Braunton is the intellectual property of Live Well in Braunton
· Self-employed contractors will act in a professional manner and treat all information gathered for Live Well in Braunton as confidential








Definitions

Contract:
A written or spoken agreement, especially one concerning employment, sales, or tenancy, that is intended to be enforceable by law.

Data
Facts and Statistics collected together for reference or analysis. This includes personal data, any information that relates to a specific person and can be used to identify that individual.

Donor 
A person who donates anything, especially money.

Consent
Permission for something to happen or agreement to do something.

Informed Consent
Permission granted in the full knowledge of the possible consequences.

Social Media
All on line communities, including social networks, chatroom and forums.

Legal Obligation
The processing of data in a way that is necessary to comply with the law. 

Vital Interests: 
When the use and processing of personal data is necessary to protect someone who is at risk of serious harm or abuse. 
Legitimate Interests:
The processing of data is necessary for our legitimate interests or those of a third party, unless there is good reason to protect the individual's personal data which overrides those legitimate interests.

Principles

There is a need to collect and process data about Live well in Braunton’s employees, self employed contractors , volunteers, donors and the people supported by the organisation in order to provide an excellent service to it’s community. 

Our aim is to use and store people’s data in a way that respects and protects the privacy of everyone concerned, allows provision of services and also enhances the good name, reputation and financial safety of Live Well in Braunton.

Electronic forms of communicating, gathering information and data are increasingly important aspects of everyday life. Social media and email are valuable tools, essential to our everyday work. We want our employees, self employed contractors  and volunteers to understand how to use social media and their work email addresses appropriately, and that everyone understands the limitations of using electronic forms of communication.

Underpinning principles are that: 
Live well in Braunton collects only sensitive and personal data to communicate and provide services. The data collected will depend on the specific circumstances. However, it primarily includes information that an individual provides directly – whether face to face, by telephone, correspondence or social media or from the use of the Live well in Braunton website. This does not include technical information such as IP addresses.

Personal details will never be passed to a third party without permission
All group email messages will be sent via 'blind copy'
Personal details will be removed from data reports
When people cease to be a member of staff, volunteer, self employed contractor or service user all personal data will be securely deleted or destroyed in compliance with any other rules that might apply e.g. HMRC

Live well in Braunton will act within the law ensuring that we:
· Maintain compliance with the UK Data Protection Act 1998 and the eight data protection principles: Lawfulness, fairness and transparency, purpose limitation, data minimisation, accuracy, storage limitation, integrity and confidentiality, accountability.
· Maintain compliance with the UK General Data Protection Regulations
· Follow good practice
· Protect the rights of staff, volunteers and service users
· Are open about how we store and process personal data
· Protect individuals from the risks of a data breach

We may receive information about individuals from third parties, such as a referring support organisation or publically available sources.

What data we collect 

The data we collect will vary according to the nature of an individual’s  relationship with us. 

We are likely to collect more complete data in respect of users of our services in order to be able to provide a better service and this may include sensitive personal data. Service users should always be aware that the data given to  Live Well in Braunton will be recorded. 

We do not store donor card payment details and we advise donors not to include payment details in any e-mail to us.
 
We may collect data from members of the public for the purposes of obtaining funding or information about the services that we provide or that may be required; such information will be anonymised. 

We may collect data about individuals in order to send news and updates about our work, fundraising and events. 

The legal basis for processing your data 
We will ensure that where we collect and process your data we will do so in accordance with the lawful bases defined by data protection laws. Depending on the purposes for which we use your data one or more of those bases may be relevant: 
· Consent: 
· Contract:
· Legal Obligation: 
· Vital Interests: 
· Legitimate Interests. 

For a full account of how we access and process data for each sector of Live Well in Braunton, please Policy into Practice Appendix 1.


Collecting and processing personal data

All employees, self employed contractors  and volunteers should be mindful of the principles and practice outlined in this policy.

Appropriate use of the scheme's email:

Employees are allowed to use the scheme's email for work-related purposes.  For example, employees can use their email to:
· Communicate with current or prospective service users and partners.
· Login to software they have legitimate access to.
· Give their email address to people they meet at work meetings, conferences or other events related to the running of the scheme.
· Sign up for newsletters, platforms and other online services that will help them with their jobs or professional growth.

Managing or using social media accounts or speaking on behalf of Live Well in Braunton .  
We expect employees, self employed contractors and volunteers to act carefully and responsibly to protect our organisation’s image and reputation. They should:
· Be respectful, polite and patient, when engaging in conversations on our organisation’s behalf.  They should be extra careful when making declarations or promises towards service users and stakeholders.
· Avoid speaking on matters outside their field of expertise when possible. Everyone should be careful not to answer questions or make statements that fall under somebody else’s responsibility.
· Follow our data  policy and observe laws on copyright, trademarks, plagiarism and fair use.
· Avoid deleting or ignoring comments for no reason.  We should listen and reply to criticism.
· Never post discriminatory, offensive or libellous content and commentary.
· Correct or remove any misleading or false content as quickly as possible.
· Avoid any defamatory, offensive or derogatory comment or content . This may be regarded as a violation of Live Well in Braunton’s Equal opportunities and Diversity Policy if directed towards colleagues, clients or partners.
· Not use social media as a means to research or gain information on colleagues, volunteers or members of the public.  As with data protection laws, data should be used appropriately and not for own personal gain or satisfaction. This may be considered as a violation of our organisation’s data policy.





	Appendices

Appendix 1 Policy into Practice

Data Stored 

We hold the personal details of staff, self employed contractors ,volunteers, and service users to include:
· person’s name, 
· address 
· emergency contacts
· telephone numbers
· email address and 
· any other personal details required for us to provide our service, e.g. mobility or medical issues 
· Results of DBS checks.
· Hobbies and interests of volunteers for client matching purposes.


Where Data is Stored 

· On password protected work computer
· Live Well in Braunton owned mobile phone
· Google docs and Microsoft forms with restricted access

Purpose of storing data

No permission is required for:
· Safeguarding, 
· financial transactions/reporting, 
· meeting agendas and minutes.
· communications about events and fundraising opportunities where opt in permission has been gained.
· Assessment
· Matching volunteers with clients.

Legal basis for processing data of sectors of the Live Well in Braunton Community.

For donors and administrative volunteers in most cases it is the bases of consent and legal obligation which will be relevant and only unusually shall we rely on the basis of our legitimate interests. 
For service users all fIve bases will be relied upon, in particular that of legitimate interests. 
Where legitimate interests have been identified as the lawful basis for processing data we will ensure that its use is fair and not intrusive and is used only in a way or for a purpose that would reasonably be expected If an individual does not wish to share data with us we may be limited in the support or service that we can offer or may not be able to provide any service. We are committed to protecting the privacy of any young people with whom we work and where aged under 16 we will always ask for parental or guardian consent. 
In respect of special category data we shall record a special category condition for the processing in accordance with Article 9 of the UK General Data Protection Regulations in order to demonstrate compliance and accountability Article 9 refers to the processing of personal data revealing racial, ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, genetic data, biometric data, data concerning health, sex life or sexual orientation which is generally prohibited unless specifically consented to or necessary.
We will not process data about criminal convictions or related security measures save in accordance with Article 10.  

For employees  -  North Devon Voluntary Services (NDVS) have the responsibility for employee data management as they are the contract holders,

For service volunteers and applicants for service volunteering posts data is dealt with on the the bases of consent, contract, legal obligation and legitimate interests will be relied upon. Personal data will be collected for administration and for equality and diversity monitoring. The data of unsuccessful applicants will be disposed of securely after 12 months while that of successful applicants will be retained in their personal files both while they remain service volunteers and afterwards. We will need to share the data of successful applicants in order to contact referees or carry out a DBS check. 

We process volunteer data under the following lawful bases as defined by the UK General Data Protection Regulation (UK GDPR). Consent is obtained when volunteers provide their personal information for specific purposes, such as receiving communications about opportunities or events. Contract applies where we engage volunteers in roles that require formal agreements, ensuring clarity on expectations and responsibilities. Legal obligation may require us to process certain data to comply with safeguarding, health and safety, or other statutory requirements. Legitimate interests apply when processing is necessary to manage and support volunteers effectively, such as coordinating activities, ensuring appropriate training, or evaluating the impact of volunteer contributions. We ensure that all data is handled securely, transparently, and in a way that respects the rights and privacy of our volunteers.
  

For website and social media users the bases of consent and legal obligation will be relied upon. Our website contains links to other websites of interest. It is important to note that once an individual  has left our site we have no control over any other website or social networking media’s use of information provided while visiting such sites. 
We may use personal information to inform relevant third parties such as an individual’s internet provider or law enforcement agencies if any content we believe to be inappropriate, offensive, illegal or in breach of data protection laws is posted  or sent.
For our Professional and Organisation Contacts we will normally rely upon the bases of consent, contract and legal obligation. We will collect data on our professional and organisation contacts with whom we work. We may send them information and updates about our work and they may opt out of receiving this information at any time. 

Retention of data 

The time for which we keep data takes into account legal and insurance requirements, regulatory guidance and our legitimate interests. Once the retention period has expired we will dispose of the data securely by confidential waste disposal, anonymisation or permanent deletion. 
Service users: We will keep these records for seven years after the last engagement with us. In the case of a person under 18 years we will keep the records for seven years from their 18th birthday. In specific cases we may need to keep the records for a longer period. 
Donors and Supporters: We will keep these records for seven years after an individual’s last donation or engagement with us. If at any time an individual requests no further contact from us we will note that information on our data base, and remove contact information from circulation lists, to avoid sending unwanted materials in the future, together with any information required to comply with our legal obligations. 

Security of Data 

We have appropriate operational and technical measures in place to protect your personal data and ensure its confidentiality and availability. All information provided to us is stored securely and is accessible only to those who are authorised to have access to it. We will take all reasonable steps and measures to ensure that the information given to us is protected against loss, misuse, unauthorised access or disclosure. 
In the unlikely event that a data breach should occur we will take appropriate steps to mitigate and where possible rectify any breach and report where required to the Information Commissioner's Office and data subjects. 
The personal data of our service users and volunteers is stored on the Live Well in Braunton secure database with restricted access. Or on paper forms which are – how are these kept securely, but with  restricted access for those who have access to the electronic database?

Disclosure of Data

 We will never share your data with any third parties for the purposes of their own marketing. We will only share your data with third parties where: 
it is to a secure data processor carrying out processing activities on our behalf  we are required to do so by law  
it is necessary to protect the vital interests of an individual  
we have obtained consent, unless there is an overriding safeguarding issue.
We are required to share some information with our funders and for third party monitoring and quality assurance and where possible such information will be anonymised.
Training and event registration need to take place.

Use of data processors
 
We may use third party organisations for research or for surveys and in these cases the data will be anonymised. 

Your Rights and Complaints

 Individuals have the full protection of the General Data Protection Regulations 2018 to access rectify erase restrict or object or complain regarding their data. If individuals wish to exercise any of these rights please either:
· write to Live well in Braunton C/O Caen Medical Centre Caen Street, Braunton, EX33 1LR or ,
· by email to admin@LivewellinBraunton.co.uk 
detailing your request .

We reserve the right to require further identification in our discretion. We may also require further information to help us to locate our records. In certain cases we may refuse to erase information held by us if, for example, it would be contrary to our legal obligations or legitimate interests.  
About Live Well in Braunton

We are registered with the Information Commissioner's Office as a Data Controller under the registration number ZA774988

 Our registered address is Caen Medical Centre Caen Street, Braunton, EX33 1LR
 

This Policy was last updated September 2019 ( will need to be changed once this is signed off). If any significant changes are made to the way in which we use data we will update this policy and communicate this. 

Use of Email 

Personal use

Staff and volunteers are allowed to use their work email for some personal reasons.  For example to:
· Register for training or meetings
· Download ebooks, guides and other content for personal use as long as they are  work related, safe and appropriate

They must adhere to this policy at all times. 

Live Well in Braunton has the right to monitor and archive any emails sent from work email.

Email security

Email is often subject to attacks, confidentiality breaches, viruses and other malware. These issues can compromise the reputation, legality and security of the scheme and its equipment.

Staff and volunteers must:

Select strong passwords with at least eight characters (capital and lower-case letters, symbols and numbers) without using personal information (e.g. birthdays.)
Remember passwords, if possible without writing them down
If they are written down they must be kept securely and not identified as security passwords
Not disclose their passwords to others. However passwords must be shared with the organisations administrator who will arrange for their secure storage

Spam emails

All employees and volunteers should try to be vigilant to catch emails that carry malware or phishing attempts.  This to include:
· Avoiding opening attachments and clicking on links when content is not adequately explained (e.g. “Watch this video, it’s amazing.”)
· Be suspicious of "clickbait" titles (Titles that encourage you to follow the link)
· Check email and names of unknown senders to ensure they are legitimate
· Look for inconsistencies or style red flags (e.g. grammar mistakes, capital letters, excessive  number of exclamation marks)
· If an employee or volunteer is not sure about an email they should be cautious and consult with colleagues.  All anti-malware programs should be kept updated.

Inappropriate use of organisation email
Our employees represent our organisation whenever they use their work email address. They must not:
· Sign up for illegal, unreliable, disreputable or suspect websites and services
· Send unauthorised or inappropriate content or solicitation emails
· Register for another organisation’s services unless authorised
· Send insulting or discriminatory messages and content

Email signature
Employees will need to create an email signature that represents the scheme well, and use appropriate language in the closing of emails.  An example of a signature would be:
[Workers Name]
[Workers Title], [Organisation Name with link]
[Hours of work]
[Phone number] | [Organisation Address]
[Charity or company house number]

Employees may also include professional images, organisation logos and work-related videos and links in email signatures. If they are unsure how to do so, they can ask for help from colleagues.

Disciplinary action
Staff and volunteers who breach this policy may be subject to disciplinary action up to and including termination for gross misconduct, examples of which would include:
Using the scheme's email address to send confidential data without authorisation.
Sending offensive, discriminatory or inappropriate emails to service users, colleagues or partners.
Using the organisations email for an illegal activity

Using personal social media
Staff and volunteers may access their personal accounts at work.  However, the scheme expects them to act responsibly and ensure they are doing their work.  Using social media excessively while at work can reduce efficiency and concentration.  Whether people are using their accounts for organisational or personal purposes, they may easily get sidetracked by the vast amount of content available.
We would ask people to:
· Use their common sense.  If employees and volunteers  neglect their job to spend time on social media, their work will be affected. 
· Ensure others know that their personal accounts or statements do not represent our organisation.  Employees and volunteers should never state or imply that their personal opinions and content are authorised or endorsed by our organisation.  If appropriate we would advise using a disclaimer such as “opinions are my own” to avoid misunderstandings.
· Avoid sharing intellectual property like trademarks on a personal account without approval.  Confidentiality policies and data protection laws will always apply.
· Avoid any defamatory, offensive or derogatory content.  It may be considered as a violation of our organisation’s Equal opportunities and Diversity policy, if directed 
· Only share third party links from reputable, fact checked sites on Live Well in Braunton’s social media. If in doubt – don’t share!

Disciplinary Consequences for Employees

We will look at social media postings on our account/s and may take disciplinary action leading up to and including termination if employees do not follow this policy’s guidelines.  

Examples of non-conformity with this policy include, but are not limited to:
· Disregarding job responsibilities and deadlines to use social media.
· Disclosing confidential information through personal or Scheme accounts.
· Directing offensive comments towards other members of the online community.,colleagues, clients or partners.

Disciplinary Action for Volunteers

Volunteers are expected to handle personal data responsibly and in accordance with our Data Protection Policy. Any breach, whether intentional or accidental, will be taken seriously and may result in disciplinary action. Depending on the severity of the breach, this may include additional training, a formal warning, temporary suspension, or, in serious cases, termination of the volunteer role. Deliberate misuse or unauthorised sharing of personal data may also be reported to relevant authorities where required by law. All breaches will be reviewed on a case-by-case basis, ensuring fairness and proportionality in our response. Volunteers are encouraged to report any data concerns immediately to help prevent potential breaches and uphold our commitment to data security.

Consequences for self employed contractors?

Contact details for enquiries, compliments or complaints 
By post to:
Live well in Braunton C/O Caen Medical Centre Caen Street, Braunton, EX33 1LR
By email
admin@Livewellinbraunton.co.uk 
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