
08 CYBERSECURITY

STOP AI-POWERED
SCAMS
A familiar voice, polished email or perfect logo is no longer proof. Verify
the request - not the performance.

COMMON BAIT

! Changed payment instructions

! Urgent executive request

! Voice message asking for money

! Fake invoice or vendor portal

! Password or MFA reset

! Threatening review or complaint

THE 5-STEP VERIFICATION PAUSE

1

STOP

Do not click, pay,
transfer, reset or share
a code under pressure.

2

SWITCH CHANNEL

Leave the email, text or
call. Use a trusted

channel you initiate.

3

USE A KNOWN
CONTACT

Call a saved number or
a number from an
approved vendor

record.

4

VERIFY DETAILS

Confirm the request,
amount, account

change and authorizer.

5

DOCUMENT &
ESCALATE

Preserve the message
and alert the person

responsible for security
or payments.

SCAM-RESISTANT WORKFLOW REVIEW

Build verification into the payment and access workflow before
the urgent request arrives.
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Sources: FTC voice-cloning guidance - consumer.ftc.gov; CISA phishing guidance - cisa.gov


