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Recommended changes to version 5.8 of the CJIS Security Policy were approved by the
Advisory Policy Board (APB) in 2019 and subsequently approved by the Director, FBI. The
Policy contains current requirements carried over from previous versions along with newly
approved requirements for agencies to implement.

Effective October 1, 2014, Noncriminal Justice Agencies (NCJA) who had not previously been
subject to CJIS Security Policy audit and whose only access to FBI CJIS data is for the purpose
of civil fingerprint-based background checks or other noncriminal justice purposes, became
subject to zero-cycle audits. The zero-cycle audits ended September 30, 2017.

The “Summary of Changes” page lists the line numbers corresponding to requirements that were
added, deleted, or changed from the previous version and are now reflected in the current version
as well as a summary of the change(s). Within the document, modifications are highlighted in
yellow for ease of location.

The document contains a “Requirement Priority Tier” column. This column lists the individual
requirement tier of 1 or 2. Tier 1 requirements are indicated in BLUE. Tier 2 requirements are
indicated in . Tier priorities are defined as indicated here:

e Tier 1 requirements must be met by a system before a CSO can approve connection to the
state system.
e Tier 2 requirements must be met by the date indicated in the plan approved by the CSO.

The document also contains the “cloud matrix” consisting of additional columns describing who
(CJIS/CSO, Agency, Cloud Service Provider or both the agency and service provider) has the
technical capability to perform the actions necessary to ensure a particular requirement is being
met. NOTE: The Agency is always ultimately accountable to ensure Policy compliance. Three
sub-columns are labeled IaaS, PaaS and SaaS and depict the type of cloud services being
leveraged by the Agency from the Cloud Service Provider. Respectively, these cloud service
models are:

e JaaS — Infrastructure as a Service
e PaaS — Platform as a Service
e SaaS — Software as a Service

Responsibility is color-coded within the columns based on the agreed ability to perform the
actions necessary to meet requirements. They are as follows:

Dark Gray
Dark Green
Dark Blue

Orange

Please refer questions or comments about this document or the current version of the CJIS
Security Policy to your respective Information Security Officer, CJIS Systems Officer, or
Compact Officer.



SUMMARY OF CHANGES

Version 5.9
Requirement No. Change
541 —553 The language in the main requirement statement for this range of
requirements changed.
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