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CISKINSIGHT

Q What are novel risks?

Novel risks are possible events whose likelihood or consequences cannot be assessed either because no one has yet
envisioned them, or because of high uncertainty about what their likelihood or consequences might be.

Reference: Kaplan, Leonard & Mikes 2020

Novel risks are likely to be complex in nature, and challenging to fully understand

They can represent opportunities as well as threats. High 4
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Source: MIT Sloan
https://sloanreview.mit.ed u/article/preparing-for-disruptions-through-early-detection/
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USKINSIGHT

a How can novel risks arise?

Novel risks are, by their nature, new to us, and they have high uncertainty to them. How can they arise?

Black Swans

Black Swan events are rare, materialising from threats not previously encountered or envisioned by those that
experience them. Black Swans are not only “huge events”; they can be small as well. Black Swan events are
more descriptive of the beholder than of the event itself (what may be a Black Swan to you may not be to me).

Perfect Storms & Massive events

Perfect Storm events are those where numerous events or circumstances combine to produce an unusually bad
and/or powerful result/event/problem.

Massive events are self-explanatory. They can arise from known risks or surprises and they are very large in
impact and scale, often occurring at high speed.

A series of unusual and/or interlinked risks/events unfolding in a novel way

The risks and events that we face (from large to small) are rarely independent and isolated, and they will often
lead to knock-on impacts and/or knock-on risks. When a series of risks and/or events coincide, they can create
novelty and uncertainty to how they may or do unfurl. Sometimes, such situations occur gradually — they do
not always arise quickly.

Misunderstood complexity

The world is increasingly complex. For example, complexities in the supply chain can create novel events when
a problem occurs; financial network complexity can easily create novel risks with Al et al; cyber attacks wreak
new havoc; failure to understand intangible assets can lead to novel situations.

Reference used: Kaplan, Leonard & Mikes 2020
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e How can we recognise novel risks, early?

To recognise novel risks we need to “see anomalies, gaps and,
sometimes, join dots together”. This takes time.

In today’s interconnected and fast-changing world, recognising novel ///
risks is challenging and requires critical thinking skills. It means looking .

at potential scenarios, situations and possible linkages that may never &
occur.

A team may be given overall responsibility, and the time, to monitor \
threats and opportunities on the horizon and to seek out, and analyse,
the possibilities for novel risks. Finding novel risks can be aided by
engaging everyone in your organisation, and perhaps more widely
across your value chain, to provide observations and insights into
“what goes on” and whether novel risks could result.

Using techniques such as horizon scanning, scenario analysis and
workshops for “far out risks” can help us to join dots and assess
possibilities. When we recognise novel risks we can then discuss our
appetite for them.

Reference used: Kaplan, Leonard & Mikes 2020
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Q How can we prepare for + respond to novel risks?

1. Ensure a culture of “chronic unease”, opportunity-seeking, and speaking up / raising a hand early.

2. Embed a core team, supported by senior management, to discuss and review novel risks, working with a broad group of
people to ensure diverse views are listened to.

3. Reviews, scenarios and simulations should be matched with risk appetite and a willingness to act.

4. Stress-testing of options must be done in an unbiased manner to understand resilience.

5. High quality and adaptable decision-making ensures we are prepared and ready to respond.

6. Purposeful resilience planning and preparation helps us be prepared for risks and events.

Identify Review Stress-test Respond

Learn
Skills & ‘ Strengthen
Culture & improve

Example techniques to prepare for and respond to novel risks

Chronic unease culture Scenario Analysis What if? simulations
Horizon scanning Expert assistance PreMortems Decision-making quality
What if? Workshops Connectivity mapping Risk Appetite Agility
Employee App Response- Complexity mapping & Decision Trees Purposeful Resilience
ready mindset Cynefin framework Counterfactual Review
Resilience planning




RISKINSIGHT

e De-bias your decision-making to tackle novel risks

We all have in-built biases (confirmation bias, optimism bias and
others) which affect our decision-making. It is important to keep our

) . ., _ ) INFORMATION
biases “in check” when we are seeking to understand novel risks.
Since novel risks are new to us, we need to be open-minded about sl RS
how they could eventuate. They could take different directions,
depending on how a situation unfurls DECISION
pending - QUALITY
We need to use a good decision-making process in order to make good FRAME REASONING
guality decisions in how to respond to novel risks.
. . COMMITMENT
In safety management, the term “chronic unease” is often used to
describe a generative safety culture. This same mindset, which is a
constant appreciation and scanning of what could happen, stands usin PE
. er - . . Increasingly informed -
good stead for identifying and responding to novel risks. i A —
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we're not caught accident . s Increasing Trust



RISKINSIGHT

e Combining techniques to tackle novel risks

: . : . S
In today’s dynamic and fast-changing world, looking at different £y MAJOR ACTION MAY BE
€38 "
scenarios to think about the future helps us think about “What if...?” A SE R _
’ :
. L . 1w
P.reMortem (prospective hindsight) can be used to er?v.lsage a potential : UNCOMFORTRE .2
disastrous outcome; a ProMortem, an extremely positive one. S 2. \59‘°°
g % é \\'3(\%?’
g- = ~\°Kc
When we think through different possibilities including “plausible = SAFE ZONE @oc"‘
outliers”, black swans, perfect storms and huge-scale events, and the g
interlinkage of risks, we improve our ability to plan for our objectives, g | |
we de-bias our decision-making, we ensure we take into account _ _ <
Little change Moderate change Extensive change
external factors and we put ourselves in a better position to spot new,
Extent of change
unusual circumstances on the horizon. )
Complex Complicated
the relationship between cause and

. . . . . . the relationship between cause effect requires analysis or some other
Various techniques exist to help us consider influences and linkages A Sy bepemel T cFuestjutbmak e
that are outside of our organisation and outside of our control. probe —sense - respond |  sense - analyze - respond

emergent practice good practice

novel practice

no relationship between cause
and effect at systems level

act - sense -respond

Chaotic

best practice

the relationship between cause
and effect is obvious to all

sense — categorize - respond
Simple

© Cynefin framework by Dan Snowden



Learning from how others deal with novel risks

The military: faced with unknowns, teams anticipate and adapt.

» Select and focus on an overarching goal.
» Maintain resilience as things unfold.

» Embrace offensive action.

» Inject elements of surprise and innovation.

» Accept concentration on the main effort may demand economy elsewhere.
» Conserve effort to sustain the fight.

In times of crisis, businesses can establish teams with specific assigned tasks

to support the decision makers acting as wartime command.

Insights team

« gathers information

o develops/updates
scenarios

« connects to multiple
external sources

« develops insights

Communication team

« coordinates internal
communication

« coordinates external
communication

Scenarios

Hypotheses

Feedback

What to communicate

«

Source: Interviews with select high-ranking generals

McKinsey
& Company

Sou rce: McKmsey

Reporting

Decisions

Midterm planning

Priorities

Operations team

e manages day-by-day
activities

e drives implementation of
all decisions/initiatives

Plan-ahead team

¢ plans ahead (3, 6, 9, and
12 months)

« develops initiatives for
new normal

Management of multiple time horizons, US military example
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Future/long-term planning Future operations/near-term planning

Source: Joint publication 3-33, US Joint Task Force Headquarters, January 31, 2018
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Battle-update assessments

What is?

Functional boards Ad hoc efforts

2<%
2<%
2<%

Current operations
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e Learning from how others deal with novel risks

The space industry: faced with unknowns, teams anticipate and adapt.

Cruise Stage Separation

htlines Along the Voyager 1 & 2 Paths
Cruise Balance Devices Separation

.
GJ676,1A—/-

| had spent so much time thinking about the ways in which it couldn't work,
or wouldn't work, that the idea of feeling that it would work, of relaxing and
trusting that it would work, felt like a dereliction of duty to me. | was
rationally confident but emotionally terrified."
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e What should Risk professionals be thinking about?

We need to show, in practice, not theory, how we can help people to deal with novel

risks, take opportunities and manage threats

Questions for Risk professionals:

1.

Do we understand the nature of the organisation(s) we work with and the real challenges and
opportunities we all face in future, including novel risks?

Do we understand the complexity of our environment, and can we help those we work with to
understand and manage the complexity, and novel risks, they face?

Do we know our state of resilience, and can we help our teams to have the best resilience and skills to
anticipate and respond to changing and unexpected circumstances in a purposeful way?

What insights do we see into opportunities to achieve success — how do we articulate them?

How do we harness the knowledge and ideas on novel risks across our organisation and value chain, to
help people make good risk-informed decisions?
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