L

Module:

DIRB-(A web content
scanner)




ich has by default ari
e are a lot of updated wordlists available over
the inte which can also be used. Dirb searches for the words in its
wordlist in every directory or object of a website or a server. It might be
an admin panel or a subdirectory that is vulnerable to attack. The key is
to find the objects as they are generally hidden.
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How to get it?

Donwload Dirb via Github: https.//github.com/seifreed/dirb
Download Dirb via Sourceforge:
https://sourceforge.net/projects/dirb/

How to getit?
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Using Dirb:

Step 1 — Open Terminal

Step 2 — Start Dirb

Once we have a terminal open, go ahead and type dirb to get the help
screen.

Kali> dirb

File Actions Edit View Help
.o ~

DIRB wv2.22
By The Dark Raver

dirb <url base> [<wordlist file(s)>] [options]

NOTES
<url_base> : Base URL to scan. (Use -resume for session resuming)

<wordlist_file(s)> : List of wordfiles. (wordfilel,wordfile2,wordfile3 ...

HOTKEYS
'n' — Go to next directory.

'q' — Stop scan. (Saving state for resume)
'r' — Remaining scan stats.

OPTIONS

-a <agent_string> : Specify your custom USER_AGENT.
-b : Use path as is.

-c <cookie_string> : Set a cookie for the HTTP request.



https://github.com/seifreed/dirbDownload

Actions Edit View Help

_—_— OPTIONS —7/
a <agent_string> : Specify your custom USER_AGENT.

~ se Dﬂfh as is.

> : Set a cookie for the HTTP request.
path to the -1lenf ce*flflrafe

=header ;TIlnrw : Add a c Lom '.L_ T t = > request.

: Use case-insensitive se -
Print "Location" header 1en found.
<nf_code>: gnore responses with this HTTP code.
<output_ file> : Save output to disk.
<proxy[:port]> : Use this proxy. (Default port is 1080)
- <pr0«v username:proxy_ password> : Proxy Authentication.
Don't search 19-u1;1v91v
Interactive recursion. (Asks for each directory)
: Silent Mode. Don't show tested words. (For dumb terminals)
Don't force an ending '/' on URLs.
<username:password> : HTTP Authentication.
: Show also NOT_FOUND pages.
Don't stop on WARNING messages.
X <extensions> / -x <exts_file Append each word with this extensions.
<millisecs> : Add a milliseconds delay to not cause excessive Flood.

As you can see in this screenshot above, DIRB’s syntax is very simple
with multiple options. In its simplest form, we only need to type the
command dirb followed by the URLof the website we are testing.

Kali> dirb URL
Step 3 — Dirb for simple hidden object scan

with the Dirb’s default word list file it searches the URL for 4612 Object
types. Let’s try it on test site, webscantest.com.

kali > dirb http.//testingsite.com

DIRB begins the scan looking for those keywords among the website
objects.

The results list with the response code and the size of the file for each
ping. Also, dirb starts searching the files of the folder which returns
the response code as 200. It searches the entire folders with the
wordlist and displays the results.



http://testingsite.com/

File Actions Edit View Help

@ Lad
dirb https://ww. .com/
DIRB v2.22

By The Dark Raver

START_TIME: Fri Aug 6 ©01:32:29 2021
URL _BASE: https://ww. .com/
WORDLIST FILES: /fusr/share/dirb/wordlists/common.txt

GENERATED WORDS: 4612

Scanning URL: https://ww. ..com/ ——
=> DIRECTORY: https://ww. ..com/app/
+ https:// ww. .com/aspnet_client (CODE:403|SIZE:58)
+ https:// ww. .com/aux (CODE:500|SIZE:1763)
=—> DIRECTORY: https:// waw. ..com/careers/
+ https:// ww. ..com/coml (CODE:500|SIZE:1763)
WIA P _.com/com2 (CODE:500|SIZE:1763)

: - om/app/ Lpt ODE: 1176
2/ i om/app/nul (CODE:S@@|SIZE:1763)

AT R om/app/prn (CODE:500|SIZE:1763)
—— Entering directory: https://wmw.itcy ‘careers/, ——

(') FATAL: Too many errors connecting to host
(Possible cause: OPERATION TIMEOUT)

END_TIME: Fri Aug 6 ©2:24:20 2021
DOWNLOADED: 9328 - FOUND: 24

Finally, when DIRB is done, it reports back the number of found objects (24 in
this case). Note that in the help screen above, we can use the -o switch to send

the results to an output file to save the results to a text file.

Testing for Special Vulnerable list

We can use DIRB to test for specific vulnerable objects within specific types of

web technologies. Each web technology has different vulnerabilities. They are
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