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Final Exam
• To be released 22 May 2020.

• Answers to be returned 26 
May 2020.

• Format: True/False, Multiple 
Choice, Short Answer

• “The answers must be saved 
in the test form, named test 
form's file by student 
surname and sent to the e-
mail address: 
sullivan@sullivanlaw.net by 
26th of May, 2020."



Optional Research Paper
Deadline 22 May 2020



Review of 
GDPR from 
Last Week
(We dealt mostly 
with data 
processors)



What is it?

• Regulation (EU) 2016/679 ("GDPR") is a 
regulation in EU law on data protection 
and privacy for all natural persons 
within the European Union (EU) and 
the European Economic Area (EEA). It 
also deals with export of personal data 
outside the EU and EEA areas.

• Primary purposes: grant EU individuals 
control over their personal data & 
simplify regulatory environment for 
international business by unifying the 
regulation within the EU inside the EU.

• Applies to an enterprise established in 
EU, or regardless of its location and the 
data subjects' citizenship, that is 
processing the personal information of 
data subjects inside the EU. 

• GDPR also protects EU citizens and 
their data outside the EU.

• Enforcement began on 25 May 2018.



Key GDPR Conceptual 
Terms

Data Subject:  An individual or identifiable natural 
person.
Data Controller:  Determines for which personal data is 
processed. Must ensure & demonstrate that data 
processing is performed in accordance with GDPR.
Data Processor:  Processes personal data on behalf of 
data controller.
Processing: Any operation on personal data (includes 
storage and access).
Personal Data is any information relating to a data 
subject.
• Person Information is any information that can be 

used to directly or Indirectly identify an individual. 
Examples: name, serial id, salary, home address, 
etc.

• Sensitive Person Information is any information 
that can misused to significantly harm the 
individual. Examples: Credit/Debit card numbers, 
medical information, date of birth including year, 
race, ethnicity, sexual orientation, etc.



More about Personal 
Data.

• Personal data is any information that 
relates to an identified or identifiable living 
individual. Different pieces of information, 
which collected together can lead to the 
identification of a particular person, also 
constitute personal data.

• Personal data that has been de-identified, 
encrypted or pseudonymized but if it can 
be used to re-identify a person it remains 
personal data and falls within the scope of 
the law.



Data Protection Principles

• The GDPR sets out seven key principles:
• Lawfulness, fairness and transparency
• Purpose limitation
• Data minimization
• Accuracy
• Storage limitation
• Integrity and confidentiality (security)
• Accountability



Some Exceptions to 
GDPR

• Data processed during the course of an activity that falls 
outside of law of the European Union.

• GDPR does not apply to natural persons who process 
data for purely personal or household activity.

• A/K/A Domestic Purposes Exception – Remember 
the Lindqvist case.

• Recital 18 of the GDPR includes the lack of 
“connection to a professional or commercial 
activity” as delimitation element while “social 
networking and online activity” is explicitly 
referred as a category of personal/household 
activity.

• GDPR does not apply to government agencies and law 
enforcement when data are collected and processed for 
the prevention, investigation, detection, or prosecution 
of criminal offenses or the execution of criminal 
penalties or for preventing threats to public safety.

• GDPR does not apply to the processing of personal data 
by Member States for activities under the scope of 
Chapter 2, Title V, of the Treaty on European Union.



Special 
Protections 
for Sensitive 
Personal 
Data

Health 
information.

Racial or 
ethnic origin.

Political 
opinions.

Religious & 
philosophical 

beliefs.

Trade union 
membership.

Genetic & 
biometric 

data.

Sex life 
information.

Sexual 
orientation.



Lawfulness of Processing
(see textbook page 587)

Consent: Data subject has 
given consent to processing 
of personal data for 1 or 
more specific purposes;

Processing is necessary for 
performance of contract, 
etc.

Compliance with legal 
obligations.

Protection of vital interests
of data subject or another 
natural person.

Public interest or exercise of 
official authority.

Legitimate interests of 
controller or third party if 
not overridden by data 
subject’s rights.



More about 
Consent as a 
Ground of 
Lawfulness of 
Processing



Consent Must 
be 
“Affirmative”
“Silence, pre-ticked boxes, or inactivity 
should not constitute consent.”



Data Subject 
May Withdraw 
Consent

Must be “as easy to withdraw as to 
give consent.



Special Protection 
for Personal Data 
of Children
• Below age 16 (can be 

reduced by local 
legislation to age 13), 
consent must be given by 
“holder of parental 
responsibility over the 
child.”



Chapter 23: Data Protection: Rights and 
Obligations
• Transparency rights of data subjects under Articles 

12-14 of GDPR. Depend on whether personal data 
are received from the data subject or from a third 
party.

1. The right to be informed
2. The right of access
3. The right to rectification
4. The right to erasure
5. The right to restrict processing
6. The right to data portability
7. The right to object
8. Rights in relation to automated decision 

making and profiling.
9. This part of the guide explains these rights.






