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Chapter 5 of Textbook

Conflicts between national norms regarding
the limits of freedom of expression.

Relatively new ability of any Internet user to
reach a global audience from anywhere in the
world.

Growing power of states to reach conduct and
speech beyond their borders.

Remember one of the premises of
“cyberlibertarianism” in Chapter 4:

* Regulatory arbitrage—Internet users can
“seek the shelter of” the least restrictive
jurisdiction to which they are subject.

e |s this true?




Jurisdiction



Prescriptive Jurisdiction under
International Law

* Prescriptive Jurisdiction: A country’s ability to make its law
applicable to persons, conduct, relations, or interests.

* Five recognized bases for asserting prescriptive jurisdiction:
e Territoriality
* Conduct taking place within the country’s territory, or
* Designed to have effects within the country’s territory.
* Nationality (conduct performed by the country’s nationals).
* Passive personality (conduct having the country’s nationals as -
tevicimg o y ' jurisdiction noun1
* Protective principle (conduct directed against a country’s vital - - -
interests) 1

* Universality (conduct recognized by the community of
nations as of “universal concern”).

e Application limited to a criminal acts so grave that any
nation may put on trial and, upon conviction, punish
him or her. Exercised against “common enemies of
humankind” hostis humani generis).

e Piracy, slavery, genocide, torture.




Differing Ideas of
Freedom of Speech
and Its Limits




UN Universal Declaration of Human Rights
Article 19

“Everyone has the right to
freedom of opinion and
expression; this right includes
freedom to hold opinions without
interference and to seek, receive
and impart information and ideas
through any media and regardless
of frontiers.”




International Covenant on Civil and
Political Rights (1966)
Article 19 /

Everyone shall have the right to hold opinions without 'V,

interference.

Everyone shall have the right to freedom of

expression; this right shall include freedom to seek,

receive and impart information and ideas of all kinds, “ V
regardless of frontiers, either orally, in writing or in

print, in the form of art, or through any other media of ¢ -b
his choice. O W

The exercise of the rights provided for in paragraph 2 International Covenant op
of this article carries with it special duties and

responsibilities. It may therefore be subject to certain “ivil and Political Righ’
restrictions, but these shall only be such as are
provided by law and are necessary:

a) Forrespect of the rights or reputations of others;

b)  For the protection of national security or of public
order (ordre public), or of public health or morals.

Emphasis added.




European Convention on Human f
Rights (1953) European Convention

Article 10 on Human Rights

1. Everyone has the right to freedom of expression.
This right shall include freedom to hold opinions and
to receive and impart information and ideas without
interference by public authority and regardless of
frontiers....

2. The exercise of these freedoms, since it carries with
it duties and responsibilities, may be subject to such
formalities, conditions, restrictions or penalties as
are prescribed by law and are necessary in a
democratic society, in the interests of national
security, territorial integrity or public safety, for the
prevention of disorder or crime, for the protection
of health or morals, for the protection of the
reputation or rights of others, for preventing the
disclosure of information received in confidence, or
for maintaining the authority and impartiality of the
judiciary.

Emphasis added.



Latvia
Satversme
Article 100

1922, Reinstated in 1991

Ikvienam ir tiesibas uz varda brivibu,
kas ietver tiesibas brivi ieglut, paturéet
un izplatit informaciju, paust savus
uzskatus. Cenzura ir aizliegta.

Everyone has the right to freedom of
expression, which includes the right to
freely receive, keep and distribute
information and to express his or her
views. Censorship is prohibited.




7 Regulation of
online media

Very Good English .
I—a N g uad ge Re Source on Lolita Berzina, Linda Birina,
Latvian Regulation of baura Jambuseud and Artirs

Online Media

" HUMAN RIGHTS LAW AND
REGULATING FREEDOM OF
EXPRESSION IN NEW MEDIA

LESSONS FROM NORDIC APPROACKES

Marr Semi, Jukka Yiljenen, Enfior Josson
and Artirs Kok




Pubic broadcating of Latwa

Three weeks

Latvian man arrested for inciting ethnic hatred via ago...
online fake news




# Constitutional Court of § '. {i’ Latvijas Republikas
e the Republic of Latvia 2 Satversmes tiesa

2013 Ruling: “Article 100 of the Constitution envisages not only the right of freely expressing
one's viewpoint and distributillg information but also the right to freely receive it.”

The Court’s rulings are significantly influenced by the decisions of the European Court of
Human Rights.



Latvian Law on the Press and

Other Mass Media

Section 7. Information not for Publication

It is prohibited to publish information which is an official secret or
other secret especially protected by law that promotes violence
and the overthrow of the prevailing order, advocates war, cruelty,

racial, national or religious superiority and intolerance, and incites BREAK’“E
to the commission of some other crime.

Materials from pre-trial investigations shall not be published NEws
without the written permission of the prosecutor or the

investigator. Publication of materials that violate the presumption
of innocence shall not be permitted in the reporting of judicial
proceedings. During open court sittings journalists may make

recordings b¥ means of technical devices if these do not hinder
the course of judicial procedures.

It is prohibited to publish the content of correspondence,
telephone calls and telegraph messages of citizens without the
consent of the person addressed and the author or their heirs.

The use of mass media to interfere in the private life of citizens is
prohibited and shall be punished in accordance with the law.

It is prohibited to publish information that injures the honour and
dignity of natural persons and legal persons or slanders them.

It is prohibited to publish information concerning the state of
health of citizens without their consent.

It is prohibited to publish business secrets and patent secrets
without the consent of their owners.



Latvia’s Electronic
Mass Media Law

“In the creation of their programmes, the
public electronic mass media shall take
into account the diversity of society in
Latvia in social, economic, regional,

educational, cultural and religious terms it~
while respecting human rights and O eadlin® “L.'".%‘“fm'“éa’“n’;'gu e
fundamental freedoms, the equality of all ~EM] media prd, b
before the law, the freedom of opinion . SIS

and expression, the right to receive and
distribute information freely, the
presumption of innocence, inviolability of
personal life, honour and dignity.”




The Basic Law for the Federal Republic of Germany (1949)
Article 5: Freedom of expression

1. Every person shall have the right freely to
express and disseminate his opinions in
speech, writing and pictures, and to inform
himself without hindrance from %enerally
accessible sources. Freedom of the press and
freedom of re[porting by means of broadcasts
and films shall be guaranteed. There shall be
no censorship.

2.  These rights shall find their limits in the
provisions of general Taws, in provisions for
the protection of young persons, and in the
right to personal honour.

3.  Arts and sciences, research and teaching shall
be free. The freedom of teaching shall not
release any person from allegiance to the
constitution.

Emphasis added.



French Constitution of
1958
Declaration of the Rights of
Man and the Citizen (1789)

La libre communication des pensées et
des opinions est un des droits les plus
précieux de I'homme : tout citoyen peut
donc parler, écrire, imprimer librement,
sauf a répondre de I'abus de cette liberté
dans les cas déterminés par la loi.

The free communication of ideas and of
opinions is one of the most precious rights
ofman. Any citizen may therefore speak,
write and publish freely, except what is
tantamount to the abuse of this liberty in
the cases determined by Law.




But this freedom has limits:
Racism, anti-Semitism, racial hatred, and

. . justification of terrorism are not opinions.
Limits on They are offances.
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"

US COnStitUtiOn Congress shall make no
Longress shall make no
Amendment 1 (1791) law respecting an
establishment of religion,
or prohibiting the free
exercise thereof; or

abridging the freedom of
speech, or of the press; or

the right of the people
peaceably to assemble,
and to petition the
Government for a redress
of grievances.”

Emphasis added.




General U.S. Rule on Government
Restrictions Based on Content of
Speech

e Content-based restrictions "are
presumptively unconstitutional
regardless of the government’s benign
motive, content-neutral justification, or
lack of animus toward the ideas
contained in the regulated speech."

* Restrictions that require examining the
content of speech to be applied must
pass “strict scrutiny.”

* Legislature must have passed the law to
further a "compelling governmental interest,"
and must have narrowly tailored the law to
achieve that interest.

Photo:dbking / CC BY (https://creativecommons.org/licenses/by/Z.0)



' ~
'° Sometimes used as an economic
analogy in speech cases.

e Let all voices be heard and

compete in the “marketplace of
b Marketplace
e Too much faith in human ability to Of |dea5

discern truth?




US Supreme Court in
Texas v. Johnson, 491
U.S. 397 (1989), held (5-
4) that flag burning
constitutes symbolic
speech that is protected
by the First Amendment.




e US Supreme Court has upheld the right of
people to speak anonymously when the

A n O ny m O U S speech is otherwise lawful and disclosure of
identity would chill exercise of speech.
Speech



Application of 1%
Amendment
Online

A provision of the Communications
Decency Act criminalized the exchange of
“indecent” information between adults
and minors.

15t Amendment is fully applicable to online
communications.

While the “indecency” provisions were
vague and overreaching, the government
had a legitimate interest in restricting
“obscene” material.

Reno v. ACLU, 521 U.S. 844 (1997).




“The average person, applying
contemporary community
standards", would find that
the work, taken as a whole,
appeals to the prurient
interest.”

The work depicts or describes,
in a patently offensive way,
sexual conduct or excretory
functions specifically defined
by applicable state law.

The work, taken as a whole,
lacks serious literary, artistic,
political, or scientific value.

The work is considered obscene
only if all three conditions are
satisfied.

U.S. Obscenity Test Under
First Amendment

Miller v. California, 413 U.S. 15 (1973)
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Additional Protocol to the Convention on Cybercrime, concerning the criminalisation of acts
of a racist and xenophobic nature committed through computer systems (2003)

Article 2(1): "racist and xenophobic material" means any written material, any image or any other representation of ideas or theories, which
advocates, promotes or incites hatred, discrimination or violence, against any individual or group of individuals, based on race, colour,
descent or national or ethnic origin, as well as religion if used as a pretext for any of these factors.

Art. 3(1): Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic
law, when committed intentionally and without right, the following conduct: distributing, or otherwise making available, racist and
xenophobic material to the public through a computer system.

Art. 5(1): Each Party shall adopt such legislative and other measures as may be necessary to establish as criminal offences under its domestic
law, when committed intentionally and without right, the following conduct:

insulting publicly, through a computer system, (i) persons for the reason that they belong to a group distinguished by race, colour, descent or
national or ethnic origin, as well as religion, if used as a pretext for any of these factors; or (ii) a group of persons which is distinguished by
any of these characteristics.

Art. 6(1): Each Party shall adopt such legislative measures as may be necessary to establish the following conduct as criminal offences under
its domestic law, when committed intentionally and without right: distributing or otherwise making available, through a computer system to
the public, material which denies, grossly minimises, approves or justifies acts constituting genocide or crimes against humanity, as defined
by international law and recognised as such by final and binding decisions of the International Military Tribunal, established by the London
Agreement of 8 August 1945, or of any other international court established by relevant international instruments and whose jurisdiction is
recognised by that Party.
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Kriminallikums / Latvian Criminal Law
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Hate Speech Under U.S.
First Amendment

”Speech that demeans on the basis of race,
ethnicity, gender, religion, age, disability, or
any other similar ground is hateful; but the
proudest boast of our free speech
jurisprudence is that we protect the
freedom to express “the thought that we
hate.” United States v. Schwimmer, 279 U.

S. 644, 655 (1929) (Holmes, J., dissenting).”

Matal v. Tam, 137 S. Ct. 1744 (2017).

The Slants, Photo by Gage Skidmore, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?curid=54532298



Tensions between European and U.S.
Approaches to Freedom of Speech

The Union of Jewish Students and the International
League Against Racism and Anti-Semitism (LICRA)
filed a lawsuit against Yahoo! and Yahoo! France
accusing them of allowing access to websites
auctioning Nazi memorabilia.

Yahoo! and auction operators were domiciled in USA,
where display & sale of these items was lawful.

French law prohibits the sale or display of items that
incite racism.

22 May 2000: A Paris court rules that Yahoo! must
block access to the websites from France.

Photo of Nazi memorabilia by Joe Mabel, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?curid=7698078
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e Yahoo! must filter access to site
auctioning Nazi paraphenalia

French Court



U.S. District Court
Ruling

* Yahoo! Took its case to U.S.
District Court for the Northern

District of California.

“Although France has the sovereign
right to regulate what speech is
permissible in France, this court may
not enforce a foreign court order that
... chills protected speech [occurring]
siomultaneously withib our borders”




“SPEECH IS AN ESSENTIAL MECHANISM OF
DEMOCRACY, FOR IT IS THE MEANS TO HOLD

OFFICIALS ACCOUNTABLE T0 THE PEOPLE.”

CITIZENS UNITED V. FEC, 2010

* Textbook discusses at some length UK mechanisms for regulation of political
advertising and somewhat shaky attempts to apply those mechanisms to
political bloggers.

O n l Ine POl It ICa | e US approach in Citizens United v. Federal Election Commission, 558 U.S. 310

Speech (2010).

e US Supreme Court overruled Austin v. Michigan Chamber of Commerce
(1990), which had allowed different restrictions on speech-related
spending based on corporate identity, as well as a portion of
McConnell v. FEC (2003) that had restricted corporate spending on
electioneering communications.
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Injunctions to Prevent Publication

of Private Information

 Textbook identifies several English cases
in which courts enjoined publication of
private information.

* CTBv News Group Newspapers Ltd
[2011] EWCH 1232.

¢ Details of extramarital affairs.
e United States:

* New York Times v. United States, 'l'nj u I'I Cti O n nou 14

403 U.S. 713 (1971).

e Supreme Court permitted
New York Times & Washington
Post newspapers to publis
Pentagon Papers without risk
of government censorship or
punishment.




U.S. Federal Law against

Hacking Offenses

e Computer Fraud and Abuse Act (“CFAA”), 18 U.S.C. § 1030

* Prohibits accessing a computer without authorization, or
in excess of authorization.

18 U.S.C. § 1030(a)(1): Computer espionage.

18 U.S.C. § 1030(a)(2): Computer trespassing, and
taking government, financial, or commerce info

18 U.S.C. § 1030(a)(3): Computer trespassingin a
government computer

18 U.S.C. § 1030(a)(4): Committing fraud with
computer

18 U.S.C. § 1030(a)(5): Damaging a protected
computer (including viruses, worms)

18 U.S.C. § 1030(a)(6): Trafficking in passwords of a
government or commerce computer

18 U.S.C. § 1030(a)(7): Threatening to damage a
protected computer

18 U.S.C. § 1030(b): Conspiracy to violate (a)
18 U.S.C. § 1030(c): Penalties

T VL
LA Yy

00 s

.,

i

330111101 W

321010011232

‘““inii )

0




Fake News

A loosely-used term but a real issue.
* Not just anything a politician doesn’t like.
Political & Geopolitical.
* Election interference.
* Attempts to undermine sovereignty.
* Some level of consensus is required for self-
government. What if the consensus is formed on
the basis of falsehoods?

Racial / Ethnic Hatred.
Health.
* Anti-vaccine movement.
* Quack medical treatment.
Who can police fake news?
What's the difference between this and opinion?

PROPAGANDA




Latvian State Police request criminal

Latvian police liquidates fake news site :
prosecution of fake news portal owner

wivte.aumutests.net, Employee detained
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Fighting “fake news’ online: How soldiers in Latvia got fooled by bots
Supporter

2

-
Geordgia

July 2019 marked the end of State Palice investigation of a criminal process
laanched last yoar in relation to distribution of fake news. One Nilis Endzing

From Twitter was arrested a3 & result of the eriminal process in 2018,
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Latwian State Police has detained a 2001-born young man for reporting fake
mawrs, BNN was informed by police.
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UK broadcasting watchdog proposed as online harms regulator

Supporter

Demacracy and Digital: trusted media and
plattorm regutation




