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Polling Question

Do you work for a public company 
subject to SOX 404 and ICFR 
requirements?

 Yes

 No
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Polling Question

Who in your company is responsible 
for monitoring enforcement action 
related to ICFR?

 CFO/CAO

 Head of Internal Audit/SOX

 External Auditor

 Other

 I Don’t Know
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Internal Controls Over Financial Reporting
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Internal Controls Over Financial Reporting

SOX SECTION 404:
MANAGEMENT ASSESSMENT OF INTERNAL CONTROLS

All annual financial reports must include an Internal Control Report stating that 
management is responsible for an "adequate" internal control structure, and an 
assessment by management of the effectiveness of the control structure. Any 
shortcomings in these controls must also be reported. In addition, registered external 
auditors must attest to the accuracy of the company management assertion that 
internal accounting controls are in place, operational and effective.

All rights reserved. Frazier & Deeter, 2019.



Cyber Defense



Cyber Defense

All rights reserved. Frazier & Deeter, 2019.



Cyber Defense

COMPANY DATE CUSTOMER EXPOSURE
Capital One July 2019 100 Million

Equifax May 2017 143 Million

Marriott 2014-2018 383 Million

Facebook 2016-2018 87 Million

Anthem 2015 80 Million

Yahoo 2013-2014 3 Billion
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Polling Question

How confident are you that your audit 
program provides adequate coverage 
of cyber security risks?

 Very Confident

 Somewhat Confident

 Not Confident

 I Don’t Know
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Cyber Defense

Attackers, who infected the 
city's systems with the 
pernicious SamSam malware, 
asked for a ransom of 
roughly $50,000 worth of 
bitcoin.
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Polling Question

Are you using a cloud software that 
stores confidential or personal data for 
your company or clients?

 Yes

 No
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What Risks Does the Cloud Add?
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QUESTIONS? 


	A Discussion with the CAE
	Your Panel
	Polling Question
	Internal Controls Over�Financial Reporting
	Internal Controls Over Financial Reporting
	Internal Controls Over Financial Reporting
	Internal Controls Over Financial Reporting
	Internal Controls Over Financial Reporting
	Polling Question
	Internal Controls Over Financial Reporting
	Internal Controls Over Financial Reporting
	Cyber Defense
	Cyber Defense
	Cyber Defense
	Polling Question
	Cyber Defense
	Polling Question
	What Risks Does the Cloud Add?
	Questions? 

