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Executive summary

This document is part of the cybersecurity assessment that was carried out in February
2021 for Contoso by DataDiD. It provides an overall review regarding your cybersecurity
position and practices, as assessed through a questionnaire and through an automated
scan of security related data and deployed settings.

The report is not meant to serve as a detailed control review nor a security audit, although
it can serve to prepare you for it. In addition, the outcomes of the assessment can be used
as input for an action plan to mitigate the discovered risks, enhancing your organization'’s
security posture and cybersecurity resilience.

Organization’s Maturity Level

Security is not a problem to be solved, but a risk to be managed. It is not just about
protecting your assets, but also about protecting your reputation, your customers, and
your employees.

After reviewing the CIS Controls™ (v8.1) questionnaire, described in detail later, the
current overall maturity level of Contoso’s cybersecurity program and practices matches
level 1 - basic. Your organization’s maturity level is based on the lowest scored CIS
control, gathered during the interview with your security team.

Reactive Strategic
Level 1 Level 2 Level 3 Level 4
Basic Standardized Rationalized Dynamic

The maturity score is calculated based on the average of all answers in the questionnaire.
This score can be used as a benchmark for future assessments based on CIS controls.
Your current maturity score is shown below.

Maturity Score

Maturity Score 1 2 3 4

This executive summary provides an overview of the assessment, the following chapters
delve into the technical details.
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CIS interview | Findings and Recommendations

This chapter contains detailed ratings for CIS Controls™ (v8.1) and a selection of the ISO/IEC 27001:2022 controls, providing insight into
your organization’s current policies, procedures, and management. The ratings reflect the current state and can indicate areas for
improvement in your security rating in the next assessment, depending on your strategy, policies, risk tolerance, and regulatory
requirements. The tables in this chapter include a "ZTA" column, which maps the control to the Zero Trust Architecture zone mentioned in
Appendix E.

CIS Controls

The controls of CIS and their objectives are mentioned below.

1. Inventory and Control of Actively manage (inventory, track, and correct) all Enterprise assets on the network so that only authorized 2

Enterprise Assets devices are given access, and unauthorized and unmanaged devices are found and prevented from gaining
access.

2. Inventory and Control of Actively manage (inventory, track, and correct) all software on the network so that only authorized softwareis 5

Software Assets installed and can execute, and that unauthorized and unmanaged software is found and prevented from
installation or execution.

3. Data Protection The processes and tools used to prevent data exfiltration, mitigate the effects of exfiltrated data, and ensure 3,4
the privacy and integrity of sensitive information.

4. Secure Configuration of Establish, implement, and actively manage (track, report on, correct) the security configuration of network 2,3

Enterprise Assets and infrastructure devices using a rigorous configuration management and change control process in order to

Software prevent attackers from exploiting vulnerable services and settings.

5. Account Management Actively manage the life cycle of system and application accounts - their creation, use, dormancy, deletion- 1,3
in order to minimize opportunities for attackers to leverage them.

6. Access Control The processes and tools used to create, assign, manage and revoke credentials and privileged for users, 1,3

Management administrators, and service accounts.

7. Continuous Vulnerability Continuously acquire, assess, and track vulnerabilities, to remediate, and minimize the window of 0.2,3,

Management opportunity for attackers.

8. Audit Log Management Collect, manage, and analyse audit logs of events that could help detect, understand, or recover from an 3
attack.

9. Email and Web Browser Minimize the attack surface and the opportunities for attackers to manipulate human behaviour though their 3,4, 7

Protections interaction with web browsers and email systems.
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10. Malware Defenses
11. Data Recovery

12. Network Infrastructure
Management

13. Network Monitoring and
Defense

14. Security Awareness and
Skills Training

15. Service Provider
Management

16. Application Software
Security

17. Incident Response
Management

18. Penetration Testing

Prevent the installation, spread, and execution of malicious code in the organization, while optimizing the
use of automation to enable rapid updating of defense, data gathering, and corrective action.

The processes and tools used to properly back up critical information with a proven methodology for timely
recovery of it.

Establish, implement, and manage network devices, in order to prevent attackers from exploiting vulnerable
network devices or services.

The processes and tools used to establish and maintain comprehensive network monitoring and defense
against security threats across the network infrastructure.

Establish and maintain a security awareness program, to influence behaviour among the users to be security
aware and properly skilled. In order to reduce cybersecurity risks.

The processes and tools to evaluate service providers who hold sensitive data, or are responsible for critical
IT platforms or processes, to ensure the providers are protecting the platforms and data appropriately.
Manage the security life cycle of all in-house developed and acquired software in order to prevent, detect,
and correct security weaknesses.

Protect the organization's information, as well as its reputation, by establishing a program to develop and
maintain an incident response capability (e.g., policies, plans, procedures, defined roles, training, and
communications) to prepare, detect, and quickly respond to an attack.

Test the overall strength of an organization's defense (the technology, the processes, and the people) by
simulating the objectives and actions of an attacker.
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CIS Controls - Score Overview

Based on the provided answers regarding the CIS controls, your current rating is stated in the below graphic.

Cisv8
1. Inventory and Control of 1
Enterprise Assets
2. Inventory and Control of 1
Software Assets
3. Data Protection 1
4. Secure Configuration of 1

Enterprise Assets and Software

5. Account Management 1

1.7

1.8

2.2
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6. Access Control Management

7. Continuous Vulnerability
Management

8. Audit Log Management

9. Email and Web Browser
Protections

10. Malware Defenses

11. Data Recovery

12. Network Infrastructure
Management

13. Network Monitoring and
Defense

14. Security Awareness and Skills
Training

15. Service Provider Management

o-in-depih

1.3

1.7

1.5

1.5
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16. Application Software Security 1

17. Incident Response
Management

18. Penetration Testing

1.8 3 4
1 2 25 3 4
1 2 3 4

CIS Controls - Findings and Recommendations

The following action items apply to enhance your position with regards to the CIS controls. The number mentioned in the topic column
correlates to the respective control.

Topic Question Answer Advice Advised ZTA | NIS2
Products Zone | Principle
2. Inventory How do you ensure Basic (1) Document the business Configuration 0,3, | A3: Asset
and Control of | and check vendor Unknown/unsupported justification for the Management 5 Management;
Software supportability of and/or unwanted (cloud) | continued use of Database; B4: System
Assets used software and software or operating unsupported/unwanted Software Asset Security
operating systems systems are being used software. Include a plan to | Management
within the without documentation migrate to a (SAM) tooling;
organization? How supported/wanted Defender for
do you control non- situation. Cloud Apps
approved software?
4.Secure How does the Basic (1) Users are not Educate the users why Active 2,3 A2: Risk
Configuration | organization educated to lock their they should lock their Directory Management;
of Enterprise | addresses device and | device when they leave it | device when leaving it Services (GPO); B4: System
session locking when | unattended. An unattended. Implementa | Microsoft Security

Wj& DATADID
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Assets and the device or session | automated lock policy automated lock policy for | Intune;
Software is left unattended or | has not been Windows servers, laptops | Defender for
notin use? implemented. and desktops. Cloud;
Windows 10
and 11
Pro/Enterprise
5. Account Is there an inventory | Basic (1) Unknown or No | Implement a process to Microsoft Entra | 0, 1 Al:
Management | of all used accounts inventory of the account | check for dormant ID P2 [Access Governance;
and how are dormant | information and no administrator, service and | Reviews, B2: Identity
accounts handled? insight in dormant user accounts. Identity and Access
accounts. Protection] control
8. Audit Log Is there a process to Basic (1) No process in Create a process for 0,3 | B4:System
Management | analyze the audit place. analyzing the audit logs. Security; C2:
logs? Proactive
Security
Event
Discovery
11. Data How have you setup | Basic (1) No data Implement automated Windows 0,3, | D1:Response
Recovery the data recovery recovery process is backups for your most Server Backup; | 4,6 | and recovery
process? available. important assets at least Azure Backup; planning
on a weekly basis. Microsoft 365
OneDrive

Topic

Question

Answer

Advice

Advised
Products

ZTA
Zone

NIS2
Principle
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2. Inventory Has your organization Standardized (2) An | Modern malware Applocker; 3,5 A3: Asset
and Control of | implemented software up-to-date list of (ransomware) are often Microsoft Intune; Management;
Software Assets | whitelisting , allowing authorized software | able to install and Defender for B4: System
only authorized software | and software activate without elevated | Cloud Apps; Security; C2:
to run on all libraries is available. | privileges. Defender for Proactive
organization's systems? Server Plan 2 security event
discovery
3. Data How is access to data Standardized (2) Implement security Active Directory | 0,3, | ATl:
Protection being controlled, how Basic security groups based on the Services; 4 Governance;
are checks being carried | groups have been business roles matrix. Microsoft Entra A2: Risk
out on granted implemented on Implement separate ID; Azure Management;
permissions? shares, folders and | groups for read-only and | Storage; B2: Identity &
collaboration read-write access to PortalTalk Access; B3:
sites/tools. We do protect shares, folders, Data Security;
not monitor given sites achieving 'least- B4: System
permissions. privilege' access. Security; D1:
Response
and Recovery
planning
10. Malware How are autorun and Standardized (2) Implement tooling to Microsoft Intune; | 2,3 B4: System
Defenses autoplay configured on Users are made control the autorun and | GPO Security
the organization aware to disable this | autoplay features.
systems? functionality, users
are able to edit the
settings.
W‘JJ DATADID DataDiD and Contoso confidential.
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14. Security How is the security and Standardized (2) An | Extend your security and | Defender for 0,3 B6: Staff
Awareness and | privacy awareness annual returning privacy training program | Office Plan 2 Awareness
Skills Training training establish and security and privacy | with data handling best | (Attack
maintained? awareness program | practices and causes of | Simulation
is implemented, unintentional data Training);
including training to | exposure Microsoft 365
recognize social Premium
engineering attacks
and authentication
best practices.
16. Application | What is the process on Basic (1) No Implement a basic 0,3, | A2:Risk
Software discovered or reported process available process for handling the 5 Management;
Security software vulnerabilities? | regarding how to identified or reported A4: Supply
handle the software vulnerabilities. Chain; C2:
identified or Proactive
reported software Security
vulnerabilities. event
discovery

Additional questions

The CIS Controls are extended with high-level controls from the ISO/IEC 27001:2022 framework, named '‘AQ 1’ and ‘AQ 2. The added
questions relate to IT governance, data governance and cover policies, regulatory compliance, risk management and privacy. These
additional questions are included to provide an optimal overview of the security and privacy practices in your IT environment. The
additional questions and their objectives are mentioned below.
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19.AQ1.IT Create organizational transparency and alignment by establishing a security and privacy policy framework 0,8

Governance complying with the regulatory and legal requirements applicable to the organization.
20. AQ 2. Data Adjustment to, and adoption of privacy regulatory requirements with a risk-based approach and focus on the 0,8
Governance protection of personal identifiable information (PII).

Additional questions - Score Overview

Based on the provided answers regarding the additional controls, your current rating is stated in the below graphic.

Additional questions

19. AQ 1. IT Governance 1 Z 24 3 4

20. AQ 2. Data Governance 13 2 3 4

Additional questions - Findings and Recommendations

The following action items apply to enhance your position with regards to the additional controls. The number mentioned in the topic
column correlates to the respective control.

Topic Question Answer Advice Advised Products ZTA NIS2
Zone Principle
19.AQ 1. 1T Do you have Basic (1) No cyber | Establish an IT Annual CSAT 0,3 ATl:
Governance a plan/roadmap in security plan or security plan or assessment; Purview Governance;
place to improve your | road map defined. | roadmap that Compliance A2: Risk
cybersecurity posture, Manager; Priva Management
DATADID DataDiD and Contoso confidential.
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supported by executive

management?

covers all relevant
business objectives

Subject Rights
Requests; Defender
for Cloud

20. AQ 2. Data
Governance

How is data risk
management

organized within your

organization?

Basic (1) No risk
management or
assessments are
performed.

Implement a basic
risk management
process.

0,34

A2: Risk
Management

Topic Question Answer Advice Advised Products | ZTA NIS2
Zone Principle
19.AQ 1. 1T How are security | Standardized (2) The Improve the division of | Entra Identity 0 ATl:
Governance tasks segregated | division of security tasks, responsibilities, | Governance; Governance
between tasks are established authorizations and Defender Cloud
positions? and documented at reporting lines are Security Posture
the department level. established and Management
The document documented at the
contains the organizational level.
responsibilities.
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Technical Data and Analysis

Besides the interview with regards to the CIS and additional controls, we conducted an
automated scan throughout (a selection of) your IT environment. We have collected
information regarding, among others, the current state of configuration of your IT
landscape, discovery of personal identifiable information, identity management, software
versioning, and many more.

This chapter summarizes the facts we have found along with the respective security
risk/threat and recommendations to remediate those vulnerabilities.

Technical data related to CIS controls

The following tools were used to gather the information:
- Cyber Security Assessment Tool (CSAT).

CIS Control 1: Inventory and Control of Enterprise Assets

The Cyber Security Assessment Tool does not provide technical data for this control,
though the control is covered in the questionnaire interview. The numbers below were
provided by the IT team.

Inventory Type Count Total
Physical Servers Windows 352 375
Linux or Other 23
Virtual Servers Windows 7.657 13.797
Linux or other 3.523
End-User Devices Desktops
Mobile Devices: 2.625
- Laptops
- Smartphones
- Tablets

Conclusions and Recommendations

Currently there is no inventory available for the organization’s assets. It is recommended
to establish and maintain regularly an accurate, detailed, and up-to-date inventory of all
assets in the organization. This inventory will help when defending against assets that the
organization does not own or manage.

CIS Control 2: Inventory and Control of Software Assets

CSAT Output - Operating system version status

DISCOVERED WINDOWS ENDPOINT OS

Microsoft Windows Server 2022 Datacenter Azure 3
Edition
Microsoft Windows 11 Enterprise 2

Conclusions and Recommendations

DATADID DataDiD and Contoso confidential.
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Windows Operating Systems (OS)

¢ five (almost) end of life operating systems have been found. Create a plan to
phase these operating systems (OS) out. For Windows Server 2008 (R2) and
Server 2012 (R2) applies that if you move these OS to Azure, you will receive
extended Security Support. More information can be found on
https://docs.microsoft.com/en-us/windows-server/get-started/extended-security-
updates-overview.

e One or more Windows 10 endpoints have been found that are not running the
latest build of Windows 10. The current build(s) of Windows 10 are supported.
However, the support for the Windows 10 build is limited.

CSAT Output - AD Computer account overview

AD COMPUTER ACCOUNT (ENABLED COMPUTER ACCOUNT) - EXPANDEDUNIVERSE

Enabled Accounts 8
Disabled Accounts 1
Client OS active last 30 days 2
Server OS active last 30 days 3
Client OS inactive more than 30 days 0
Server OS inactive more than 30 days 2

0S LOGGED ON TO AD (LAST 30 DAYS)

No data 1
Windows 11 Enterprise 1

Windows Server 2022 Datacenter Azure Edition 3

CSAT Output - Installed Applications

CVE INFORMATION FOUND ON THE SCANNED ENDPOINTS

Critical CVE's found 9
High CVE's found 2
Medium CVE's found 0
Low CVE's found 0

Conclusions and Recommendations

Applications

e The (almost) end of life software products Java and 7-Zip have been found, start
phasing these products out as soon as possible.

DataDiD and Contoso confidential.
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e Different (old) versions of applications such as Winrar and CCleaner have been
found. Update these applications to the latest version.

e Based on the endpoint scan, one or more applications have been found that have
critical or high severity Common Vulnerability Scoring System (CVSS) score from
the Common Vulnerabilities and Exposures (CVE). Usually, the vendor provides an
update before the CVE is made public, or a workaround/mitigation is made
available. Itis recommended to always run the latest version of the software
provided by the vendor.

CSAT Output - Licensing Status

MICROSOFT 365 LICENSES - EXPANDED.ONMICROSOFT.COM

Product Consumed Prepaid Available Capability Status
MICROSOFT FLOW FREE 44 10000 9956 Enabled
Microsoft 365 E5 1 1 0 Enabled
Microsoft_Intune_Suite 1 1 0 Enabled

Office 365 Advanced GenThreat Protection (Plan 1) 0 0 0 LockedOut
POWER BI (FREE) 46 500 454 Enabled
RMSBASIC 0 1 1 Enabled
Remote_Help_AddOn 1 1 0 Enabled
WINDOWS STORE FOR BUSINESS 0 50 50 Enabled

Conclusions and Recommendations

Make sure that the clients are always running on the most stable and supported release
from the software. Software tooling like Defender for Endpoint or Microsoft Defender
for Cloud can help you to gain insights in the installed applications on the endpoints.
Tooling like Microsoft Defender for Cloud Apps can help you to discover the use of
Shadow IT Cloud applications.

CIS Control 3: Data Protection
CSAT Output - BitLocker Encryption Status

BITLOCKER
Client Endpoints without BitLocker encryption 164
Server Endpoints without BitLocker encryption 854
Microsoft Intune devices with BitLocker status off - 463

expanded.onmicrosoft.com
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CSAT Output - Flagged endpoints

Endpoints overview

Flag  Machine/IP Operating system AV Name AV Status AV Definition ~ Totalactive AV SMBu1Client SMBu1Server Bitlocker  Threat
T : L] an
@ e 047 Microsoft Windows 7 Professional - yicrosoft Security - ON UP_TO_DATE 1 Yes m A 8ad

@ Vinvisapc Microsoft Windows Vista™ Ultima .y sy Api- UNKNOWN UNKNOWN 0 m A Suspicious
@ VMEY-DCCorel Microsoft Windows Server 2016 Dat - \yindows Defender  UNKNOWN 0 Yes m Q@ Normal
Flag  Machine/IP Operating system AV Name AV Status AV Definition ~ Totalactive AV SMBu1Client SMBu1Server Bitlocker  Threat

@ VMES-DC2 Microsoft Windows Server 2016 Dat - yyingows Defender  UNKNOWN 0 Yes m Yes ® Normal
@ VI REaERcALS wgﬁ‘ﬁgg%"d"ws Server 2016 518! \yindows Defender  UNKNOWN 0 Yes m @® Normal

Conclusions and Recommendations.

BitLocker Encryption

e 198 Client endpoints do not have BitLocker encryption enabled.
e 361 Server endpoints do not have BitLocker encryption enabled.

When unencrypted storage falls into the wrong hands, it poses a high risk of data loss.
This specifically applies to mobile devices like laptops, tablets, and smartphones.
However, desktop computers that reside in (semi-)public places could fall into the same
risk category, as well as server storage when it is being replaced.

CSAT Output - Azure Storage accounts

AZURE STORAGE ACCOUNTS - EXPANDED.ONMICROSOFT.COM

Storage Accounts without HTTPS 0
Storage Accounts where TLS 1.1 or lower are allowed 2
Storage Accounts where Blob public access is allowed 3
Storage Accounts where no encryption is used 0
Storage Accounts where partly encryption is used 0

Conclusions and Recommendations.

Azure storage accounts

e 4 Storage accounts do not have HTTPS enabled.
e 34 Storage accounts have TLS 1.1 or lower enabled.
e 25 Storage accounts do not have encryption enabled.

To ensure the confidentiality and integrity of data in transit to and from the Azure Storage
accounts it is recommended to always enforce a secure connection. It is recommended to
only allow HTTPS connections and the latest TLS version to and from Azure storage
accounts.

DATADID DataDiD and Contoso confidential.
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CSAT Output - SharePoint Site Permissions

EXPANDED.ONMICROSOFT.COM

Flag  Site Title Sharing Capability Site Owner Last Modified Date
@ https://expanded.sharepoint.com/sites/EUDepartments Expanded Universe Departi ExternalUserAndGuestSharing 11-10-2020
@ https://expanded.sharepoint.com/sites/EUDeptFinance Finance Department ExternalUserAndGuestSharing 12-10-2020
@ https://expanded.sharepoint.com/sites/EUDeptHR HR Department ExternalUserAndGuestSharing 12-10-2020
@ https://expanded.sharepoint.com/sites/EUProjects Expanded Universe Project: ExternalUserAndGuestSharing 11-10-2020
@ https://expanded.sharepoint.com/sites/itadmingroup IT admin group ExternalUserSharingOnly 12-10-2020

Conclusions and Recommendations

File shares, SharePoint, and Teams sites most likely contain confidential data. It is
imperative that only the right users have access to said information. With before
mentioned regulations in mind, we recommend creating business procedures to create
quarterly reports to the data owner to check current user permissions to revise if they still
need those permissions.

CSAT Output - SharePoint Externally Shared

EXPANDED.ONMICROSOFT.COM

Flag Name Email Permission Path Role Anonymous Access Threat T

@ Doeke Moerman Doeke.Moerman@c  Beperkte toegang  https://expanded sharepoint.com/sites/EUComm  (Directly Assianed) A\ Suspicious
@ Doeke Moerman Doeke.Moerman@c  Beperkte toegang  /sites/EUCommSolarFlares/Gedeelde documente  (Directly Assianed) A\ Suspicious
@ Peaayv van Amelsvo  Peaav.van.Amelsvor  Beperkte toegang  /sites/EUCommSolarFlares/Gedeelde documente  (Directly Assianed) A\ Suspicious
@ Doeke Moerman Doeke.Moerman@c  Lezen /sites/EUCommSpaceconference/Gedeelde docu  (Directly Assianed) A\ Suspicious
@ Doeke Moerman Doeke Moerman@c  Lezen /sites/EUProiMissiontoMars/Gedeelde document  (Directly Assianed) Yes A\ Suspicious

CSAT Output - Google Workspace Drive Externally Shared

GOOGLE WORKSPACE - GENTP.CYBERSECURITYASSESSMENTTOOL.NL

Pll documents 7

Number of shared files 18

Conclusions and Recommendations

Externally sharing data

Sharing data can have a (significant) risk impact when shared with external users like
business partners, customers/consumers, through SharePoint and Teams. While mostly
under legitimate reasons, external users are not managed centrally. Internal user accounts
are probably disabled when someone leaves the organization, or the user is removed
from the access group(s) when moving to another role. Tooling like Microsoft Defender for
Cloud Apps contains ‘sharing control’ policies that can detect and enforce Automate
governance and guarantee a compliant collaboration environment

To govern the collaboration environment to get and hold it in a compliant state,
automation can help. Give controlled access to sites and teams by only let the owner use
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defined functional roles. The owner is not the owner of the site or team and cannot modify
permissions by himself. Only the preset roles can be used.

CSAT Output - Potential Pll Data

Document Name
@ Password document
Networks Operational Ha...

@ Password document
o

Path

I hitps://expanded sharepoint.com/sites/EUDeptlT/Gedeelde documenten/General /Passw...

= hitps://expanded.sharepoint.com/sites/EUHome/Gedeelde documenten/IT general/Net...

#Keywords found  #Total

Password|Userna... 3

Password|Banka.. 7

! https://expanded.sharepoint.com/sites/EUldeas/Gedeelde documenten/Password docu... Password|Userna... 3

Employee quick start for... T https://expanded sharepoint.com/sites/EUDept!T/Gedeelde documenten/General/Office...  Password|Accou... 2
GENTP.CYBERSECURITYASSESSMENTTOOL.NL
Flag  Document Name Path #Keywords found Writers Can Share Last Edited By Shared
@® - Anonatsu ni sake acoustiemp3 Show Ukiyo Yosakoi mizuotoproject Yes
® 2 wekemonosubete acoustiemp3  Show Ukiyo Vosakoi mizuotoproject Yes
@ [FURIN] MIZUGTO PROJECT ukiyovlu Yes
GENTP.CYBERSECURITYASSESSMENTTOOL.NL
Flag Document Name Path #Keywords found Writers Can Share Last Edited By Shared
@ Show Ukiyo Yosakoi mizuotoproject Yes

@ [FURIN] MIZUQTO PROJECT

[FURIN] MIZUQOTO PROJECT

CSAT Output - Microsoft 365 overview

MICROSOFT 365 - EXPANDED.ONMICROSOFT.COM

Pll documents 15
Externally shared items 69
Anonymous Link Count 0
Internal Sharing Count 0
Secure Link For Guest Count 0
Secure Link For Member Count 0
Number of enabled Guests users 5
Number of enabled accounts (guests excluded) 42
Number of disabled accounts (guest excluded) 2
Number of enabled accounts after 30 days of 8
inactivity

Number of enabled accounts after 90 days of 8
inactivity

Number of enabled accounts where no login was 35
found

Number of accounts that are flagged as bad 0

Conclusions and Recommendations.

Potential Pll Data

Threat |

/A Suspicious
A\ Suspicious
M\ Suspicious

A\ Suspicious

Threat

O Normal
O Normal

@ Normal

Threat

O Normal

O Normal

e 46 Documents have been flagged that require special attention. These documents
contain keywords such as Password.

Leaked organization information has been and will be the source of organization
reputation damage. However, this is relatively easy to prevent it. In addition, many
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regulations like the ones mentioned earlier require you to protect personal identifiable
information (Pll) to the extent of your organizational and technical capabilities.

By implementing a feature called Conditional Access, access to sensitive information can
be restricted or granted to users using devices that are either managed or unmanaged,
while performing a risk analysis on several parameters to check if user should get access
to that specific data, application, or resource.

CSAT Output - Endpoint Shares

Server Name Path Shared Name Size Description
VMEU-DC1 C:\Install Install$ 1.43

GB
VMEU-MGMT2 C:\Localdata EU Local data 4217

MB
VMEU-DC1 C:\Shares\IT IT Share 0

Conclusions and Recommendations

Endpoints Shares

Shares might contain confidential data. We recommend creating procedures for the
business to do attestation on user permissions and assign an owner to this. With this
periodic check you can check if the users have the rights, they need and cannot see data
they are not supposed to see.

CIS Control 4: Secure Configuration of Enterprise Assets and Software

CSAT Output - Active Directory Domain and Forest function levels

DOMAIN FUNCTIONAL LEVEL - EXPANDEDUNIVERSE

Domain Name expandeduniverse
Domain Functional Level WINDOWS SERVER 2016
Forest Functional Level WINDOWS SERVER 2016

Conclusions and Recommendations

Active Directory Domain and Forest function levels

It is recommended to Upgrade the Active Directory Domain and Forest Functional levels
to the highest available level. Each new version of Active Directory on Windows Server
incorporates new (security) features. Those features can only be used when all domain
controllers (DC), in either the domain or forest, are at a certain minimal level. For example,
Windows Server 2008 R2 introduces the Active Directory Recycle Bin functionality, a
feature that allows the Administrator to restore deleted objects from Active Directory.
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CSAT Output - Endpoints Secure Configuration

SECURE CONFIGURATION

Incoming RDP enabled with no NLA 2
Endpoints with LM Compatibility lower than 5 1
Autorun Enabled 1
PowerShell 2.0 Enabled 1

Conclusions and Recommendations

Operating system hardening baseline

Hardening of systems is not applied on systems which is why old, unsafe security
protocols are still allowed. Advice is to implement the CIS hardened images from the
Azure VM store to deploy new VM's safe and faster. CIS has various free benchmarks
available on https://www.cisecurity.org/cis-benchmarks/.

Secure configuration of vulnerable services

33258 endpoints found with SMBv1 not disabled, make sure SMBv1 is disabled
on all systems. It is advised to use newer version of SMBv2 or SMBvV3 to
enhance security.

353 endpoints found that have RDP enabled without NLA, make sure managed
RDP endpoints have NLA enabled on remote machines or disable RDP on
machines if unnecessary.

CSAT Output - Firewall GPO status

Windows endpoints with any disabled firewalls GPO 2

Endpoints with firewall disabled GPO

Endpoints with disabled Domain firewall 0
Endpoints with disabled Private firewall 1
Endpoints with disabled Public firewall 1

Conclusions and Recommendations

e 294 Endpoints found with one or more disabled Windows Firewall profiles; it is
advised to enable the firewalls on these machines.

Windows Firewall provides protection from network attacks on the endpoints that pass
through your perimeter network or originate inside your organization, such as Trojan
horse attacks, worms, or any other type of malicious program spread through unsolicited
incoming traffic. Any infected machine that gets access to your corporate intranet can
potentially make a connection to unprotected endpoints or servers and compromises it by
exposing a vulnerability in a Windows service or 3rd-party application.
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Recommended is to implement Defender for Endpoint and enforce it on all endpoints. It
is a total EDR (Endpoint Detection and Response) solution, which provides preventative
endpoint protection, post-breach detection, automated investigation, and response.

CSAT Output - Intune Devices

INTUNE DEVICES - EXPANDED.ONMICROSOFT.COM

Computer accounts 4
Intune Devices active 30 days 0
Intune Devices inactive 30 days 0
Intune Devices marked as not compliant 4
Number of unsupported OSes found in Microsoft 3
Intune

Conclusions and Recommendations

e 2345 Intune device are inactive more than 30 days. Review these devices and
remove the unused devices.

e 10 Intune devices are marked as not compliant. Review and enforce policies on
these devices to get them compliant.

There are Intune devices found that are non-compliant. It is recommended to clean up old
devices and only allow compliant devices to connect to the organization environment.

CIS Control 5: Account Management

CSAT Output - Active Directory Aecount Status
AD ACCOUNTS - EXPANDEDUNIVERSE

Enabled Accounts (without expired accounts) 25
Disabled Accounts 4
Enabled Accounts no login more than 30 days 3
Enabled Accounts no login more than 90 days 3
Enabled Accounts never logged in 20
Accounts flagged as bad 0
Expired Accounts 0
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CSAT Output - Active Directory User Account Control Flags (enabled accounts)

AD UAC DETAILS ENABLED ACCOUNTS - EXPANDEDUNIVERSE

Password is not Required 1
Cannot Change Password 0
Don't Require PreAuth 1
Reversible Text Password 0
Password is not going to expire 6
Smartcard Required 0
Use DES Key Only 1
Trusted To Auth For Delegation 0
Partial Secrets Account 0

Conclusions and Recommendations

Active Directory Accounts

318 Accounts have not logged on for 90 days and 218 accounts have never
logged on. Review these accounts and disable the unused accounts.

521 Accounts are disabled, clean these accounts up.

13 Accounts cannot change their passwords, review these accounts and
remove this setting if possible.

CSAT Output - Active Directory Password policy

PASSWORD POLICY - EXPANDEDUNIVERSE

Complex password required true
Lockout Duration in Minutes 30
Lockout Threshold 0
Max Password Age 42
Min Password Age 1
Min Password Length 7
Password History 24

Conclusions and Recommendations

Password Policy

It is advised to configure the password policy to recommended practices such as:

o-in-depih
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Maximum password age: 60 or 90 days

Password must meet complexity requirements: Enabled (true)
Account lockout threshold: 4 or 5 invalid sign-in attempts
Password history: 10 or 24 passwords

Minimum password length: 8 or 12 characters
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CSAT Output - Microsoft Entra ID Account status

Tenant Name External Enabled Disabled Enabled 0365
User User User User Audit
without log
MFA search
expanded.onmicrosoft.com 5 42 2 35  Yes

CSAT Output - Google Workspace

GOOGLE WORKSPACE INFORMATION - GENTP.CYBERSECURITYASSESSMENTTOOL.NL

Enabled users 21
Disabled users (Deleted, Suspended, and Archived) 0
Enabled Users Without MFA 14

Conclusions and Recommendations

Microsoft Entra ID Users

A strong, complex password is the first line of defense in protecting your accounts. Multi
Factor Authentication provides a second line of defense. It is advised to implement MFA
together with Conditional Access to protect your users, as this is highly effective at
stopping attacks. Enforce it with Azure MFA and Microsoft Entra ID Conditional Access.
By setting up a Conditional Access policy you can block access to resources for devices
that exceed the threat level you set in your compliance policy.

CSAT Output - Microsoft Entra ID - External.Users

EXPANDED.ONMICROSOFT.COM

Flag Name Email Enabled

@ ***@expanded.onmicresoftcom ~ ww @M365x162515.0nmicrosoft.com No
@ **@expanded onmicrosoftcom e @outlook.com Yes
@ **@expanded onmicrosoftcom @outlook.com Yes
@ e @expanded. onmicrosoftcom s @outlook.com Yes

Conclusions and Recommendations

Microsoft Entra ID External Users

e There were external users found in Microsoft Entra ID that have been invited on
their personal email account. Review these accounts and disable them where
needed.

It is recommended to review the external users, and their access authorizations regularly.
Especially users who have been invited on their personal email account, such as Outlook,
Gmail, Hotmail, Yahoo mail etc. When these external users leave their organization, and
your organization will not be notified, the users will still have access through their personal
email account.

CSAT Output - Local accounts
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Inventory Count

Local Administrator account enabled on scanned endpoints 253
Guest accounts enabled on scanned endpoints 2773

Conclusions and Recommendations

Local Accounts

e There are endpoint(s) found where the default local Administrator(s) account(s) is
enabled.

e There are endpoint(s) found where the guest(s) account(s) is enabled.

Local accounts should not be used on an organization’s network with a centralized
authentication platform. However sometimes a local administrator is necessary, we
recommend implementing Local Administrator Password Solutions (LAPS). LAPS is a tool
to automatically manage the local admin passwords on domain joined Windows machines
and keep them stored in AD that can be looked up whenever you need them.

CIS Control 6: Access Control Management

Windows Active Directory Domain Services
CSAT Output - Active Directory Administrative Groups

AD ADMINISTRATORS - EXPANDEDUNIVERSE

Built in Administrators domain group 6
Domain Admin 3
Enterprise Admin 2
Schema Admin 1
Users with admin count 4

Conclusions and Recommendations

e A high number of Domain Admins was found. Members of this group have full
control of the domain; therefore, membership must be limited as much as
possible. Review these accounts and clean up old/unused accounts.

¢ Ahigh number of Enterprise admins was found. Members of this group have
full control of all domains in a forest. Ideally this group should only contain 0 or 1
user. Review these accounts and clean up old/unused accounts.

e There is no clear separation between administrator accounts and normal user
accounts.

This is a risk, if a malicious program or attackers are able to get control of your user
account, they can do a lot more damage with an administrator account than with a
standard account

Microsoft Entra ID

CSAT Output - Microsoft Entra ID roles

Roles are only shown if the role contains one or more members.
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MICROSOFT ENTRA ID USER ROLES - EXPANDED.ONMICROSOFT.COM

Directory Synchronization Accounts 1

Microsoft Entra ID Joined Device Local 3
Administrator

Global Administrator 1

CSAT Output - Microsoft Entra ID Administrators status

MICROSOFT ENTRA ID ADMINISTRATORS - EXPANDED.ONMICROSOFT.COM

Number of enabled accounts with Microsoft Entra ID 0
user roles without MFA

Total roles used with privileged identity management 8
Privileged identity management assignments without 31
an end date

Users with the Global admin role active or eligible 4
Total of guest users with role assignments 0

Conclusions and Recommendations

It is recommended to avoid using on-premises synchronized accounts. for administrative
role assignments. If you are using a synced on-premises account, and that account is
compromised, it can also compromise your cloud resources as well. We recommend only
assigning administrative roles to cloud only accounts.

Administrator accounts bring high risk to an organization’s network, since they have
access to your network, or systems and sensitive data. Therefore, it is recommended to
limit the number of administrators as much as possible, and to enable Multi Factor
Authentication (MFA) for all privileged accounts. Our advice is to implement a process to
regularly review authorizations for privileged accounts.

Azure Subscriptions

CSAT Output =Azure Subscription roles

Roles are only shown if the role contains one or more members.

AZURE SUBSCRIPTION ROLE ASSIGNMENT - EXPANDED.ONMICROSOFT.COM
SUBSCRIPTION - VISUAL STUDIO ENTERPRISE SUBSCRIPTION - MPN - QS

Owner 5
Reader 5
Security Admin 4
User Access Administrator 4
Azure Arc Enabled Kubernetes Cluster User Role 1
Resource Policy Contributor 1
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Conclusions and Recommendations

Based on the subscription information, it appears that only the Owner role is being used.
It is recommended to use the principle of least privilege for all administrative roles. The
principle of least privilege is to assign only the administrative permissions that are
required to complete the specific task. Therefore, it is recommended to review the
administrative tasks the users perform and only assign the administrative role(s) that are
necessary to complete their task(s).

CIS Control 7: Continuous Vulnerability Management
CSAT Output - Update Status

Endpoints with missing critical updates 0

Endpoints with missing cumulative updates 7
EndpointName Critical Important Moderate Low Cumulative Other

updates

LAPTOP- 0 0 0 0 1 69
112J23EK
VMEU-MGMT2 0 0 0 0 2 7
VMEU-CSAT2022 0 0 0 0 2 5
VMEU-DC1 0 0 0 0 2 5

Conclusions and Recommendations

e 465 found with missing cumulative updates, roll out the available updates as soon
as possible.

Operating Systems vulnerabilities are a potential security threat for the IT infrastructure.
Especially if the security vulnerabilities are publicly known, attacking your organization
through rapidly spreading mechanisms. It is recommended to establish a patch
management process, adopting the publishing cycle for Microsoft security updates (patch
Tuesday) and feature updates, and to enforce updating all your systems safely and
effectively. It is also recommended to regularly gain insights on the patch status of all
endpoints.

Microsoft Security Copilot, has the capability to respond to your specific questions and
suggest action to mitigate those concerns. For example, questions can be asked which
devices are not compliant and a list of devices will be shown.

CIS Control 8: Audit Log Management
CSAT Output - Active Directory Bad password attempts
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AD BAD PASSWORD ATTEMPTS (ENABLED ACCOUNTS, TOP 5) - EXPANDEDUNIVERSE

5-1-5-21-2697241934-572864812-3163282084-1115 45
5-1-5-21-2697241934-572864812-3163282084-1118 16
5-1-5-21-2697241934-572864812-3163282084-1112 15
S-1-5-21-2697241934-572864812-3163282084-1108 4
5-1-5-21-2697241934-572864812-3163282084-1113 3

*Usernames have been changed to the user SID; the full details can be found in CSAT.
Conclusions and Recommendations

e Ahigh number of failed password attempts were retrieved. This is a sign that the
account(s) are being attacked. We recommend checking the account(s), reset the
password, enable MFA, and inform the user how to proceed.

To mitigate the risk of cyberattacks through stolen identities, organizations should monitor
suspicious logons. Implementing Microsoft Defender for Identity is recommended, as it
provides early warnings about attacks on on-premises domain controllers. Combining it
with Azure Active Directory Identity Protection for cloud users enhances protection
across both on-premises and cloud environments.

Audit logs

The CSAT tool does not assess inventory of the Audit logs. This control is covered in
chapter 4, CIS Controls.

Conclusions and Recommendations

Auditing on Azure SQL server should be enabled. Enable auditing on your SQL Server to
track database activities across all databases on the server and save them in an audit log.

why a SIEM solution is so essential. Therefore, it is advised to consider implementing
Microsoft Sentinel and enforce collecting logs on all cloud and on-premises systems.

CIS Control 9: Email and Web Browser Protections
CSAT Output - Email'authentication and DNS protection

Inventory Value Notes
expandeduniverse.nl
DNSSec enabled Yes
SPF record rOxh73bkxzg
DKIM record selector1: v=DKIM1; k=rsa; | selector2: v=DKIM1;
k=rsa;
DMARC record v=DMARC1;p=reject;pct=100;rua=mailto:
CAA records [{"Flags":0,"Tag":"issuewild","Value":"sectigo.com"}

Conclusions and Recommendations

Email authentication and DNS protection

DATADID DataDiD and Contoso confidential.
s Do not copy, distribute, or reproduce - in any form - to a third party.

Page 28 of 64



e The SPF record is setup with a soft fail. With a soft fail the
senders that are not in the SPF record are still allowed to send e-
mail from the e-mail domain. If the SPF records is changed to a

hard fail the e-mails send from the not allowed addresses will be
discarded.

e The DMARC record is setup without a policy. The DMARC policy determines
what will happen with the messages if the SPF and/or DKIM check fail. It is
recommended to set the policy to ‘Reject’. With the reject policy the unauthorized
mail will be dropped.

It is recommended to implement Microsoft 365 Advanced Threat Protection (Microsoft
Defender for Office 365). This solution, with the correct policies places, safeguards your
organization against malicious threats posed by email messages, links (URLs) and
collaboration tools.

CIS Control 10: Malware Defenses
CSAT Output - Antivirus overview

ENDPOINTS
Server endpoints with no Windows Defender 234
Client endpoints with no Antivirus 64
Endpoints with out of date Antivirus definitions 74

Conclusions and Recommendations

e 74 Endpoints found with outdated antivirus definitions. These
endpoints are vulnerable for attacks; outdated antivirus software
cannot recognize and respond to the latest threats.

e 64 Endpoints found with disabled or no antivirus. Mitigate this risk
by enabling antivirus software on these machines.

CIS Control11: Data Recovery
The Cyber Security Assessment Tool does not provide technical data for this control,
though the control is covered in the questionnaire interview.

Conclusions and Recommendations.

To maintain compliance with many regulations, engage in disaster recovery drills every 6
months. Ensure that the procedures are not only available online, but also in hard copies
at designated secure places.
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CIS Control 12: Network Infrastructure Management

CSAT Output - Azure Network Security group status

AZURE NSG RULES - EXPANDED.ONMICROSOFT.COM

Number of allow rules with Any to Any on all ports 1
Number of allow rules with Any to Any on specific 3
ports

Number of allow rules with Any to Any to RDP port 1

Conclusions and Recommendations.

Subnets should be associated with a Network Security Group. Protect your subnet from
potential threats by restricting access to it with a Network Security Group (NSG). NSGs
contain a list of Access Control List (ACL) rules that allow or deny network traffic to your
subnet.

CIS Control 13: Network Monitoring and Defense

The Cyber Security Assessment Tool does not provide technical data for this control,
though the control is covered in the questionnaire interview.

Conclusions and Recommendations.

For hybrid networks, prevent that cloud services, like databases and virtual machines are
addressable directly from the internet. Create site-to-site VPN connections between your
on-premises locations and the cloud network, place Web Application Gateways in front of
cloud and/or on-premises Line of Business applications, and enable DDoS protection for
public available websites, applications, and services.

CIS Control 14:Security Awareness and Skills Training

The Cyber Security Assessment Tool does not provide technical data for this control,
though the control is covered in the questionnaire interview.

CIS Control 15: Service Provider Management

The Cyber Security Assessment Tool does not provide technical data for this control,
though the control is covered in the questionnaire interview.

Conclusions and Recommendations

To ensure the service providers adhere to your security standards, it is recommended that
the service provider contracts include security requirements. Use policies to enforce the
set security standards to the service providers accounts. This is to ensure contracts and
policies are not missing any security requirements.
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CIS Control 16: Application Software Security
CSAT Output - GitHub Advanced Security overview

GITHUB ADVANCED SECURITY - CONTOSO

Number of unresolved Secret scanning 26
Number of open Code scanning alerts 28
Number of open Code scanning alerts with 5

severity error

Number of open Code scanning alerts with 3
severity warning

Conclusions and Recommendations

Maintaining application software security could be a daunting task. Not only to gain
accurate insight of which software is being used, keeping track of possible vulnerabilities
of said software can be difficult. Here are some key practices to consider:

- Adopt a Security Development Lifecycle (SDL) to ensure in-house
build software is as secure as possible. Support this Security
Development Lifecycle with tooling like GitHub Advanced Security

- Establish a solid patch process; implement critical patches

immediately, other patches as soon as possible. Keep in mind that

when vulnerabilities are known in public cybercriminals will be

using them for their benefit.
Al can help the developers to create secure coding. A solution like GitHub CoPilot can
help with the development of code by automating the detection of security vulnerabilities,
enhancing code review processes, and providing proactive recommendations to mitigate
potential threats, thereby reducing the risk of security breaches in software applications.
Additionally, Al can assist in identifying and patching vulnerabilities quickly, improving
overall software security and reducing the potential for exploitation by malicious actors.

CIS Control 17:Incident Response Management

The Cyber Security Assessment Tool does not provide technical data for this control,
though the control is covered in the questionnaire interview.

Conclusions and Recommendations

When all measures are made to protect your organization against the risk of disruption by
a security event, statics show that it is just a matter of time that you will become targeted
by one - and get hit.

CIS Control 18: Penetration Testing

The Cyber Security Assessment Tool does not provide technical data for this control,
though the control is covered in the questionnaire interview.

Conclusions and Recommendations
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Microsoft Security Copilot, can help to create various reports or suggestions based on the
available information. Microsoft describes it as follows “ldentify an ongoing attack, assess
its scale, and get instructions to begin remediation based on proven tactics from real-
world security incidents.” To learn more about Microsoft Security Copilot visit
https://learn.microsoft.com/en-us/security-copilot/?view=0365-worldwide.

Microsoft and Defender for Cloud Secure Score

The Microsoft Secure Score looks at multiple items within the Microsoft 365 and Azure
environments, these scores are retrieved from Expandeduniverse.onmicrosoft.com. The
score is based on the type of services being used on Microsoft 365 and Azure. The scores
are compared to a baseline established by Microsoft. The score shows at what level you
are aligned with the best security practices.

The Contoso’s Microsoft Secure Score:

ASSESSMENT 22-JUN-2023 MICROSOFT SECURE SCORE

Tenant Name: expanded.onmicrosoft.com

Secure Score: 74.69%

961.2/1287 points achieved

Microsoft Secure Score analyzes the protection state of your identities, data, devices, apps
and infrastructure

Identity 85.35%

Protection state of your Microsoft Entra ID accounts and roles

Data 100.00%

Protection state of your Microsoft365 documents

Devices 72.44%

Protection state of your devices

Apps 74.92%

Protection state of your email and cloud apps

The Contoso's Cloud Secure Score:
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CLOUD SECURE SCORE

Tenant Name: expanded.onmicrosoft.com

o 46% (~26 of 56 points)
—— (% )

For more information about the Microsoft Secure Score you can visit the following link. Or
check the score directly at: https://security.microsoft.com/securescore

Microsoft Purview Compliance Manager Score

The Microsoft Purview Compliance Manager looks at the compliance status in the
Microsoft 365 environment, this score is retrieved from expanded.onmicrosoft.com. The
score is based on the type of services being used in Microsoft 365 and compares them to
a baseline established by Microsoft.

The Contoso’s Microsoft Purview Compliance Manager Score:

Overall compliance score

Your compliance score: 51%

23873/46079 points achieved

I Your points achieved @
1918/ 23584

I Microsoft managed points achieved @
21955/ 22495

For more information about the Microsoft Purview Compliance Manager Score you can
visit the following link. Or check the score directly at:
https://compliance.microsoft.com/compliancemanager
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Microsoft Product Support

Microsoft product support comes in two phases. Starting from the release date supportis
called Mainstream Support. At some point Microsoft announces that a product goes into
Extended Support. During Mainstream Support product support benefits are available to
all customers and consist of security fixes and product updates. In the Extended Support
phase, security updates are provided to all customers for free, yet to get product break
fixes an additional support contract is required. Because of that, we recommend planning
life-cycle management to replace products around the end of Mainstream Support. Note
that not all Microsoft products are eligible to extended support.

In addition, Microsoft normally requires that all available updates are installed before
requesting support for the issue at hand.

The following information about the Microsoft Operating systems has been discovered:

End of life products

Windows XP

Windows Server 2000

Windows Server 2003
Windows 10 Builds: 10240, 10586, 14393

Windows Vista
These products will become end of life soon

Soon to become End of life products

SQL Server 2008 July 2019

Windows Server 2008 R2 January 2020
Windows 7 January 2020
Exchange Server 2010 January 2020
Office 2010 October 2020
SharePoint 2010 October 2020

Azure Policy

Azure Policy can help to assess and enforce organizational standards based on the
specified definitions. Based on the assigned policies an Azure policy compliance score is
calculated. This compliance score is calculated on the alignment of the resources and
actions with the assigned Azure policies. There are various policy sets available like ISO
27001:2013" and 'CIS Microsoft Azure Foundations Benchmark v1.3.0". The following
Azure policy information is retrieved from the scanned subscriptions.

AZURE POLICIES - EXPANDED.ONMICROSOFT.COM

Overall resource compliance 56% (75 out of 132)
Total policy assignments 43
Non-Compliant resources 57
Exempt resources 18
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Microsoft Cloud Estimated Investment Overview

TCO Input: Current Security Cost (Estimate)
Company Rating

Based on the software and security controls found, CSAT generates an opinion regarding
the effectiveness and efficiency of the current cyber security. This opinion is expressed in
the form of a company score. This score, which falls somewhere between 1 and 4, is an
indication of the maturity of the security measures taken.

Company score:

CIS Maturity level

Company Score

Scale 4.0

T T T

0 1 2 3 4 5

Level 1: Basic - risks of a cybersecurity issue are severe

Level 2: Standardized - risks of a cybersecurity issue are significant
Level 3: Rationalized - risks of a cybersecurity issue are moderate
Level 4: Dynamic - risks of a cybersecurity issue are minor

Giving the current cyber security threats, companies should have the ambition to
reach to at least a level 3 rating, to make the security vulnerability manageable.
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Current security cost (split)

We have asked you to indicate the (monthly) cost of your current security effort. This is
what you have shared:

Current security cost split
c

Compliancy and security audit
cost (internal/external) Fr. 17,500

Spent on manpower

(internal/external) Fr. 18,000

Spent on licenses Fr. 20,000

T T

Fr. 0 Fr. 5,000 Fr. 10,000  Fr. 15,000  Fr. 20,000  Fr. 25,00(

Security Industry Benchmark

On December 17", 2018 Gartner published their report: IT Key Metrics Data 2019: Key IT
security Measures by Industry. The outcome is that organization spent on average 5,6% of
the overall IT budget on IT security and risk management. Later that year PWC confirmed
these numbers in their 2019 State of the CIO survey.

To keep it more practical we use another key-metric from that Garnet study. The average
spent per employee on IT security and risk management.

Publishing and Internet Service $ 2,387
Banking and Financials $2,162
Insurance $2,014
Government Services $1,482
Rest of Industries $1,178

Your Industry is selected as Rest of Industries.

These costs are based on US standards, you can adjust US cost levels to your local level by
selecting the applicable Purchasing Power Parity index, based on the Number of Index.

We selected Switzerland as your country with a PPP of 1.75.
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The breakdown of the Security Industry Benchmark tailored to your situation:

Breakdown of the indystry benchmark montly security cost

—

Application security Fr. 27,643

Governance, risk and |

Compliancy Fr. 33,566

Vulnerability management and

monitoring Fr. 37,515

Operational Infrstructure |

security Fr. 98,724

I T T 1

Fr. 0 Fr. 50,000 Fr. 100,000 Fr. 150,00

TCO Input: Current Compute Cost Estimate

The overall benchmark cost is an estimated cost for a legacy hosting environment with the
specified sizing. The estimate is based on reference of more than 1000 comparable
customer cases. The benchmark cost can be used as reference to tune the Azure Migrate
offering.

Estimated Infrastructure Cost (monthly)

Application Licenses Fr. 224,112
WinOS & HypVisor licenses | Fr. 13,506
Compute Fr. 15,890
Auxiliary Storage Fr. 564
Primary Storage Fr. 2,298
Total all-in FTE costs per month Fr. 27,807
DC/Co-location -] Fr. 27,807
Network Fr. 7,150
T T T T 1
Fr. 0 Fr. 50,000 Fr. 100,000 Fr. 150,000 Fr. 200,000 Fr. 250,000 Fr. 300,00
21| batabip DataDiD and Contoso confidential.
e Do not copy, distribute, or reproduce - in any form - to a third party.

Page 37 of 64



Customer vs Benchmark Cost Structure

100
90

80 B Linux licenses

70 | B WinOS & HypVisor licenses
771 Ccompute
60
[0 Auxiliary Storage

o B Primary Storage

B Total all-in FTE costs per month
40
Bl DC/Co-location

30 B Network

20

10

Customer Cost Structure Benchmark Cost Structure

Windows vs Linux

Windows

0% 20% 40% 60% 80% 100%

Estimated cost to run above sized infrastructure in a legacy hosting environment
Total GBRAM to be 1.4 multiplier 11,071 GB

replaced

Depreciation Period 48

(months)

Compute cost per month | CHF 15,890
Storage cost per month CHF 2,668

Estimated Cost Structure CHF

Network 7,150
DC/Co-location 27,807
Total all-in FTE Costs Per Month 27,807
Primary Storage 2,298
Auxiliary Storage 564
Compute 15,890
WinOS & HypVisor Licenses 13,506
ESU WinSvr / Win 7 0
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Linux Licenses 0

Compliance Audit 0
Application Licenses 224,112
ESU SQL 0

Total monthly estimated infra-cost 319,134

Sizing parameter of the current infrastructure

Number of reported VMs 555
Number of vCores in use (VM) 1,874
Number of GBRAM in use (VM) 7,908
Number of GBRAM in use per VM (Windows) 14.2
Number of GBRAM in use per VM (Linux) 0.0
GBRAM/Core ratio - VM in use 4.2

The different cost factors collected and compared with the benchmark:

Monthly Infrastructure Related

Costs CHE
Network 7,150
DC/Co-location 27,807
Total all-in FTE costs per month 27,807
Primary Storage 2,298
Auxiliary Storage 564
Compute 15,890
WinOS & HypVisor licenses 13,506
Linux licenses 0
Total 95,022

Customer Cost
Structure

8%
29%
29%

2%

1%
17%
14%

0%

100%

9%
17%
21%
11%

5%
20%
17%

0%

100%

Details of the calculation of the replacement cost of infrastructure components which are
already fully depreciated.

Ww DATADID
—
ata Defence-in-depth

Premise Costs
Investment Blade DL480
Depreciation Period (months)
Annual maintenance % new price
Cost per month
GB/RAM
Price per GB/RAM per month
% of Compute over aged VM infra and/or Pm infra

Total of GBs in use

Total GBs to be replaced

Cost per month for new hardware
# of blades needed

Investment
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CHF 20,507
48

18.00%
CHF 735
512

CHF 1.44
100.00%

7,908

11,071

CHF 15,890
22.00

CHF 451,161
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Migration

The Azure VM-series Mix

This is the Azure VM-series Mix the price estimate is based on to run Contoso workloads.
The match between current VMs and the selected Azure VMs is made on a match based
on the ratio GBRAM/vCore. On the Y-axes the selected VM-series are displayed. The
number between brackets is the Passmark processor benchmark and gives an indication
about the strength of the selected VMs, compared to each other.

Azure VM Series Mix

Windows Linux
Fsv2(29,131) 0%
Mms(31,897) 18%
t
Dv4(42,000) 81%

i i I i I i 1 i I I i !
120 100 80 60 40 20 0 20 40 60 80 100 120

General Purpose @ Vvemory Optimized  ([j Compute Optimized
@ storage Optimized ([ GPU High Performance Compute
* Passmark CPU benchmark between brackets

Overall cost comparison in a lift and shift scenario

The first step in this Business case is the price comparison in a so-called Lift & Shift
scenario. The sizing of the selected Azure VM-series are identical with the current
infrastructures in terms of vCores and GBRAM.

The graph is showing the price difference over three categories, plus the total cost

compared.
Azure Consumption Estimate (monthly)
Fr. 400,000
Includes Fr. 2,625 outbound traffic cost.
Includes Fr. 20,011 azure zero trust architecture cost.
Fr. 350,000
Fr. 300,000
Fr. 250,000
Fr. 200,000
Fr. 150,000
Fr. 100,000
Fr. 50,000
-~ Fr. O
Compute Cost Storage Cost Application Cost Total Cost Compared
[ customer cost I Azure Consumption Estimate
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Azure Zero Trust cost details

Based on the recommendations of the CSAT scan and the edits of the case handler, this is the
list of Azure security products which are included in the TCO analysis. All monthly cost.

Product Type # Product Monthly Cost
Ddos Protection (for 100 1 CHEF 32
resources)

Firewall Premium 1 CHF 1,401
x\lzeb Application Firewall 1 CHF 392

Product Type # Product Monthly Cost
Storage.Serwce 1 CHF 0
Encryption

Azure Ipformatlon 1 CHF 0
Protection

Total Cost Per Month | CHF O

Product Type Unit # Product Monthly Cost
Defender for Server/hour 556 CHF 8,902
Servers

Azure Sentinel GB/month 1,000 CHF 2,961

Total Cost Per Month | CHF 11,863

For the implementation and maintenance, the following monthly cost is projected

Customer Investment Monthly Cost
'Cr:)'ts't""' Implementation | -pie 13155, CHF 903
Monthly cost to maintain and adjust the baseline CHF 5,419

Total Cost Per Month | CHF 6,322
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And this is the summary of the Azure ZT products and services

Monthly Cost

Protect and Detect CHF 1,826
Investigate and Respond CHF 11,863

Implementation and Maintenance Cost CHF 6,322

Total Azure Zero Trust Architecture Cost Per
Month

Optimization

Optimization benefit of right sizing VMs

In this graph the difference between the processor performance of the current
infrastructure is plotted, based on an indication of the age of the current infrastructure and
the average performance of the selected Azure VMs. The performance difference is
expressed via the Passmark benchmark.

CPU Benchmarks
Relative Improvement: 58 %

Skylake generation

Weighted Azure Processor Benchmark 40,098

I T T T T 1

0 10,000 20,000 30,000 40,000 50,000

The performance price difference is a guideline to make a first estimated of the potential
cost savings if of the projected Azure infrastructure would be right sized". In the following
graph you see the impact of that on the monthly cost.
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®

Fr. 319,134

Total Customer Cost

Values from bottom to top represents Compute, Storage, Application and *Miscellaneous costs

Impact of Right Sizing (monthly)

Fr. 182,617

Azure Consumption Estimate

Fr. 350,000

Fr. 300,000

Fr. 250,000

Fr. 200,000

Fr. 157,018

Fr. 150,000

Fr. 100,000

Fr. 50,000

— Fr.O

ACE after Right Sizing

* Miscellaneous consists of Compliance audit cost in Total Customer Cost and Networking cost in ACE

vCor

(RS)
35

1,425

21

GBRAM/C
ore

32.9

3.6

1.2

4.3

4.3

Right Sizing Summary
| Liftandshift | After Right Sizing
GBRA vCor GBRAM/C of GBRA
M es ore Ms (RS)
M' 1448 a4 329 M 1140
ms
PV ca28 1804 36 PV 5078
4 4
Fsv Fsv
5 32 26 1.2 5 25
Azure 1.87
Infrastruct 7,908 '4 4.3 6,247
ure
Estimated
Infrastruct 7,908 1 ’487 4.3 555 7,908
ure
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Optimization benefit of snoozing VMs

If you don't need a VM you can switch it off or ‘snooze’ the VM. Snoozed VMs are not
charged. This can bring big savings. In the following graph you see the impact of snoozing
on the Azure monthly cost.

Impact of the Optimization Benefits (monthly)

Fr. 350,000
Fr. 319,134
Fr. 300,000
Fr. 250,000
Fr. 200,000
Fr. 182,617
Fr. 157,018

Fr. 135,547 B 430,000
Fr. 100,000

Fr. 50,000

— — — Fr. 0

Total Customer Cost Azure Consumption ACE after Right Sizing ACE after Right
Estimate Sizing & Snoozing

Values from bottom to top represents Compute, Storage, Application and *Miscellaneous costs
* Miscellaneous consists of Compliance audit cost in Total Customer Cost and Networking cost in ACE

Optimization benefit of Reserved VM Instances

Azure Reserved Instances are a way to reduce Azure costs by committing to a one- or
three-year term for a virtual machine, in exchange for a discount of up to 72% compared
to pay-as-you-go.

Impact of Reserved Instances (monthly) ce550 600

Fr. 319,134 Fr. 319,134
Fr. 300,000
Fr. 250,000

Fr. 200,000

Fr. 150,000

Fr. 135,547

? EL9Z,536 Fr. 100,000
Fr. 22,635 Fr. 22,635
Fr. 26,665 Fr. 26,665
Fr. 50,000
Fr. 45,129 Fr. 45,129
— Fr.o
Total Customer Cost Azure Consumption Estimate ACE after Right Sizing ACE after Right Sizing &
Snoozing
M ACE without RI ACE with RI
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ACE after Optimization, Modernization and Saa$
The Azure Consumption Estimates (ACE) after Migration and Optimization

ACE after Optimization, Modernization and SaaS (monthly)

Includes Fr. 2,625 outbound traffic cost.
Includes Fr. 20,011 azure zero trust architecture cost.

-n

r. 400,000
Fr. 350,000

Fr.

Fr. 300,000

Fr. 250,000

Fr. 200,000

Fr. 150,000

Fr. 100,000

Fr. 50,000

g = Fr. O
Compute Cost Storage Cost Application Cost Total Cost Compared

- Customer Cost - Azure Consumption Estimate

Your compute price levels after applying the Azure pricing dynamics

In this graph the saving potential is visualized if the price dynamics of Azure are applied
the right way. Cost savings could be substantial.

Your compute price levels after applying the Azure pricing dynamics

. Legacy hosting cost _

Fr. 188,339

|| Lift & Shift Pay-As-You-Go

D Lift & Shift Azure Hybrid Benefit Fr. 129,637

. Reserved Instances
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Impact of Reserved Instances (monthly) et

Fr. 319,134 Fr. 319,134

Fr. 300,000

Fr. 250,000

Fr. 200,000
Fr. 182,617

Fr. 135,547 Fr. 150,000

Fr. 107,349

Fr. 97,556 _
Fr. 22,635

Fr. 100,000
Fr. 22,635

Fr. 26,665 Fr. 26,665

Fr. 50,000

Fr. 45,129

Fr. 45,129

— PO

Total Customer Cost Azure Consumption Estimate ACE after Right Sizing ACE after Right Sizing &
Snoozing

M ACE without RI ACE with RI

Values from bottom to top represents Compute, Storage, Application and *Miscellaneous costs
* Miscellaneous consists of Compliance audit cost in Total Customer Cost and Networking cost in ACE

Zero Trust Architecture

Introduction to Zero Trust

Microsoft adopted the “Zero Trust Architecture” as a guideline for all their security efforts
and products. An introduction to the Zero Trust Architecture along with its different zones
is provided in paragraph 3.2 of this document

The Outcome of the CSAT assessment is a list with suggested actions and recommended
security solutions as a foundation to implement and maintain a Zero Trust Architecture. An
overview of the monthly cost of the recommended Security products is provided in the
next paragraphs.

Azure

Based on the recommendations of the CSAT scan and the edits of the case handler, this is
the list of Azure security products which are included in the TCO analysis.

Product Type # Product Monthly Cost
Ddos Protection (for 100 1 CHF 32
resources)

Firewall Premium 1 CHF 1,401
Web Application Firewall 1 CHE 392

V2

Total Cost Per Month | CHF 1,826

Product Type # Product Monthly Cost
Storage Service Encryption 1 CHF O
Azure Irn‘ormatlon 1 CHF 0
Protection
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Total Cost Per Month | CHF O

Product Type Unit # Product Monthly Cost
Defender for Server/hour 556 CHF 8,902
Servers

Azure Sentinel GB/month 1,000 CHF 2,961

Total Cost Per Month | CHF 11,863

We estimated the following cost for the implementation and maintenance of the ZT

baseline.
Customer Investment Monthly Cost
Initial Implementation cost CHF 43,356 CHF 903
Monthly cost to maintain and adjust the baseline CHF 5,419

Total Cost Per Month | CHF 6,322

This leads to the following monthly cost summary:

Monthly Cost
Protect and Detect CHF 1,826
Investigate and Respond CHF 11,863
Implementation and Maintenance Cost CHF 6,322

Total Azure Zero Trust Architecture Cost Per | CHF 20,011
Month

Microsoft 365

The ZT implementation around identity is very much depending on the kind or Microsoft
365 selected (or in use), therefore the list of selected/recommended Microsoft 365 are
shown here as well.

Selected Microsoft 365 Suites
Overview of the Microsoft 365 suites selected

Office users: 1,239 / 1,233

Enterprise Business
F1 F3 ES E5 Basic Standard Premium
0 98 0 1,141 0 0 0
CHF CHF
CHF O 731 CHF O 60,624 CHF 0 CHF 0 CHF 0

Number of Office users, current and planned
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Office User

M365 1,239

Current 1,233

1,000 1,500

And the difference between current and future Office license cost.

Monthly Office License Cost

M365 Fr. 64,148

Current Fr. 18,389

Fr. 0 Fr. 20,000 Fr. 40,000 Fr. 60,000 Fr. 80,000

T T T 1

Selected Microsoft 365 Security Suites

E5 Basic Standard Premium
F5 Security
Add On 0 78
F5
Compliancy 0 0
Add on
F5 Security
and 0 0
Compliancy
E5 0 v
Compliancy
ES Security 0 Vv
EMS E3 0 0 v
EMS E5 0 0 0
CHF
CHF 0 731 CHFO CHFO CHFO CHF 0 CHF 0
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Summary of the different cost factors

Fr. 80,000

Fr.

Fr. 2,060

T

M365 Suites ZT-security I&M

Full price per user type

Full price per user-type

F3 ES

The price per users are the sum of the Microsoft Suites plus the selected Microsoft security

suites and or added individual products.

Fr

Fr.

Fr.

Fr.

EE

Fr.

g Fr.

70,000

60,000

50,000

40,000

30,000

20,000

10,000

0

Fr. 70

Fr. 60

Fr. 50

Fr. 40

Fr. 30

Fr. 20

Fr. 10
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Implementation and maintenance cost security cases procedures and processes

Customer Investment Monthly Cost
Initial Implementation cost  CHF 33,872 CHF 706
Mon.thly cost to maintain and adjust the Zero Trust CHF 1,354
architecture

Total Cost Per Month | CHF 2,060

The Security TCO Analysis

The summary of the Zero-Trust security products and services

Zero Trust Security cost summary Fr. 18,000
I :

Fr. 16,000
Fr. 14,000
Fr. 12,000
Fr. 10,000

Fr. 8,000

Fr. 6,322
Fr. 6,000

Fr. 4,000
Fr. 2,060

Fr. 2,000

= [FR:0

M365 ZT-security M365 I&M Azure ZT-security Azure 1&M

Here an overview of the cost price of the recommended Azure and Microsoft ZT security
products and services.

The TCO comparison
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s Do not copy, distribute, or reproduce - in any form - to a third party.

Page 50 of 64



Security TCO detailed

Fr. 250,000

Fr. 197,447 Fr. 200,000

Fr. 150,000

Fr. 100,000

Fr. 50,000

Fr. 0

Current Security cost  Industry Benchmark cost Zero Trust Security cost

On average companies have many securities product and services providers. This not only
leads to higher cost but also potential vulnerabilities because products don't fit totally. The
cost on the Microsoft ZT is relatively low because a lot of ZT security principles are already
implemented in the different software products and therefore in the cost. In addition to
that, the Microsoft security solutions integrate by default and can offer the single pane of
glass over all security risks. You do not need to spend budget on integration.

In the previous chapters many choices and assumptions are made about solutions,
software, licenses, applications and services, to come up with a realistic estimate of the
monthly running cost if you decide to move your current infrastructure, software and
applications to Azure, Microsoft 365 and Dynamics 365.

At the end this is the overall TCO analysis:

ACE after Optimization, Modernization and SaaS (monthly)

Fr. 400,000
Includes Fr. 2,625 outbound traffic cost.

Includes Fr. 20,011 azure zero trust architecture cost.

Fr. 350,000
Fr.
Fr. 300,000
Fr. 250,000
Fr. 200,000
Fr. 150,000
Fr. 100,000
Fr. 50,000
Fr. 0
Compute Cost Storage Cost Application Cost Total Cost Compared
- Customer Cost - Azure Consumption Estimate
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Potential Migration Scenario’s

SRS RO & 12 Scenario 1 Scenario 2 Scenario 3

months perspective

Duration of the scenario

S 12 24 48
projection in months
Start migration program  |01-Nov-2021 01-Nov-2021 01-Nov-2021
Estimated end-date of the |,); \/. 50 01-Nov-2022 01-Nov-2023
migration project
End-date of the DC 01-Jan-2022 01-Jan-2022 01-Jan-2022
contract obligation
Dur.atloh of the migration 6 12 o4
project in months
Ngmber of VMs to be 93 47 o4
migrated per month
Ngmber of VMs to be 555 555 555
migrated
Remaining book values at the end of the DC contract
Remaining network cost 0% 0% 0%
Remglnlng DC/Co- 0% 0% 0%
location cost
Rgmalhlng staff costs after 0% 0% 0%
migration
Remaining storage cost  |0% 0% 0%
Remaining VM Server cost |0% 0% 0%

Migration Cost variables

Estimated training,
transition cost by external |[USD 2,000 uUsSD 2,000 UsSD 2,000
partner (per month)

Estimated External
migration support cost USD 6,000 UsD 6,000 UsD 6,000
(per month)

Estimated migration cost

per VM (per month) USD 200 USD 200 USD 200
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Scenario 1

S1 - Old vs New Infrastructure Cost

Fr. 400,000

Fr. 500,000

Fr. 300,000

Fr. 200,000

Fr. 100,000

01-Nov-2021 |
01-Feb-2022 |
01-May-2022 |
01-Aug-2022 |

— Old New

. SOI. - Cumulative Cash Flow Effect
r.

UL UL

Fr. -100,000 -
Fr. -200,000
Fr. -300,000 -

Fr. -400,000 -

-
pd

. -500,000

-
L

. -600,000

-
o

.~ -700,000 -

-
A

. -800,000

01-Nov-2021
01-Feb-20227
01-May-2022
01-Aug-2022

D Net cash flow from operations

Additional accumulated cash flow over the perio

Scenario 2

S2 - Old vs New Infrastructure Cost
Fr. 500,000
Fr. 400,000
Fr. 300,000
Fr. 200,000
Fr. 100,000
Fr. 0 - -
— o~ o~ ™
= N N <
= =1 = o
~ o~ o~ o~
= = = =
o o o o
= = = =
- ] - =
o o o o
—_— O)]d New

Fr. -500,000 -

Fr. -1,000,000 -

Fr. -1,500,000 -

Fr. -2,000,000

01-Nov-20217
01-May-2022 1
01-Nov-2022
01-May-2023 7

E Net cash flow from operations

Additional accumulated cash flow over the per

Scenario 3

S3 - Old vs New Infrastructure Cost
Fr. 500,000
Fr. 400,000
w
Fr. 300,000
Fr. 200,000
Fr. 100,000
Fr.O - T -
— o~ [ ] =
o~ o o o~
o o o o
o~ o~ o~ o~
= = > =
o [=] o o
= = = =
- - - -
o o o o
— Old New

FS30- Cumulative Cash Flow Effect
. m

Fr. -500,000 -
Fr. -1,000,000 -
Fr. -1,500,000 -
Fr. -2,000,000 -
Fr. -2,500,000 -

Fr. -3,000,000 -

Fr. -3,500,000

01-Nov-2021 7
01-Dec-2022
01-Jan-2024
01-Feb-20257

Net cash flow from operations

Additional accumulated cash flow over the per
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Appendix A - Overview of advised security software products

The references made to Microsoft products help mitigating the security vulnerabilities that
were discovered. The recommended products integrate in Microsoft's Cybersecurity
Reference Architecture, a holistic architecture approach that also adheres to the Open
Group's Zero Trust Architecture. The picture below represents the MCRA and can be
viewed better by going to https://aka.ms/mcra.

B® Microsoft
Microsoft Security Ex M: ed Security O i enc
P W,wmn.ﬂ,gﬂ,mmm.w O FEERETEs Cybersecunty Reference Architecture [Cqrzame= | g p c @ O @

Securit d with Zero Trust * App Discovery & Risk Scoving
Microsoft Defender XDR o4 it (Shodow IT) @ o t ¥ .
Unified Threat Detection unn'n-sppm- acrossIT, O, and foT Assets Wicasstt December 2023 - ska.ms/MCRA .
Semtinel + Policy Audit & Enforcement [ Wicrosott Enwa Internet Access |
| 8 Microsoft Security Copilot (Preview) | e Security Guidance

+ nformatianPotedions
\Data Less Prevention (DLP) ;
curil Frameui Identity & Access
Endpoint ||Office 365 || Identity || saas | Data |oT/107|| other 1. SecuttyAdoplion Framewark T 1y
< et PR | EP | Pg i | o 2 Security Documentation

3. Cloud Security Banchmarks

Conditional Access - Zero Trust Access Cantrol decisions
based on explicit validation of user trust and endpoint integrity

[ Il
T
Endpoints & Devices Hybrid Infrastructure - laa$, Paa$, On-Premises Information Protection 4’ Microsoft Entra

By L M LT ‘ ) Defender for Cloud - Cross-Platferm Cloud Security Posture Management (CSPM) ~ Secure Score © Microsoft Purview Passwordless & MFA
Intune | Canfiguration Manager Compliance Dashboard E infor 2 Hello for Business

- on is 3rd party laaS & Paas  Microsoft Azure sss S ¥ Authenticator App.

H {8 ADOZK
SO SO Y s Azure Marketplace > haure Firewall § pener Classity _E . DT; ;“t 5
u n n n @ 2 N (s 798 v - & Firewall Manager - Frotect & & Enira D Protecion
H s eaked cred protection
H i £ F—| 3 File Scanner
H H — r £ N
[ b =08 R I:\ s -~ - € Azure WAF S| e e Behaviors Anaics

i =om [fom [Fom R A DDoS Protection -

Microsoft Defender for Endpoint ate { 3 CEESET A (@] ID Governance
Unified Endpaint Seeurity S Access & App Proxy [ALE R 1 @ Azure Key Vault B=m & s © Microsoft Entra PIM
. eyund s | Bxpress Rou H -
Web Comtent Fiering H A Prvate Link A Azure Bastion Data Governance & Extemalidentities
Azure Arc #A Azure Lighthouse
I A : ety | | | e
E [A muresuck | '\|| g A. -Agg @ - 75 Azure Backup B
- <+ Security & Other Services Compliance Manager Active Directory

[ Securing Privileged Access  aka.ms/SPA [ Entra Pormission Managoment _

Discover and Mitigate Cloud Infrastructure Permission Creep | [ ISl Privileged Access Workstations (PAWS) - Secure workstations for administraters, developers, and other sensitive users

‘ Security Posture Management - Monitor and mitigate technical security risks using Secure Score, Compliance Score, CSPM: Defender for Cloud, Microsoft Defender External Attack Surface (EASM) and Vulnerability Management ’
[
EE Windows 114 10 Security X 10T and Operational Technology (OT) ks Defender for Cloud - Cross-Platform, Multi-Cloud XDR & People Security
o = Microsoft Defender for [oT (and OT) Paas, and on-premi | | ‘ Isider Risk | | 8 “"""""'"l
B ~ A * IC5, SCADA, OT . nlr:r-ﬂy _
- : P OB @BHO® LAEBE S e
Azure Sphere —_—r

¢ Github

ps Security gy
Secure development and software supply chain

T Threat Intelligence - 65+ Trillion signals per day of security context Service Trust Portal - How Micrasoft secures cloud services Security Development Lifecycle (SDL)

Source: https://aka.ms/mcra

Top 10 recommended software products

This chart presents the top 10 recommended software products.

Top adviced software

Microsoft Intune
Defender for Cloud Apps
Defender for Endpoint
Configuration Management Database
Defender for Server Plan 2 [Adaptive...
AppLocker
Software Asset Management (SAM)...
Defender for Server Plan 1

Defender for Endpoint Plan 2

Software Asset Management [SAM]...

0 2 4 6 8 10 12 14
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Microsoft 365 Business Standard and Microsoft 365 E3

The following security products are available in Microsoft 365 Business. Note that
Microsoft 365 Business has a maximum of three hundred seats. If there is a need for more
seats, Microsoft 365 E3 is required. Microsoft 365 E3 includes the basic security suite
Enterprise Mobility + Security E3, which is not included in Microsoft 365 Business
Standard.

The items marked with (E3) are included only in Microsoft 365 E3.

e Office 365
o Exchange Online Protection
o Compliance Manager
o Data Loss Prevention (E3)
o Secure Score
e Enterprise Mobility + Security
o Microsoft Entra ID Plan 1 (E3)
= Password Protection
» Cloud App Discovery
=  Conditional Access
=  Windows Autopilot
o Microsoft Entra ID free
= Multi-Factor Authentication
» Passwordless Authentication
o Intune Plan 1 (E3)
o Information Protection (E3)
e  Windows
o Bitlocker (E3)
o Windows Hello for Business (E3)
o Defender for Endpoint Plan 1 (E3)
o Credential Guard (E3)

Recommended Azure Security Solutions

Azure has many security-related services and technologies to offer in order to help
customers enhance the security of their Azure services. A list of recommended Azure
Security solutions is shown below:

e Microsoft Defender for Cloud

e Key Vault

e Azure Sentinel

e Azure Role-Based Access Control (Azure RBAC)

e Azure Firewall

e Azure Virtual Desktop - https://azure.microsoft.com/en-us/services/virtual-
desktop/

e Azure Log Analytics

e Azure VM CIS hardened images
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Appendix B - Secure Score top recommendations

Microsoft Secure score

The following recommendations were sourced through Microsoft Secure Score and
should be double checked. These are the top ten of the total overviews. We recommend
checking the secure score regularly. to improve the security posture.

Microsoft 365
Secure Scores |
Title

expanded.onmicrosoft.com
|dentity

Require MFA for all
users

Turn on audit data Data

recording

Review
permissions &
block risky OAuth

Apps

Consume audit Data

data weekly

Cloud Secure score

Category Score

4/30

0/15

0/15

0/5

Description

Requiring multi-factor authentication (MFA) for all
user accounts helps protect devices and data that
are accessible to these users. You have 32 of 37
user accounts that do not use MFA.

Turning on audit data recording for your Microsoft
365 service ensures that you have a record of every
user and administrator's interaction with the
service, including Microsoft Entra ID, Exchange
Online, and SharePoint Online/OneDrive for
Business.

Cloud App Security permissions lets you see which
user-installed applications have access to Microsoft
365 data, what permissions the apps have, and
which users granted these apps access.

Consume your audit data either through the audit
log search or through the Activity API to a third-
party security information system at least every
week.

The following items were sourced through Microsoft Defender for Cloud Secure Score
and should be double checked. These are the top fifteen recommendations of the total
overview. We recommend checking the secure score regularly to improve your security

posture.

Recommendation Description Affected
resource

expanded.onmicrosoft.com

Only approved VM extensions should be installed 18

Audit diagnostic setting for selected resource types 11

Endpoint protection health issues on machines should NA 9

be resolved

Access to storage accounts with firewall and virtual 8

network configurations should be restricted

Secure transfer to storage accounts should be enabled 8

Storage account public access should be disallowed 8

Storage account should use a private link connection 8
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Appendix C - Vendor Consolidation

Expanded Universe is using all manner of security vendors. Having too many
cybersecurity vendors will present several risks and disadvantages, including:

e Complexity: As the number of cybersecurity vendors increases, so does the
complexity of managing them. Each vendor may have its own set of tools and
processes, which can make it challenging for organizations to integrate them
into a coherent cybersecurity strategy. This complexity can lead to operational
inefficiencies, increased costs, and potential security gaps.

e Overlapping Capabilities: When using multiple cybersecurity vendors,
organizations risk having overlapped or redundant capabilities. This can occur
when multiple vendors offer similar products or services, leading to duplication
of effort and increased costs. It can also make it difficult to determine which
vendor is responsible for addressing a particular security issue, leading to
confusion and delays in incident response.

e Integration Challenges: As the number of cybersecurity vendors increases, so
does the difficulty of integrating their products and services into an
organization's overall cybersecurity strategy. Achieving a high cybersecurity
maturity is all about having an integrated and proactive security approach.
Having too many vendors can lead to interoperability issues, creating security
gaps that cybercriminals can exploit.

e Management Burden: Managing multiple cybersecurity vendors can be time-
consuming and resource intensive. Each vendor may require its own set of
processes for implementation, training, and ongoing support. This can lead to
increased administrative burdens and reduced efficiency, making it more
challenging for organizations to stay on top of the latest cybersecurity threats.

Consolidating the number of cybersecurity vendors can provide several benefits to
organizations, including:

¢ Simplified Management: Using multiple cybersecurity vendors can create a
complex and disjointed cybersecurity infrastructure, making it challenging for
organizations to manage and monitor their security posture effectively.
Consolidating vendors can streamline the management process, enabling
organizations to more easily and efficiently monitor their security controls.

e Cost Savings: Managing multiple vendors can be costly, as it requires more
resources and time to manage and maintain each vendor's products and
services. Consolidating vendors can lead to cost savings by reducing licensing
and maintenance fees, minimizing training and support costs, and optimizing
security investments.

e Improved Integration: Different cybersecurity solutions from various vendors
may not always work well together, which can create interoperability challenges
and increase the risk of security gaps. Consolidating vendors can enable
organizations to choose solutions that integrate more seamlessly, providing a
more comprehensive and effective security posture.

e Enhanced Cybersecurity: Consolidating cybersecurity vendors can improve an
organization's cybersecurity posture by providing better visibility and control
over security threats. With a more integrated and comprehensive approach to
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cybersecurity, organizations can more effectively detect and respond to threats,
reducing the likelihood of a successful cyberattack.

Overall, Microsoft has a unique opportunity to help organizations consolidate their
security vendors by offering integrated solutions, partnering with other vendors, providing
consultancy services, and promoting best practices. By doing so, Microsoft can help
organizations improve their cybersecurity posture, reduce costs, and simplify their security
infrastructure. You will find an overview of the Security Vendors and Solutions used by
Expanded universe including the suggested Microsoft Solution to help make use of
Microsoft's best of breed cloud and security platform below.

Found Application

ESET Endpoint
Security

Akamai Enterprise
Application Access

Google Cloud
Platform (GCP)
Security
Teramind Insider
Threat Detection
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Number Of
Endpoints

Suggested
Solution

Windows
Antivirus

Azure Virtual
WAN with Azure
Firewall

Azure Security
Center

Microsoft Insider
Risk
Management

Applicati

on

Category

Security

Security

Security

Security

Application
Subcategory

Antivirus

Secure Access Service
Edge

Infrastructure-as-a-
Service (laaS) Security

Insider Risk
Management
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Appendix D - Assessment Scope

The Cybersecurity Assessment was fulfilled considering the following scoping information:

Organization
Customer name Contoso
Customer address 1234 Somewhere street

Netherlands, Amersfoort 9876 AB
Number of employees 300
Assessment Key dates and deadlines
Activity Date
Customer Kick-off call 16-10-2018
Complete interview series and on-site inventory collection 19-10-2018
Inventory data analysis/review 22-10-2018
Partner Assessment participants
Name Organization Project role
Jane Doe Contoso IT project manager
John Doe Contoso Security officer
Arinze Okosieme DataDiD Reviewer

Interviews were conducted by <csat_text_gn_cat2.21.77.answer> with key stakeholders to gather
information in addition to the automated inventory of the IT infrastructure. The results are based on
the answers to the questions outlined in the Cybersecurity Questionnaire. Interviews were
conducted with the following stakeholders:

Interviewee Title

Henri Johnson IT Project manager
Renee Towell Security officer
John Henson IT Manager

Cybersecurity Assessment Goals

Like many organizations, Contoso is dealing with the major trend'’s IT is facing today,
including the proliferation of mobile devices, the impact of social networks on
organizational operation, the rapid growth of unstructured data, the accelerated adoption
of the Cloud and privacy regulations. All these areas are impacted by a shifting threat

landscape, meaning security programs and practices are heavily impacted across the
board.

The Cybersecurity Solution Assessment provides a high-level review regarding the
maturity of Contoso’s security program based on security controls in the CIS Controls™
Version 8.1 framework as published by the Center for Internet Security®.

The goals of the Cybersecurity Assessment are to:

Initiate a foundation for protecting IT assets, and for promoting
modern cybersecurity practices in a holistic, integrated way.

Align with the security “recommended practices” of a well-known and
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highly regarded security-framework as the foundation for a
cybersecurity program.

Project a security pathway to move to the cloud where internal
controls around areas such as authentication, authorization, and
data protection will be even more critical.

Provide recommendations based on the interviews and facts found
during the scan of the IT environment.

Uncover critical issues related to cybersecurity.

Establish a prioritized action list, based on the criticality of the findings
which can serve as a short-term roadmap in the cybersecurity
program of the organization.

Inventory Tools

To assess Contoso’s IT infrastructure (Technical Topics), the Cyber Security Assessment
Tool was used to gather the required information of their current configuration state.

Cyber Security Assessment Tool

CSAT is developed by experienced security experts to quickly assess the status of your
organization’s security maturity, and to recommend improvements based on facts.

The tool collects relevant data from the IT environment by scanning for example
endpoints, Active Directory and SharePoint Online. Additionally, CSAT uses a
questionnaire to collect data about policies and other key indicators.

QSAT

Organizations are looking for a way to check their security status simple and quickly. They
want insight into their vulnerabilities, based on data from the organization’s IT
infrastructure and Microsoft 365. The Cyber Security Assessment Tool (CSAT) from QS
solutions provides this through automated scans and analyses. This is the basis on which
the CSAT scan provides recommendations and a short-term action plan in this report to
improve your security. It is the perfect way to maximize security and demonstrate that your
organization takes security seriously. This is also important given the EU GDPR and other
privacy regulations.
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Appendix E - The CSAT Methodology

This report aims to bring you a better understanding of your organization'’s current
cybersecurity posture, and actionable items to mitigate the discovered risks. The Cyber
Security Assessment Tool (CSAT) consists of a technical scan of your environment and an
interview based on renowned CIS controls. The report that you are reading now is packed
with recommendations to enhance your IT environment, based on industry recommended
practices. In this appendix the CSAT methodology will be explained.

Introduction

Security is relative to the threats and risks an organization faces; there is no absolute
security. That which is good for one organization can be overkill for another, a one-size fits
all security program does not exist. A maturity-based approach can help to address these
variations in security threats and IT risk management.

To establish a measurable security framework a solid foundation of security
“recommended practices” is needed. For this reason, the Cybersecurity Assessment is
using the CIS Controls™ (v8.1) security framework published by the Center for Internet
Security® (CIS) (http://www.cisecurity.org).

During the Cybersecurity Assessment, Contoso’s cybersecurity practices level has been
measured by answering a Questionnaire. The measurement was scoped on the practices
of the CIS Control™ (v8.1) security framework.

Besides the measurement through the Questionnaire, relevant security related data was
collected from Contoso's IT environment. With this measurement through the
Questionnaire, and with the analysis of the collected data, a list of findings,
recommendations, action items and a compiled short-term roadmap is provided to
improve the cybersecurity program and practices of Contoso.

Network and Information Security Directive (NIS2)

The NIS2 Directive is the EU-wide legislation on cybersecurity. The goal is to establish a
baseline of security measures for digital service providers and operators of essential
services, to mitigate the risk of cyber-attacks and to improve the overall level of
cybersecurity in the EU.

NIS2 is an expansion of NIS1. The reasons why NIS1 is expanding to NIS2 is that cyber-
attacks are becoming more frequent and sophisticated, pressures to address multi-cloud
IT environment and increasingly complex regulatory landscape.

NIS2 stands for stronger requirements and more affected sectors. It focusses on securing
and business continuity. This includes supply chain security. Improving and streamlining
the report obligations. Worse repercussions. Next to fines, NIS2 can lead to legal
ramifications for management. Enforcement localized in all European member states.

NIS2 objective and principles

The NIS2 measures a high common level of cybersecurity for public and private sector in
all EU member states. Therefore, Microsoft has created objectives and principles based on
their architecture. The objectives and principles are shown in the image below.
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In the CSAT questionnaire we use these principles. You can link A to D back based on the
image provided below.

NIS Objectives
A: Managing security risk  B: Protecting against cyber ‘ ’C
NIS Principles
Al: A2: Risk B1: Service B2: Identity C1: Security C2: Proactive D1: Response D2: Lessons
Governance management protection and access monitoring security event  and recovery learned
policies and control discovery planning
processes
A3: Asset A4: Supply B3: Data B4: System
management chain security security
BS: Resilient B6: Staff
networks and  awareness and
systems training

Control Framework background (CIS)

The Center for Internet Security® (CIS) is a nonprofit organization responsible for the
globally recognized CIS Controls® and CIS Benchmarks™, offering best practices for
securing IT systems and data. The CIS community continually updates these standards to

address emerging threats.

The CSAT questionnaire is based on the CIS Controls and includes questions related to
ISO27001:2022 controls. It aims to gather relevant information about your IT processes. To
learn more about the Center for Internet Security, visit https://cisecurity.org.
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CIS Controls™ (v8.1) take a community-based approach, derived from consensus risk
assessments involving experts from government, industry, and academia. These controls
focus on common threats and vulnerabilities in large enterprises, serving as a strong
foundation for high-impact actions. They complement, rather than replace,
comprehensive IT and security risk management frameworks.

For the Cybersecurity Assessment, the technical CIS Controls™ (v8.1) are expanded with
high-level controls from ISO/IEC 27001:2022 in the Organizational control domain. These
questions are related to IT- and data governance, and cover the areas of policies,
compliancy, risk management and privacy.

Zero Trust Model

The Zero Trust Security Model, established by The Open Group, collaborates with over
790 organizations globally to define technology standards that support business
objectives. They work through various groups to capture, integrate, and share
requirements, ensuring openness, interoperability, and consensus. Companies such as
IBM and Microsoft have already integrated these principles into their reference
architectures, aiding organizations in aligning their solutions with the Zero Trust model's
core principles.

The architecture principles are product-neutral, allowing your organization to choose
which products and solutions align with your strategy. Given our focus on assessing IT
environments predominantly using Microsoft-based on-premises and cloud solutions, our
recommendations draw from Microsoft's recommended practices and their Zero Trust
Reference Architecture.

More information on can be found at https://theopengroup.org and
https://www.microsoft.com/en/security/business/zero-trust.

The Zero Trust Principles are:

1. Verify explicitly
Always authenticate and authorize based on all available data points, including
user identity, location, device health, service or workload, data classification, and
anomalies.

2. Use least privileged access
Limit user access with just-in-time and just-enough-access (JIT/JEA), risk-based
adaptive polices, and data protection to help secure both data and productivity.

3. Assume breach
Minimize blast radius for breaches and prevent lateral movement by segmenting
access by network, user, and devices. Verify all sessions are encrypted end to end.
Use analytics to get visibility, drive threat detection, and improve defenses.

Rather than assuming safety behind the corporate firewall, the Zero Trust Model assumes a
breach and verifies every request as if it is from an open network. It adheres to the
principle of "never trust, always verify,". Every access request is fully authenticated,
authorized, and encrypted before granting access, regardless of their origin or target
resource. To minimize lateral movement, it employs micro-segmentation and enforces
least privileged access. Real-time anomaly detection and response leverage rich
intelligence and analytics. This translates into the following schematic overview:
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The zones above correlate to the respective CSAT recommendations, mapping the
respective CIS control to the Zero Trust Security Architecture zone.

SOM Model

To achieve this goal, the Cybersecurity Assessment utilizes a Maturity Model to

communicate the findings and recommendations. The maturity model construct for the
Cybersecurity Assessment is based on a similar model developed by Microsoft (Security
Maturity Model v1) and is consistent with the Software Optimization Model (SOM). The
below reflects the levels:

Reactive

Level 1
Basic

The security
attention is on the
tactical level. The

risks of a
cybersecurity issue
are severe.

Level 2
Standardized

The security
attention is on the
proactive level. The

risks of a
cybersecurity issue
are significant.

Level 3
Rationalized

The security
attention is on the
holistic level. The
risks of a
cybersecurity issue
are moderate.

Strategic

Level 4
Dynamic

The security
attention is on the
strategic level. The

risks of a
cybersecurity issue
are minor.

The complete score of the organization is determined by the lowest score in the
organization, for example if most processes are at Level 3, but one process is at Level 1,
the whole organization is rated at Level 1.
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