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The announcement in December 
2020 of the SolarWinds supply 
chain attack brought international 

attention to what Brad Smith, president 
of Microsoft, characterized as a “notable 
attack for both the scale and scope” dur-
ing his testimony before the Senate Select 
Committee on Intelligence on February 
23, 2021.1 He testified that Microsoft 
estimated approximately 1,000 engineers 
worked on the SolarWinds attack, which 
he described as an advanced persistent 
threat (APT)2 carried out by Russia.3 
The attackers penetrated a SolarWinds 
“network and applications monitoring 
platform called Orion” and included “tro-
janized updates” as part of the normal 
patching process, prompting SolarWinds 
Orion users to unwittingly download 
the malware as part of the normal secu-
rity patching process.4 According to the 
U.S. government, which characterized 
the attack as “an intelligence gathering 
exercise,” approximately 18,000 public 
and private sector organizations were 
compromised by this attack.5 While the 
investigation to identify how the foreign 
adversary gained initial entry into Solar-
Winds is ongoing, the supply chain attack 
highlights the need for organizations, both 
public and private, to adopt a compre-
hensive, sophisticated approach to cyber 
supply chain due diligence.

According to the National Institute of 
Standards and Technology (NIST), Infor-
mation and Communications Technology 
(ICT) supply chain risks may include 
“insertion of counterfeits, unauthorized 
production, tampering, theft, insertion 
of malicious software and hardware, as 
well as poor manufacturing and develop-
ment practices in the ICT supply chain.”6 
Whether purchasing or licensing ICT 
to support operations or manufactur-
ing/supplying ICT, organizations need 
visibility into their supply chain to man-
age risk, to understand how and where 
ICT is being “developed, integrated, and 
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EXAMPLE BENCHMARK AND ACCOMPANYING DUE DILIGENCE QUESTIONS
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Integrate C-SCRM across the organization by establishing 
supply chain risk councils that include executives from supply 
chain/procurement, information technology (IT), cybersecurity, 
operations, legal, enterprise risk management (ERM), and other 
functional and leadership areas of the organization to regularly 
review risk and mitigation plans, set priorities, direct sharing of 
best practices, and pilot initiatives. 

• Does the supplier/vendor integrate C-SCRM across its 
organization?

• Does the supplier/vendor consider supply chain risk via a 
formally established council or body with representatives 
from across the business?

• Is leadership and/or the executive board monitoring C-SCRM, 
including threshold of risk tolerance and performance 
measures?

• Are supplier/vendor supply chain security roles and 
responsibilities articulated in agreement/contract for goods/
services?13

Develop a C-SCRM plan and establish a formal C-SCRM 
program to ensure organizational accountability for managing 
cyber supply chain risk.14 “Mature organizations have formal 
programs with established governance, policies and procedures, 
processes and tools.”15

• Does the supplier/vendor have a C-SCRM plan?
• Does the supplier/vendor have a C-SCRM program?
• Does the supplier/vendor have C-SCRM policies, procedures, 

and practices that align to applicable federal and state laws, 
regulations, and guidance?

• Are roles and responsibilities of program participants 
documented via policies and/or procedures?

• Are procedures in place to facilitate implementation of 
C-SCRM policies and procedures?

• Are C-SCRM requirements integrated into the acquisition/
procurement life cycle?

Designate a leader to organize, develop, and manage C-SCRM 
program, policies, and procedures and ensure they are regularly 
reviewed and updated.16 

• Does the supplier/vendor have a designated lead to organize, 
develop, and manage its C-SCRM program?

Understand and monitor supply chain, including components. 
To manage cybersecurity risk emanating from supply chains, 
organizations must understand their own supply chains and 
those of their suppliers/vendors too.

• Can the supplier/vendor demonstrate real-time identification 
and monitoring of its supply chain?

• Does the supplier/vendor have access to an organization’s 
IT infrastructure, including cloud and/or data?

Compile list monitoring suppliers experiencing C-SCRM-related 
issues, indicating heightened risk/caution.17

• Is the supplier/vendor in good standing?

Establish remediation criteria to address identified  
C-SCRM-related issues to move supplier/vendor off list  
and into good standing.

• Has the supplier/vendor complied with established 
remediation criteria, if applicable?

Include critical suppliers, products, and assets in contingency 
planning, incident response, and disaster recovery.18

• Is the supplier/vendor a critical supplier to the organization?
• If so, are the responsibilities of being a named critical 

supplier to the organization documented in writing and 
understood by the supplier/vendor?

• Does the supplier/vendor have its own contingency plan, 
incident response plan, and disaster recovery plan?

Establish a process to mentor/coach suppliers/vendors on 
C-SCRM practices, performance metrics, audit, and approach 
to making required improvements.

• Does the supplier/vendor comply with established 
mentorship/coaching process?

Test contingency plans, incident response plans, and disaster 
recovery plans with key stakeholders, including suppliers, to 
ensure readiness, relevance, and efficacy of the plans19

• Does the supplier/vendor understand and accept 
responsibilities associated with testing contingency, incident 
response, and disaster recovery plans?

• Does the supplier/vendor have the resources required to 
address gaps found from the testing process?

• Does the supplier/vendor test its own contingency, incident 
response, and disaster recovery plans on a regular basis?
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Identify and manage critical suppliers that, if disrupted, would 
result in negative business impacts on the organization. Critical 
suppliers are also those that provide mission-critical components 
(products or services) that support the organization.20

• Does the supplier/vendor identify and manage its critical 
suppliers?

• Has the organization diversified suppliers/vendors, 
building relationships with others likely to be unaffected 
by disruption?21

Establish a process to validate the integrity of internal systems 
and components, data, and provenance of technology, products, 
and service (pedigree).22

• Does the supplier/vendor have a process to collect, verify, 
and track authoritative information regarding point of origin 
and changes to internal systems and components, data 
technologies, products, and/or services?

Establish supplier/vendor monitoring program covering the 
entire supplier/vendor life cycle to actively track a variety 
of risks, including security, privacy, quality, financial, and 
geopolitical, among others.23

• Does the supplier/vendor meet cybersecurity and other 
agreed-upon requirements?

Review data to identify any change in supplier/vendor status 
(e.g., financial legal or ownership).

• Does the supplier/vendor provide notice of change in status 
to organization?

Audit and assess supplier/vendor controls regularly to 
manage cyber supply chain risks, determine whether agreed-
upon requirements and controls are met, identify required 
improvements, and monitor completion of those improvements.

• Does the supplier/vendor cooperate fully, in a timely manner, 
and in good faith with audit and assessment of cyber 
supply chain risks, requirements, controls, and subsequent 
improvements? 

Engage outside third parties regularly to conduct authorized, 
unannounced information security assessments. Assessments 
may include testing, examination, and interviewing.24

• Does supplier/vendor engage outside third parties to 
conduct information security assessments?

Establish agreements and procedures with suppliers/vendors 
for notification of supply chain compromises and potential 
compromises and results of assessments or audits.

• Does the supplier/vendor have an established notification 
process for supply chain compromises, potential 
compromises, and results of assessments or audits?

deployed, as well as the processes, pro-
cedures, and practices used to assure the 
integrity, security, resilience, and quality 
of the products and services.”7 Undetected 
vulnerabilities within an organization can 
be exploited by malicious actors, causing 
direct and indirect financial, reputational, 
and legal harm, among other issues, to the 
organization.

To mitigate potential cyber supply 
chain risk, organizations need to per-
form due diligence prior to entering into 
a partnership and then thereafter, on a 
continual basis. Due diligence (in this 
context) refers to a process used to iden-
tify cyber risk associated with third-party 
suppliers/vendors.8 The process should 
be one that a reasonably prudent person 
would be expected to perform, a process 
that references commonly used indus-
try standards, guides, and practices for 
cyber supply chain risk management. 
In this article, the due diligence step-by-
step process incorporates references from 
a variety of supply chain risk management 
publications from the National Institute of 
Standards and Technology (NIST)9 and 

the proposed due diligence–related ques-
tions are derived from these publications.

In the wake of the SolarWinds attack, 
there is growing interest for greater 
supply chain transparency, to gain vis-
ibility into the security of supply chains 
by assessing supplier/vendor risk. Also, 
there’s interest in propagating cyber sup-
ply chain risk management (C-SCRM) 
contractual requirements from suppli-
ers/vendors to sub-suppliers. C-SCRM 
refers to a process of “identifying, assess-
ing, and mitigating the risks associated 
with the distributed and interconnected 
nature of [information communication 
technology] ICT product and service 
supply chains.”10

Recognizing some U.S. industries, 
such as pharmaceuticals, rely heavily on 
foreign sources of critical materials and 
may, therefore, face foreign ownership, 
control, or influence (FOCI)-related 
risk (i.e., geopolitical), where possible, 
organizations are considering diversifi-
cation of sources for critical materials. 
The end result of these and other secure 
cyber supply chain measures could be 

the cancelation of agreements with sup-
pliers and sub-suppliers that fail to meet 
security requirements.

CYBER SUPPLY CHAIN DUE 
DILIGENCE STEP-BY-STEP 
PROCESS
A recent World Economic Forum report 
noted, “supply-chain attacks can tear 
through increasingly interconnected 
companies, passing from vendor to part-
ner, and wreaking havoc on industries 
and economies.”11 Given the risk, con-
ducting C-SCRM due diligence prior to 
engaging prospective suppliers/vendors 
is both a reasonable and necessary step 
to mitigate risk.

Identify benchmark(s)
• Determine objectives of the due 

diligence exercise; this, in turn, 
will help guide the benchmark 
selection.

• Benchmarks may include one or 
more of the following sources: 
laws, regulations, governmental 
guidance, industry association, 
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or standards organization, 
among others.

• Compile a list of secure cyber 
supply chain requirements from 
one or more sources to comprise 
the benchmark.

Draft questions from 
benchmark

• Formulate questions derived 
from the list.

Screen suppliers
• Apply questions to each pro-

spective supplier/vendor to 
identify potential risks.

• Verify information provided by 
the supplier with independent 
research and analysis.

Assess risk of suppliers
• Assess risk of supplier/ven-

dor within the context of the 
organization’s established risk 
threshold.

• Determine whether prospective 
supplier/vendor risk should be 
accepted, mitigated, or avoided.

• Determine whether to enter into 
a partnership with the supplier/
vendor.

• Determine method(s) and time-
line for C-SCRM continuous 
monitoring of supplier/vendor.

CONCLUSION
The example benchmark and due dili-
gence questions highlight the importance 
of prudent inquiry, of “taking a look under 
the hood” prior to entering into a part-
nership with a supplier/vendor. Like 
any partnership, it is important to stay 
engaged, to maintain situational aware-
ness in order to identify any changes in 
status that might give rise to C-SCRM-
related threats. This constant vigilance 
can be aided by technology, but active and 
informed leadership is required to man-
age C-SCRM-related risk.
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•  The regulation of automated vehicles
•  Civil liability for automated vehicle crashes
•  Data security and privacy
•  Criminal law

This volume is a reference guide for automated 
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and context to apply the law to the new factual 
situations created by automated vehicles.
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