
Vulnerability 
Assessment
Penetration Testing

Vulnerability Reporting
Enumerate & Prioritize Risks

Threat Remediation
Remedy Identified Risks

Policy & Procedures
Patching, configurations

Implement security controls

Awareness 
Management
Enable security culture

Establish Communcation 
Channels

Organizational Awareness 
Training

Tracking & Reporting

Policy & Framework
Development

Define Goals and Objectives
Aligned with Business

Establish Governance Structure
Incident Response Planning
Selecting suitable framework

- NIST
-ISO/IEC27001
-HIPPA, FFIEC, Etc.

Cyber Agility
Security Operations Centre
Continuous Threat Monting

Incident Response
Event Managemet

Remediation

Governance
Policy & Procedure Compliance 

Audits
On-going Threat Monitoring & 

Improvement
Reporting

- Legal, Regulatory
- Organizational

Securing a Larger Attack 
Surface

Cybersecurity

Legacy Systems

Insider Threats

End-User Education & 
Awareness

Evolving Threat Landscape

Remote Work Security




