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The New Frontier: Digital Age Cosmeceuticals



What are the digital age cosmeceuticals?

1. Product recommendations based the INCI 
and app assessments

2. Digital personal image processing

3. Virtual cosmetics and cosmeceuticals

4. AI programmed skin care devices

5. AI designed skin care regimens 



1. Understanding the INCI and App Based 
Product Recommendations



App Based Product Recommendations: 
Apps and the INCI

Several apps available that will 
interpret the INCI:

• INCI Beauty 
https://incibeauty.com/en

•Think Dirty
https://www.thinkdirtyapp.com/

•Yuka
https://yuka.io/en/

https://incibeauty.com/en
https://www.thinkdirtyapp.com/
https://yuka.io/en/


INCI Labeling Convention

• Ingredients listed in order of 
predominance

• Ingredients less than 1% in 
concentration may be listed in random 
order

• Colors are listed in random order at 
end of list

• Fragrances listed in descending order

• OTC drug labeling different, must list 
active agent at top of label, followed 
by inactive ingredients below



Sunscreen Labeling



Sunscreen Labeling



Deciphering the Sunscreen Label



Deciphering the Label:
Basic Sunscreen
• Sunscreen are OTC drugs, with active 

agents

• Sunscreens: avobenzone (UVA), 
homosalate(UVB), octocrylene (UVB, 
UVA)

• Water, oil-in-water emulsion

• Sorbitol is a humectant

• Aluminum starch, carbomer are thickener

• Eicosene copolymer makes waterproof

• Phenoxyethanol, disodium EDTA 
(chelator), ethylhexyl glycerin preservative

• Triethanolamine, stearic acid is emulsifier

• Dimethicone film former



Deciphering the Label:
Spray Sunscreen

• Sunscreen sprays leave droplets 
behind on skin in a discontinuous 
film

• Must spray and rub three times to 
get the thickness of a lotion 
sunscreen and film continuity

• Acrylates and copolymers make 
product water resistant

• Alcohol denatured is the propellant 
that evaporates once the product 
reaches the skin 



Deciphering the Label:
Water Resistant Sunscreen
• Water resistant sunscreens must undergo special 

testing to make claim

• Subjects wear sunscreen and then get in a whirlpool 

followed by SPF testing:

• Allow 15 to 30 minutes drying time after 

product application

• First 20 minute immersion in water

• Allow 15 minutes drying time (no towelling)

• Second 20 minute immersion in water

• Allow to dry for 15 minutes or until completely 

dry (no toweling) 

• SPF testing is done with a solar simulator shown at 

an area where the sunscreen has been applied 

before and after exposure to water

• Water resistant 80 minutes is the maximum claim 

allowed



Deciphering the Label:
Mineral Sunscreen?

• Labeled as mineral plus 
sunscreen, what does this mean?

• Contains zinc oxide and octisalate

• Why is it ideal for sensitive skin?

• Kukui nut oil, bisabolol 
(chamomile), shea butter, 
macadamia nut oil, ascorbyl 
palmitate (inactive vitamin C)

• Nut oils may be allergenic and 
comedogenic



Deciphering the Label:
Baby Sunscreen
• No specific requirements or regulations pertain to 

baby products

• Baby sunscreens follow the same sunscreen 

monograph that has not been approved, but the 

monograph designation is under review

• Baby sunscreens may be the same as adult 

sunscreens, but they are sold in the baby isle of 

product display

• Adult and baby sunscreens can be used on anyone

• Zinc oxide and titanium dioxide based, labeled as 

minieral sunscreen

• Interesting botanical blend that has nothing to do 

with sun protection, but allows organic label



Deciphering the Label:
Sensitive Skin Sunscreen

• What does sensitive skin mean on a 

sunscreen label? Nothing

• There is no regulatory or scientific 

definition of sensitive skin

• Sensitive skin claim may mean that the 

product was tested in subjects with 

sensitive skin

• Sensitive skin sunscreens are usually 

mineral based (titanium dioxide, zinc 

oxide)

• Minerals are naturally sourced!



Yuka: Most Popular Ingredient App

• French app, free, premium 
version $10-$20/year

• 56 million users

• 20,000 users daily

• Scan barcode on product

• Get full ingredient list with level 
of risk for foods, skin care 
products, cosmetics

• Rates products on scale from 0-
100



Ingredient App Rating Systems and 
Sunscreens

•Ratings:
•Risk free (green dot)

•Low risk (yellow dot)

•Moderate risk 
(orange dot)

•High risk (red dot)



Poorly Rated Sunscreen:
Phenoxyethanol

• All preservatives are bad?

• Phenoxyethanol common preservative 
(gram –and+ plus yeasts), <1% 
common concentration

• Not an endocrine disruptor or 
carcinogen

• Found naturally in green tea

• Not recommended for ingestion in 
infants

• Felt to be one of the safest 
preservatives currently available



Poorly Rated Sunscreen:
Aluminum Stearate

• Aluminum salt of stearic acid

• Water repellant, opacifying 
agent, lubricant, oil control, 
thickener white powder

• Used as a thickener and an 
emulsifier in sunscreens

• Low absorption through skin

• FDA considered safe in foods, 
CIR considered safe in skin care 
products 



Poorly Rated Sunscreen:
Octocrylene

• UVA/Short UVB sunscreen active

• Stabilizes avobenzone

• Improves water resistance and SPF of 
sunscreens

• Functions as an emollient

• Octocrylene can get absorbed into the 
skin

• May be marine pollutant

• May degrade into benzophenone, an 
endocrine disruptor and carcinogen



Poorly Rated Sunscreen:
Butyloctyl Salicylate
• No evidence of hormone disruption in 

humans

• Can cause allergic or irritant contact 
dermatitis

• Commonly found in mineral 
sunscreens (may not be all mineral)

• Sunscreen benefits:

• Increases SPF
• Stabilizes mineral 

sunscreens and avobenzone
• Improves spreadability
• Improves texture
• Enhances water resistance 



Well Rated Sunscreen:
Nanoparticles

• Zinc oxide used in small particle 
size to make white powder 
colorless

• Smaller particles look less white 
on the skin, but have a lower 
SPF

• Inevitable that some 
nanoparticles are created as 
part of the grinding process

• Not sure why zinc oxide has any 
risk topically 



Poorly Rated Sunscreen:
BHT

• BHT=butylated hydroxytoluene is a 
synthetic antioxidant and preservative

• Free radical scavenger, prevents fats 
from becoming rancid

• Widely used preservative in foods and 
cosmetics

• BHT is generally recognized as safe 
(GRAS) by the US FDA

• Does not penetrate the skin

• May be a hormone disruptor in  high 
doses beyond those used in skin care 
products



Poorly Rated Sunscreen:
Methylisothiazolinone

• Preservative known as 
Kathon-CG

• Was developed as a safe 
substitute for parabens

• Known to be an allergen

• Parabens ended up being 
safer!

• Not sure this preservative is 
hazardous



2. Digital Personal Image Processing



Digital Imaging Challenges
• Digital cameras possess poorer resolution than a film camera

• Edge enhancement is used in all phone cameras to increase 
image sharpness, but what you see in the phone/computer 
screen is not what you see in the mirror

• The technique identifies sharp boundaries and increases 
contrast, but also magnifies fine lines and wrinkles 

• This imaging error has created the consumer need for personal 
image processing with apps such as Facetune

• Facetune app was developed as a start up in 2013 and has 
been downloaded 200 million times as of 2023

• 85% of girls by age 13 have used image filters



Digital Imaging App Tools
• Digital apps can remove acne lesions, 

smooth skin, apply cosmetics, whiten 
teeth, change hair style/color, and 
modify facial architecture

• All uses version of Photoshop

• Uses 3D Face Mesh Modeling: 3D 
model made of user face and applied 
consistently across frames as user 
moves.  3D model can be used for 
machine learning training with 
confidentiality issues.

• AI machine learning used to analyze 
facial features and provide 
personalized image enhancement 
recommendations

• Can do individual pixel manipulation



Digital Imaging App Tools
The following digital modification tools are used to adjust the 

image:

• Smooth: Evens out skin texture with AI-assisted blurring and texture re-application.

• Heal & Patch: The "Heal" tool uses surrounding pixels to seamlessly cover blemishes. 
The "Patch" tool allows users to manually copy a clear area of skin and paste it over 
an imperfection.

• Reshape: Adjusts facial structure by subtly shifting pixels to slim jawline, decrease 
nose width, enlarge eyes, broaden smile.

• Relight: Mathematically re-adjusts the flash light reflex on the face to highlight brow, 
nose, medial cheek, and chin.

• Generative AI: Modify clothing, hair style, hair color, background using generative AI 
models. 



Image Manipulation Challenges
• The side effects of digital 

image manipulation 
include:
• Body dysmorphia: 

dissatisfaction with actual 
appearance

• Erosion of self-esteem

• Social anxiety and 
isolation: inability to show 
actual self

• Unrealistic beauty 
standards impossible to 
attain



3. Virtual Cosmetics and Cosmeceuticals



Virtual Cosmetics: Death of the Cosmetic 
Counter Attendant

Colored cosmetic and cosmeceutical selection used to require a 
visit to the department store cosmetic counter.  Enter virtual 
cosmetics!

• Virtual makeup for your video conference meeting can be applied instantly and 
virtually through an app for both females and males

• Many apps have a variety of professionally generated virtual cosmetic applications you 
can select for instant video application prior to joining your meeting, such as:

• Glossy: shiny lip gloss and cheek blush

• Red: bold red lipstick

• Winged: Cleopatra eye liner with wings

• Soft Blur: Softens wrinkles, lines, and pores

• Blur: More pronounced softening of wrinkles, lines, and pores

• Natural: Subdued facial blush and lip gloss 



Virtual Cosmetic Demonstration

• Advantage: 
Cosmetics can 
be sampled in 
comfort of own 
home

• Disadvantage: 
The cosmetic 
was never really 
applied to your 
face



4. AI Customized Devices



Devices: LED Masks
• LED masks are the most 

popular home device with AI 
designed programs

• Device market growing at 12% 
per year

• Red light (620-700nm) 
mitochondrial absorption 
increases ATP production, 
nitric oxide, and intracellular 
calcium

• Effect based on power density, 
amount of energy per unit time

• Amount of energy delivered to 
tissue depends on tissue 
absorption and scattering 
properties

Photobiomodulation is mediated by the 

absorption of photons by photoreceptors in 

the body to include mitochrondrial cytochome 

C oxidase (COX) for red light and infrared.



Devices:  High Frequency Wands
• High frequency wands (HFW) 

contain electrified gas:
• Neon for aging (orange)

• Argon antibacterial for acne 
(violet)

• Electrical current is transmitted 
to the skin causing (?)
• Collagen production

• Warming

• Increased penetration of skin 
care products

• Muscle contractions 
increasing facial tone

• Tightening of pores

High frequency energy is only transmitted to 

the skin surface.



5. AI Designed Skincare Regimens



AI Skincare Disadvantages
• Poor quality phone camera 

image is submitted for analysis

• Lighting makes a difference: 
LED lighting produces image 
graded 5 years older than 
incandescent lighting

• Your images are being used 
for large database training 
purposes

• You lose control of your image 
that could be hacked from a 
database

• Recommendations could be 
based on hidden sales agenda



AI Skincare Advantages
• Increased compliance with 

sunscreen and medication use 
due to tracking

• Real time skin assessments in 
the privacy of your home

• Avoidance of products that 
contain substances in your 
history of allergens or irritants

• AI trained on dermatologist 
assessments

• Your information could be used 
to improve the accuracy of AI 
assessments



Summary: Cosmeceuticals and Sunscreens in 
the Digital Age



Summary: Cosmeceuticals and 
Sunscreens in the Digital Age

1. App based product recommendations seem to follow a 

pre-programmed algorithm based on ingredient function 

rather than individualized thought

2. Digital personal image processing may create a new 
form of body dysmorphic disorder and reduced self 
esteem with unrealistic aesthetic procedure 
expectations

3. Images loaded into virtual cosmetic databases risk loss 
of confidentiality, images used to train AI models

4. AI programmed skin care devices may offer totally 
customizable treatments

5. AI designed skin care regimens could more accurately 
eliminate problematic products based on large database 
analysis
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