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In the AI age, protecting creativity is not merely about protecting files. It is about protecting the conditions 
that allow creativity to emerge in the first place. 

 

Introduction 

Artificial Intelligence has quickly become a widely accepted and utilised toolkit that many industries and 
individuals now use on a daily basis. However, it is important to understand how these systems also rely 
upon human input to build, refine, and stabilise themselves. 

This way we can work to protect ourselves from giving up our creative output without our consent or 
knowledge. Ultimately learning to value our creative output more completely will protect us in this new 
digital paradigm. 

The large language model engines are trained on large volumes of data scraped from publicly available 
web content, books, code repositories, and open sources. Once material is publicly posted or uploaded 
to platforms that permit broad access or crawling, it can be collected, stored, and used in ways that are 
difficult or impossible to reverse. 

Understanding how data persists and how models are trained helps creators make informed choices 
about what they share and how they store high-value work. Copyright in Berne Convention countries 
arises automatically when a work is fixed in a tangible medium; the practical challenge is proving the 
creation date and ownership if a dispute arises, and limiting unwanted exposure in the first place. 

 

 



 

 

I. THE LANDSCAPE: DATA PERSISTENCE AND THE DEFICIT PARADIGM 

The modern digital landscape commonly operates on extractive attention and engagement models, 
converting human activity into behavioural data and monetizable prediction. Large language and 
generative models require substantial, ongoing volumes of training data. Research groups (including 
Epoch AI) have estimated that the stock of high-quality, publicly available human-generated text is finite 
and could already be largely utilized for frontier-scale training within a relatively short window (roughly 
mid-to-late 2020s to early 2030s depending on training practices and data quality filters). 

A 2024 Nature paper documented "model collapse," in which successive generations of models trained 
predominantly on synthetic (AI-generated) data lose diversity and degrade in quality. Because high-
quality human-generated data remains valuable, platforms and crawlers routinely collect publicly 
accessible material. Deleted posts, hidden pages, and user-controlled "private" settings do not always 
remove copies from caches, backups, CDNs, or third-party archives, as the crawlers are becoming more 
equipped to reach deeper into the digital landscape. 

Unencrypted or standard cloud collaboration tools (document editors, messaging services, form 
backends) commonly route data through provider infrastructure that can log inputs. Submission portals, 
portfolio platforms, and third-party plugins can create additional staging copies during processing. The 
practical response for creators is selective exposure control and disciplined record-keeping, replacing 
automated compliance with a more careful approach. 

 

II. ARCHITECTURAL VULNERABILITY POINTS 

Common exposure vectors for creative work before or after public release include: 

• Permanent or Semi-Permanent Uploads: Content posted to open or semi-open networks can 
remain in server caches, backups, search indexes, and third-party copies even after the original 
post is deleted or made private. Examples include Google and Bing search caches, social media 
posts and archive spaces such as The Wayback Machine 

• Cloud and Collaborative Workspaces: Standard online editors, messaging apps, and shared 
drives often process or log content in transit or at rest on provider systems. Eg. Include 
Google/Microsoft/Adobe version histories and most cloud based save options. 

• Forms, Plugins, and Staging Environments: Portfolio templates, submission systems, and 
formatting utilities can mirror files to intermediate servers as part of normal operation. Eg. 
include online portals with draft-saving features and browser-based PDF/jpg converters etc.  

These are ordinary properties of web and cloud architecture, not unique to any single corporate entity. 

 

 

 



III. GRADUATED ASSET PROTECTION TIERS 

Safety 
Classification 

Targeted Media Assets Standard Protection Approach 

Tier 1: Everyday 
Media 

Personal photos, general 
correspondence, routine office 
documents. 

Standard cloud services with 
private/sharing settings and strong account 
security. 

Tier 2: Premium 
Creative Assets 

Manuscripts, screenplays, fine art 
photography. finished music masters, 
animation keys, design sheets. 

Local storage as primary; limited or delayed 
online sharing; cryptographic hashing + 
independent timestamping for priority 
evidence. 

Tier 3: Specialized 
System Cores 

Source code repositories, master 
keys, proprietary industrial layout 
files. 

Offline or air-gapped local hardware 
networks; strict access controls. 

 

 

IV. PRACTICAL PROTECTION STEPS (LOW OR ZERO COST) 

These steps reduce unnecessary exposure and create useful evidence of creation date. None of them is 
a guarantee against determined access or future legal outcomes. 

Step 1: Limit Exposure of Unreleased Masters 

Keep unreleased master files off open feeds and general cloud storage when possible. Prefer local 
drives or password-protected, non-indexed spaces. Remember many social media sites, public 
domains and content creation apps such as self-publishing and hosting sites explicitly state in their 
terms and conditions that data uploaded to these sites may be used for training purposes, which is the 
AI engines for their training models and for public use. You are agreeing to this the moment you upload 
your files to these platforms. 

Step 2: Create a Verifiable Creation Timestamp 

Copyright exists upon fixation under the Berne Convention. In a dispute, you still require credible 
evidence of when the specific file existed and that you controlled it. 

1. The Signature: Generate a SHA-256 hash of the exact master file locally (offline preferred). Free 
browser-based or local tools exist; the hash is a 64-character fingerprint unique to those exact 
bytes. Eg. https://create-convert-download.com/sha256-file-hash/  

2. The Temporal Lock: Record the hash in an independent, time-stamped system you do not 
control. A small self-to-self bank transfer with the hash in the reference field, followed by 
retaining the official statement, serves as an entry utilizing globally audited financial 
infrastructure (a method documented in the creative commons since at least 2014). 

https://create-convert-download.com/sha256-file-hash/


3. Alternative Anchors: Creators may utilize alternative low-cost options when available, such as 
OpenTimestamps or similar Bitcoin-anchored services (where the file never leaves your device 
and only the hash is published), or RFC 3161 trusted timestamping authorities. 

Keep the original file, the hash, and the timestamp evidence together. This establishes that the precise 
file existed at or before the recorded time. It does not automatically reverse the burden of proof in court 
or replace formal registration. However, courts weigh all evidence; a clear timestamp serves as excellent 
supporting material in a dispute over provenance. 

Step 3: Additional digital hygiene 

• Maintain draft histories and dated handwritten notes of your process within physical studio 
journals. 

• When you must share files, use the minimum necessary access and remove or archive promptly 
after use. 

• For high-value works, consider formal registration in relevant national jurisdictions. 

 

 

V. THE GRATITUDE SHIELD: PROTECTING THE CREATOR’S CAPACITY TO CREATE 

Technical security protects our creative assets. Psychological security protects the creator who makes 
them. 

Recommendation and engagement algorithms on major digital platforms are optimized to maximize 
observable interaction metrics. They respond to measurable behavioural signals including time-on-site, 
dwell time, clicks, comments, shares, and viewing patterns. To sustain engagement, these systems 
often favour content that amplifies comparison, perceived scarcity, outrage, aspiration, or other 
emotionally resonant responses. 

From a technical perspective, recommendation systems do not inspect our inner lives. They observe 
behaviour. Therefore, ordinary offline practices such as spending time in nature, maintaining focused 
creative periods, and limiting passive scrolling significantly reduce the volume of behavioural metadata 
supplied to the network. 

Once online, it is the recommendation of Yudhaversal Studios that creators consciously reclaim their 
cognitive centre through Metacreativity: the whole-brained capacity to intentionally choose and shift 
the mode of thinking most appropriate to the present moment. This allows us to apply rigorous logic 
when building businesses, technical systems, and professional documents, yet remain equally capable 
of stepping beyond performance metrics and returning to curiosity, wonder, and play. 

At any moment, we retain the ability to remember Sovereign Gratitude: the deliberate practice of 
orienting attention toward appreciation rather than deficit. We can voluntarily step outside cycles of 
comparison, scarcity, and acquisition and reconnect with the simple reality that human life itself is 
already an extraordinary gift. We can appreciate our ancestors, our communities, our creative 
inheritance, and the people we choose to share it with. This is what makes the communities we live in a 
richer place for everyone. 



From a behavioural perspective, this shift matters. Predictive systems are most effective when our 
actions become repetitive, reactive, and easily modelled. The more consciously we choose our 
responses, values, and attention, the less completely we can be reduced to a profile. As our posture 
shifts from compliance to curiosity, from reaction to reflection, and from entitlement to gratitude, our 
behavioural footprint becomes less predictable and more fully human. 

Ultimately, our greatest protection is not technological but human. Creativity, reflection, adaptability, 
humour, love, gratitude, and genuine connection remain qualities that no profile can fully capture. The 
profile is never the whole person. The algorithm is never the creator. 

Like the protagonists of The Matrix and iRobot, our strongest defence against systems that increasingly 
reward predictability is not withdrawal from humanity, but deeper participation in it. After all, that’s why 
we like to make things. 

 

 

SUMMARY 

Prefer local storage for unreleased high-value work, generate local SHA-256 hashes, anchor those 
hashes to independent timestamps (bank statement as a minimal option; blockchain or RFC 3161 
preferred), and register formally when the work justifies the cost and time. 

These steps are low-cost, evidence-based, and limited in scope. They improve your position relative to 
casual scraping and ordinary platform retention; they do not create absolute technical or legal immunity.  

We use the system's own coordinates simply to build a playground that is ours—as it's meant to be used. 

 

 

 

 

 

A DOORWAY 

This manual concerns the protection of creative work. 

There exists another question. 

Why create at all? 

That question led to the writing of The Twelfth Paradox / The Great Inversion, a separate 
mythological tale released freely under the same principle of Radical Generosity. 

If curiosity calls, the door is open. 

We walk together. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

About Yudhaversal Studios 

Yudhaversal Studios is an independent digital and physical publishing house operating on the Abundance of 
Essence Model©. The studio develops educational resources, creative works, and alternative publishing pathways 
that help creators protect, validate, and share their unique creative expressions while maintaining agency over 
their work and creative process. 

Media Contact: 
The Sovereign Publishing Arm 
Yudhaversal Studios 

yudhaversity@yudhascholes.com 

 

Disclaimer: This bulletin is an educational summary only. It does not constitute formal legal advice or a 
comprehensive cyber-security guarantee. If your project requires higher-tier technical fortification, specialized 
cryptographic architecture, or custom risk parameters, please contact the author directly or conduct further 
specialized technical research. 
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