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APAC GATES is pleased to submit these views to the United Nations Advisory
Body on Al. We commend the UN’s initiative to form a flexible and adaptable
advisory body to address the fast moving and important area of Al governance,
and we look forward to seeing progress made at the international level to
address Al governance at the Summit of the Future and through other UN
initiatives such as the Global Digital Compact.

APAC GATES is an Asia-Pacific association and non-profit organization
management consultancy based in the Indo-Pacific region, focused on providing
services to the growing Al governance professional community. We emphasize
the rule of law, anti-corruption, innovation and consumer trust as basic first
principles for our analytical perspective. Our values are grounded in justice,
connection and understanding between people and communities across the Indo-
Pacific region. Our team has over 30 years of experience working on public
interest law, humanitarian affairs, innovation policy and economic development.
We act as the secretariat for the Asia Al Governance and Policy Group (AAGPG),
and produce the Asia Al Policy Monitor newsletter, with over 1000 members and
subscribers. For more information and insights visit apacgates.com.

We commend the High-Level Advisory Body on Al on the Interim Report:
Governing Al for Humanity and its findings. The document contains many
excellent observations, and recommendations for future global Al governance
initiatives. In particular we praise:

» the positive guiding principles emphasizing inclusivity, the public interest,
common resources, universal multistakeholder approaches anchored in
human rights supporting the sustainable development goals; and

« the practical institutional functions identified for future governance initiatives,
including future-looking and regular assessments of the state of the
technology of Al, forging interoperable governance structures from those
emerging around the globe, harmonizing standards and risk management
frameworks, facilitating the use of Al for the public good, promoting
collaboration on compute, data and talent development/access, and
monitoring/addressing risks and facilitating enforcement of accountability and
compliance in Al governance.
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The following are our recommendations and feedback on the Interim Report with
an emphasis on gaps and additions to bolster global Al governance initiatives:

Opportunities and Enablers

A major opportunity and enabler of global Al governance is the fostering of
certification and auditing bodies, both public and private. For example, the
International Algorithmic Auditors Association (IAAA) was organized to foster this
community of professionals.[1] However, concerns have been raised that these
governance tools may result in “audit washing” — evading meaningful correction
of problems.[2] Regarding certification of data for example, training data for
generative Al models has been criticized for using copyrighted works, which may
violate intellectual property laws in many jurisdictions. Initiatives to validate and
certify training data does not contain copyrighted material have addressed these
concerns.[3] Other certification issue areas will no doubt be addressed.

Global initiatives to standardize and harmonize auditing and certification would be
well placed for UN-oriented Al governance initiatives. Furthermore, encouraging
certification and creating a norm for use of certifications is important, and a role
that UN initiatives can play.

Public awareness will be crucial for ethical governance. The UN plays numerous
public awareness roles, and can do so for Al - including importantly spreading
impartial, fact-based information about Al tools and capabilities. Initiatives for
example by the government of Malaysia called, “Al Untuk Rakyat” seeks to raise
Al literacy for the public through online learning platforms.[4]

Also importantly, global initiatives on Al governance can address unhelpful
discourse around Al. For example, recent anxiety and hype around Al tools,
whether for job losses, or even human existential issues, are overblown and not
grounded in empirical evidence. The UN and its discourse on Al can repair some
of the damage done by false narratives about the boon or bane of Al, which tends
to be more linked to financial hype-cycles, than in actual fact.

Risks and Challenges

The report emphasizes monitoring and scanning for risks (and the risk for missed
uses), and also emphasizes practical positive use cases for Al. We recommend
that the advisory body emphasize less future and speculative risk and ground the
discussion in current harms created by Al tools, companies, governments and
individuals using these tools. A focus on actual harms will bring into focus the
opportunity costs that over-investment in Al may bring. These actual and realized
harms have been well-documented, from copyright litigation currently underway
in the United States and United Kingdom, to administrative injunctive action taken
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by the Italian data privacy authorities regarding data breaches, to physical harm
created by autonomous vehicles, and instances of biased and inaccurate
biometric data used by law enforcement authorities.

Guiding Principles

The report emphasizes the three main inputs to Al: data compute and talent. This
is an industry perspective, and rethinking these three inputs will put the costs and
opportunities of Al governance into perspective. We recommend the following
three concepts instead to guide the principles for governance action: labor,
energy and finance.

Labor issues, such as the low-wage human data tagging and labeling of content
needed for many Al models, or the potentially traumatic impact of content
moderation, such in the social media industry, are well documented. Also, labor
should be a major consideration for how training data is produced, including
recognizing labor, human dignity, ownership, contractual obligations and moral
rights in training data.

The report emphasizes in part the environmental concerns in Al - given the
massive energy needed for some types of Al model trainings and deployment.
We recommend further consideration of energy related issues, rather than a
focus on the concept of “compute”.

Finance is an important lens to examine Al governance given the technology’s
practical commercial character. As these tools are created and distributed
primarily for commercial reasons, it will be important for global Al governance to
make insights on the commercial aspects of the technology. Attention should be
paid to consumer trust and safety, market competition, labor rights and
relationships from financial perspectives.

While an emphasis on the UN’s Universal Declaration on Human Rights (UDHR) is
important, further considerations should be given to how human rights principles
translate to digital space. Key questions remain about what digital human rights
principles may be, and how governance of Al can support these. The government
of the Republic of Korea for example developed a “Digital Bill of Rights” which
establish principles for government policy.[1] This Digital Bill of Rights for
example guarantees the right to access digital resources, the right to control
personal data, the right to labor protections for digital workers. We recommend
that Al governance initiatives at the norm-building level consider more specifically
what enumerated digital human rights may be, drawing on the extensive work
done in this area by civil society organizations.
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Institutional Functions

Supporting the rule of law is a key imperative of Al governance that the UN should
address. This will intersect with many other existing initiatives and organizations
of the UN and other IGOs, such as efforts to develop a Cybercrime treaty.[1]
Supporting the rule of law will also go to other issue areas, such as working with
WIPO on Al’s IP issues, or with INTERPOL on enforcement, or the WTO or OECD
on the economic and trade aspects of Al services. From the Indo-Pacific
perspective, this is an urgent institutional focus. Already OpenAl and Microsoft
have reported instances of their Al tools being used as productivity enhancers for
cybercrime organizations, mostly based in Asia.[2] Additionally, the application of
Al tools to the justice system (e.g. Al guided sentencing, Al assisted judicial
opinions) should be of particular concern and a focus of Al governance
institutions globally given transparency and explainability issues with many Al
technologies.

Transparency is a key watchword for Al ethics and governance, as mentioned in
the report. Rankings and ratings area key tools for providing the public and policy
makers with information that is accessible and comparative. Initiatives in the
private sector to rank LLMs for example on issues of confabulation, to bias, or
effectiveness in certain domains (e.g. legal, medical applications) have been
published in recent months.[3][4] Supporting similar efforts at a global scale will
create an ecosystem of accountability for new Al tools.

Additionally, as mentioned above, a global Al governance institution could foster
the adoption of certifications and auditing, by being a secretariat for specific
types of certifications, offering trainings, or certifying trainings.

Other Comments

We encourage local and regional network formation. While having a single global
institution is useful, establishing subsidiary regional-focused, or sectoral-focused
organizations will be a useful tactic to expand the network of stakeholders and
seek out unique and innovative Al governance ideas. For example, our work
building a policy network in the Indo-Pacific region has proven useful for the
growing group of Al-focused governance and legal professionals. These
initiatives could for example take the form of regular regional or sectoral
meetings and working groups.

We also encourage a focus on not only marginal groups, but other affinity groups
that could be vulnerable to risks, or not receive the benefits of positive
opportunities afforded by the technology. The report emphasizes the global
south as a group - noting the persistent digital divide. Other groups to focus on
should be children and minors, in particular due to cognitive development issues
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and the interaction with technology. Indigenous groups likewise would be
interested in ensuring data sovereignty and dignity with regards to training data,
or representations in Al generated output.

1] https://iaaa-algorithmicauditors.org/

] https://papers.ssrn.com/sol3/papers.cfm?abstract id=4568208
] https://www.fairlytrained.org/certifications
]
]

https://www.pmo.gov.my/2024/071/govt-serious-about-digital-transformation-promoting-ai-literacy-pm-anwar
https://www.msit.go.kr/eng/bbs/view.do?
sCode=eng&mld=4&mPid=2&pagelndex=&bbsSegNo=42&nttSegNo=878&searchOpt=ALL&searchTxt=

[6] https://www.unodc.org/unodc/en/cybercrime/ad_hoc_committee/ahc_sixth_session/main

[7] https://www.microsoft.com/en-us/security/blog/2024/02/14/staying-ahead-of-threat-actors-in-the-age-of-ai/
[8] Al Accountability Ranking initiative by Ranking Digital Rights: https://rankingdigitalrights.org/wp-
content/uploads/2023/10/Consultation-Call-Generative-Al-Accountability-Indicators-V2.pdf

[9] Government Al Readiness Index by Oxford Insights: https://oxfordinsights.com/ai-readiness/ai-readiness-index
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