To: Branko Kolasinovic[branko.kolasinovic@dominionvoting.com}; Radovan
Kalajdzic[radovan.kalajdzic@dominionvoting.com]; Jovica
Savkovic[jovica.savkovic@dominionvoting.com]; Dragoljub
Petrovic[dragoljub.petrovic@dominionvoting.com]; Andrew Winterfandrew.winter@dominionvoting.com];
Sean Bodwell[sean.bodwell@dominionvoting.com}; Nemanja
Jelisijevic[nemanja.jelisijevic@dominionvoting.com]; Viadimir
Djokovic[vladimir.djokovic@dominionvoting.com]}

From: Nebojsa Pirocanac

Sent: Fri 1/17/2020 8:32:01 PM

Subject: FW.: System Patching - Need your assistance

FYI

From: Jeremy Holck <jeremy.holck@dominionvoting.com>

Sent: Friday, January 17,2020 1:13 PM

To: Tom Young <tom.young@dominionvoting.com>; Steve Papoulias
<steve.papoulias@dominionvoting.com>; Kate Bolger <kate.bolger@dominionvoting.com>; Jerry
Wagoner <jerry.wagoner@dominionvoting.com>; lvan Vukovic
<ivan.vukovic@dominionvoting.com>; Nebojsa Pirocanac
<nebojsa.pirocanac@dominionvoting.com>; Ranko Stamatovic
<ranko.stamatovic@dominionvoting.com>

Cc: Andy Huang <andy.huang@dominionvoting.com>; Dejan Vukasinovic
<dejan.vukasinovic@dominionvoting.com>; Gregory Spence
<gregory.spence@dominionvoting.com>; Nicole Nollette <nicole.nollette@dominionvoting.com>;
Nick lkonomakis <nick.ikonomakis@dominionvoting.com>; Goran Obradovic
<goran.obradovic@dominionvoting.com>

Subject: System Patching - Need your assistance

Importance: High

All, you may have heard the news regarding a few critical vulnerabilities that were published this past
Tuesday from Microsoft. CISA, which is a Cybersecurity arm within the US Department of Homeland
Security coordinated a call with all Critical Infrastructure partners to discuss the vulnerabilities. CISA
issued an Emergency Directive to patch all Federal Government systems within 10 days and are
advising all Critical Infrastructure partners to do the same.

We are working to patch all our user and infrastructure systems as quickly as possible. We also need
your help as there may be virtual machines that you or your teams have setup that we do not have
access to patch on our own. Can you please inventory your systems and apply the latest Operating
System patches from Microsoft? We have a deadline of next Thursday as it is estimated that capable
bad actors will have figured out how to exploit the vulnerabilities by the end of next week.

If you cannot patch vuinerable systems, our direction is to power them off. We can assist you if you
run into any problems or have questions.

Thanks in advance for any help you can offer. Please forward to anyone that may be affected within
your teams.

CrytoAPI Spoofing vulnerability — CVE-2020-0601
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