To: Danica Gojkovic[danica.gojkovic@dominionvoting.comj}; Marija
Moric[marija.moric@dominionvoting.com]; Dusan Djordjevic[dusan.djordjevic@dominionvoting.com];
Nevena Djuric[nevena.djuric@dominionvoting.com]; lvan Bulut{ivan.bulut@dominionvoting.com]; Neda
Vukman[neda.vukman@dominionvoting.com]

Cc: Dejan Vukasinovic[dejan.vukasinovic@dominionvoting.com}; Jeremy
Holck[jeremy.holck@dominionvoting.com]
From: Alex Cruz

Sent: Wed 10/14/2020 6:22:02 PM
Subject: INFO: Microsoft CVE-2018-8273: Microsoft SQL Server Remote Code Execution Vulnerability

Hello All,
The following machines are coming up in our scan with some SQL vulnerabilities.
These vulnerabilities need to be patched ASAP in order to ensure the device stays protected.

¢ BGEGWDGOJK1

* BGEGWDTRABR1 — (Not sure who this machines belongs too) Danica Gojkovic
* BGEGWMMICE1 ? possibly Tijana Todorovic
* BGEGWDNRILA1 - (Not sure who this machine belongs too) Marija Moric?

?- possibly Andrijana llic

: ii\sgij\jRDE:UDJ01 Dusan Djordjevic
Nenvena Djuric

¢ N-BULUT lvan Bulut

* N-VUKMAN Neda Vukman

Based on the version of SLQ running on the machines above, you will need to follow the steps below
to update your machines:

Security Update Tor SQL Server 2016 8P1 CU Yor x64-based Systems (KI34293808)
Patch spplies to

e Microsoft SOL-Server 20168

Fatch remediation sleps

Download and apply the patch from: hitp:/su ort microsoft.com/<b/4293808

Security Update for SQL Server 2016 SP2 for x64-based Systems (KB4293802)
Patch applies to

o Microsoft SQL. Server 2016

Paich remediation steps

Download and apply the pateh from: hitp /support microsoft. com/ip/4293802
Security Update for SQL Server 2016 Service Paclc GDR for x64-based Systems (KB4458842)
Patch applies to

e~ Microsoft SQL Server-20186
Patch remediation steps

Download and apply the patch from: http /support microsoft. com/xb/4458842 :
Security Update for B8QL Server 2016 Service Pack 2 CU for x64-based Systems (KB4458621)
Patch applies to

o Microsoft SQL Server 2018

Paich remediation steps

Download and apply the patceh from: hitp//support. microsoft.com/kb/445862 1

Security Update for SGL Server 2017 CU Tor x84-based Systems (KB4293808)
Patch spplies to

o plicrosoft SGL Server 2017
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Fatch remediation steps

Download and apply the patch fromohitp /fsupport microsoft com/kh/4293805
Security Update for SQL Server 2017 for x64-based Systerms (KB4293803)
Patch applies to

® Microsoft SGQL Server 2017

Patch remediation steps

Download and apply the patch from: hitp/support. microsoft. com/<b/4283803

We are trying to ensure all of our machines have their vulnerabilities patched within the next week or
so. If for any reason you can’t patch the machine within this time frame, please get back to us so we
can understand the problem and see if we can come up with a solution that will minimize the risk.

Thank you in advance for your support with this matter.

ALEX CRUZ | MANAGER, IT - USER ENABLEMENT
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1555 Doolittle Dr., Suite 100 San Leandro, CA 94577
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