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Introduction

In the early 1970s, John Draper became a nationwide sensation known as ‘Captain Crunch’ after he discovered how to use a
toy whistle from a cereal box to trick US telephone networks into giving him free long-distance phone calls.1 His exploits in so
called ‘phone phreaking’2 led to several spells in prison3 and illustrate the fact that since the earliest days of the internet and

connected computers, there have been those who have sought to exploit technology for illicit gain.

Today, the threats have grown more frequent and more complex. The Center for Strategic and International Studies (CSIS), a
think tank, estimates that nearly $600 billion, or almost 1% of global GDP, is lost due to cybercrime each year.4 This vast sum is
in part related to the rapid integration of cyberspace in our everyday lives. According to the International Telecommunications
Union (ITU), a United Nations agency focused on information and communications technology (ITC), developed countries have
seen steady growth in the percentage of population using the internet, from 51.3 percent in 2005 to 80.9 percent in 2018.5
Globally, the ITU estimates that at the end of 2018, 51.2 percent of the Earth’s population, or some 3.9 billion people, were

connected to the internet.®

However, our reliance on cyberspace for economic, social and political activity does not alone account for the growth in
cybercrime. In addition to the increasing number of users online, the nature of cybercrime is changing, as cybercriminals adopt
new technologies quickly, and capitalize on black markets and digital currencies.” As they do so, cybercriminals are becoming
increasingly sophisticated, and commercialized.8 These trends have coalesced into a new phenomenon of ‘Cybercrime as a
Service’ (CaaS) where a service-based economy has emerged that facilitates low-risk, low-cost, and high-profit cybercrime on a

mass scale.®

CaaS: A threat to national security

CaaS is a market-driven business model that commoditizes cybercrime tools and capabilities, and offers them to the buyers on
dark web exchanges protected by the anonymity of Tor and cryptocurrencies like Bitcoin.10 In doing so, CaaS makes highly
technical cybercriminal tools and services readily accessible to those without the technical skills to develop their own, both

broadening and deepening the threat of cybercrime.11



This paper argues that the CaaS model presents both a direct and indirect threat to the national security interests of countries
like the United States. The prevalence of CaaS markets create a growth catalyst for cybercrime which in itself is a destabilizing
factor for societies. Moreover, by expanding the universe of actors who can access specialized cybercrime resources, there is
an increased security risk from transnational organized crime groups (TOCs), terrorist organizations, and other hostile state and
non-state actors, who may use these tools against civilians, governments or national critical infrastructure. As such, CaaS is a
growing danger that requires a new, collaborative responses from various levels of government and law enforcement, at the

national and international level.

To understand the threat posed by CaaS, it is important to first define cybercrime and look at how CaaS has changed the way
cybercriminals do business. These changes have created a risk of convergence with other malign actors, including TOCs and
terrorist organizations that in turn create and amplify national security concerns. By identifying the types of threats government

face, it is possible to outline some proposed solutions that work to mitigate the danger.

What is Cybercrime

The term ‘cybercrime’ is commonly used in public discussions and by policymakers and others.12 However, there is no single
agreed upon definition of the term and it has no referent in law.13 Instead, there are various definitions for ‘cybercrime’ used by
different agencies, and not everyone agrees on what it actually is.* There is however broad acceptance that it exists15 - for
instance, in one recent survey, 64 percent of Americans were found to have been victims of fraudulent charges or loss of

personal information.16

Perhaps the best way to understand cybercrime is as a range of illicit activities where networks of ICT play a key role in their
commission.1” On one end of the scale, are activities that utilize the internet or cyberspace in order to assist in the crime.18 At
the other end, are those crimes that depend specifically on cyberspace and ICT in order to occur. In between are a range of

hybrid activities that combine elements of both.1°

Across this spectrum, cybercrimes share a number of common characteristics. First, they enjoy a very positive risk-to-payoff
ratio, when compared to other forms of crime.2° Smart cybercriminals can make large sums of money with very little chance of

arrest or imprisionment.2! Cybercrimes also operate on a vast scale, often using automation to identify and engage vulnerable



targets. In one survey, an internet service provider reported seeing 80 billion malicious scans per day,22 an indication of how

wide a net cybercriminals often cast.

New Wine or New Bottle?

One area of debate is whether cybercrime itself is a new phenomenon, or simply old-fashion crimes conducted with new tools -
what acclaimed political scientist Peter Grabosky has described as “old wine in new bottles”.23 In this telling, the underlying

crimes of fraud, theft, extortion remain the same despite the utilization of new technology and tools to commit them.24

This conclusion however, does not account for the changing nature of crimes committed in cyberspace. Although the types of
offenses may be the same, cybercrime is transforming criminal behavior online. In some instances, as described above, there
are cybercrimes that are only possible due to ICT. Crimes such as spam, click-fraud and botnets are all new in the sense that

technology has created new opportunities for cybercriminals.2®

Moreover, technology also acts as a ‘force multiplier’, making it easier through automation to conduct many multiple activities
simultaneously.26 Where traditional criminals may have committed a few large-scale crimes at great personal risk,
cybercriminals increasingly use networked technology to conduct large numbers of smaller crimes, with lower risk to

themselves.2?

This difference between the nature of offline and online crimes has led to a movement away from formal, hierarchical
organization structures for offline groups, such as Mafia-driven TOCs, and towards a more distributed or diffuse model of
organization online.28 It is precisely this development that has led to the CaaS phenomenon - very much new wine in a new

bottle.

The impact of CaaS

CaaS markets are effective platforms for delivering cybercrime tools and services because they operate in many ways like
legitimate businesses.2° Despite being relegated to the dark web, they share similar traits to sites like eBay,3° with features
designed to promote transparency and facilitate deals. These include numerical ratings and qualitative reviews for vendors and
clients,31 the ability to make large transactions via escrow,32 and arbitration mechanisms in the event of a dispute.33 These

innovations allow cybercriminals to focus more of their time and attention on committing crimes.34



As a result, CaaS has had a significant impact on the volume and diversity of cybercrime.35 Marketplaces offer products ranging
from exploit kits that automate the development and delivery of malware, to ransomware that uses encryption to remotely lock
victims’ data, and botnet rentals allowing cybercriminals to tap into the computing power of an army of hostage machines.3¢ The

result has been a staggering growth in the financial impact of cybercrime.

The CSIS estimates that global losses to cybercrime have grown from $445 billion in 2014 to $600 billion in 2018, and
increase of 34.8 percent over four years.37 By offering off-the-shelf solutions, CaaS lowers the technological barrier to entry for
cybercriminals. They no longer need to rely on their own abilities and resources, but can simply buy the tools and technology

required for their crimes.38

Expanding the Threat Universe
By making cybercrime easier to commit, CaaS has encouraged new actors to participate in cybercriminal activities, expanding
the lucrative CaaS marketplace. The growth rates described above are indicative of more cybercriminals getting involved in

more activities worldwide.

However, an additional threat comes from the pattern of convergence witnessed among other bad actors, including TOCs and
terrorist organizations. Conventional wisdom has held that TOCs and terrorist groups generally don’t associate with each
other.39 But recent examples suggest a rethink is necessary. Terrorists engage with illicit markets to fund their activities and
source weapons and supplies for their operations. TOCs in turn seek out profits though illicit activities. This creates a natural

convergence between the two groups.40

TOCs have recognized the lucrative gains to be made through cybercrime#! and although they may only fleetingly share
immediate goals with terrorist groups, their nexus is increasingly turning to the tools and capabilities available on CaaS markets
to also engage in cybercrime.42 In 2011, the US government recognized the dangers posed by TOCs and cybercrime in its
‘Strategy to Combat Transnational Organized Crime’.43 The strategy noted that through cybercrime, TOCs pose a significant

threat to the integrity of financial and trust systems on which the world’s economy depends.44



Specialization and Innovation

The commoditization of cybercrime tools and technology and development of large, lucrative CaaS marketplaces, have also had
an effect on tech-savvy cybercriminals. While actors who lack the technical skills to build cybercrime tools can buy them
directly, those who have the skills to develop these tools, are finding mass markets for innovative new products and services.
Experienced cybercriminals are able to focus on specializing their skills, and building new, more sophisticated cybercriminal

tools to meet the growing market demand for these products.4>

As technology advances, experienced cybercriminals will develop new, more powerful and dangerous ways to conduct illicit
activity online. One example is the emerging risks around ‘deep fakes’, the ability to use technology to create audio and video of
real people doing and saying things that they never said or did.4¢ Deep fakes will open up new forms of criminal exploitation and
present cybercriminals with a host of new, more powerful tools and technologies that challenge the authority of the state and
undermine legitimate activity on and offline.4” This is one example of how the CaaS market model creates incentives for the
rapid growth of existing cybercrime activities which in turn supports technological innovation into new, more dangerous ways to

impact society.

The Challenges to National Security

CaaS marketplaces present a number of direct and indirect threats to the national security of the United States and other
countries around the world. Their direct impact on society is vast and growing. Cybercrime operates as a mass-impact activity,

with the capability of making hundreds of millions of people victim.48

One estimate from the CSIS suggests that more than two billion people, or two-thirds of people who are online, have been victim
to some form of personal information theft or compromise.4° Similarly, other estimates suggest anywhere from 300,000 to one

million viruses and other malware products are created every day° and 780,000 records are lost to hacking daily.51

As governments around the world are responsible for providing law and order in their societies, these vast numbers suggest a
clear and growing danger to the state’s authority. As the number of victims increases, and the ways in which they are victimized

becomes more prevalent, there will be growing pressure on the state to act. However, if the state is unable to curtail these



impacts, and they become widespread and entrenched, there is a risk that the state will lose its legitimacy, with profound

consequences.>52

There are also indirect national security concerns raised by the CaaS model, which allows sophisticated cybercrime tools to
reach hostile non-state actors like TOCs and terrorist groups. TOCs present a complex threat to the state through their ability to
raise immense amounts of money and conduct illicit business across multiple borders and jurisdictions.53 The tools of
cybercrime allow TOCs to further enrich themselves, creating a danger for national security when their illicit wealth allows them

to undermine governments and subvert the authority of the state.54

Terrorist groups, who are intent on harming the United States, also benefit from cybercrime tools and technologies, using them
to raise funds and making it harder for the state to track the movement of people, goods, weapons and other materials.55 A
further danger for national security is the nature of many of the cybercriminal tools available on CaaS marketplaces. Although
cybercriminals deploy technologies and services such as botnets or distributed denial of service attacks (DDoS) in order to
generate income, these same tools can be retargeted towards critical infrastructure, creating new cyberterrorist threats.56
Collectively, the growth and expansion of CaaS markets and the distribution of cybercrime tools and technologies, produce a
range of risks towards national security and the safety and well-being of law-abiding citizens. Accordingly, states need to take

robust, proactive measures to deal with this expanding menace.

Dealing with the Cybercrime Threat

In dealing with the rise of cybercrime, the challenge facing governments is immense. The rapid pace of technological
advancement, the cross-border nature of threats and the vast amount of money involved makes any effort to deal with
cybercrime fraught with difficulty. However, in conjunction with existing efforts to eradicate TOCs and terrorism, there are steps

that governments can take to reduce the risk to citizens.

The proposals made here range from applying basic security measures uniformly through to challenging states that offer
sanctuary to cybercriminals and their networks. Across all of these steps, states need to be actively involved in cybersecurity in

order to ensure the dangers do not become more acute.5?

As a first step, governments need to accept the dangers posed by cybercrime and send a clear signal to all parties that trends

and developments in cybercrime are a national security priority.>8 This marshalling of time and resources should be directed



primarily towards increased state involvement in cybersecurity coordination along with the private sector.59 Although
government cannot unilaterally secure cyberspace, it is the sole actor with responsibility for law and order, and should be an

active participant in stakeholder discussions.

In some respects, implementation of basic security measures will provide a valuable line of defense against cybercrime.
Governments should work towards the uniform adoption of best practices among private companies and citizens, including
regularly updating security patches, open security architectures and greater investment in defensive technologies. 60

The transnational nature of cybercrime also requires enhanced cooperation among law enforcement, both across jurisdictions
and with the private sector.61 The ‘uberization’ of policing is one concept that has been adopted by Europol, a leading European
law enforcement agency despite having no police powers or intelligence capacity of its own.62 Instead, it has used technology to
connect to more than 500 law enforcement agencies to share information and tap resources as necessary in its fight against

crime and terrorism.63

As the dangers of cybercrime multiply, governments should also look at adopting regulation through technology. By mandating
specific forms of code, architecture or technology, regulators can subtly adjust the behavior of citizens online, in a way that is
more readily adaptive to cybercriminal threats than through legislation.64 Regulation efforts should also focus on the

development of disruptive technologies that minimize the impacts of cybercrime when events do occur.5

A final step that states should consider, in response to the threats posed by cybercrime, is the development of a robust
international legal framework and penalties for states that tacitly support cybercrime. Countries with weaker cybercrime laws
suffer from higher levels of cybercrime, which in turn has an effect on other countries.® Governments should therefore actively

support the enhancement of cybersecurity capacity in weaker countries.

However, steps should also be taken to pressure states that provide sanctuary for cybercriminals to change their behavior.
Russia and North Korea for example, provide sovereign cover for cybercriminals who operate in their jurisdictions. Governments
of countries like the United States and across Europe should work together to develop coordinate penalties that are painful, but

reversible, in line with the dangers such state protection creates.®¢”

The evolution of cybercrime as a commercial enterprise open to various bad actors, creates a compelling national security
concern for governments across the globe. Although dealing with these threats will take time, investment and coordination,

there must be a political and law-enforcement will to cooperate and coordinate in order to mitigate the dangers.
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