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RISK &
RESILIENCY

COVID-19 presents operators and owners of mission-
critical facilities and digital infrastructure with wide-ranging 
and often unforeseen challenges. This bulletin is intended 
to identify issues and new developments, offer insights and 
support, and point to further resources.
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Data center professionals are some of the best-prepared leaders for 

high-reliability mindset, are process and procedures-driven, and have rich 

During this crisis, Uptime Institute offers some advice for leaders, based 
on recent consultations and member meetings:

1. Highlight the criticality of staff well-being — both 
physically and mentally — and follow through with recommended 

2. Share credible information. Information reduces stress and 

government and other trusted sources (not social media or news 

3. Don’t neglect personal needs. Senior managers must be ready and 

These steps will enable senior managers to lead more effectively and 

Leadership

Insights, information or experiences to share? Do you need advice or support? Contact 

Critical industry exemptions
Throughout much of the world, restrictions on movement and 

operators have expressed concerns that their staff will not be allowed 

(Cybersecurity and Infrastructure Security Agency) designated the 
IT and data center sector as critical and exempt from COVID-related 

details can be found here

The UK government’s Cabinet Office and the Department for 
Education has also now designated the data infrastructure sector as 
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here

Other governments have also declared the IT and digital infrastructure 
sectors as essential and have exempt data center and telecom 

have not classified data center/digital infrastructure/IT/telecom 
professionals or industries as exempt but have granted permission 

 Exemption status of data center, telecom, digital infrastructure and IT staff from work-commute 
restrictions during the COVID-19 pandemic*

* Examples only, not a comprehensive list. Accurate at the time of publication; there are regional differences within some countries.
Source: Uptime Institute and government websites, March 27, 2020.

Uptime Institute’s globally dispersed staff report no instances of (healthy, 
nonexposed) data center staff being restricted from commuting to sites 

ACTIONS
• Contact local authorities to confirm exemption status, and lobby for this if it is not already 

• Ensure site staff are prepared with documentation of their employment and, if appropriate, 

• 

• 
COVID-19: Minimizing critical facility risk

Insights, information or experiences to share? Do you need advice or support? Contact 
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Equinix, for example, is not permitting visitors, customers, customers’ 
contractors or noncritical Equinix vendors into its IBX colocation 

in all other regions, except in the Asia-Pacific region, entry will be 

Others, such as Digital Realty, are permitting site access but only for 
customers, partners and employees who have not traveled to regions 

of course, can happen at a regional level: Although China is beginning 
to normalize, visitors and returnees from outside the country must 

Although a last resort, some are housing staff on-site or at nearby 

Safety and access

Insights, information or experiences to share? Do you need advice or support? Contact 



© COPYRIGHT 2020 UPTIME INSTITUTE.  ALL RIGHTS RESERVED 5

COVID-19: Uptime Institute Bulletin No. 1

ACTIONS
• Restrict all unnecessary access to facilities, including visitors, customers and nonessential 

• Where possible, procure an appropriate supply level of products that reduce the spread of 

• 
• Ensure standard operating procedures and emergency operating procedures are accurate and 

COVID-19: Minimizing critical facility risk

The mandated shutdown of factories across most provinces in 
China earlier this year resulted in shortages of server and certain 

manufacturing sector — however, the full impacts of the virus in 

Note that several major manufacturing plants for heating, ventilation 
and air-conditioning equipment are located in Italy, which is severely 

Large suppliers of data center electrical or cooling equipment, such 
as Schneider Electric and Vertiv, have assured customers they can 
manage inventories and use air freight to supply critical equipment 

which is smaller and more focused on the data center sector, has 

All operators should anticipate supply chain disruptions and 
consider the potential for long-term shortages of critical spares and 

build processes using pre-fabricated components, and with supplier 
contracts already in place will be best positioned to withstand 

Supply chain under pressure

Insights, information or experiences to share? Do you need advice or support? Contact 
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ACTIONS
• 

• Develop plans to deal with the possibility of a major equipment failure when you may not have 

• Prepare for the possibility of fuel supply disruptions, especially in areas susceptible to regular 
power outages or situations in which the data center operator does not have a priority delivery 

COVID-19: Minimizing critical facility risk

The core of the internet, of course, was designed to be resilient and to 

internet exchange points — physical locations where internet service 
and content providers exchange data directly, such as in Amsterdam, 

worst-affected COVID-19 regions), where daily internet traffic is up as 

a precautionary measure, Amazon Prime Video, Netflix and YouTube 

Insights, information or experiences to share? Do you need advice or support? Contact 
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Uptime Institute’s public outage reporting service does not currently 

In theory, a shift in patterns should lead to greater power use in some 

Separately, some colocation companies have reported a rise in 

ACTIONS
• 
• 

COVID-19: Minimizing critical facility risk

There are conflicting forecasts about the effect of COVID-19 on the 

the commercial data center sector has largely proved resistant to 

There is no evidence of correlation between data center leasing or 
building activity and gross domestic product growth or “negative 

centers remain strong, with the pandemic accelerating the digitization of 

Data center demand

Insights, information or experiences to share? Do you need advice or support? Contact 

Latency

Down sharply
Shift from evening to daytime
Shift from city centers to suburbs

*

* Examples only, not a comprehensive list. Accurate at the time of publication; there are regional differences within some countries.
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Combined with the relatively low labor requirements for data centers, 
many investors are viewing the digital infrastructure sector — including 

requirements as they wait for the broader economic impact of the 
pandemic to play out, which could lead to potentially lower colocation 

uncertainty on cloud operators is less clear — many clients may reduce 

organizations reassess their IT environments and capacity, they may 

According to media reports in Taiwan, original design manufacturers 

of 2020 and continue to grow (they quote unnamed sources from the 
upstream supply 

ACTIONS
• Owner/operators should re-evaluate capital-expenditure infrastructure projects until demand 

• 
COVID-19: Minimizing critical facility risk

Insights, information or experiences to share? Do you need advice or support? Contact 
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• 

• 
• 

Uptime Institute’s regional events across the world are currently 
postponed, but members can attend more virtual roundtables and 
webinars — see 

Contact Uptime Institute

Events and education

Insights, information or experiences to share? Do you need advice or support? Contact 

ACTIONS
• 

• 

COVID-19: Minimizing critical facility risk
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Uptime Institute has a rapidly growing library of resources focusing on 
COVID-19 and critical infrastructure: 

Uptime Institute COVID-19 resources

Advisory report 

COVID-19: Minimizing critical facility risk

This report details the strategies and measures that 

Live support 

On-demand emergency management resources

Our interactive site allows operators and managers to 

Webinar 

COVID-19: Minimizing critical facility risk

This webinar discusses the status of the 
data center industry’s response effective 

Additional resources coming soon:

• 
• 
• COVID-19 Advisory report update

and discussions on 
Uptime Institute member services

Insights, information or experiences to share? Do you need advice or support? Contact 
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Regional support

About Uptime Institute
Uptime Institute is an advisory organization focused on improving the performance, efficiency 
and reliability of business critical infrastructure through innovation, collaboration and independent 

Uptime Institute is recognized globally for the creation and administration of the Tier Standards and 

®

®

All general queries:
Uptime Institute
5470 Shilshole Avenue NW, Suite 500
Seattle, WA 98107 USA

     

North Asia/China                 Philip Hu                              


