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	POLICY TITLE
	FA EDUCATION – DATA PROTECTION, GDPR AND CYBER SECURITY POLICY

	
	FA Education Limited

	COMPANY NUMBER
	15699233

	REGISTERED ADDRESS
	48 Park Street, Salisbury, Wiltshire, SP1 3AU

	WEBSITE
	www.fa-education.com

	STATUS
	Active – Private Limited Company (Ltd)

	DESIGNATED SAFEGUARDING LEAD (DSL)
	Anthony Gumbrell

	DEPUTY DSL
	Susanne Clarke

	DATE APPROVED
	October 2025

	NEXT REVIEW DUE
	October 2026

	SCOPE
	All FA Education staff, contractors, volunteers, learners and any individuals whose personal data is processed by FA Education.

	PURPOSE
	To ensure personal data is collected, stored, used and shared lawfully and safely, and to protect FA Education against data breaches, cyber risks and unlawful access.






1. Introduction
FA Education is committed to protecting the privacy and security of all personal data it processes. This policy outlines how we comply with:
· UK General Data Protection Regulation (UK GDPR)
· Data Protection Act 2018
· Privacy and Electronic Communications Regulations
· Cyber security standards for education providers
· Local safeguarding expectations
Data protection is essential to safeguarding, confidentiality, operational effectiveness and trust.

2. Principles of Data Protection
FA Education adheres to the six GDPR principles:
1. Lawfulness, fairness and transparency
2. Purpose limitation
3. Data minimisation
4. Accuracy
5. Storage limitation
6. Integrity and confidentiality (security)
We are accountable for compliance and can demonstrate how we uphold these principles.

3. Roles and Responsibilities
3.1 Directors
· Ensure compliance with data legislation
· Approve policies and risk assessments
3.2 Data Protection Lead (Policy Owner)
Susanne Clarke
· Oversees data protection and cyber security practice
· Responds to data breaches
· Monitors compliance
· Provides staff training
3.3 All Staff and Contractors
Must:
· Follow this policy at all times
· Handle data securely
· Use encrypted and password-protected systems
· Report breaches or concerns immediately
· Complete data protection and cyber security training

4. Types of Data We Process
FA Education processes:
· Learner personal details
· Contact details
· Attendance and progress data
· Medical and SEND information
· Safeguarding records
· Staff employment information
· DBS documentation
· Referral details from schools and agencies
Sensitive data is stored securely and accessed only on a need-to-know basis.

5. Legal Basis for Processing Data
FA Education processes personal data based on:
· Consent
· Public task (education provision)
· Vital interests (responding to risks of harm)
· Legal obligation (safeguarding, HMRC)
· Legitimate interests (operational delivery)
Safeguarding information is processed under “vital interests” and “legal obligation”.

6. Cyber Security
FA Education takes cyber security seriously and implements measures to reduce the risk of:
· Unauthorised access
· Data loss
· Malware or ransomware
· Phishing attacks
· Compromised accounts
Staff must follow the requirements below.

7. Passwords and Access Control
All staff must:
· Use strong, unique passwords
· Not share passwords with anyone
· Use two-factor authentication where available
· Never save passwords on shared devices
· Keep devices locked when unattended
Access is given on a strict “need-to-know” basis.

8. Secure Storage of Digital Data
Staff must:
· Use FA Education systems only
· Store files on encrypted drives or secure cloud systems
· Not store learner data on personal devices
· Not transfer data using personal email accounts
· Ensure devices have antivirus protection installed
· Update software when prompted
All devices used for work must be password-protected.

9. Email, Internet and Online Safety
Staff must:
· Use professional email accounts
· Report suspicious emails or phishing attempts
· Not open unknown links or attachments
· Communicate with learners only through approved systems
· Never share confidential information via unsecured methods
Cyber security risks must be reported immediately.

10. Paper Records and Physical Security
Paper-based data must:
· Be kept to a minimum
· Be stored in locked cabinets
· Be disposed of using secure shredding
· Never be taken off-site unless authorised

11. Data Sharing
Data may be shared with:
· Schools
· Local authorities
· Social care
· Health services
· Police (where appropriate)
· Commissioning bodies
Sharing must be:
· Lawful
· Proportionate
· Necessary
· Recorded
We do not share data with third parties for marketing.

12. Data Retention and Disposal
FA Education retains data in line with statutory guidance:
· Safeguarding records: retained until the learner is 25
· HR files: 6 years after employment ends
· Attendance and academic records: 7 years
· DBS certificates: destroyed after 6 months (record of outcome retained)
Data must be securely deleted or shredded when no longer required.

13. Data Breaches
A data breach includes:
· Unauthorised access
· Loss or theft of devices
· Sending information to the wrong person
· Accidental sharing
· Cyber attack
· Disclosure without consent
Staff must:
1. Report immediately to the Data Protection Lead
2. Record the details
3. Contain the breach if possible
The Data Protection Lead will:
· Assess the severity
· Take action to minimise harm
· Inform affected individuals if required
· Report serious breaches to the ICO within 72 hours

14. Rights of Individuals
Learners, parents, staff and other individuals have the right to:
· Access their personal data
· Request correction of inaccuracies
· Request deletion where appropriate
· Object to certain types of processing
· Request data portability
Requests must be responded to within 30 days.

15. Training
All staff receive:
· GDPR and data protection training
· Cyber security awareness training
· Annual refresher training
· Updates where risks or systems change.

All staff, contractors and any individuals who have access to FA Education data, digital systems, learning platforms or email accounts must complete mandatory information security training as part of induction and at least annually. This includes training on cyber risks, phishing, password management and safe data handling. Participation in refresher training is compulsory and monitored by the Data Protection Lead.


16. Linked Policies
This policy links to:
· Safeguarding and Child Protection Policy
· Prevent Duty Policy
· Whistleblowing Policy
· Risk Assessment Policy
· Lone Working Policy
· Behaviour and Attendance Policy
· Code of Conduct

17. Review
This policy will be reviewed annually, or sooner if legislation, cyber security guidance or organisational needs change. Updates will be approved by the Data Protection Lead and Directors.
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