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NIST released the initial public draft of SP 800-82 Revision 4, Guide to Operational Technology (OT) Security, on September 21, 2026. Public comments are due November 30, 2026.
SP 800-82 is NIST's primary guidance for securing control systems while protecting their performance, reliability, and safety. It is voluntary guidance, not a regulation, but utilities, vendors, and regulators widely use it as the U.S. reference for OT security. Rev. 4 expands its sector introduction to explicitly cover water and wastewater systems.
History of SP 800-82
Over 15 years, SP 800-82 has grown from an industrial control systems guide into a guide for all operational technology.
	Date
	Release
	What it did

	Sept 21, 2026
	Rev. 4 initial public draft
	Restructured around CSF 2.0; comments due Nov 30, 2026

	Jan 22, 2026
	Rev. 4 pre-draft call for comments
	Asked for input on proposed changes; comments closed Feb 23, 2026

	Sept 28, 2023
	Rev. 3 (final)
	Broadened scope from ICS to OT; aligned the overlay with SP 800-53 Rev. 5

	May 2015
	Rev. 2
	Added a tailored ICS overlay of SP 800-53 Rev. 4 controls

	May 2013
	Rev. 1
	Updated for SP 800-53 Rev. 3 controls and current threats

	June 2011
	Original SP 800-82
	First NIST Guide to Industrial Control Systems (ICS) Security


The January pre-draft proposed five changes: guidance for more OT system types, guidance on emerging technologies, updated threats and standards, moving several appendices to separate documents or web resources, and removing outdated material. The September draft is the result.
What's Changing in Rev. 4
NIST lists six major updates in the initial public draft.
1. Broader sector coverage. The introduction now covers building automation and control systems, water and wastewater systems, food and agriculture, freight rail, maritime vessels, and IIoT and cloud convergence.
1. Built around CSF 2.0. The guide is restructured around the NIST Cybersecurity Framework 2.0. The former risk management section is reorganized to focus on the new CSF Govern function.
1. Tied to enterprise risk. It expands how OT risk management fits into broader enterprise risk management, following NIST IR 8286 Rev. 1.
1. RMF adoption. Appendix F now discusses adopting the NIST Risk Management Framework. In Rev. 3, Appendix F held the OT overlay; the pre-draft proposed moving the overlay to its own document.
1. More implementation guidance. It expands guidance for implementing OT security controls, especially asset management and network monitoring and detection.
1. Zero trust architecture. Security architecture guidance now focuses on protecting system management functions and applying zero trust principles.
The draft names MITRE co-authors alongside NIST's Keith Stouffer, Michael Pease, and CheeYee Tang, who led prior revisions.
What It Means for Water and Wastewater Utilities
Rev. 4 gives utilities a clearer path from paper risk assessments to working OT controls. Four changes matter most.
1. Water is named directly. Utilities can point to sector-specific NIST guidance rather than adapting manufacturing and energy examples.
1. Governance comes first. The CSF Govern focus puts OT cyber risk in front of leadership and boards, not just IT and operations staff.
1. Visibility is emphasized. Expanded asset management and network monitoring guidance supports what many utilities still lack: an accurate OT inventory and passive monitoring of control networks.
1. Remote access gets harder scrutiny. Zero trust principles for management functions fit the remote and vendor access paths that attackers exploit most often in water systems.
SP 800-82 remains voluntary. Its guidance often shows up later in grant conditions, procurement specifications, insurance questionnaires, and state requirements. Utilities that align now will be ahead when that happens.
How to Comment
Comments on the draft are due November 30, 2026. NIST asks reviewers to use its comment template (xlsx) and email it to the address on the draft's publication page. The full draft PDF is available there too. Water utilities should comment: this is the window to make sure the final guidance fits small, under-resourced systems.
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