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I. (U) Introduction

A. (U) The Board’s Examination of Executive Order
12333 Activities

(U) In July 2014, the Board announced that it would review, among other matters,
counterterrorism-related intelligence activities conducted pursuant to Executive
Order 12333 (“E.O. 12333").! Firstissued in 1981 and last updated in 2008, E.O. 12333
establishes an operational framework for 17 federal entities designated as part of the
nation’s Intelligence Community (“IC”).2 The executive order does not provide
authority for any one intelligence-gathering effort, nor is there any single E.O. 12333
surveillance “program.” Nonetheless, understanding how IC elements implement
E.Q. 12333 is a critical part of understanding how they protect privacy and civil
liberties while also protecting the nation against terrorism.

(U) The executive order regulates the use of certain intelligence-gathering methods
and outlines parameters under which intelligence agencies may collect and utilize

information about United States
persons (“USPs”). Among other things,  [United States Persons
E.O. 12333 requires IC elements to | —r

follow procedures approved by the
Attorney General in order to collect,
retain, or disseminate information
concerning USPs, or to use certain
collection methodologies within the
United States or directed at USPs
abroad.3

(11) A “United States person” under F.O. 12333 means
(1) “a Uniled States cilizen,” (2) “an alien known by Lhe
intelligence element concerned to be a permanent
resident alien,” (3) “an unincorporaled associalion
substantially composed of Uniled States cilizens or
permanent resident aliens,” or (4) “a corporalion
incorporaled in the Uniled Slales, except for o
corporation divected and controlled by a [oreign
governmenl or governments.” 1.0, 12333 § 3.5(k).

(U) In April 2015, the Board adopted a project description memorializing its E.O.
12333 oversight effort. The Board explained that it would select specific
counterterrorism-related activities conducted under E.O. 12333 by the National

1 (U) Executive Order No. 12,333 (hereinafter E.O. 12333).

2 (U) E.O. 12333 was signed on December 4, 1981. It was amended in 2004 by Executive Order 13355
to facilitate “strengthened management of the Intelligence Community.” E.O. 12333 was again
amended in 2008 by Executive Order 13470 to strengthen the role of the Director of National
Intelligence and permit the sharing of signals intelligence under certain conditions.

3 (U) E.O. 12333 §§ 2.3-2.4.

TOR SECREFHSHANOFORN-
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Security Agency (“NSA”) and Central Intelligence Agency (“CIA”), and would conduct
in-depth examinations of those activities. The Board also stated that it would issue a
public report on the legal framework that governs the collection, use, retention, and
dissemination of information concerning USPs.4 In November 2015, the Board
approved a project description for NSA review. That project description focused the
Board’s efforts on an NSA activity conducted using the Agency’s processing and
discovery system known as XKEYSCORE. Throughout 2016, Board staff prepared
draft documents and ultimately created an interim statement of facts and
recommendations. By the time this was complete, the Board had become inquorate,
and the report could not be finalized. Nonetheless, the interim statement of facts and
the recommendations were shared with NSA to confirm their accuracy.5 In turn, NSA
shared the interim statement of facts with the Department of Justice.

(U) When the sub-quorum period ended in late 2018, the Board began reviewing
work done previously and sought to bring pending projects to an appropriate
conclusion. In early 2019, the Board renewed its efforts to complete the report on
XKEYSCORE.

B. (U) Focus and Purpose of This Report

(S-RBF-FO-USA—F¥EY) The focus of this report is XKEYSCORE as used to
support NSA’s E.O. 12333 signals intelligence (“SIGINT”) mission.¢

4+ (U) “PCLOB Examination of E.O. 12333 Activities in 2015, available at
https://www.pclob.gov/library/20150408-E012333_Project_Description.pdf.

5 (ESHS - RERTFO-HEA—FWEY ) These included recommendations to harmonize the governing
policy documents with existing privacy-protective practices, and to track and minimize how much US
person information XKEYSCORE processes. NSA did not formally adopt any of these
recommendations, and the Board reiterates some of them below.

6 (U) According to NSA, SIGINT comprises communications intelligence, electronic intelligence, and
foreign instrumentation signals intelligence, either individually or in combination. Communications
intelligence (“COMINT”) is defined as “technical and intelligence information derived from foreign
communications by other than the intended recipients” and “the collection and processing of foreign
communications passed by radio, wire, or other electromagnetic means.” See NSCID 6 § 4(b). See also
NSA/CSS Policy 1-23.

FOP-SECRET/5H-ANOFORN-
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(EREASH RO ) Ag 8 g
. . . &
described in more detail below, | SIGINT o
. ; et gt
XKEYSCORE is a processing and BT et Al e P
discove system used with NSA’s (m SI.('HN’I‘ is, miélliggitee dc:i"';\’cd from clectl"(rhﬂ'c
'I‘y Y 1 - sj.guftls and * s¥stemse such fas communicatjong
collection architecture. XKEYSCORE 1S, , "nelworks, Tudhrs, and ‘weapong Systems. It inclwtles
a . tool " commahicdtions ,between people and electrpic,
- sigmals, that are nol directly uséd*in communicaliens, =
and , such fis automalgd machine-todmpchine data flows;
not a discrete intelligence “program.™" - s g

"
. at

XKEYSCORE's capabilities are diverse and powerfid, but, at a high lz'ex;_el, XKEYSGORE

is used to proce L . " sn
I traffic acquired pursuant to E.Q. 123337 In-the

counterterrorism context, NSA' uses XKE¥SCORE for identifyifig :new terrorism-
related targets and selectors, methods of communications used- by terrorists | |

* L] n. . 9 .
- . " = L]
-

(S-S REEFOT5A-FvEY XKEYSCORE's technical capabili:ties:_are broad. NSA
uses these capabilities in a num‘;)ér of different ways, for bot_ij cqunterterrbris;_m
activities and other foreign intel].i'gengé objectives, such as gathering foreign mi'lita_ry
and political information and igi-éntifying the activities of foreign infelligence ser\iicearg.8
Given the diversity of XKEYSCORE'’s capabilities, the Board focuSed on aspect:s that
are uniquely powerful angl'mos.t"directly implicate USP privacxl and: civil libértie.s,.
These aspects included NSA’s choices about| N « * ]

. 4 and how NSA
analysts access and index that data.  Accordingly, this.report does ndt
comprehensively gx’amine, all aspects of XKEYSCORE's capabilities.?

L]

L]

-

L]
»
L]

7 RO EY) NSA refers to this as|
typically by way of signals intelligence collection.

»
E 2 = @

8 (@REETFO-ESAFYEY) The Board has focused on the use of XKEYSCORE for counterterrorisnt
purposes. Howeyer, XKEYSCORE is used in the same way, or similar ways, for other “foreign.
intelligence activities. Thus, the Board believes this report is applicable to a range of NSA activities
utilizing XKEYSCORE—not just those aspects relating to counterterrorism. ’ %

9 (ByobRerEO-EFSAFVAE¥) For example, the capabilities in XKEYSCORE allow for| |

ut these capabilities were not part of the Board’s examination because they do not raise novel
privacy and civil liberties questions in the same way that XKEYSCORE's search-and-discovery
capabilities do. For more on how the Board focused its examination, see the criteria outlined in the
Board’s announcement of its E.O. 12333 investigations. “PCLOB Examination of E.O. 12333 Activities
in 2015,” available at https://www.pclob.gov/library/ 20150408-E012333_ Project_Description.pdf.

FOP-SECRETH-SH-AORORN~
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(SHREEFO-HSAFVEY) This report examines these aspects of XKEYSCORE in
light of the privacy and civil liberties implications they raise,for USPs. Thg Board
believes this report will advance the understanding for. appropriately Icleared 2
individuals of XKEYSCORE's critical capabilities and their impact on privacy and civil !
liberties. In addition, the Board offers recommendations.for how NSA ard other
entities can responsibly balance mission needs against U. S.- persons’ privacy and civil
liberties as XKEYSCORE and the broader technological emnronment evolve .

C. (U) Methodology : Z :

(U//B080) The Board’s initial oversight was infg;rmed by briefings afid other
discussions between NSA and Board Members and' staff between May 015 and
November 2016. The Board reviewed guidance and training provided;to NSA
personnel, oversight and compliance mechanismg, and the relationship .between
XKEYSCORE and NSA’s E.O. 12333 implementihg procedures. The Bdard also .
received relevant documents from NSA, including policies, training materials,
manuals, and handbooks. After the Board regained a quorum, the Board réengaged .
with NSA and received additional briefings, demonstrations, and information. The .
Board worked with NSA to reconfirm the valf;iity of facts and briefings that were .
provided in the 2015 timeframe. - " .

o FFOBO) Section II starts by descrlblng technical concepts related to the
internet in general, then gives an overview of XKEYSCORE. These techmcal concepts’

|| I Section II1 starts with col]ection.

that determines what data goes into XKEYSCORE. Then it provides a deeper look at
XKEYSCORE as a processing and discovery system. Section IV describes NSA's
explanations of its authorities and legal limitations.  Section V makes
recommendations to NSA.




Doc ID: 6833923 Doc Ref ID: A6724633 (b) (3)-P.L. 86-36

II. (U) Overview: The 'Il'lté‘l:l-let

A. (U) The Internet

(U) When browsing the internet—say, going to Google to look up a fact or Netflix
to watch a show—many take for granted that they can type in www.google.com or
www.netflix.com, the page will appear, and soon thereafter the facts or show they were
intending to browse will also appear. This sequence of events happens so quickly that
one may assume that the processes underlying it are straightforward. They are not.

(U) When a user enters the name of a website (i.e., the URL) into a browser, the
computer does not initially know how to contact that website. Indeed, it does not
know what “Wikipedia” or “Netflix” or “Google” is, never mind how to connect to it.
To view a website, the address, like www.google.com, is first translated into a numeric
internet protocol (“IP”) address—a series of decimal or hexadecimal numbers that
corresponds to the server providing the webpage.'© Information the user is sending,
such as a request for a website, is then sent in “packets,” which are pieces of digital
communications (web page requests, emails, internet-based telephony, etc.) that
contain both the user’s IP address as well as the IP address of the remote machine with
which they are communicating.

10 () These IP addresses are obtained through the “domain name system” (“DNS™). JAMES F. KUROSE
& KEITH W. Ross, COMPUTER NETWORKING: A TOP-DOWN APPROACH § 2.4 (7th ed. 2017). The network
graphic on page 8 is also from this textbook.

FOPSECRETHSHNOEORMN
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(U) When files are transmitted across the internet, they are broken into chunks, called
packets, which are individually routed to the final destination and reassembled when they get
there.

(U)

(U) Similarly, even when the user’s computer knows the IP address to which the
packets should go, it generally does not know how to get the packets there. Instead,
the packets are sent to a piece of hardware—a router—which contains more
information on where to direct packets based on their destination IP. Often, there is
another router. Thus, a commercial router may not direct an office’s internal packets
to their destination, but rather direct traffic to and from the broader internet to a
router belonging to an internet service provider (ISP). In turn, that router will check
to see if it knows where to route the packets and will continue the process. For
example, the ISP may not be able to fully route the packets because it is not connected
to the final destination; the ISP instead will direct them to another router it believes
is closer to the destination and will know how to route the packets—say that of a
different ISP. That ISP, in turn, may know that the IP address belongs to a commercial
enterprise it services, and direct the packets to that router. That router will know the
specific device to communicate with, and deliver the packets to their final destination.
This process would be repeated in the reverse direction as packets are sent back.
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(U) The path that packets take to travel between destinations need not be tightly
correlated to the locations of the participants. In an attempt to communicate online
with a person in the same city, it is possible the packets would travel hundreds or
thousands of miles away before returning. It generally makes sense to limit needless
data movement, but the router that knows how to find a neighbor may not be in that
neighborhood, or even in that city. Moreover, routing decisions are based, in part, on
the agreements companies make with each other and the cost of moving that data.
Thus, even if there is a fairly direct connection between two systems, an ISP may
determine it is more cost effective to use a different router in a different location to
direct the data.

(U) Movement along these routes generally occurs through physical cables. This
is true for most of a packet’s travel, even if a user is connected to the internet via a
wireless or a cellular connection. This is because in most cases, as noted above, when
a smartphone or laptop user is browsing the internet, their device is not connected
directly to the server hosting that internet content. Rather, the user’s device is first
connected, via wireless internet or a cellular connection, to a piece of hardware located
nearby, often a home or business router. However, a physical cable often connects
that router to a broader network, such as one owned by an ISP. These are, in turn,
generally connected to other networks via physical cables. Thus, the communications
between two people on laptops, both connected wirelessly to the internet, are
extremely likely to pass through a series of physical cables.
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(U) The paths taken by packets sent from address A to address B may vary over
time, even from minute to minute, and the path taken from A to B may not be the exact
reverse of the path from B to A. Network routes can and do change in real time to route
around network failures or traffic congestion.

(U) Today, the world is crisscrossed with those cables, which are responsible for
carrying the vast majority of digital communications. This includes undersea cables,
often operated by private companies that engage in agreements with peers and service
providers for the transmission of communications worldwide." It also includes cables
running to homes, schools, and businesses. The physical cables around the world thus
move huge volumes of data: data destined to or from people who may live or work by
one of those cable’s terminal points and, potentially, data to or from people in other
parts of the world, who have their data routed through the cable as one of many steps
on a longer path.

8)

SUBMARINE CABLES IN ASIA
((9))]

(U) As the need to pass this digital information has increased, so too has the
bandwidth (a measure of the capacity of data transfer) of these cables. Modern cables

1 (U) See, e.g., Undersea Cables Transport 99 Percent of International Data, Newsweek (Apr. 2, 2015),
available at www.newsweek.com/undersea-cables-transport-99-percent-international-

communications-319072.

FOP-SECREFHSTNOFORN
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now use fiber optics to transmit digital information. To maximize the amount of data
that can be transferred, a cable may bundle together multiple fibers. Each of those
fibers is actually capable of carrying multiple communications simultaneously as
distinct wavelengths, each referred to as a “communications link.”:2

(U) This means the cables carrying web browsing, Netflix shows, email
communications, or voice traffic are neither directly between a user and, say, Netflix,
nor are they exclusively the user’s. Someone’s packets may be passing through cables
hundreds of miles away alongside the emails or Netflix queue of a stranger they have
never met. This process is largely invisible, almost instantaneous, and, for most
internet users, completely unnecessary to understand.

B. (U) NSA Activities

. _Jto enable NSA’s

intelligence -gathering mission. That mission is guided by intelligence requirements
set by policymakers to inform U.S government objectives, including counterterrorism.

(:FS#S]#R-EJ:—'FG—HSA—PFE’!‘)

. - NSA conducts
target development and discovery. These activities could include

3
3
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! = (-U#FQ'BG_-'I) NSAI L [Brief for PCLOB, Slide 15 (May 27, 2015).
l
g 13 (U) As dlrecteﬂ lgy %he President under E.O. 12333.
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(U) None of that is XKEYSCORE, the subject of the Board’s review and this report.
XKEYSCORE begins with what NSA does next.

(LSS TR A—F )

(B e oS A—I0 k)

e o o e Fy iy o o Fa o o e e by e o B in e e B 1B 9 B e B e e B, B, 3., N N, i

E
o Migligeiybgtytalbetfl . ., o, o, o, I

15(SFRPEFO-UOATFYEY)

12



Doc ID: 6833923

o
<
0 N W
=]
~™m 1 *
w0
[SESN- .oL
0 n
55 ks 1
=
-l =T
— o N
| |
o
— M m
R T S
Q0 .0.0
b
.
o
-
o
o
o
bl
~
= S
<
7
[3)
[
153
=3
o
L

-
a B
A
a ®
-
s ®

-ﬁal---lnnn-

------lcll--_J

16

13



(b) (1
Doc ID: 6833923 Doc RefID: A6724633 e

FOPGRERAE ORI

(b) (3)-18 USC 798
{b) {3)-50 USC 3024 (i)

(b) (3)-P.L. 86-36
* X i
II1. (U) XKEYSCORE in Depth J :
> ]
7]
A (RO SA ) Determlmng ‘What Dat a;
1
Goes into XKEYSCORE . 4
VA
- o
(FSHSHREETFOUSATSENS The activities we have reviewed involve the use ;;:f_:
XKEYSCORE as a data analysis tool rather than a data colle.s:'tion system. Thereforp,.::
before NSA uses XKEYSCORE, it must decide what data torcollect and sendto _ *
XKEYSCORE : o
(SR FO-E 5+ EY) : .-
(S REEFO-S5Ar PV EY) |
v (U//FeHe o J-
NSA | Brief for PCLOB (May 27, 2015).

18 (U// %63 PCLOB Notes fror May 27, 2015 and July 23, 2015 NSA Briefings (with accuracy edits
from NSA).
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its collection on | K that will prowde the greatest amount- of-
foreign intelligence on the’ most pressing intelligence pr1¢ntles "

(SASUREL $0-Ushr PVED | :

valueless data, evolves continually. But the goal is always to target and increase]its?

'
a (]
.

20 (U//@H) NSA Briefing on XKEYSCORE (Feb. 7, 2019). v. 3

2*(-5#&&-!&"9%“4'_—'__'{

2 (SHRPEFOHSATFVEY) NSA| [Brief for PCLOB, Slide 15 (May 27, 2015).[
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collection of foreign intelligence and decrease its golleetion’ of “superﬂuous” data.2s.
2015, when the Board began itg XKEYSCORE review, NSA used . .

to exclude superfluous data.24 As 0 2020, wherr ?
Board requested updated information, | # I ha;

become less common. Now, NSA uses improved to pnonfme%

retention of foreign intelligence traffic and delete unknown and superfluous traffl.c.e"*
For example, |
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23 The Board understands “superfluous” data to mean valueless (UsP or
non-foreign 111te11tgence) traffic. A Py
=
JTe NSAJ
response to notes Trom XKEYSCORE and survey and access briefings. See also Call with NSA re: Initial s
Answers to 2019 Tranche One PCLOB Questions (July 9, 2019). :
25 (RO S A VE) | [
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(b) (3)-P.L. 86-36

i (U//FOH6) XKEYSCORE Processing and

Indexing (b) (1)
(b) (3)-P.L. 86-36 (b) (3)-18 USC 798
(b) (5) (b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36
{b) (5)
% (B77RE) | Legal Analysis ,
of XKEYS . P4 .
"
34 (U//B@40) NSA briefing on XKEYSCORE and Processing (July 23, 2015; follow-up briefing on Aug. ::
4, 2015). i

®a"

35 - ) NSA response to notes from XKEYSCORE and survey and ACCESSe

(SR F OBt EY
Driefings; see also NSA Legal Analysis of XKEYSCORE at n. 9 (| I .

| 1 =

-

36 (ByNF) See _NSA‘Legal Analysis of XKEYSCORE, pp.9~10| I .

%7 (U/ (0We) Call with NSA re: Initial Answers to 2019 Tranche One PCLOB Questions (July 9, 2019).
38 (U//#080) NSA Briefings and Demonstrations for the Board re: XKEYSCORE (Apr. 5, 2019).
30 (U) NSA Answers to PCLOB Questions (Aug. 6, 2019).
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41 (U//B040) NSA response to notes from XKEYSCORE and survey and access briefings.
2] _

(b) (3)-P.L. B6-36

43 (U//%0%98) NSA response to notes from XKEYSCORE and survey and access briefings.

44 (U//EQLIQ) NSA response to notes from XKEYSCORE and survey and access briefings.
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| T3ec NOA response to notes from X anca-

survey and access briefings. '
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47 (U//B6%8) NSA response to notes from XKEYSCORE and survey and access briefings.
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(SAHREL-TO-USA-EVEY) |

50 (U//FOTOT NSA response to notes from XKEYSCORE and survey and access briefings.
51 (U/ H040) NSA response to notes from XKEYSCORE and survey and access briefings.

52 (U//B@W0) NSA response to notes from XKEYSCORE and survey and access briefings.
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4

At the library, you consult the card catalog. It has one card for every book in the library. Each card
lists certain attributes of its corresponding book: the date, the author, the publisher, its subjects.
To find the books you want in this library, you search for cards that list both James Madison and

books.

) Imagine you are researching the Constitutional Convention, so
you go to the library to find books about James Madison’s role. You know that there are many

books about the Constitution and about James Madison; you only want books that concern both.

the Constitution as subjects. When you find cards that fit those criteria, you read the corresponding

e asaassdanssadnea e e DB

T

(b) (3)-P.L. 86-36
51 (U//FOde- handbook, p. 8 (2013).

54 (U//B@W6) NSA response to PCLOB draft, October 2020.
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4 1
3.  (U//E066) XKEYSCORE as apAnalytic |
Tool 500 3

4

i

>
o
-
a

(SR O—EA—FYEY ) NSA -

analysts use XKEYSCOREI | . : :

{b) (3)-P.L. 86-36

55 (U//#©4€) The decision to run queries in XKEYSCORE is a human one. While an analyst may set*
up queries to run multiple times, analysts decide what to look for, | R |

| J ==
56 (U/ HR©©) NSA response to notes from XKEYSCORE and survey and access briefings.

57 (U// Fe%e) NSA response to notes from XKEYSCORE and survey and access briefings.
58 (U//BOUQ) NSA response to notes from XKEYSCORE and survey and access briefings.
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(SHREL-FO-E54FYEY)

NSA analysts are trai_iled to start with the
narrowest and most tailored queries they can

{b) (3)-P.L. 86-36

50 (U//FeE6) NSA Ansyers Eo'2019 Tranche One PCLOB Questions (July 12, 2019).

Iﬁ%muej L

61 (U//BQE0) NSA Briefings and Demonstrations for the Board re: XKEYSCORE (Apr. 5, 2019).
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v
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(S SHREE o545 TV EY)

(St =A== ) The image above shows a portion of the query form an analyst would
use when searching][

1 The top of the image shows the basie information dhat must
be filled in, including the name of the query and the justification for running il. The boltom parl of the
image shows wh

crealing a query

ere 4n analyst would set parameters [or their query. In this image, the anal\fsiwnu]d be

(b) (3)-P.L. 86-36

(S-SR O 5ATFYEY)
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rNSA Answers to 2019 Tranche One PCLOB Questions (July"12, 2019).

] NSA response to notes from

XKEYSCORE and survey and access briefings.
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C. (U) Operational Value . ]
(S-S HRE-TO-USA—FE¥) NSA analysts query XKF.:i’SCORE primarily for .
target discovery and development. -

(ES/-H5H+F) NSA provided the Board with two historical examples that illustrate
how XKEYSCORE has been used to advance the agency’s counterterrorism mission.®?

(b) (3)-P.L. 86-36
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6 (U//0U0) | o :
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T T

66 (U//EQUO) NSA Briefings and Demonstrations for the Board re: XKEYSCORE (Apr. 5, 2019).
67 (U/ /#+0%0) NSA staff briefing to the Board on XKEYSCORE and Processing (July 23, 2015).

TOP SECRET/SHNOFORN-
30



Doc ID: 6833923

Doc Ref ID: A6724633

tot SEEitET??SiJ'?NBFORﬂ- (b) (1)
{b) (3)-18 USC 798
(b) (3)-50 USC 3024 (1)
(b) (3)-P.L. 86-36
(PSS REEFO- TS ATV EY) -
L]
'
'
[
'
[
'
2
)
L
]
L
.
:
’
’
!
*
(FSHSH/REETO U FVEY)
(FSHSHREEHSATTVET)
FOP-SEECRET/7ST/7/NOFORN

31




Doc ID: 6833923 Doc Ref ID: A6724633

(b) (1)
(b) (3)-18 USC 798

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

"
L]
"
L ]
[ ]
.
[ ]
L
L]
1
e
@
[ ]
[ ]
»
¢
*
L

(ESHSEHS |

(W

32




Doc ID: 6833923 Doc Ref ID: A6724633

FOP-SECREFHSHNOFORN—

(b) (1)

D. (U) Compliance Measures (b) (3)-18 USC 798

(b) (3)-50 USC 3024 (i)
(b) (3)-P.L. 86-36

1. (U) Auditing y

(SLSLUREL-FO-SA—FEY) NSA analysts’ use of YSCORE is subject to an
extensive audit process. Notably, just as is not part of XKEYSCORE,

NSA’s auditing capabilities are not part of XKEYSCORE. However, given how
embedded the auditing process is within XKEYSCORE, it is difficult to understand one

without the other. (B} (3)=P. L. B6~36

(SHSHREE—FO—E54—FYE¥) Analysts must JUStlfy every " query run 1n-
XKEYSCORE. The queries, along with thqse Justrﬁcatmns then go through NSA’s-

auditing process, with NSA pohcy'rEqumng that all queries be audited within

l | The core of this process are NSA employees who function as
auditors. An auditor must be a US civilian or military NSA employee who (a) has
completed all required compliance training and has the required access, (b) is working
in the relevant SIGINT mission, and (c) is familiar with the targets and types of queries
executed within the SIGINT mission by NSA personnel. To increase the efficacy of the
reviews, auditors are required to understand the complexities of the queries that they
review,8

(SASLAREL-TFO-ISA—EY) To implement this auditing requirement, NSA relies
on a tool called LEGALEAGLE. LEGALEAGLE allows auditors to see the queries run

in their mission area, look at queries by specific users, or flag queries for additional
review.®9 The auditors are reviewing the queries themselves for intent and
compliance; they do not see the results of those queries.7°

68 (J) Phone call between NSA staff and PCLOB staff regarding NSA Deep Dive Follow-up Questions
(Aug. 26, 2016).

69 (U/ /#©%) NSA Briefings and Demonstrations for the Board re: XKEYSCORE (Apr. 5, 2019).

70 (U/ /BS4) Notes from July 23, 2015 NSA Briefing on XKEYSCORE and Processing, with August 4
Follow-up Briefing at p. 28,

~FOP-SEERET//ST/7INOTFORN™
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=
-
-

1

(St 3 Y. Nol all X‘KEYSCORE quenes carry the same '

compliance and privacy risks. For this reasor, NSA has created systems to estimate ;
the risk carried by each query. For example -

When auditors review queries, they are able
to access key components of XKEYSCORE,| directly from their
auditing platform.
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(TSLSHANT)

.
°
.
-

By ¥g®a 0

G/

(TS 5HNT)
2. (U) Training and Access Limitations

(U//B080) NSA has oversight and compliance measures at nearly every stage of
XKEYSCORE activity, from training to initial access to queries to an analyst’s decision
to disseminate a report. These measures are a combination of human review and
automated systems designed to enforce compliance. NSA develops increasingly

“FOP-SECRET/ST/7/NOFORN—
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Doc ID: 6 ;
oc 833923 Doc Ref ID: A6724633 (b) (3)-18 USC 798

FOP-SECRETHSTROTORN (b) (3)-50 USC 3024 (i)

21 (b) (3)-P.L. 86-36
- " "l

complex technologies - to’ enhance oversight 'axqi compliance measur.es such as
| o label queries as high- or lgw :glsk 7t .

(U//#089) With respect to training, NSA mqmres that all personnel with the -
ability to review raw SIGINT data must cample{e online training and tompetency *
testing prior to accessing data in XKEYSCORE.72- i/landatory training coutses address *
topics such as USSID-18 provisions, the neﬁmtmn of USP information, jntelligence *
oversight, SIGINT authorities, and legal.requlrements for SIGINT activities.”3 Some *
of these mandatory trainings are requlred for all 'NASA personnel, such as te NSA/CSS
Intelligence Oversight Training; others.,-such as the NSA Raw Traffic Datab.ase Auditor

Training, are limited to specific groupe 74 : : :

(S ALS AR =S4 ) "I'here are .aﬁ;o optional, XKEYSCORE—specﬁic-
trainings.”s While these tra1mngs-are not mandatory, NSA reports that they are

completed by almost all new users of XKEY-SdORE 76 The trainings prov1de an
overview of how XKEYSCORE wurks and how- analysts can use it.77 They also cover
more advanced analytic apphcatmns, 1nclud1n [» Trammgs
also reference compliance reqfijrements.”8 For e::ample, a training course instructs *
analysts to destroy USP comniiinications as soonsas feasible, an

a
.
of of of of oF

7 (U//FOEO) NSA Briefings an.cl. Pemonstrations for the B‘g:ard re: XKEYSCORE (Apr. 5, 2019).
72 (U) The mandatory trainings.aie not specific to XKEY SCZ)RE.
N L] 5

73 (U//EQE@) Trainings inclide: OVSC 1000 NSA/(fSS Ii}telhgence Oversight Training; OVSC 1100
Overview of Signals Intell;gmce (SIGINT) Authorities; 'DVSC 1800 USSID SP0018 Training for
Analytic Personnel; OVSC.2201 SID Intelligence O\LEI'SIgIlt Officer Training; OVSC 3101 NSA Raw
Traffic Database Auditor Training; PRIV1001 Annnal Pryvacy Awareness Training; and PRIV1002
Privacy Training for Managers/Supemsols 3 "

74 (U) Notes from July ?.?3 2015 NSA Briefing on XKEYSOC:RE and Processing and August 4 Follow-up

Briefing, at p. 17. " .
n(u/Eewe)] . EE |
.' | . :
76 (U) Phone call between NSA staff and PCLOB stzrﬂ" regaldmg NSA Deep Dive Follow-up Questions
(Aug. 26, 2016). .' . i
7 (/o0 [~ e ]
| } ; 5
78 (U//FeE0) | .
~“FOP-SECREFH-SH-NOFORN-
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(U/ FEH6) NSA’s training takes various forms. Certain traditional NSA training,
such as those concerning NSA authorities under E.O. 12333, must be completed
annually. NSA’s required annual training is often text or video followed by a test that
must be completed with a certain score. However, other NSA training is less
traditional. For example, NSA has built a “gamification” system into XKEYSCORE's
interface. Users gain “points” and “levels” by learning how to use progressively more
advanced features of XKEYSCORE’s analytic interface.

(U/ /#6466 If an analyst has not completed the mandatory trainings, he or she will
not receive the credential needed to access XKEYSCORE data—though completion of
training is insufficient to gain access. An NSA system called| ~ lenforces
training and other access limitations. Prior to accessing XKEYSCORE, NSA personnel
must have completed mandatory training and be assigned to a mission in the

| Isystem That is, the NSA analyst would need to have a Job (which
would have one or" more mlssxons") that required access to XKEYSCORE data.

Moreover, each authorized mission'must have at least two auditors assigned toit. Any
time a user attempts to access XKEYSCORE,P "+ - .. lonfirmsthere are still at
least two valid auditors.8° e

{b) (3)-P.L. B6-36

——(ACCESSING XKEYSCORY “),__

i) If an analyst works in the Operations, [-)g'edmate and her duhes require access to raw -
SIGINT data via XKEYSCORE, she must meet.certarh requirements to gain access—it's hot enough to |
be an NSA employee. One of these 1eqmrengmfs is an.a‘hthorlzed mission: a focus area approved by -

the Director of the NSA via the Operationg Directos.” For example, an autliorized migsion could be .
[ =T NsA reeords authorized missions Fﬂiﬂ\ §
| R addition to,desc: ibing the mission (here, i

~ Jalso lists the ‘people who will pe:‘form certain roles (oversight, access :
sponsor, mission owner), provides the entltlements the mission requires (legal authorities, clearances,
tools, data sources, etc.), and lists the ‘members of the mission (the people who perform the jobs to
accomplish the mission). ¢

» )| { .

80 (U//#€80) NSA Briefings and Demonstrations for the Board re: XKEYSCORE (Apr. 5, 2019). For
additional information on auditing, see Part III (D).

LOR-SECREIm- SN OFORN—
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. P (U) Limitations on Data Use (b) (3)-P.L. B6-36

(SHREE-FO-B6A—FVEY) Part of what makes XKEYSCORE valiiable is NSA’s
ability to parse and use the data. As explained at. greater length above, NSA does
extensive processing to enable users tp.actéss ‘information_ they are looking for and
that could reveal targets or activities of foreign
Tntelligence interest. Lhis power comes with limitations though, primarily derived
from the classified annex to Department of I}efehse Procedures Under Executive
Order 12333 and United States Signals Inteligence Directive 18 “Legal Compliance
and U.S. Persons Minimization Procedyres” (“USSID-18"). NSA has explained that
one of the most significant protections is that users are, generally speaking, unable to

query on US persons. There are WHEN ARE USP
exceptions to this rules:—forexample if QUERIES DONE?
someone consents or NSA has obtained
approval from the 'Aftorney General. 82 e« (D) .Can.t;fnt: 'NSIA can conduet UﬁP
" queries when it has consent, generally
But NSA haS. e’fI")}amEd ﬂ_lat the volume from their own employees or those of
of USP queriés is exceedingly low—less other government agencies who may be
than in September 2019. going into harm’s way. NSA also uses
consent as the basis to query for USP
(SHREE-FO-HSA—F¥EY) Moreover, hostages, hoping they may find
. : . ; information leading to their rescue.
in running queries, analysts are required s (U) Probable Cause: NSA can conduct
to provide a written justification of the USP queries when it has obtained a
intended foreign intelligence purpose for proba_ble cause order allmymg electronie
. surveillance of a USP (typically an order
the query.83 As discussed above, all of from the FISA court),
these justifications, as well as the o (U)Attorney General Approval: NSA can
underlying query terms, are audited.84 conduct USP queries when it has obtained
These audits confirm that queries were Attorney General approval, which it

. i sometimes does in addition to getting a
properly tailored as well as consistent probable cause order.

81 (U//808e) USSID SPo018, § 4.1(d).

82 (U//F&&©) NSA response to notes from XKEYSCORE and survey and access briefings. The ability
for the Attorney General to approve these queries ultimately derives from E.O. 12333 §2.5. However,
the Board understands that, since the passage of the FISA Amendments Act in 2008, NSA has obtained
authorizations from the FISA court or pertinent emergency provisions within that statute. Thus, the
Board is not aware of any subsequent instances where NSA has relied solely on the authorities in E.O.

12333 § 2.5.

83 (U//#E&¥ NSA response to notes from XKEYSCORE and survey and access briefings. See
“Oversight and Compliance,” Part 111 (D), for a discussion of the auditing process.

84 (U) For more information on the approval and auditing process, see Part I11 (D).
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with legal and policy limitations. For example, XKEYSCORE quei‘ie.s must be baged
on a foreign intelligence information need and must ,make .a'ttenpts to limit US
collection from the results.®s G ¥ BE w2 " ;

. Y - .
. 2] ' .

(S/7/REE-FO-E5AFVE¥) NSA also po'ints ta back—-end pnvag',y protectlons that
limit retention and dlssem1nat10n of mformatldn obtamed thirough XKEYSCORE. In

order for an NSA analyst to usé mformat;lon found‘in XKEYSCOEE the analyst must
| 3 & [-a human ch01ce that; does not happen'
automatically. Wlien making such a deterrmnatlon N$A analysts pr{mde a foreign’
1nte111gencejust1ﬁcat10n
:86 Moreover, when information’ I—___rthe Atﬁorney General
Guidelines and NSA policies govern, its handling. Pertinent here is Section 309 of the
Intelligence Authorization Act of 2015 and USSID-18 § 6, govérning the retention of
communications to, from, or about US persons. . XKEYSCORE—obtamed information
| must still compopt with the access restnctmns as well as
limits on retention found in that section.87 .'

L]
.
-
=
.

(STTST/TREC—TO—6SA—F"&E¥) Under USSID-18, [ |
| that data can be stored for five years,
although in practice it may be shorter due to storage space:llmltat]ons. This data is
tagged and regularly, automatically checked to ensure that it is deleted from NSA
repositories if it is the subject of a compliance issue or retentlon limits. XKEYSCORE
data can only be stored indefinitely when an analyst has evaluated and minimized it,
or when NSA reporting relies on the data. «

(SHREEFO-U6AFYE¥) When USP information is used in an intelligence report,
there are further restrictions. Pursuant to NSA’s minimization procedures, NSA may
not disseminate non-publicly available information of -or concerning a US person

(b) (3)-P.L. 86-36

»
. L] -
. L
*

-3 - l...
hd -
- - -

85 (U//Eed6) NSA policy also_requires analxst‘i to limit collectlon associated wlthl

&

syt ——TT

eer—0UQ) Some caveats apply here. NSA analysts were re juired to provide a foreign intelligence
Justlﬁcatloni ibecause a legacy system required it to
function, not because of a legal or policy requlrement While analysts provide a foreign intelligence
justification, it is not checked by auditors and is only done for the benefit of the analyst. NSA Briefing

on XKEYSCORE (Feb. 7, 2019 and July 23, 2020).

87 (U//Be%8) NSA Answers to 2019 Tranche One PCLOB Questions (July 12, 2019).
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absent that person’s consent, unless a determination is made that such information is
necessary to understand or access foreign intelligence. Even then, as a matter of policy,
NSA generally does not include the . .

R -ude the - ©Masking and unmasking
names of US persons in their |
intelligence reports. Instead, they {

“mask” the names, using a generic  (U) Generally speaking, pursuant to NSA’s
term such as “US person 1.”88 This minimization procedures, a US person identity

is because often only a subset of the may be disseminated only if it is necessary to
understand or assess the foreign intelligence.

recipients of the intelligence report Even then, NSA will “mask” the identity in the
need to know the USP information  report by replacing a name or other unique

to perform their duties. NSA also identifier with text like “US Person 1.”
provides its analysts with (U) If an identity has been masked, but an

. . authorized recipient of the report feels that they
mprehensi idance on h " . : .
comprehensive guida pgw 19 need the information to carry out their duties,

properly reference masked US they can request NSA to unmask the identity. If
person identities in reporting. This that request is approved by the NSA director or

guidance emphasizes the need to a .designee. the other entity wguld 1.)8 provided
3 " ; ; with the unmasked US person identity.
avoid contextual identification,
which occurs if the identity of a US
person is masked, but there are
enough other pertinent details that a recipient can identify the US person anyway.

(S/REEFO-H5AFVEY) If another agency then wants to know the identity of the
US person, that requires written documentation and approval. Among other things,

NSA requires “a fact-based justification” of why each individual who will receive the
US person identity needs it to carry out their duties.®9 This request for “unmasking”
can only be approved by the NSA Director or a designee.?

(S SEREL—FO— S Ar—w¥) In limited circumstances, NSA analysts may

proactively identify a US person by name, title, or context in a report. For instance,
NSA policy permits identifying certain senior US officials by title in a report.
Additionally, there may be a “blanket dissemination authority” for a US person

88 (U) See generally, NSA Policy 2-4, Handling of Requests for Release of US Identities, May 10, 2019.

89 (U) NATIONAL SECURITY AGENCY, HANDLING OF REQUESTS FOR RELEASE OF U.S. IDENTITIES, NSA/CSS
Policy 2-4 (May 10, 2019). NSA policy allows for oral requests in exigent circumstances. However, the
requesting entity must provide their basis using the traditional process within five days of the identity
being disclosed.

90 () NATIONAL SECURITY AGENCY, HANDLING OF REQUESTS FOR RELEASE OF U.S. IDENTTIIES, NSA/CSS
Policy 2-4 (May 10, 2019).
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identity where the appropriate officials have determined that t_hé:_identity is necessary
to understand or assess the foreign intelligence on a recuyring basis, and that all
recipients of the reporting will require that information to perform their official duties.
This may be the case, for example, if | : |happens to be a US
person as well (and therefore the subject of a Section ;04 order issued by the FISA

court). Any unmasking of USP information is strictly<ontrolled, however, and NSA’s
_ |group reviews each instance.

" ) -

4. (U) Oversight o '.

(U//#6%6Q) As a general rule, these complmnce and-overmght measures, including
training requirements, handling of data, dnd audltmg, fall to NSA’s Compliance
Group. The Compliance Group is responmble for routine oversight and compliance
matters and supporting NSA's Intelligence Oversight Off-lcer in implementing SIGINT
compliance programs 9t The Comp'llance Group a}so engages in higher-level |

oversight, such as “super audits”92 where they audit the auditors, and “compliance .
uarification 03 y . .

*
-
LT IRESSRECRS N » s
[

(BFOE0) The Compliancé Group conducts site assistance visits, where they :
examine the compliance measures in place.94 They assess procedures against existing :
standards, confirm that safeguards are operating as intended, and recommend:
improvements.?5 When domg super audits, the Comphance Group review query terms’
run in XKEYSCORE. |

| super audits do not look at the results of an XKEYSCORE
query—only the query itself. Finally, compliance venﬁcatlon includes testing of purge
procedures.9°

(U//#6%6) The Compliance Group is not the only entity énsuring compliance with
law and policy. Depending on the issue, the Office of General Counsel or the Inspector

(b) {3)-P.L. 86-36

91 (U) USSID-19 § 4.7.

92 (U) Super auditing is the independent review of activities conducted against raw SIGINT systems,
tools, or databases. USSID-19 § 5.

93 (U) USSID-19 § 4.7.
94 (U) USSID-19 § 4.7.
95 (U) USSID-19 § 4.7.
96 (U) USSID-19 § 4.7.
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General may also get involved. NSA has explained that “[o]n occasiops decisions about:
particular collections will require a risk assessment and/or addltlonal spec1ﬁc
feedback relating legal and policy considerations.”?? In suchﬁnstances the Office of
General Counsel, as well as the Civil Liberties Privacy anﬂ Transparency Office and
the Risk Management Office, would be consulted.”® .°

p—

[ (-0 However, when asked, NSA.dld not provide any examples from the-

many years of XKEYSCORE’s operation in which the Office of General Counsel or the-
Civil Liberties, Privacy and Transparehcy Office provided legal policy, or msk
assessments on particular decisions: NSA declined to provide examples where either -
office consulted on the selectiop]’ Further, ne1ther
office has ever provided overarching guidance on the legal, privacy, or risk -
considerations that NSA technical personnel should use when :
i 1

97 (U) NSA Answers to PCLOB Questions (Aug. 6, 2019).
98 () NSA Answers to PCLOB Questions (Aug. 6, 2019).
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IV. (U) NSA’s Analysis of XKEYSCORE

A. (U) Background on E.O. 12333

(U) The specific authority NSA cites for its XKEYSCORE activities is Executive
Order 12333. Section 1.7(c) of that order sets out general duties and responsibilities
of NSA, while Section 2 discusses how NSA should conduct its intelligence activities.
Within the order, Sections 2.3 and 2.4 are the most pertinent to the protection of USPs
in the course of the covered activities. Section 2.3 regards the collection, retention,
and dissemination of USP information. Section 2.4 discusses collection techniques
and requires agencies to have specialized procedures regarding their use of particular
techniques.9?

(U) The requirement for specialized procedures leads to the most detailed
authorities for NSA activities: Attorney General-approved guidelines for engaging in
specified intelligence activities. As a component within the Department of Defense
(DoD), NSA is subject to the DoD’s Attorney General-approved procedures, DoD
Manual (DoDM) 5240.01. NSA is also governed by the classified annex to
DoDM5240.1 as well as certain supplemental procedures that are not applicable to
XKEYSCORE. These policies each implement E.O. 12333 at various levels of
granularity. DoDM 5240.01 is the Attorney General-approved DoD procedure for the
collection, retention, and dissemination of information concerning USPs as well as the
use of various intelligence techniques. While NSA is bound by this, the classified
annex to 5240.1-R contains the Attorney General-approved procedures specifically for
the collection of SIGINT, and thus provides more detail on NSA-specific SIGINT
activities.

(U/ /666 In addition to the Attorney General-approved procedures, NSA has
created internal policies and implementing documents. The foremost is United States
Signals Intelligence Directive No. SP0018, “Legal Compliance and U.S. Persons
Minimization Procedures” (“USSID-18”). Naturally, implementing guidance such as
USSID-18 is more specific than the Attorney General guidelines in defining
permissible and impermissible activities. Thus, for NSA, questions about the
permissibility of SIGINT activities do not start with E.O 12333 but with USSID-18, the
classified annex to 5240.1-R, and then DoDM 5240.01. These documents implement

o (U) E.O. 12333.
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Sections 2.3 and 2.4 of E.O. 12333, but do so in a way that accounts for the specitic

intellicence activities being undertaken. o0
ﬁ. NSA Explanation Regarding

and

Selection

(U/ /#6%66) NSA locates its authority to run XKEYSCORE in E.O. 12333’s mandate
that NSA “[c]ollect (including through clandestine means), process, analyze, produce,
and disseminate signals intelligence information and data for foreign intelligence and
counterintelligence purposes.” This authority, they explain, allows them not only to
collect known foreign intelligence signals, but also to engage in “search and
development” operations, where NSA looks for signals containing foreign intelligence,
though they know that in the process they may collect information that is not itself
foreign intelligence information. This is most clearly articulated in USSID-18, annex
E, “Search and Development Operations.” However, it is rooted in E.O. 12333 and the

classified annex to DoD’s Attorney General guidelines.

(S REEFO-H6AFVEY) XKEYSCORE collects foreign intelligence as defined in
E.O. 12333. There, foreign intelligence is defined as “information relating to the
capabilities, intentions, or activities of foreign governments or elements thereof,
foreign organizations, foreign persons, or international terrorists.”o The “activities
of . . . foreign persons” is broad—there is no requirement that the foreign person be a
terrorist or spy, nor that the activity be illegal or undertaken on behalf of a foreign
power. However, it is not unlimited. In addition to limitations on USP collection built
into E.O. 12333, the classified annex explains that “it is the policy of the United States
Signals Intelligence System to collect, retain, and disseminate only foreign
communications and military tactical communications.”v2 Moreover, it limits the
collection of USP communications by noting that such communications “may be

wo (U/HFEOHE) On August 8, 2016, the Attorney General-approved DoDM 5240.01: Procedures
Governing the Conduct of DoD Intelligence Activities and cancelled procedures 1-10 of DoD 5240.1-R:
Procedures Governing the Activities of DoD Intelligence Components that Affect United States Persons.
For much of the time period covered by the Board’s review, the earlier DoD procedures were in effect.
The classified annex to DoDM 5240.01-R remains in effect. After review, NSA determined that 5240.01
did not impact the operation of XKEYSCORE. NSA Answers to PCLOB Questions, Aug, 6, 2019.

w01 (U) E.O. 12333 § 3.5(e).
102 () DoD Regulation 5240.1-R Classified Annex § 3.

TORSECREFHSH-HORORN-
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intercepted intentionally” only in certain circumstances, such ags.Wfth the conserd of
the USP or pursuant to a court order.!03 2 3 y

bt bty

(G REEFPOTSAFYED The National Intelhgen,ce Pr10r1tres Framework (NI?-F)
contains foreign intelligence priorities that gulde the IC’s,collection and anaijmc
activities.’o4 This framework is then translated into requlrements for the varibus
elements of the intelligence commumty NSA’s s_pec1ﬁc SIGINT collectmn
requirements come from the Natmn,a»l S1gnals Intelligenge Committee, the group, that

is responsible for translating the, NIPF priorities into sxgnals intelligence ° mformatl.on‘
needs.” | .

» (]

are based on an assessment of what is most likely to obtam
foreign intelligence information responsive to the.i'dentlﬁed information needs. :

SHREFT-FO—E54—FvEY) Within this effbrt to gather information based On
legitimate information needs, NSA must also “-make[] every reasonable effort, thrbugh.
surveys and technical means, to reduce to the maximum extent possible the numbgr.
of [USP] incidental intercepts acquired in the conduct of its operations.”105 i

-
2= &a n w m N

103 (U) DoD Regulation 524(1.’1 R Classified Annex § 4(1). =

104 (1) Intelligence Commumty Directive (ICD) 204: National Intelligence Priorities Framework § [)1
(Jan. 2, 2015). v

105 (J) DoD Reglﬂation.524o 1-R Classified Annex § 3.

106 (1J) Phone call between NSA staff and PCLOB staff regarding NSA Deep Dive Follow-up Questlons
(Aug. 26, 2016). .

107 (U) NSA noteEl that the 2011 Judge Bates opinion describes exceptions to this presumption. Phone
call between NSA staff and PCLOB staff regarding NSA Deep Dive Follow-up Questions (Aug. 26, 2016). |

euﬁ-pesel— i

| ] Phone call between NSA staff and PCLOB staff regarding NSA Deep Dive Follow-up
uestions (Aug. 26, 2016).
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| |NSA must therefore make educated .guesses abo

whether it will obtain mostly foreign mformatlon'and whether it w1[l likely obtai

?@

L
B
information of interest} o109 . .
LRI OB A ) =
SHRELTFO-HS-FEE NSA asserts that itd Jappropriatelj:
balance the imperative to*collect foreign intelligence information with the limits oa*
collection of USP information by excluding :

communications and by focusing its efforts on predefined
intelligence priorities. In those instances where USP communications are acquired;
NSA asserts that the collection is incidental and remains reasonable under the totality

of the circumstances given the back-end restrictions on the use of USE
communications.

mEgSgEgugEgSp Uy Ueis

i

109 (BFOEE) NSA Briefing on XKEYSCORE (Feb. 7, 2019). As noted above, because US perso
information is unlikely to contain the foreign intelligence NSA seeks,

uo (U) C.f. Classified Annex §4 (limiting the intentional acquisition of USP communications) and
USSID-18 Annex E (explaining how to handle USP information obtained as part of a search and
development operation).

~FOP-SEEREFHASHNORORDN-
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V. (U) PCLOB Recommendations

A. (U) Recommendations from the Board

S SH-REE-FO—E84—FVE¥) XKEYSCORE raises important and complex

questions of law and policy. These questions arise in a rapidly changing technological
and legal environment and against a backdrop of a program that continues to evolve.
The Board offers the following recommendations to help NSA and other entities
implement and oversee XKEYSCORE.

(U) Recommendation 1: NSA should conduct and
periodically review and update a legal analysis of
XKEYSCORE.

(S5 REEFO- TS FVEY) NSA’s existing legal analysis of XKEYSCORE elides
certain difficult questions. On its own or with the Department of Justice, NSA should

conduct a rigorous legal analysis of XKEYSCORE and periodically update that analysis
as law and technology change. Specifically, the Board recommends that the agency
consider the following, non-exhaustive list of constitutional questions in analyzing the
program.

Fourth Amendment

e Which actions by the government are “searches” or “seizures” within
the meaning of the Fourth Amendment?

¢ Where do those searches or seizures take place, specifically, do they
take place within the United States, at the border, or outside? How does the
location affect the constitutional analysis?

e Does the Amendment’s warrant clause apply, or must the government’s
action meet only the “reasonableness” standard?

o If the warrant requirement applies to a specific search or seizure, is
there an applicable exception (for example, the foreign intelligence
exception)?

e To the extent a reasonableness inquiry is applicable, what are the
relevant privacy interests and agency interests? Do these interests vary based
on the location of the search or seizure, and if so, how?

First Amendment

e Consider whether the First Amendment is applicable.

(SHEHREE-FO-55A4:FVE¥) In addition to these constitutional questions, NSA
should consider XKEYSCORE'’s compliance with applicable statutes, Executive Order

—TOR SECRETHSLLNOEORN—
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12333, DOD Manual 5240.01, and other applicable legal instruments. * Its analysis
should reflect the fact : |
| | Moreover, its analysis should be periodically reviewed and updated to °,

account for technological, 1égal, and hrission-related changes: « .« . . . . ..

(b)(3y=P.E. B6-36

(U) Recommendation 2: The Classified Annex_: to

Department of Defense Manual 5240.01 and NSA’s
implementing guidance should be updated to reflect
changes to the manual. .

(U//FE¥E0) Attorney General-approved guidelines under Executive Order 12333
help ensure that the nation’s intelligence collection efforts safeguard privacy and civil
liberties of US persons. And yet, when the Board began its Executivé Order 12333
investigation, many guidelines, including those of the Department of De‘fense, had not
been updated since the 1980s.

(U/686) Since then, there have been several updates. The liepartment of
Defense updated its Attorney General-approved guidelines under E)§ecut1ve Order
12333 in 2016.11

(FSAASHF) At the time of this report’s publication, NSA, the Department of
Defense, and the Department of Justice are in the final stages of updating the
Classified Annex.m2 The Board recommends that, as NSA continueg to update the
annex, NSA develop robust guidance for issues, such as that undergird
XKEYSCORE's distinctly modern search-and-discovery capabilities.

(U//#e¥8) USSID-18 should also be updated to ensure consistency with the
current Attorney General-approved guidelines and approved operational practices.
For example, the definition of “collection” in USSID-18 should be consistent with the
definition found within Department of Defense’s current Attorney General-approved
guidelines. Changes to requirements for search-and-discovery activities in the
Classified Annex should also be reflected in implementing guidance.

w See Department of Defense Manual 5240.01.

uz The Board gave some input on this draft of the Annex; Board Member Elisebeth Collins advised on
the draft in 2018, while the Board was 111quorate and the full Board was briefed on the Annex in the
fall of 2020. :
SLOR S L S LR QRN
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(U) Recommendation 3: NSA should notify the Boal‘d
of changes to XKEYSCORE that could mateually affect
the privacy or civil liberties of US persons;--.

(S8772¥F) Technological, operational, or pollcy changes cnu'ld' mgmficanﬂv alter
XKEYSCORE'’s degree of intrusiveness for US pErsons. For. xamEIe, i

. -
. i

v . ould materlally Shlft the
balance between operational equities and privacy pratectlbn. ‘As XKEYSCORE
evolves, NSA should notify the Board of changes in tech'nology, operatlons, or pohcy
that could materially affect the prxvacy or civil hbertles.of US persons

rrRETToTSTET T (g) Recompiendation 4: NSA should.en-gage its Office
of General.€ounsel and Civil leertle Prlyacy and
Transpa-rency Office in : decidiohs. .

.NSA has explained that “[oln OCCasmn, ﬂeCIS-lons about :
ﬂﬂﬂ require a risk assessment and/qt additional spec-lﬂc feedback relating
legal and policy considerations.” In theory, NSA would.consult its Office of General
Counsel (OGC) and Civil Liberties Privacy and Transparenc;_r folce (CLPT) in such
instances. However, NSA did not provide a-ny real—world examples in which OGC or
CLPT provided legal, policy, or risk assessnients on par.tlcular p * lecisions.
Nor has either office provided overarching'guidance orlegal aglvice regarding the legal,
privacy, or risk considerations that shou'ld be evaluated by ! NS‘A technical personnel
during the process of| . for collection

(FS78T/7F) NSA operational personnel should engage these two offices to
consider the legal and privacy 1mpheat10ns of ecisions. Specifically, as
. operational personnel

should consult with these offices 1 estabhshmg the rules by which automated systems
will

S/NF) Recommendation 5: NSA should include
XKEYSCORE-specific content in the training required
before analysts can use XKEYSCORE.

(SASLLREETFO-H64-FEY) Currently, NSA requires analysts to complete some
trainings before they can use XKEYSCORE. These trainings are not XKEYSCORE-

specific, however, and concern SIGINT more generally. Because XKEYSCORE'’s
search-and-discovery capabilities distinguish it from other SIGINT tools, the Board

FORSECREFHSHATOFORN-
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recommends that NSA include XKEYSCORE-specific content in the training that
analysts are required to complete before beginning to use XKEYSCORE.

(U) Recommendation 6: The Office of the Director of
National Intelligence and NSA should share best
practices and (where possible) technical solutions from
NSA’s auditing architecture with other IC agencies that
hold comparably sensitive large datasets.

(S-SR EE-FO-E5AF¥EY) The Office of the Director of National Intelligence
should work with NSA to share best practices from NSA’s auditing architecture with

other IC agencies that maintain large datasets that are likely to contain potentially
sensitive information about Americans. ODNI and NSA should also assess whether
technical elements of NSA’s audit system can be adopted by other agencies, consistent
with the protection of classified methods. Other agencies appear to be far behind NSA
in the fitness-for-purpose of their audit systems. The assistance envisioned here
would help close the gap.

(U) Recommendation 7: NSA should periodically
provide the Board with information about the number
and nature of XKEYSCORE queries resulting in
significant compliance findings, including any pertaining
to U.S. persons.
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B. (U) Additional Recommendation$ from .
Board Members Edward Felten and ’Ifraws :

LeBlanc . ;

(FSHSH/AED NSA should study| .

!.
-

(TS775177NT) |

Pl L S TR R TR PR

(S F) XKEYSCORE anaIYSts should be reqmred to
tag or take other reasonable measures to 1dent1fy known

or believed U.S. person data .

e e e R R o I

TI1/ /OO

(S-=E6E6) In other words, if the analyst knows or believes

| |contams USP information, they should so
tagi ;

FOR-SECRET/SHANCTORN
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€S//SH/REE) NSA should affirmatively deprlorltlze-
U.S. person data processed by XKEYSCORE

SHREEFOF524FvF We understand that NSA seeks to prlqntize its_' g
XKEYSCORE collection and analysis efforts on information | khat gre
likely to have foreign intelligence value. This prioritization system is designed to.,

prioritize the collection of foreign intelligence over, what NSA calls, “superfluous’,
traffic,

NSA
asserts that by prioritizing foreign intelligence it de facto deprioritizes the collectidn
of “superfluous” data such as that involving U.S. persons. We believe that the 2

prioritization of foreign intelligence alone is not sufficient to properly guard agains}
the collection and processing of U.S. person data, which is protected by law and the:

Constitution. We therefore recommend that NSA affirmatively deprioritize U.S.
person data|

e WL TR )
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Additional views of Chairman Adam Klein ’

(U) I'join in full our report on XKEY SCORE and am grateful to the staff members whose
diligence and expertise enabled us to successfully conclude this long-running project. I writ

separately to offer additional thoughts on XKEYSCORE’s value and accompq‘hymg privacy
safeguards.

.3
N - b Dl

(SHREE) First things first: There should be little doubt that XKEYSCORE xs-hlghly cffectiv,
discovering foreign intelligence that can be used to protect the United States:

(SHSHREL)

..h"'n

FSHSIUNE) NSA has provided several vignettes demonstrating XKEYS.CORE’S contribution te'_
specific counterterrorism successes. |

.
.
.
-

(U) Powerful tools like XKEYSCORE must be constrained by law and.policy, and these laws E
and policies must be enforced by effective compliance and oversight mechanisms.

XKEYSCORE operates within well-established lcgal and policy constramts which arc cnforccd:
by the compliance infrastructure at NSA.

L
-
w

(SHSHHREL) Some of these constraints limit the information that comes into XKEYSCORE and %
how long it remains there: 5 :

e (U) Title VII of the Foreign Intelligence Surveillance Act pr ohlblts the use of NSA’s EO =

12333 SIGINT infrastructure, including XKEYSCORE, to tirget U.S. persons for -
collection of content without probable cause, consent, or an/emergency authorization o
from the Attorney General.' 4 o
» (m) I e e ———ea eSS eSS R : ;

(SH#SHAREE) Other safeguards 1cgulatc how the information can'bc accessed and used

That is important. In the,

digital era, effective intelligence is, to a sign%t degree, an exercise in collecting and
analyzing large datasets. By virtue of the volume of traffic and the interconnected, borderless
nature of modern telecommunications, collection on this scale will inevitably include
information about Americans. Once information about Americans comes into an agency* %5

! See 50 U.S.C. § 1881c. -

(b) (1)
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|
hands, it is the task of law, policy, technical controls, institutional safeguards, afid agency culafre
to limit its use. The wider the aperture for front-end collection, the more impottant these back4

end protections become. - :

ut ]
(S#STREL) XKEYSCORE has a widc aperturc, so it is appropnate that it ingludes signiﬁcantf
back-cnd protections. Most notably: .-

»®

* (S#REE) Analysts arc prohibited from running U.S.-person queries: ';n XKEYSCORE,
subject to very namow cxceptions. Analysts can run U.S.-pcrson quencs only with a
probable-causc order from the FISA Court, consent, or approval f'rom the Attomey
General ? ..

o (&S¥REE) All XKEYSCORE queries are subject to robust, technglqgically advanced
logging and auditing, which our report describes in detail. As partiof this system:

e

0 ¢&REE) Analysts must provide detailed, non-formulaif; jl_;stiﬁcations for each
query. D

o (S#REE) Each query is logged; these logs include the.analyst s justification an
various other telltale details about the query. . .

»

o (SSHREE) NSA’s auditing system uses ms to help identify queries
that may be insufficiently tailored or non-complianf. Human auditors familiar .

-l-s--za-;-n
R E R

‘ll

with the analyst’s mission then review every qucry, ‘deemcd to posc a risk of | :
noncompliance. ; ..

o (SHSHR) Under NSA rules, queries based on broad criteria must be tailoreél to
avoid retuming information that is not forcign in-;eiligcncc 3 .

o (&4REL) If an analyst’s query returns information about an American, NSA policies l;npt
how that information can be used, retained, and dlssemmated 4 . :
(5#5HHREE) The auditing architecture, described in Part IILB.1 of our report, is noteworthy. : .
The system cnables meaningful scrutiny, in close to real time, and appears to be much more | -
effective and comprchensive than the post hoc site visits and manual spot checks on which sdime
other agencies rcly. . .

¢SF) Our Board reviews large-scale collection programg across IC and non-1C agencies. It:is_
noteworthy that while NSA has developed sophisticated technical capabilities to log queties, tor
record query justifications,| . —]
and to organize querics for efficient review by human auditors, systems in use at other agencies
arc less advanced. As Recommendation 6 from the Board s recport cnvisions, NSA’s audit

2 (U) See Parts 1I.D.3 and IV.A, .

y ee USSIP-18 § S 1(cy (] .

I l“SELECTION TERMS that have resulted or are
rcasonably likely to resull i ine of communtcations {o or from such persons or enfities shall be
designed to defeat, 1o the greatest extent practicable under the circumstances, the INTERCEPTION of'those

communications which do not contain FOREIGN INTELLIGENCE.”).
1 See, e.g., DoDM 5240.1 and Classified Annex; USSID-18.

2
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program can offer a useful example (and perhaps some technical solutions) to other IC elements
seeking to ensure effective oversight of their personnel’s access to large, sensitive datasets.

(U) Of course, the adequacy of the controls we have identified depends on how effectively and
thoroughly they are implemented, and on vigorous monitoring. The Board will monitor the
implementation of the recommendations in this report and remain alert to significant changes in
how XKEYSCORE is deployed going forward.
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(U) Separate Statement of Board Member Ed Fe!g';en

ae®

(U) I concur in the Board’s report, and join my colleagues in thtnking the Board’§
staff for their careful, skilled, and diligent work on this report. I w1].l "£omment briefly o1
two topics. .

O..

1. Policy Implications of XK.E.YSCORE

(U) XKEYSCORE raises policy issues that are likely to grdw in 1mportance as technology'
advances and NSA’s capabilities continue to develop. This makes it especially 1mportant\
for NSA to develop a clear legal and policy rationale for XKEYSCORE. Such an analyms.
will not only guide the agency’s development of XKEYSCORE but will also establish a.
framework useful for evaluating future programs .

. '

(PSS REE) It is useful to consider séparately “two primary pohcy-relevant'
capabilities of XKEYSCORE: | . 1

(L LS R) | ’ y are valuable foreign intelligence-
capabilities, assuming they are appﬁed ta data that is appropriately collected and.
managed. I applaud NSA’s work to aavance'these capabilities. .

FSASELREL) Data retention is-a more challenglng policy issue. XKEYSCORE's ability :
to “collect SIGINT[__] has obvious mission value. However
B I, some of it inevitably including U.S. person

communications, must be justified in light of our national values and relevant law
including the Fourth Amendment.

(FSH-SE+REER) At present, practical factors of storage and cost limit NSA’s retention of
data and thereby serve as a limit on the intrusiveness of this capability. But that could
easily change as technology advances, if storage and analysis capacity increase faster
than the volume of targeted communications traffic. Indeed, that seems likely to be the
case for more and more categories of communications. Accordingly, it is important for
NSA to consider carefully where to draw the line on data retention, and especially on the

principles underlying that policy and legal determination. It must be clear where to
draw the line on retention.

(U//POE6) Though NSA should apply its technical, mission, and legal expertise to
questions of data retention, the question of where to draw the line on data retention is
important enough to merit attention from Congress and national leadership.

2. Deprioritization of U.S. Person Data

(57+55~HREE) NSA appropriately prioritizes collection of foreign intelligence. As a
result, it collects less information that is superfluous, that is, not foreign intelligence. My
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colleague Travis LeBlanc and I recommend that NSA addltlonally take afﬁrmatlve st&ps
to deprioritize U.S. person information. . .

(8785 REE) For discussion purposes, one might divide the 1nformatlon available fe}‘
collection and analysis into three categories: foreign 1nte'lﬁgence (FI), U.S. person -
information (USPI), and everything else (Other). NSA wants to collect and analyze FI
and does not want to collect or analyze USP or Othér information. For information tljat
falls clearly into one category or another, NSA-knows what to do amd has systems in *.
place to ensure compliance. . -".

But much mforrnation.da‘nnot be categorized so cl'earlv, | ] '1
|Iili 'T“ i Here NSA does what it can, based on the informatidn

available. This is inherently a balancing decision process based on the likelihood of the
information being in each category. . o

(8773EAREE) Our recommendation calls on NSA to include in this decision process nbt
only the likelihood that information is FI, but also the likelihood that it is USP :
information versus Other information. In other words, if jhformation is two percent
likely to be FI, it should matter whether the other ninety-tight percent of likelihood falls
into the USP category or the Other category. : .

(&5 RFE) Reasonable people can disagree about how much weight to place on the;
goal of collecting and using FI versus the goal of avmdmg incidental or non-targeted - -
collection and use of USP1. But surely the answer cannot be that the presence of USPi -
has no bearing at all on whether collection is lawful and wise. Surely the presence of t:he
smallest iota of FI, in an ocean of USPI, cannot be dlsposmve .

(FS77SHRERY .

-

but NSA should in any case have
technical and admimstrative measures in place to deprioritize USPI relative to
superfluous foreign information, as well as a careful legal-and policy rationale
supporting those measures,
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(U) Statement of Board Member Janie Nitze

(U/HPEHO) I am pleased to join in full the Board’s report on XKEYS’GBRE and, like my
collcagucs, offer my gratitude to the staff members whosc hard wor'k crra-hlcd us to bring the

project to complction. Sl el

(S#REE) [ also join the Chairman’s scparate statcment, winch TeVicavs 'thc utility of
XKEYSCORE and the important back-cnd safeguards that ailow the tdol 'to operatc within well-
cstablished lcgal and policy constraints. 1 write scpaa @tc]y t0'n0tc-my torrcems with two of the

» - - "
2

minority rccommendations. . . Do
EFSHSEANE) Minority Recommendation 2. The full text.of min_o:rity recommendation 2 reads: .
XKEYSCORE analysts shqufd be rqqhircd t_g' tag or tal:'_c other .

rcasonable mcasures to identify kngwn or believed:U.S.» person .

data| . . 1 In other words, if :

the analyst knows or-believes tha-t date] . ;

| Jeontains US-P data, they should so tag it :

*

(U) Respectfully, 1 declinc to join the recommendation £r the following reasons.

CFSASELNE) As an initial matter, the recommendation does not use terms defined and routinely
used by the intelligence community, but instead refersto “known or believed U.S. person data.
That leaves the breath of the recommendation uncertain. Does the term “U.S. person data” cover *
only information where a U.S. person is a communicant? Or does it also include information
about U.S. persons? Or docs it go so far as to refer.to data created by U.S. persons, which a

plain rcading of the term “U.S. person data” would suggest?

(FOHERANE) Although each potential meaning of the term changes the recommendation’s
operational impact, a few general observations can be made. First, requiring analysts to “tag or
take reasonable measures to identify known or _E;elieved U.S. person data™ injects uncertaint
| After all, what is an analyst to do if he is prefty
sure, but not certain, that information is “U.S. person data™? Is he to tag the information
regardless of his uncertainty (thereby introducing potential errors into the dataset)? Or is he to
ignore the tagging requirement unless he’s sure (which may not often be the case)? Oris the
analyst to research the question, perhaps poke around various datasets and see what he can find
about the communicant or information in question? Of course such research would seemingly be
to the detriment of U.S. person privacy, as it could well entail analysts learning /more about a
U.S. person or his information than in the absence of the tagging requircment. Moreover, some
research surely would be barred by policy and legal documents that seek to protect USPI —
introducing a compliance trap and yet more confusion into what an analyst is to do.
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(FSHSHANF) Second, the point of the tagging requirement is unclear. Analys'}s are already .
required to follow various procedures set in place to protect U.S. person pri\&'écy. For example,
the DoDM requires analysts to “[t]ailor queries or other techniques to the gredtest extent .
practicable to minimize the amount of USPI returned that is not pertinent to-tlje intelligence -
mission and purpose for the query.”" Consider the case of an analyst that run§ a query that -
returns information containing valuable foreign intelligence now tagged as “15.S. person data’”
To the extent the analyst could access that information as before, the new tagging requirement
creates no new restriction on the use, analysis, or dissemination of USPL. To the extent, though,
my colleagues in the minority believe the tag would preclude the analyst from accessing the
information, then the new requirement would have immensurable operational impact on the

agency’s ability to fulfill its primary mission to analyze and disseminate foreign intelligence
information, .

(FSHSHAH Third, the recommendation would fundamentally alter how analysts think about
traffic, requiring them to be on the lookout for U.S. person data early in data processing rather .
than trained on foreign intelligence information. And paradoxically for a:Board with the mission
to protect U.S. person privacy, the recommendation essentially calls for the creation of a
database of USPI. One where USPI presumably would be, thanks to the aew tag, easily

accessible and searchable with the click of a button. For those reasons and more, I respectfully
decline to join the recommendation. .

L]
u
L]
[l
']
I

(FSHSEHEE) Minority Recommendation 3. As explained in the Board’s,report, |

" By prioritizing forcign
“intelligence, the NSA de facto de-prioritizes other information, such as USPI containing no
forcign intelligence.

(TS7STA¥F) Minority recommendation 3 asks the agency to affirmatively de-prioritize USPI.
Yet, because information that contains USPI but no foreign intelligence already is de facto de-
prioritized, the recommendation would seem to affect only information that contains bot/ USPI
and foreign intelligence. For that subset of information, one of two things must be true. Either
the recommendation, if implemented, would have no impact, and the agency would prioritize the
information as before. In which case the game seems not worth the candle. Or the
recommendation would cause the information to be de-prioritized and, accordingly, potentially
not ingested. In which case, the recommendation strikes me as substantively problematic: the
NSA is authorized to collect foreign intelligence information, some of which will, inevitably,
contain USPIL. That is entirely expected, and is accounted for in executive branch and agency

' (U) DoDM at Section 3.3.0.(1)(b).2.

2 (U) See the analysis from the Report in Section IIL.A on page 16.
(U) d.



Doc ID: 6833919 Doc Ref ID: A6739548

procedures that implement privacy protections specific to USPI. Requiring the agency nof to
collect — and therefore not to be able to view or analyze — potentially valuable foreign
intelligence information because it contains some (unspecified and unviewed) USPI would harm
the agency’s ability to conduct its mission within its lawful bounds. Before agreeing to a
recommendation with the potential for such a sweeping effect, I would want to better understand
its rationale, its operational impact, and whether any upside would outweigh the potentially vast
cost of reworking the agency’s extant technology for link collection.
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Additional Classified Statement by Board Member Trav‘i%f LeBlanc

«
L]

(U) Introduction R

L]
-
L

(U) Today, | regretfully write in opposition to the release of a report that theformer majority of the
Privacy and Civil Liberties Oversight Board (“PCLOB” or “Board”) rushed last year to approve without *
adequate investigation, analysis, review, or process. While | remain grateful to our Board staff for the
many years of effort they have devoted to XKEYSCORE’s oversight, | had hoped that the former majonty
of the Board would have conducted a more thorough investigation of. this highly-classjfied survelllance
program that is unlikely to be scrutinized by another independent ouersnght authority in the near future.

e g s e

N
"EEagg o,
"= gt fm

(FS/SHAHREL) XKEYSCORE is a software platform that enables the National Security Agency‘ s (”NSA")'
s:gnais intelligence (“SIGINT”) analysts to conduct queries agalnst communications data that NSA

| I In that regard, | have no doubt that this ." -

sweeping surveillance program is worthy of our independent aversight. The mission 'of the Privacy angt
Civil Liberties Oversight Board is to ensure that the Executive Branch'’s efforts to proiect the nation frc:;m
terrorism appropriately safeguard privacy and civil liberties.> We do this best when we conduct a '
thorough investigation, review records that corroborate or contradict an agency’s ofal representations,
probe compliance infractions, rely upon evidence-based analysis to reach independ&nt conclusions, ::
identify technological and legal evolutions that are material to the program’s Iawfui_'ness, and produce®a

report that is as transparent to the public as possible. Today’s report unfortunately-fails along these

metrics.

(¥8) First, the Board attempts to explain an “analysis”* and “discovery”® tool, yet fails to inspect how

XKEYSCORE obtains its information.® This is especially concerningl s
| -
| ] Obviously, NSA can

process and query communications through XKEYSCORE only once it has access to those

communications. While collection and querying are separate activities, they are intertwined and both
are worthy of review for separate legal analysis, training, compliance, and audit processes. This is true

whether the collection and querying activities are performed by humans or machines. What may be a

reasonable amount of “incidental” collection in one program or activity may well be unreasonable in

other contexts.® Similarly, protections that are designed to mitigate incidental collection may be

! (U) PRIVACY AND CiviL LIBERTIES OVERSIGHT BOARD, REPORT ON CERTAIN NSA Uses oF XKEYSCORE FOR COUNTERTERRORISM

PurposEs 1 (2021) (“NSA Deep Dive”).
2 (U) NSA Deep Dive at 1.

3 (U) See generally 42 U.S.C. § 2000ee.
4 (U) NSA Deep Dive at 1.

5 (U) NSA Deep Dive at 2.

8 (U) NSA Deep Dive at 13.

7 (U) NSA Deep Dive at 18.
8 (U) See e.g., the surveillance conducted under a traditional wiretap as opposed to “upstream surveillance.”
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reasonable in one program or activity and unreasonab{e in other contexts. On thqse points and othens
the former Board’s report unfortunately reads’more liRe a book repprt summan? bf the XKEYSCORE .._

program than an independent oversight qnalys:s gra pphng with key t toncerns in th:s evolwng -
technological and legal landscape. R . . . .

*
» T . - =

{U) Second, the Board had the opportunzty to engage in ewdence—bqsed policy making; however, it
concluded a report lacking anal'ysls of the efficacy, costs, and beneﬁts of XKEYSCORE?

FFSSIE Third, the Boérd failed to adequately lnvest!gate the compilance program in place for . ::
XKEYSCORE. Unforturmtely, it appears as if NSA had not'ppepared a wWritten analysm‘of the legality of *
XKEYSCORE until prompted by the PCLOB.%® Unsurprlsm\gly, there was no mandatory-XKEYSCORE tra'Irnr'Ig
for NSA analyst& nor did the former Board majorlty-agree to follow up on any of th of
comphance-lncldents that were reported to us.!! The NSA reported, far example, that in 2019, there
werg KKEYSCORE compliance incidents qnd thatﬁlhese werg deemed to cbnstitute .
“Questionable Intelligence Activities”—a tgtm used by the Departmerit of Defense to signify thatan * ©
action may have resulted in illegal survesnance or improper review of t.S. person communlcatlons r But

the Board refused to inquire into any’of these compliance incidents orDU S. pel;son XKEYSCORE
gueries before issuing this report.'

(U/ &) Fourth, | joined fellow Board Member Ed Felten in offering three addijtighal
recommendations for the réport.” These important recommendations involve

afk a n w3 A=

and the affirmative de-prioritization of U.S. person informatiom. These are three
important recommendations that should have been adopted by the full Board.

(U) Fifth, the former majority has also failed its mission to inform the public about dur work. Our
authorization statute directs us to make our reports, including our reports to Congr}ess, “available to the
public to the greatest extent that is consistent with the protection of classified information and

[]
=
[
-
=

Privacy AND CivIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT SURVEILLANCE PROGRAM DPERATED PURSUANT TO
SECTION 702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE AcT 7-8 (2014}, See alsa DaviD KRis AND |..DauGLAS WILSON,
NATIONAL SECURITY INVESTIGATIONS AND PROSECUTIONS § 3:2 (3rd. ed. 2019). :
? (#8) The report mentions NSA’s various evaluative judgements on items such a but asks no
questions on metrics, when and why and no
discussion of data or variables. See NSA Deep Dive at 16. The lack of eff-icacy is in stark contrast to previous reports
issued by PCLOB, See PrivacY AND Civit L1BERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT'S USE OF THE CaLL DETAIL
Recorps PROGRAM UNDER THE USA FREEDOM AcT 63 {2020), See @/so PRivACY AND CVIL LIBERTIES OVERSIGHT BOARD, REPORT
ON THE GOVERNMENT'S USE OF THE CALL DETAIL RECORDS PROGRAM UNDER THE USA FREEDOM AcT 2020 13 (2014); PRivACY
AND CIVIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT SURVEILLANCE PROGRAM OPERATED PURSUANT TO SECTION
702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE AcT 158 (2014).

10 {U) See (k) Nat'l Security Agency, Legal Analysis of XKEYSCORE, Jan. 20, 2016 at 5 (“NSA Legal Analysis”).

11 {1J) NSA Deep Dive at 35,

12 {U) Questionable Intelligence Activities (QlA) defined as “any intelligence or intelligence-related activity when
there is reason to believe such activity is unlawful or contrary to an E.O., Presidentiai Directive, IC directive, or
applicable DOD policy governing the activity.” Department of Defense, DOD Directive 5148.13: Intelligence
Oversight 16 (“DOD Directive 5148.13").

13 {U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive; Phone Call re; XKEYSCORE
Dec. 14, 2020,

14 (U} NSA Deep Dive at 50-51,

12 (U} NSA Deep Dive at 50-51.
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applicable law.”*® Here, the Board has made no effort to seek declassification of thé:'report any por{ions
thereof, or any materials that the Board reviewed. This is inexcusable. Although the publlc will not I';ave
access to a public report, | plan to publish an unclassified statement to be released aaong with whatél\ler
version of the report is ultimately made public—even if the report is all or nearly all :edacted Itis =
critical for the public to know that at least one Board Member has ssgmﬂcant concerns aboutthe I
operations of XKEYSCORE and the content of this report. .

(U) Lastly, | have serious concerns about the unconventional process that the former'major[tv folloWed
to approve and release this report. To be clear, despite my repeated requests, the cq-rrent Board ha-sbot
voted to release this report nor to include the statement of a former member. The résult is that toda!
the former Board releases an inadequate report that reflects its faliu.re to engage in e;ffectwe oversngh-t

(U) Despite such critiques, | again commend the professional staffmust be commendbd for their _- .
diligent, hard-working, and proficient work. They were critical to.moving this report f.orward and | jbin:
my fellow Board Members in thanking them for their professmnallsm and their dediq,atlon to the Bo.arzi s
mission. i . s

(F5HSHHRED A Failure to Investigate ‘ ]

{(TS77SH/REL) First, | voted against the XKEYSCORE repaft because the former majority failed to

adequately investigate or evaluate NSA’s collection activities| .

While XKEYSCORE itself is a software program capabie of discovering and extracting signals intelliggnce:
| = it is clear that NSA must gather of collect that signals

intelligence from somewhere—in the United States or abroad. The former Board decfined to review thé_:

agency'’s collection activities.*® | disagree with that decision becausel . I -

PR RN

L

iy
-
~

16 (U) 42 U.S.C. 2000ee(f)(1).

17 (U) NSA Deep Dive at 18.
18 () NSA Deep Dive at 18.
19 (U) NSA Deep Dive at 18.

0 (U) NSA Deep Dive at 18 n.32.
2
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22{ .

compliance approach to the risks of “incidental” collection that relles upon ats-b‘ack—end mmlmtzaﬂ'on.
processes to address overcollection: “Any incidental U.S, person mformatlon wﬂl be handled conq'i!-tent

with the Classified Annex to the Department of Defense Manual 5’240 01.7% .T h:s however, mlssekvthe
point. . .,-q_- .

L

(FSibbREE) The enhanced risk to the privacy of U.S. persons w'hose cnmmunlcatlons maybe " faa’
intercepted |nC|denta|-Iy are not just greater when .
but also when NSA

. . .
I I- :: "
ﬁ . :-
FM -
2 (U} Phone Call re: XKEYSCORE Dec. 14, 2020, o

24 (U) PCLOB Questions received on Sept, 14, 2020 regarding XKEYSCORE Deep Dive; Department of Defense,
Maaugl 5240.01, Procedures Governing the Conduct of Intelligence Activities {2016},

LS
25

L ' i

»
u---nsunu-l"

" (U} Phone Call re: XKEYSCORE Dec. 14, 2020,
%8 (U) NSA Deep Dive at 13-15.

9 (U) NSA Deep Dive at 13-15,

3 {U) NSA Deep Dive at 13,
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FREbfEREE), ThE NSA and former Board majority disregar.d the risks associated with : :

nd the associated hargreto the privacy ang civil liberties of U.S. pel:son's as being

indistinguishable from the risksand harms associate'd with | I. As txplained above, |
disagree. In my view, the jmability to address copcérns around *
LY lare serious deficiencies with the report. The Board®

should have worked with NSA to analyze the likelihood of collecting U.S. person information at
| J recommended that the agency document whenever an analyst or other personnel
hecomes reasonably aware that U.S. person information is collected and/or analyzed from any

coliection site, and established appropriate minimization procedures before this data ever gets ingested
into XKEYSCORE.

[~ 1The NSA’s legal analysis and former Member Aditya Bamzai’s exegesis® on the Fourth Amendment
bath disregard]

31 {U} Phone Call re: XKEYSCORE Dec. 14, 2020.
32 {U) NSA Deep Dive at 13-15. .
5 {U) | often urge my colleagues that we should exercise caution in expounding on the constitutional analysis of 3
program, particularly when the Supreme Court has not directly spoken to an issue. See PRIVACY AND CivIL LIBERT/ES «
OVERSIGHT BOARD, REPORT ON THE GOVERNMENT’S USE OF THE CALL DETAIL RECORDS PROGRAM UNDER THE USA FREEDOM Act,
74 {2020). | do, however, feel compelled to reply to former Member Bamzai's statement where its conclusions -
could be misconstrued. For instance, it is my understanding that the Supreme Court has left open the question oF
whether there is a “foreign intelligence exception” to the Fourth Amendment. | am mindful to exercise caution im |
expanding any special needs exception to the Fourth Amendment. Such a malleable exception is at risk of not only

»
[]
3
[
-
[
a
-
.
[ ]
n
[
[l
]
-

expanding the Fourth Amendment beyond the expectations of the Founding Fathers, but also of expandingit -,
beyond the literal text of the Amendment. Such an expansion risks sweeping into its ambit numerous activities |+
sotely because they are un-favored today. Thus, | tread cautiously and inspired by the wisdom of lustice Marshal, .
who wrote in Skinner v. Railway Labor Executives’ Association, “There is no drug exception to the Constitution, apy
more than there is a communism exception or an exception for other reat or imagined sources of domestic unrest.
[A]bandoning the explicit protections of the Fourth Amendment seriously imperils; the right to be let alone—the, "
most comprehensive of rights and the right most valued by civilized men.”” Skinner v. Railway Labor Executives’ -

Ass’n, 489 U.S. 604, 641 {1989} {Marshall, J., dissenting) {citation omitted) (quoting O/mstead v. United States, 27:2

U.5. 438, 478 {1928) (Brandeis, 1., dissenting)}. A
3 (1) See Statement of Former Board Member Aditya Bamzai. While | appreciate the thoughtfulness that former .

Member Bamzai devoted to his Fourth Amendment analysis, it is worth noting the lack of any application of that ::
analysis to the facts of XKEYSCORE. ;

*, (S7RE) NSA Legal Analysis at 54 ]

se ganerally Statement of Former Boasd-\Member AdityaBamaak « « = % 2
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36 &4 Farmer Member Bamzai begins his discussion by relying on|

s well as United States v. Verqugo-Urguidez where the

central issue was a warrantless search of a non-resident person outside the United States: See Statement of

Former Board Member Aditya Bamzai at 3-4.
37 {U) NSA Deep Dive at 18.

38 {1J) NSA Deep Dive at 18.

3 {U) NSA Deep Dive at 18, ;

40 {U)I

i {b) {3}-P.L.
4 {U) NSA Deep Dive at 18. .. {b) {5}
42 (U

B6-36

a3 {U

g
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# {L}) NSA Deep Dive at 18, Seg|
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a6 (U)

47 (U} NSA Deep Dive at 18.
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(Fsrystyner)

&5 Setting aside the tegal distinctions between the XKEYSCORE collections and Title li or traditional FISA
collections, the capabilities of modern electronic surveillance are more vast than the technologies
discussed 40-50 years ago in Smith v. Maryland and Katz v. United States.*® Any legal analysis must
account for how these new capabilities create emerging privacy harms, which themselves pose new
legal challenges: for example, the extent to which machine surveillance is the same as human
surveillance; the extent to which the aperture of collection and amount of data intercepted
fundamentally alter the reasonableness analysis; the extent to which the Mosaic Theory is implicated,
and how to apply recent Supreme Court decisions in digital surveillance cases like Carpenter v. United

States and Riley v. California.”’

&} All of the cases relied upon by former Member Bamzai assume the Fourth Amendment is triggered
once a human reviews intercepted communications.® The unstated assumption is that machine
collection and analysis of U.5. person communications does not trigger the Fourth Amendment until a

“8 {U} Statement of Former Board Member Aditya Bamazai at 6-7, 9; {SFF NSA Legal Analysis at 5.
B{U) See e.g.]
50 {U} NSA Deep Dive at 13-15, .

5t {U) NSA Deep Dive at 25,
°2 {U} See the surveillance at issue inf .

= - .
54 (U‘ . -

*{U) Smith v. Maryland, 442 U5, 735 {1979), Katz v. Umted States 389 U.S. 34'7 7 (1967).
57{U) Carpenter v. United States, 138 S. €. 2206 (2018), Riley v. California, 573 1.5. 373, 381 (2014).
%8 @ Former Member Bamzai appears to ptgvide an gnalysis resting on traditiohal electronic surveillance t:onc"bpts i
and capabilities where the government collects mfopmat:on fromgne telephone line with two communicants. -' *
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human actually reviews those communications, or at Ieast the communications that ark flagged by th
machine for subsequent human review. My concerrr, howaver is that the machine’ !‘.*revrew is the
substantial equivalent of a human review, albeit yastly more efficient. That the machme flags only
suspicious communications does not mean that the intrusion is any less™for gH the other ;
communications or if they had all been rewewed by a human. Thus, the questldn presents itselfof ¥,

whether the Fourth Amendment can be trlgged by a government (hurpan) difected-but-machine- ::
operated collection and analysis toof—even if it does not directly resu1t in a.flag of suspicion for -:’

immediate human review. As surveillgfice technologies have evolved massive votumes of bulk data caﬁ
be processed efficiently and at a scal'e that would be 1mp055|h.lé or absurd[y tmpractlcaJ for humans to.'

perform. This can be even more snvaswe from a Masaic Theory framaworl(when machjines are :

59 p . o

efficiently amassing and ana!yzmg disparate data. | . . | _.:,

I | it stands to reason that algorlthms-are not separate ent:tles from thelr- .

human overseers.® When a human creates, directs, “or mstructs-an algarithm, the aiganthm is acting d‘s .
a government actor engaged in the collection and search of mtercepted communications. Thus, there'
are two independent analyses that should have been performed in the XKEYSCORE cantext: one .:
involving collection and the other involving querying with a recognition of the roie of fnachines in ‘-
triggering Fourth Amendment scrutiny: in the XKEYSCO BE context, this means that ap"evaluation of th'.
Fourth Amendment consequences should be analyzed 4t the point of initial collection
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(FSHStARER XKEYSCORE 45 one tool that NSA has available for its human and machine analysts to
efficiently digest} . .

.

the report notes, XKEYSCORE

.
-

. JWith access to such|
the privacy risks associated with even disparate collection of seemingly banal information

Nowhere is there a discussion by former Member Bamzai on the unique technical aspects of XKEYSCORE coliection.
Statement of Former Board Member Bamzai at 5 citing$"l believe the same basic analysis
remains relevant today.”); See aiso former Member Bamzat's reliance on cases like United Sates v. Verdugo-
Urquidez, 494 U,S, 259 (1990); United Sates v. Donavan, 429 U.S 413 {1977)}; United States v. Kahn, 415 U.5, 143
{1974), Statement of Former Board Member Bamzai at 5. Even when former Member Bamzai discusses more
recent case law regarding Section 702 surveillance, there is littie-analysis of the initial surveiltance collecting the
communications at issue nor the breadth and depth of “upstrearh surveillance” as released in the Board's Report
on the Government Surveiflance Pragram Qperated Pursuant to Section 702 of the Foreign intelligence Surveillance
Act {2014). id.; PRIVACY AND CiviL LIBERTIES OVERSIGHT BOARD, REPORT DN THE GOVERNMENT SURVEILLANCE PROGRAM
OPERATED PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT 158 (2014}, Former Member Bamza}
is singularly focused on post-acquisition protections: “Ultimately, this analysis {in whether XKEYSCORE complies
with the Fourth Amendment] likely turns on whether NSA adequately protects any U.S.-person communications
processed by XKEYSCORE from misuse.” Statement of Former Boatd Member Bamzai at 17.

* {U) Orin S. Kerr, The Mosaic Theory and the Fourth Amendment,"MicH. L. Rev. 111:311-354 {2012); Paul S. Ohm,
The Many Revolutions of Carpenter, HARVARD J. OF L. AND TECH. 32: 158-416 {2019); Danielle Citron and David Gray,
The Right to Quantitative Privacy, MiNN. L. Rev. 98:62-144 (2013). ©

€ {U) FrANK PASQUELE, BLack Box SOCETY: THE SECRET ALGORITHMS THAK CONTROL MONEY AND INFORMATION, HARVARD

UNIVERSITY PRess {2015). See also Danielle Citron, Technological Due’Process, 85 WasH. U. L. Rev. 1249 {2008).
& {U) NSA Deep Dive at 25. .
82 () 1d.

{(b) {3})-P.L. B6-36
{b} {(53)
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are present: “[w]hat may seem trivial to the uninformed, may appear of great.moment to one who has a
broad view of the scene.”® The ability to sample significant amounts ofdata; send the datato a N
database with an analytical tool; have that analytical tool monitdr all information {hgested into it; and

then have the analytical tool assist human analysts te reView retrospective communications, email .
attachments, metadata, and other information is profound.® . -

scholars have noted that predictive algorithms pose unique harms to privacy
interests.®® Many of these algorithms automate the process of identifying su.spicious individuals from
data.®” Artificial intelligence and machine learning act as a steroid of sorts :i'llowing for humans to
increase both their breadth and depth of surveillance. Artificial intelligence and machine learning
concepts like autonomous discovery and targeting of data as well as predictive decision making could
serve as an all-seeing eye presenting new, unique privacy and civil liberfies harms.

(Fs/4stREL) Unfortunately, former Member Bamzai’s Fourth Amendghent analysis fails to account for
the factors that make XKEYSCORE different from other surveillance tg¢chnologies considered by courts i

the last century.®® Factually, it incorrectly assumes that .
| ? Legally, it glosses around Fourth

Amendment issues at the point of collection, machine surveillance, and the impact that the Mosaic
Theory and more recent case law around digital surveillance have on programs like XKEYSCORE,™

n

(U) A Failure to Investigate: Cost-Benefit Analysis and Efficacy of the
Program

5 Second, it is basic that oversight of a government program should include an evaluation of the
efficacy of the program, including at |east an analysis of its costs and benefits.”* | voted against the
report because the former Board failed to evaluate the efficacy of XKEYSCORE through a cost-benefit
analysis or otherwise. In the past, the Board has included an efficacy analysis in all three of the major

&3 (U) CIA v. Sims, 475 U.S. 159 (1985); United States v. Maynard, 615 F.3d 544 (D.C. Cir. 2010).
8 (U) It is even more profound in light of the Mosaic Theory. See (U) Orin S. Kerr, The Mosaic Theary and the Fourth
Amendment, MicH. L. Rev. 111:311-354 (2012); Paul S. Ohm, The Many Revolutions of Carpenter, HARVARD J. OF L.

AND TEecH. 32:373-73; Danielle Citron and David Gray, The Right to Quantitative Privacy, MINN. L. Rev, 98:62-144
(2013).

s (9)] |

.

& (U) Id. See also Michael L. Rich, Machine Learning, Automated suspicion Algorithms, and the Fourth Amendment,
U. Penn L. Rev. 164:872 (2016). .

67 i 4 “
(U) See id. =

%8 (U) See supra n.50. (b) (3)-P.L. 86-36

& (U) See supra n.27.

70 (U) See supra n.55.

" (U) Council of the Inspectors General on Integrity and Efficiency, Quality Standards,
https://www.ignet.gov/content/quality-standards.
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oversight reports that we have released.”” One would expect that after five years of investigating
XKEYSCORE, the former majority would have some sense—even a rough one—of how much the
program costs financially to operate, how many U.S. persons have been impacted by XKEYSCORE, how
much data the program collects and analyzes, how widely information analyzed through XKEYSCORE is
shared, the number of lives saved, the number of terrorist events averted as a result of XKEYSCORE, or
at least have more than just two counterterrorism examples of the “Operational Value” of the program,
particularly given how “powerful, ingenious, adaptable, and customizable” a tool at least one Member
apparently concludes that it is.”

(For-istREE) Effective oversight necessitates a robust investigation into the efficacy of the programs we
oversee. The Board’s former majority has failed to do that. To accept two examples of “Operational
Value”” and conclude confidently that XKEYSCORE is “highly effective”” is incredible, especially when
the former Board never investigated what makes a “highly effective” surveillance tool and the former
Board has not defined what it would take to constitute such a success. Indeed, when | insisted that we
ask the NSA to consider what statistics or descriptions they could provide to address the “cost and
value” of XKEYSCORE, the agency admitted that it had not performed any such analysis and that “it
would be difficult to pinpoint any one cost or benefit” of the program.”™ We should not have
prematurely terminated our investigation of efficacy to rush to a vote on this report before the end of
2020. The former Board, along with the NSA, could have, and should have, engaged in a robust dialogue
on the metrics, variables, and key computational questions concerning the efficacy and effectiveness of
this “powerful” surveillance tool.”” Unfortunately, that dialogue and evidence-based policy analysis did
not occur.

(U) The Lack of a Robust Compliance Program

(U) Third, | voted against the report because the former Board majority sought to issue it without
completing diligence on NSA’s compliance efforts, including its legal analysis, policies, training,
compliance, and auditing.

(U/ H8E8) A primary step in any compliance program is a legal analysis of the program.” The legal
analysis that sets forth the authorities and limitations of a program typically forms the foundational
basis necessary for the development of compliance policies and procedures. Surprisingly, NSA
apparently did not draft any formal legal analysis of the program until asked by the former Board in

72 (U) PRIVACY AND CIVIL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT’S USE OF THE CALL DETAIL RECORDS
PROGRAM UNDER THE USA FREEDOM AcT, 2020 13 (2014); PrivAacY AND CiviL LIBERTIES OVERSIGHT BOARD, REPORT ON THE
GOVERNMENT SURVEILLANCE PROGRAM OPERATED PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT
158 (2014); PrivACY AND CviL LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT’S USE OF THE CALL DETAIL RECORDS
PrROGRAM UNDER THE USA FReeDOM AcT 63 (2020).

3 (U) Additional Views by Chairman Adam Klein at 1.

7 (U) NSA Deep Dive at 29.

75 (U) Additional Views by Chairman Adam Klein at 1.

76 (U) NSA Correspondence with PCLOB, Sept. 21, 2020.

7 (U) Additional Views by Chairman Adam Klein at 1.

78 (U) See generally INT'L AsSN. OF PRIVACY PROFESSIONALS, PRIVACY PROGRAM MANAGEMENT (2nd. ed. 2019); Nat'|
Institute of Standards and Tech., NIST Privacy Framework: A Tool for Improving Privacy Through Enterprise Risk
Management, 11 (Jan. 16, 2020).
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2015.7 It is, of course, concerning that a surveillance tool as “powerful” as XKEYSCORE Was

conceptualized, coded, implemented, and then executed without any initial written legal analysis.™

(U/#S484 Setting aside that NSA’s legal analysis was first written in January 2016, it is equally
concerning that the agency apparently has not updated that written legal analysis since then.” The 201!5
analysis fundamentally rests on decades-oid Supreme Court precedent from Verdugo-Urquidez, Smith,
Katz and two DOJ legal memoranda from the 1980s to assert that collection and use of XKEYSCORE is

consistent with the Fourth Amendment.?? The 2016 analysis {acks an analysis of recent relevant Fourth

Amendment case law on electronic surveillance: Carpenter, Riley, United States v. Jones, and United
States v. Maynard need to be considered.®

T LI TELE L Ly

[FS7FaAREY) The 2016 analysis also fails to discussl

{U) The deficiencies in NSA’s legal analysis were as apparent to the former Board as they are to me.
Thus, | am glad that the former Board has recommended that NSA update its legal analysis and
identified several key constitutional and legal issues that NSA should consider when it does prepare a
satisfactory legal analysis of the XKEYSCORE program.®

{U//Pee®) Given the apparent lack of a legal analysis prior to our investigation, it should come as no

surprise that NSA does not currently require analysts to receive privacy and civil liberties comptiance
training tailored to XKEYSCORE.®

{SiratiREr) While NSA does require all personne! with the ability to review raw SIGINT data to complete
online training and competency testing prior to accessing data in XKEYSCORE, the privacy and civil
liberties components of those trainings are minimal and not specific to XKEYSCORE.®? NSA’s optional
XKEYSCORE-specific trainings are equally deficient in their treatment of privacy and civil liberties.®

(U} The former Board asked NSA to provide any “{llegal analysis by the NSA and Department of fustice regarding
the use of XKEYSCORE's analytic functions and its consistency with statute, executive order, and the Constitution.”
PCLOB Document Request to NSA, Dec. 15, 2015.

& (1} Additional Views by Chairman Adam Kiein at 1.
81 (k) NSA Legal Analysis.

2 (U} United States v. Verdugo-Urquidez, 494 U.5. 259 (1990); Smith v. Maryland, 442 U.5. 735 (1979); Katz v.
United States, 389 U.S. 347 (1967}; (Pafrstrne] {

L]
=
-
.
-
-

8 {U) Carpenter v. United States, 138 5. Ct. 2206 (2018); !'Weyv Cafifornia, 573 U.9. 373 (2014); United States v.
Jones, 132 S, Ct, 945 (2012); United States v. Maynard, 615 R3d 544 {D.C. Cir. 201(1)

84 donit™ NSA Legai Analysis. .
35 (U) NSA Deep Dive at 46. . .
35 {U) NSA Deep Dive at 35. (b} (1)
87 (U} NSA Deep Dive at 35 n.72 and 73.
b) {(3)-18 UsSC 798
88 (U} NSA Deep Dive at 35. (b) {3)

(b} (3)-50 USC 3024 (1)
(b} {3)~P.L. B6~-36 11
(b} (5)
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(b) (1)
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L
{U/#9H8] One would have expected, however that there would be-mandatory, robust doripliance

training tailored to XKEYSCORE given how poWerfuI ofatoolitis. -« o
- * -3

{S7/stRED | am pleased that my coEieBgues have recommended that NSAJhandafe.Spelelc-XKEYSCORE
compliance training.?® But this racbmmendatson does not go far enougl:mn my v;ew The ":
recommendation unfortunatéiy provides no guidance on the conl'ent ‘of that‘-tra;,mng, whtch should, ata
minimum, include a preséntation on the privacy risks assouated.thh th-e.ct)lieptton and han't!lmg of U.5.
person informatigr, limitations on the collection and query&pg o'f u.s. person.-lnformation compitance

standards for, YKEYSCORE queries|

- Ll

. s * » t

[ Analysts should also be required to retr‘ath on XKEYSCDRE campilance
periodically—whether after an identified time penbd has ela;&sed after.a serious compltanc,e incident
{such as a Questionable intelligence Actawty)f“ after a substanﬁal update'to XKEYSCORE's capablilttes
and/or upon legal developments (such as ‘Réw judlmalprepadent or a redevant change to a,n NSA policy)

warranting further instruction on con‘\pﬁance o

Q

. *

v ¥
. . »
. . A L}

- ]

) Additionally, 1 am trouﬁied that the ,fbrrperBoard mgforjty failed to |nVestlgatEof

serious compliance lnt:ldents.lhvoivmg XKEYSCORE prior to aﬁr'rovrng the report. During the former

Board's investigation, w'e, fearned in November-2020 that

compliance incident reports dccurred in

20192 Of those E[X-KEYSCORE lnctde.ntsm.vere deerfied upon agency review to |nvo!ve activities
that may have viokated law or NSA p-ficy,,also known as,4 Questionable Intelligence Actw;ty or “QIA."%
That is oveEof incident repof®s in a ‘one-year perigH. Obviously, violations of U.S. law and the
known collection or processang.of u. S person information are serious compliance issues. Yet, the former
|As prior to approving the repor}, nor did the

majority did not request Informatlon oh any of thege

former Board request equ‘lvatent‘ data about com.phance incidents in any other year.®

PSSk ) Compilance questlons persist beyond the issue of QlAs. For instance, the former Board also
uncovered that ouérD'U S. person querles were conducted through XKEYSCORE in only a9 month
period betweenJanuary 2020 and September 2020. While NSA represented that the searthes were
mostly * ]the agency could not provide the former Board with the legal

L]

justifications for each of these queries because “NSA would have to manually review all
justifications . . . and categorize them.”** The former Board should have sought a manual review of the
.S. person gueries, or, at least reviewed a subset of these U.S. person queries before issuing its

8 {U) NSA Deep Dive at 48.

% {U) Questionable intelligence Activities {QJA) defined as “any intelligence or intelligence-related activity when
there is reason to believe such activity is unlawful or contrary to an E.O., Presidential Directive, IC directive, or

applicable DOD policy governing the activity.” DOD Directive 5148.13 at 16.
%1 (U} PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive, Answer 2(b){i}; See also NSA

Briefing on XKEYSCORE {Feb. 7, 2013}.

%2 {1)} PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive. See supra n.90.

% (U} The behavior is in stark contrast to the former Board’s approach in its 2020 Report on the Government’s Use
of the Cail Detail Records Program Under the USA Freedom Act where it engaged in rigorous analysis into the
efficacy of the program. There, the Board dedicated an entire section of the report to discussing compliance
incidents: “Root Causes of the Compliance Incidents and Date Integrity Challenges.” See PRIVACY AND CIVIL LIBERTIES
OVERSIGHT BGARD, REPORT ON THE GOVERNMENT’S UsE OF THE CaLL DETAIL RECORDS PROGRAM UNDER THE USA FREEDOM ACT

63 {2020).

% (U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive.
% {U) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive,

12
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report. The lack of follow-up on:compliance incidents and:'o'.f U.S. person=queries

are deeply concerning for an oversight Board tasked with ensuring “that privacy and civil liberties are
appropriately considered in the development and |mplementat|on of Ieglslaﬂon regulation, pollmes and
guidelines” to protect the nation from terrorism.? . .

5 L]

et (2 The lack of satisfactory legal analysis, insufficient training, :of complia;lce reports, ahd the
former Board’s inability to investigate critical privacy and civil liberties issues all shine poorly on t_he

former Board’s credibility and ability to conduct itself as an oversight body. It is disheartening that the
former majority has failed to conduct this basic oversight in a rush to publish this réport.

(U) The Board Failed to Adopt the Minority Recommendat:ions

{TS77SH71F) Fourth, the former Board'’s report fails to adopt three important recommendations that
Board Member Felten and | submitted involving NSA’s capacity .
| and

- - TR - =
the affirmative de-prioritization of U.S. person information. (b) (3)-P.L. 86-36

(U/H=848) | join Member Felten’s discussion of our additional recommendations in his geparate
statement and also note that while inadvertently or incidentally intercepted communicgtions of U.S.
persons is a casualty of modern signals intelligence, the mere inadvertent or incidental-n_:ollection of
those communications does not strip affected U.S. persons of their constitutional or other legal rights.*®
Even NSA’s Legal Compliance and Minimization Procedures (United States Signals Inte.IIi'gence Directive
SP0018) recognize that inadvertently collected U.S. person communications “will be promptly destroyed
upon recognition, if technically possible” (except in a few enumerated circumstances sfich as a threat of
death or serious bodily harm).* Setting aside whether known U.S. person communfcations should be
retained at all, Member Nitze apparently takes issue with the minor effort that it would take for an
analyst to tag data known or believed to constitute U.S. person information £ |
I_IEhat may be retained
and queried for five years (as of now).":"a Member Nitze does not argue that the tagging requirement she
opposes would be unreasonable or unduly burdensome on analysts.'®™ Nor could she. The
recommendation does not require NSA analysts to take any actions in seeking to identify U.S. person
information, nor does it require NSA to substantively amend its minimization procedures.'® But as the
NSA has itself explained, “NSA is required by its Attorney General approved minimization procedures to
make reasonable efforts to reduce to the maximum extent practicable the number of non-foreign
communications acquired during SIGINT operations.”*® The creation and use of a U.S. person

% (U) 42 U.5.C. § 2000ee(c)(2).

%7 (U) NSA Deep Dive at 50-51.

% (U) U.S. v. Warshak, 631 F.3d 266 (2010); Berger v. New York, 388 U.S. 41, 59 (1967); Katz v. United States, 389
U.S. 347 (1967); 18 U.S.C. § 2518; 50 U.S.C. § 1805, § 1824,

% (U) Nat'l Security Agency, United States Signals Intelligence Directive SP0018: Legal Compliance and U.S. Persons
Minimization Procedures § 5.4(b)(1), Jan. 25, 2011 (“USSID 18").

100 () Statement of Board Member Janie Nitze at 1.

10t (U) Statement of Board Member Janie Nitze at 1.

102 (J) NSA Deep Dive at 50-51.

103 (Guklii=) NSA Legal Analysis at 7.

13
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information tag is clearly reasonable and this is particularly so when the objective is to reduce the :
collection and retention of U.S. person communications to the maximum extent possible. M
»

ErSFES P It is also equally apparent that communications an analyst knows or reasonably believes to -
constitute U.5. person information should be treated as such. Member Nitze postuiates, “[W]hat is an -
analyst to do if he is pretty sure, but not certain, that information is ‘US person data’?*'® My answer is -
simple: tag it as U.S. person information. We can easily draw from familiar common law or Section 702 !,
principles {for example) to understand that tagging should occur upon a reasonable belief that that the:
communication includes U.S. person information; certainty is not required.®

{U} Even the NSA concurs, “A person known to be currently outside the UNITED STATES, or whose
focation is not known, will not be treated as a U.S, PERSON unless such person is reasonably identified .
as such or the nature of the person’s communications or other indicia in the contents or circumstances
of such communications give rise to a reasonable belief that such a person is a U.S. PERSON.”%

[FS7AStANF) Of course, the tagging of communications as U.S. person information is not a license to
create a “database of USPI” as Member Nitze seems to fear.™’ Recommendation 2 intends to minimiz
U.S. person information from being analyzed by XKEYSCORE, reviewed by additional NSA analysts, .
retained in violation of controlling legal authorities, and inappropriately disseminated to other agencigs.
Given that NSA has implemented minimization procedures and also complies with Section 309 of the *
Intelligence Authorization Act of 2015, the agency should put in place a compliance process to reviev\f
the tagged communications and appropriately dispose of them or otherwise minimize the sharing of »
those communications.'® The recommendation would require NSA analysts to ensure U.S. person .
information reasonably known to them is tagged.'® Once that is done, NSA’s existing compliance and
auditing system could apply itself. Incidentally, | note that the mandatory tagging of U.S. person
information will also have utility for compliance and oversight insofar as there will be data on the :
prevalence of U.S, person information processed through XKEYSCORE—an estimate NSA is apparentfy

unable or unwilling to provide today.'* .

(Ts77S118) The third recommendation that Member Felten and | issued seeks to mitigate the harm of
incidental U.S. person collections by requiring NSA to affirmatively de-prioritize U.S. person information
processed by XKEYSCORE.'!* Although Member Nitze objects to this recommendation, the mere fact

that I I

@ % W B F % ®w 4 W 4 & B 3 E & 2 B N F N W E N EE NS S EE BN RSERSEEEF

19 {U) Statement of Board Member Janie Nitze at 1.

185 {1} Nat'l Security Agency, FISA Section 702 Minimization Procedures § 2{k){2} [2015).

196 (U USSID 18 § 9.18(e}{2).

197 {U) Statement of Board Member Janie Nitze at 2.

188 (1) Intelligence Authorization Act for Fiscal Year 2015, Pub, L. No. 119-213 {2014); See generaily U5SSID 18.
1% {1J) NSA Deep Dive at 50-51.

10 1)) PCLOB Questions received on Sept. 14, 2020 regarding XKEYSCORE Deep Dive.

11 ) NSA Deep Dive at 50-51.

Y2 11} Statement of Board Member Janie Nitze at 2,

13 {U) NSA Deep Dive at 16 n.24,

14
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The NSA now apparently uses| o A B . |
| o g B |
E11-4 Given the massive amount of data that XKEYSCORE digests, | believe our modest

proposal to affirmatively de-prioritize U.S. person information is a reasonable protection against the

privacy risks associated with incidental collection.

(U) The Board Failed the Public

(V) Fifth, the former majority of the Board has also failed in its mission to inform the public about our
work. Our authorization statute directs us to make our reports, including our reports to Congress,
“available to the public to the greatest extent that is consistent with the protection of classified
information and applicable law.”*”® Here, the Board has made no effort to seek declassification of this
report, any portions thereof, or any materials that the Board reviewed. This is inexcusable. Although the
public is not apparently expected to have access to any of the report, | will publish an unclassified
statement to be released along with whatever version of the report is ultimately made public—even if
the report is all or nearly all redacted. It is critical for the public to know that at least one Board Member
has significant concerns about the content of this report and the operations of the program.

(U) In addition to our statutory mandate, there are very good policy reasons for why our Board’s
activities should be as transparent as possible. Transparency encourages accountability. When the
PCLOB publicly releases its reports, it allows the public and other external stakeholders to engage with
material that is often kept under classification and out of the public eye. It allows academics and
journalists to further investigate potentially wasteful or unlawful government surveillance. It allows civil
society to advocate for new policy positions. And it allows Congress to further oversee and legislate
changes to the law. All of these actions engender public trust that there is sufficient and adequate
oversight of national security programs and activities.

(U) The public is rightfully worried about secret surveillance programs. By being transparent with our
reports and activities, PCLOB ensures the public understands oversight is occurring and that privacy and
civil liberties harms are being addressed.

(U) Transparency encourages credibility. A thorough report increases PCLOB’s credibility to provide
constructive criticism to agencies engaged in practices with a potential for significant privacy and civil
liberties harms. It also encourages credibility in NSA itself as the agency listens, responds, and
incorporates feedback—not just from the Board, but from an informed democracy. It is unfortunate the
Board has failed to seek declassification of even discrete sections of this report. As we have been
directed by Congress, | urge the Board to request declassification of its report and release as much
information to the public “to the greatest extent that is consistent with the protection of classified

information and applicable law.”**®

114 (U) NSA Deep Dive at 16 n.24.
115 () 40 U.S.C. § 2000ee(f)(1).
18 (U) 1d.
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(U) Procedural Issues Plague the Report

(U) Finally, | have several concerns about the Board process that was followed to apparently approve
the unfinished report. In a December 2020 Board meeting, the former majority sought to vote on the
then-unfinished XKEYSCORE report. During the Board meeting at which the vote was taken, we spent
several hours discussing the revisions to the body and recommendations that would need to be made to
the report. Instead of completing those revisions and then providing sufficient time for Members to
review the report and prepare their statements before voting, the former Board majority sought in that
meeting to approve the report for this project, ostensibly foreseeing the expiration of former Member
Bamzai's term at the end of December. Literally on the evening of December 31, former Member
Bamazai circulated his statement. Subsequently, the new Board convened in January and the Chairman
submitted his own intention to resign the same month (although he has not departed the agency thus
far). Recognizing that the current Board has not voted on a report that we are still considering for
revision as | draft this statement, | have repeatedly requested a vote by the current Board on the final
version of this report, including all final statements of current Members as well as a vote on whether to
include the statement of a former Member. The current Chairman has created a legal fiction to compel
the issuing of a former Member's statement without sa much as a vote of the current Board or a vote of
the current Board to release this report. | simply cannot support a report that has not been voted on by
the current Board that will issue it.

(U) Conclusion

(U) For these reasons, | am unable to support this report. | hope the critical deficiencies and gaps
identified in my statement will help provide guidance to NSA on additional issues that it needs to
address with respect to the operations of XKEYSCORE. | also hope that the issues raised in this statement
inspire a future PCLOB to more effectively perform its oversight and advising functions when assessing
other surveillance programs,

16
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2 PRI ) §ee NSA, Legal Analysis of XKE )CS‘(”ORI; {Jan. 20, 2016) (“NSA Legal Analysis™) {created for
PCLOB in response to the Board’s request for any legal,analyses written about XKEYSCORE).
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L
(U) To start at the beginning, the Fourth Amendment provides:

Thc right of the pcople to be sccure in their persons, houscs, papers, and effects,
against unrcasonable scarches and scizurcs, shall not be violated, and no Warrants
shall issue, but upon probable cause, supported by Oath or affirmation, and
particularly describing the place to be searched, and the persons or things to be
scized.®

By its tcrms, the Fourth Amendment thus contains a general prohibition on *“unrcasonabic
searches and seizures,” as well as a requirement that “Warrants” be issued only under certain
conditions~—namely “upon probable cause, supported by Oath or affirmation, and particularly
describing the place to be searched, and the persons or things to be scized.” 1 will call the
prohibition on “unrcasonable scarchcs and scizures™ the Fourth Amendment’s “Reasonableness
Clause,” and the provision setting forth requirements for warrants the Fourth Amendment’s
“Warrant Clause.”

ES4REE ) Against this textual backdrop, two possible Fourth Amendment frameworks
might bear on the legality of the collcction of the type of information at issuc in the uscs of
XKEYSCORE analyzed in the Board’s Report. Under the first framework, the type of
information collected for analysis using XKEYSCORE (or the manner of its collection) might
fall outside of Fourth Amcndment protection altogether. To put this point slightly differently,
ccrtain activities conducted by the government, though they may qualify as “secarches” and
“seizures” colloquially understood, fall outside the scope of the Fourth Amendment’s
protection—say, because they involve searches of non-U.S. persons conducted overseas.” Such
government activitics might be subject to ncither the Fourth Amendment’s Reasonablencss
Clausc nor its Warrant Clausc.

(&Y Under the second framework, an exception to the Fourth Amendment’s Warrant
Clause might apply to the type of collection at issue in the Board’s Report and analyzed using
XKEYSCORE, Icaving the Fourth Amendment’s “Rcasonablencss Clause” applicable. To put
this point slightly differently, the type of collcction at issuc in the context of XKEYSCORE
might not require a warrant under the Fourth Amendment, but might still have to satisfy the
general prohibition against “unreasonable” searches and seizures.

§(Uy U.S. ConsT, amend. IV.

* (U) The term “United States person” is defined in several sources of law. See Execulive Order No. 12,333 § 3.5¢(k)
(defining the tenm to mean “a United States citizen,” “an alien known by the intelligence element concerned to be a
permanent resident alien,” “an unincorporated association substantially composed of United States citizens or
pertnanent resident aliens,” or “a corporation incorporated in the United Stales. except for a corporation direcied and
conirolled by a foreign govermment or governmenis™); 50 U.S.C. § 1801(i) (defining the tecrm to mean “a ¢itizen of
the United States, an alien law [ully admitted for permaneryt residence in the United States], . . . an unincorporaled
association a substantial number of members of which are citizens of the United States or aliens fawfully admitted
for permanent residence, or a corporation which is incorporated in the United States,” unless such an association or
corporation “is a foreign power™).
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(S¥REL) In my view, it seems doubtful that all of the content collected for analysis using

XKEYSCORE is outside Fourth Amendment protection altogether. For clarity, | nevertheless
briefly address that possibility in Part II. It is morc likely that the collection and analysis of
XKEYSCORE is not subject to the Warrant Clause, but is subjcct to the Reasonableness Clause.
I therefore address the proper framework for analyzing this issue in morc detail in Part I1I.

IL

(S#REE) For purposcs of clarity and comprehensiveness, I will start by discussing the
possibility that neither the Warrant Clause nor the Reasonableness Clause applics in the
XKEYSCORE context because of the extraterritorial exception to the Fourth Amendment

identified in {/nited States v. Verdugo-Urquidez." As 1 explain below, I ultimately conclude that

this approach is unlikely to provide a complctc and satisfactory answer.

(W) In Verdugo-Urquidez, the Supreme Court held that the Fourth Amendment does not
apply “to the scarch and seizure by United States agents of property that is owned by a
nonresident alien and located in a foreign country.” The case therefore held that neither the

Fourth Amendment’s proccdures for warrants, nor the Fourth Amendment’s general requirement

of rcasonableness, applied in the circumstances atissue. At the same time, the case concerned
the warrantless scarch of the residence in Mcxico of a citizen and resident of Mexico, who had
been brought to the United States for prosecution.' It therefore did not specifically address the
incidental collection of any U.S. person information, nor did it address the collection within the

United States of non-U.S.-person communications abroad,

(FSHSEANE) In some respects, Verdugo-Urquidez did not break new ground. Six years
before the Court decided Verdugo-Urquidez in the context of physical home searchesil

l”ll

a.----nuuuul--ll.ln.lllllt.t:ll.-iil-lln--

¥ (U) 494 U.S. 259 (1990).

*

-
-
-
"
n
-
.

-
-

=

{(b) (3)-P.L.
(b) (5}

86-36

*(Uy Id at 261; of United States v. Curtiss-Wright Export Corp., 299 U.S. 304, 318 (1936) (‘.‘Ne.ither the
Constitution nor the laws passed in pursuance of it have any foree in foreign territory ml!ess' in respect of our own

citizens.™). As (he Court’s opinion in Verdugo-Urguidez indicaies, the Count’s holding appears to be consistent with

early practice under the Fourth Amendment with respect 1o the seizure of forcign vdssels in non-United Siatcs
territory. See 494 1.5, at 267-68 (describing how, seven years after the FOthAmcndmcm’s adoption, the United
States engaged in an “undeclared war” with France following “French intgrference with American conmnercial
vessels,” for which Congress enacted a statute authorizing the President to “instruct the comunanders of the public
armed vessels which are, or which shall be employed in the servicg of the United States, to subdue, seize and take

any armed French vessel, which shall be found within the jurisgittional limits of the United Staies, or elsewhere, on

the high scas™) (quoting An Act Further to Protect the Con’ambrcc of ihe United States, ¢ch. 68 § 1, 1 Siat. 578, 578

{1798)). *

*
L]

19 (U) See 494 U.S. at 262. .
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As I will discuss further below, more recent cases have also congluded that the
leness Clause, but not the Warrant Clause, applics to the incidenfhl collection of U.S.

-
*a

Recasona
person communications abroad."

(U) As a result, the application of the extraterritoriality exceptlpn to both the
Reasonableness and Warrant Clauses of the Fourth Amendment under. Verdugo-Urguidez
depends on a predictive judgment of the likelihood that Fourth- Am@ndmcnt—protcctcd
information will be collected along with information outside the soqbc of the Fourth
Amendment’s protections. Where such collection is unlikely, thetargeting of non-Fourth-
Amendment-protected information would be outside the scope qfthe Fourth Amendment’s
warrant and rcasonablcness requirements. Where such collectidyt is more likely, then the
targeting might be subject to both or, if an exception to the warraant requirement is applicable, to

the reasonableness requirement alone. bk

(FSHSTANF) k"

(FS#SH#AF) In other words A g

5 (b) (1)

 (F b =

B (U) See infra Part TILB. 1. -
W (RSN :
15 e o in

(b) (3)-P.L.

86-36

(b) (5)
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(U) I believe the same basic analysis rcmainé'fp]cvant today. Some overscas scarches

and scizures of non-U.S. persons may fall outside the protections of the Fourth Amendment

altogether under Verdugo-Urquidez. Where it is ant:cxpated that U. S person communications
li n of the Fourth

might be intercepted, however, the proper analysis requires.
Amendment—to which I tum below.
(b) (3)-P.L. 86-36

.

(b) (1)

(b) (3)-P.L. 86-36

(b) (5)

(‘PS‘#S'WF). Because I upiderstand that it can be, antlclpated that some U.S. -person
communications might be interocpted and then analyzed using XKEYSCORE, it isnecessary to

L3

addtcsi the more cdmpichcnslvc-Fourth Amecndment framework applicable to thest

cnrcumstanccs Written decaded agof

U

(1) the

St (FSHSHAW) I believe

Clause. I discuss the three in turn

penefit of hindsight.” PRIVACY AND CIVIL. LIBERTIES OVERSIGHT BOARD, REPORT ON THE GOVERNMENT’S USE OF

nature of incidental collection, (2) the extraterritorial and formgn ntelligence “exceptions” to the
Fourth Amendmént’s Warrant Clause, and (3) the appropriate analysis under the Reasonableness

1 (ESMERE) Approaching the questior) from the vantage point of a “predictive judgment” is consistent with the
mainstream view tlfat Fourth Amendmet analysis is conducted from an ex anfe perspective, assessing “whether a

proposed mvesugdmr}f activity was reasdnable given what the government knew at the time, rather than with the

THE CALL DETAIL RECORDS PROGRAM UNDER THE USA FREEDOM AcT 41 (Feb. 2020): see also Anderson v.

"Creighton, 483 U.S. 635, 639 (1987). [,

1 (ESHSANE)|
= 2 (TSTSHNF) Id]

(b) (1)

(b) (3)-18 USC 798
(b) (3)-50 USC 3024 (i)

by {3)=F.L. BE=386
{b) (3)
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A. o ".: : ‘:
M . o
(FS5#SHREL) To the extent that the collection analyzed m,XKEYSC ORE might involve -_':
U.S. person information, the legality of such warrantless collcctson must d¢pend on the congept “
of “incidental interception.”' Because the program’s pui nose is to find forei gr communications - ;
of intclligence value, the argument goes, any interceptiori of Amcricans’*communications is - o
incidental. a . ; N
- . . =1 -

222 N . .

surveillance using
the “incidentally collected” communications had bccn sent to orfrom a spcmﬁc person (or

facility) targeted by the government.

(U) The concept of “incidental interception” has a long hisfory in cases that involve .
i i #* In such cages,

(U) Two recent cases arising in the context of suwe:l-lance under Sectlon 702 of the
Foreign Inteil;gcnce Surveillance Act® illustrate the contoufs of this doctrine and its applicatton
outside of the “purc” wirctap context. In Unired States v. Hashajrami,” the Se¢ond Circuit .
described “incidental collection” as occurring upon “the Lollection of the communications of |
individuals in the United States acquired in the course qf the surveillance of individuals withgut
ties to the United States and located abroad.”® Such ijicidental collection, the Second Circuit-
held, “is permissible under the Fourth Amendment.™* As an cxample, thc Secgnd Circuit -
obscrved that incidentai colliection could be prcmisqd on approptiate “targeting”—namcly, “the

Ll

21 (PRSI I_
2 ot | '

3 (U) See United States v. Kahn, 415 U 8. 143 (1974); Clay, 430 F.2d at 170-72
¥(U)50 USK.C. § 188la. The Second Circuit has recently, relying on a report of this Board, described section 702’s
statutory scheme. See United States v. Hasbgjrami, 945 F.3d 641, 650-58 (2019) (citing PRIVACY AND CIVIL
LIBERTIES OVERSIGHT BOARD, REPORT ON THE SURVEILLANCE PROGRAM OPERATED PURSUANT TO SECTION 702

OF THE FOREIGN INTELLIGENCE SURVEILLANCE ACT {July 2, 20143 (“PCLOB Section 702 Report™))

3 (Uy 945 F.3d 641 (2d Cir. 2019),
3 (U) Id. a1 646; see id. at 654 (“Incidental collection occurs when a non-targeted individual (a United States person
or someone in the United States) communicates with a targeted non-United States person located abroad.™).

(U} Id. a1 646. The Second Circuit distinguished such “incidental collection” from “inadvertent collection,” which

it defined as collection that
occurs when the NSA reasonably believes that it is targeting a non-United States person located
abroad, or does not have enough information to detennine whether an individual e-mail address or
other comnmnications facility is being used by a United States person or accessed from within the
United States, and therefore presumes that the accownt is controlied by a foreigner outside the
United States. The collection is characicrized as “inadvertent” when the agency leams {hat the
person controlling the account is a United States person afier it has already acquired some of the
person’s conununications. In essence, inadvertent collection occurs when the NSA targets United
States persons or individuals focated within the United States in error: the agency thought il was
targeting a foreign individual abroad, but the targeted person was in fact a United States person or

an individual located in the United States.
6
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decision to surveil an individual or his or her channels of electronic communications™® that :
comports with the Fourth Amendment.” And the Second Circuit reasoned that surveillance -
could be incidental, and permissible, even where the government expected thatit would collect
some United States person communications.” As the Second Circuit put it, “That the overall *
practice of surveilling foreigners abroad of interest to the legitimate purpose of gathering forelgn
intelligence information may predictably lead to the i mtelceptlon of communications with United
States persons no more invalidates that practice, or requires the government to-ceasc its
surveillance of the target until a warrant is obtained, than the gencral foresecability of
intercepting communications with previously unknown co-conspirators underthines the
inadvertent overhear doctrine in ordinary domestic criminal wiretapping.™!

(U) In United States v. Mohamud?* the Ninth Circuit held that collectipn of the
communications of a U.S. person who communicated with a foreign target “d[id] not requirc a
warrant, because the search was targeted at a non-U.S. person with no Fourth Amendment
right.”® The court referred to this as the “incidental overhear” approach, borrowing from the
familiar notion that, in the context of a traditional wiretap, “failurc to identify.cvery individual
who could be expected to be overheard” does not make the acquisition unlawful.™ The court
also quoted this Board’s description of incidental collection from the Board’s-2014 report on
Section 702, which also presumed a target: “The collection of communications /o and from a

fargef incvitably returns communications in which non-targets arc on the othér end, some of
whom will be U.S. persons.”**

EF5#5PREER) The question presented by XKEYSCORE is whether tﬁe same concept of
“incidental” collection applies where|

In this respect,
blance to the

Scction 702 surveillance arguably might be understood to bear greater resem

Id. at 656. Inadvertent collection, the Second Circuit said, “raises novel constitutional questions.” /d. at 646.

3 (U) Id. at 652. Targeting has a technical meaning in the context of FISA. In this Statement, my concem is “with
the procedures designed to protect the constitutional privacy rights of Americans and comply with the Fourth
Amendment inside the United States and not with the obviously confidential procedures and criteria by which

United States intelligence agencies decide which non-United States persons located abroad are appropriate objects
of surveillance.” 7d.

¥ (U) Id. at 664.
0(U) Id. at 665.

*1(U) Id. As the Second Circuit observed, “[i|n the nature of law enforcement, there is always a possibility that the
collection of evidence against a person who there is already probable cause to believe is involved in criminal
activity or who is otherwise legitimately subject to surveillance will also develop information about others not
previously reasonably suspected of wrongdoing.” /d. The Second Circuit also observed that there was “no
coniention” that the surveillance “was undertaken as a pretext to collect the communications™ ol a U.S. person. /d.
32 (U) 843 F.3d 420 (9th Cir. 2016).

B (U) Id. a1 439.

#(U) Id. at 439 (quoting United States v. Donovan, 429 U.S. 413, 436 n.24 (1977)).

¥ (U) Id. at 440 (quoting PCLOB Section 702 Report at 82),
6 (TemetaE) |

(b) (1)
(b) (3)-P.L. 86-36
(b) (5)
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* | Section 702 has **

.5?

familiar wiretap|
specific targets whose communications are intentionally collected and various co- commumcar

whose communications are incidentally collccted.’f

Fﬁ The ingestion of some U.S.-person

|
communications into XKEYSCORE may not be specifically intended, but it is a natural result of

NSA’s approach.
(U) Several considerations suggest that the incidental overhear concept applics undct

these circumstances, and counsels against the Fourth Amendment requiring further “targeting
First, as a conceptual matter, “[t]he ‘incidental overhear’ doctrine is closely related to the ‘plain
view’ doctiine applied in connection with physical searches.™ The “plain view” doctrine is
applicablc without further “targeting.™® One might arguc that, a forfiorari, the incidental

overhear concept also docs not rcquire targeting.
(U) Second, several cases have made a comparable suggestion. In Hasbajrami, for
example, Judge Lynch observed on behalf of the Second Circuit that
law enforcement officers do not need to seck an additional warrant or probable
causc dctermination to continuc surveillance when, in the course of exccuting a
warrant or engaging in other lawful search activities, they come upon evidence of

other criminal activity outside the scope of the warrant or the rationale justifying
the scarch, or the participation of individuals not the subject of that initial warrant

or scarch.*

T (U) To be sure, until April 2017, NSA also used Section 702 1o collect messages ahont targeted selectors, where
“[a] U.S. person sen[t] or reccive{d] an Intemet communication that {was] routed lmcmallonal]y and that include[d] ;
a reference 1o a sclector such as an email address used by a forcigner who ha[d) been targeted.” PCLOB Section -

702 Report at B7; see also id. at 37-39.

3 (EouShinii)|

¥ (U) Hashajraii, 945 F 3d al 664 117 (citing Cor:l'i;fge v. New Hampshive, 403 U.S. 443, 456-67 (1971))

W (U) See Coolidge, 403 U S. at 467-70.

*1 (U) 945 F.3d §t 662 (some emphasis added). The Second Circuit repeatedly adopied this formulation, strongly'

suggesting it was a deliberate choice. See id. al 663 1“The Fourth Amendment generally is not violated when lawy

cnforcement off]cers, having lawfully undertaken clectronic survcillance, whether under the authority ol a warrant

or an exception 4o the warrant requirement, discovér and seize either cvidence of criminal activity that they woyld
not have had prabable cause to scarch for in the first place, or the relevant conversation ol an individual they d!d not

8
{b) (1) »
{b) (3)-18 USC 798
{b) {3)-50 USC 3024(i) {b} (1)
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(U) Judge Lynch’s use of the clause referring to “engaging in other lawful search
activities” suggests that the “incidental collection” concept applies whenever the government
conducts a lawful scarch, not mercly when it obtains a warrant. Thus, in Hasbajrami itsclf, the
Second Circuit rejected the argument that the “incidental overhear” line of cascs applicd solcly
where “there was already an initial warrant supported by probable cause.” The Second Circuit
held that “once that initial surveillance is rendered lawful by a warrant, a FISC order, or some
other exceplion fo the warrant requirement, an additional warrant 1s not nccessary in order to
collcet the calls or e-mails of third partics.™ “The reason why the initial survcillance was
lawful,” the Second Circuit continued, “does not matter to this conclusion.”™

(U) Likewise, in Mohamud, the Ninth Circuit acknowledged that the leading precedents
involving application of the “incidental overhear” doctrine involved searches that “targeted
United States citizens and took place within the United States, so a warrant was required for the
initial search to be constitutionally permissible.” The Ninth Circuit held that

the guiding principle behind [the incidental overhear cascs] applies with equal
force here: when surveillance is lawful in the first place—whether it is the
domestic surveillance of U.S. persons pursuant to a warrant, or the warrantless
surveillance of non-U.S. persons who are abroad—the incidental interception of

non-targeted U.S. persons’ communications with the targeted persons is also
lawful . *

(U) The FISCR reached a similar conclusion in I re Certified Question of Law,"” holding
that incidental collection could be “constitutionally reasonable, even when done without a
ptobable-cause warrant.”*® In that case, the government’s use of a pen register—subject to a pen
register application with a sclection term,*” but without probablc cause or a warrant—collected,
not merely metadata from a target’s phonc calls, but also “post-cut-through digits” dialed after a

anticipate or name in a warrant application.”) (emphasis added); id. at 667 ([ W Jhen an ofticer executing a law ful
search or electronic surveillance warrant, or othervise engaged in a lowfid search, comes upon evidence of' a
previously unsuspected crimc, or leams of the involvement of a previously unsuspected individual, ihe officer is not
required to stop and obtain a new warrant {0 scize the ilem or to continuc monitoring the phone finc for which the
warrant was obtained.”™) (cmphasis added).

200) Id a1 665,

3(U) Id. a1 665-66 (emphasis added).
H(U) Id. at 666,

¥ (U) 843 F.3d at 440.

6 (U) Id. at 44041 (citation and quotation marks omitted) (quoting United States v. Hasbajrami, 11-CR-623 (JG),
2016 WL 1029500, at *9 (E.D.N.Y. Mar. 8, 2016)). For similar language Irom the FISCR, see fir re Directives 551
F.3d at 1015 (“It is settled beyond peradventure that incidental collections occurring as a result of constifutionally
permissible acquisitions do not render those acquisitions unlawtul, The government assures us that it does not
maintain a database ol incidentally collected information from non-targeted Uniled States persons. On thesc [acts,
incidentally collected cominunications of non-targeted Unitcd States persons do not violate the Fourth
Amendment,™) (¢emphasis added).

7(U) 858 F.3d 591 (FiSA Ci. Rev. 2016).
BLU) I1d. at 605,
B (U) See 50 U.S.C. § 1R42(c)(3).
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call was connected, which the Court classified as “content” information for purpgses of the
Fourth Amendment. The FISCR held that the collection of the post-cut-through Higits was
incidental to the collcction of the metadata and, hence, constitutionally permissible. In doing So,p
the FISCR nccessarily reasoned that the constitutionality of incidcntal collccuon docs not hinge 3

on the existence of a warrant supported by probable cause.’

Tam it St ot e anl

(U) And the FISC has also reasoned smzlarly ina20il 0pm10n by Judge Bates.” In tha,t
opinion, the FISC obscrved that it was addressing a factual scenario somewhat different from the,
standard “incidental collcction” paradigm. It obscrved that, in the scenario before it, “the o
incidental acquisitions of concern are not direct communications between anon-target third pariy
and the user of the targeted facility,” nor “are they the communications of fion-targets that refer :
dircctly to a targeted sclector.™  Instead, the issuc at hand before the FISE concemed -
communications “acquired simply because they appear somewhere in the-same fransaction as a-
separate communication that is to, from, or about the targeted facility.”, The FISC observed
that “[t]he distinction is significant and impacts the Fourth Amendment Dpalancing.”
Ultimatcly, the FISC treated this “distinction™ as a factor rclevant to the balancing approach

applied undcr the Fourth Amendment’s Reasonablencss Clause.” .

(FSHRER

ﬂ""ﬂ""--

»
L

Ty

 parapEE)|

} dee also Hashajrami, Y45 .30 a1 634

{ciscussmg incidental versus inadverient collection).
(U) [Redacted], 2011 WL 10945618 {FISC Oct. 3, 2011) (201! Bates Opinion™).

S2¢U) 2011 Bates Opinion at *27.
(U)Jd. As the FISC observed, the NSA acquired the transaction “because it lack|ed] the technical means to limit
colection only to the discrete portion or portions . . , that contain a reference to the targeted selector.” Jd. at *26.

M (U) 2011 Bates Opinion at *27. Specifically, the F1SC observed that “}a] discrete commumication as to which the

user of the targeted facility is a parly or in which the targeted facility is mentioned is nuch more likely to contain
foreign inteltigence information than is a separate comtnunication that is acquired simply because it happens to be

within the same transaction as a communication involving a targeted [acility.” /d

3 (U) 2011 Bates Opinion a1 *¥27-28,
10
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(FI#SHREE) For the reasons given above, | bel_i-éve that the principle of “incidental”

collection| Japplics in the context of XKEYSCORE.
First, as a conceptual matter, it is most plausible to consider “incidental collection” or “incidental

overhear” as an outgrowth of the “plain view” doctrine. When the government has the authority
£

« a muw %« 8w n>n

o conduct particular surveillance—be it a result of a valid wiretap. a pen register, or some other

“w =
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aspect of the Fourth Amendment—collection of other, non-targeted persons may occur in the
normal course as a matter of plain view. Second, as Judge Bates reasoned in his opinion for the
FISC, the concept of “inadvertent” collection has important ramifications for the Fourth
Amendment calculus, but thosc consequences scem best addressed in the analysis of a program’s
reasonableness, rather than by denying application of the incidental collection doctrine
altogether. Indeed, Judge Lynch’s discussion of “inadvertent collection” in Hasbajrami can be
read to be consistent with this perspective.” Thus, though the issuc is a challenging onc with
which various jurists have grappled in recent years, the better view is that the incidental
collection doctrine is applicable in this context.

B.

(TS/ST/REL) Assuming that the “incidental collection” concept applics under these
circumstances, such collection must fall within the ambit of, or be “incidental” to, the collection
of some communications pursuant to an exception to the Warrant Clause of the Fourth
Amendment. There appear to be two possible exceptions—the extraterritorial exception and the
foreign intelligence cxception—that might be applicable to the type of collection at issuc here. |
address the two in turn. The application of either onc of these two exceptions would mean that
the collection and analysis at issue in XKEYSCORE would remain subject to the

Reasonableness Clause.
(b) (3)-P.L. 86-36
(b) (5)

(FSHSHANE) Extraterritoriality. 1have alrcady discussed the extraterritorial exception o
the Fourth Amendment addressed in Verdugo-Urquidez, which applies to an overseas search of a.
non-U.S. person.® As I explained, Verdigo-Urquidez did not address the appropriate analysis
when an overseas scarch of a non-U.S. person results in incidental collection of U.S.Zperson
communications. Since the Court’s decision in Verdugo-Urquidez, several courts have
addressed that factual scenario, holding that the Warrant Clause does not aj erritoriall

to the searches of U.S. persons, but that the Reasonableness Clause does.*! _I
65

% (U) In this respect, an analogy can be drawn between “inadvertent collection™ and the “apparcnt authority™
doctrine of Fourth Amendment law, which assesses for Fourth Amendment reasonableness government actions
reasonably taken on information that later proved incorrect. See Orin S. Kerr, The Fourth Amendment and the
Global Internet, 67 STAN. L. REV. 285, 309 (2015) (citing Mlinois v. Rodriguez, 497 U.S. 177, 179-80 (1990), and
reasoning that “[tJhe analogy between apparent authority and unknown Verdugo-Urquidez siatus should be clear”™).

83 (U) See supra Part 11.

& (U) In addition to the cases discussed in the text, see United States v. Barona, 56 F.3d 1087, 1094-95 (9th Cir.
1995), and United States v. Peterson, 812 F.2d 486, 490 (9th Cir. 1987). In both cases, the court determined that
when American officials partner with foreign law enforcement officers in a “joint venture™ to conduct a search of an

American, the scarch must be reasonable under the Fourth Amendment. The opinions did not expressly address the
warrant requirement, but neither required the government to obtain a U.S warrant for such a search.

85 (U) A 1976 district court decision, Berlin Democratic Club v. Rumsfeld, held that prior judicial authorization by a

U.S. magistrate was required, but in a very unusual situation, 410 F. Supp. 144 (D.D.C. 1976). That casc involved

a provision of West Germany’s G-10 law, which governs telecommunications intercepts, that allowed U.S. officials

to request that (he West German govermment conduct wirelaps where necessary to prolect occupying NATO forces.
12
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(U) In In re Terrorist Bombings of U.S. Ikmbassies in Last Africa, the Second Circuit
addressed how the Fourth Amendment applies to telephone wiretaps and physical scarches
targeting a U.S. citizen residing in Kenya.*® The court held that “the Fourth Amendment’s
Warrant Clause has no extraterritorial application”; instcad, “forcign scarches of U.S, citizens
conducted by U.S. agents are subject only to the Fourth Amendment’s requirement of
reasonableness.”™ Judge Cabranes’s opinion explained that the Court had found no historical
cvidence in support of requiring U.S, warrants to conduct an overseas search and quoted the
Supreme Court’s statement in Verdugo Urguidez that *[w]hat we know of the history of the
drafting of the Fourth Amendment . . . suggests that its purposc was to restrict searches and
seizures which might be conducted by the United States in domestic matters.”

(U) In United States v. Stokes,* the Seventh Circuit considered a Fourth Amendment
challenge to the use of evidenee found in a raid, conducted jointly by U.S. govemment and Thai
authorities, of an American citizen’s residence in Thailand.” The Seventh Circuit adopted Judge
Cabranes’s reasoning and held that “the Fourth Amendment’s warrant requirement, and by
cxtension the strictures of the Warrant Clause, do not apply to cxtraterritorial scarches by U.S.
agents.””! Instead, “the scarch of Stokes’s home in Thailand [was] governed by the
Amendment’s basic requirement of reasonableness.””

(U) Recent court of appeals cases decided in the context of Section 702 have squarely
held that the target’s location and status, rather than the collection device’s focation, is
controlling for application of the extraterritorial cxception for Fourth Amendment purposcs.
That approach secms consistent with Chief Justice Rehnquist’s view in Verdugo-Urquidez that
thc “available historical data show . . . that the purpose of the Fourth Amendment was to protect
the people of the United Statcs against arbitrary action by their own Government; it was never
suggested that the provision was intended to restrain the actions of the Fedcral Government

The court held that the warrant requirement applied to a U.S. Anny request to surveil U.S. citizens who were
effectively domestic political activists, cven though they were located overseas. That ease, even assuming that it
was correctly decided, is best seen as sui generis, in view of two unusual leatures. First, the surveiliance, though
conducted abroad, largeted activitics by U.S. cilizens (hat related 1o inkerently domestic poiitical issucs. Sccond,
the United States wiclded quasi-sovereign authorily in Berlin during the decades-long Allicd oceupation of that
city—authority reflected in the unusual provision of the G-10 law.,

(U} In Best v. United States, 184 F.2d 131 (1st Cir, 1950), (he First Circuit held that a warrant was not required lor a
scarch conducted by the military *“in the early months of the military occupation of Austria.” fd. at 139, However,
it suggested in dicfa that a warrant would be required for FBI agents investigating a federal crime to seareh the
dweHing in Germany of a U.S. citizen working in a civilian capacity for the U.S. government. 7 at 138.

8 (1) 552 F.3d 157 (2d Cir. 2008).

“(U) Id. a1 171.

8 (U Id. a1 169 (quoting 494 U S. at 266 (alterations in original)).
5 (U) 726 F.3d 880 (7th Cir, 2013).

M (U) Id. a1 885-86. Srokes involved a U.S. citizen, residing in Thailand, who was suspected of sexually exploiting
children. /d. The U.S. and Thai governmients conducted a joint raid of the defendant’s home pursuant to a Thai
scarch warrant, which uncovered voluminous evidence of his guill. /d. a1 886,

" (U) Id. a1 893. The defendant had argued 1hat the Thai warrant failed the Fourth Amendment’s requirement of
particularity and that “the scarch excceded the scope ol the warrant.” fd. at 891,

(U Id. at 893.
13
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against aliens outside of the United States tervitory.”™ The Second Circuit in Hasbajrami held
that “a person who does not have a Fourth Amendment-protected privacy interest in his
communications, such as a forcign national rcsident abroad, docs not acquirce such an intcrcst by
rcason of the physicai location of the intercepting device.”™ The Ninth Circuit in Mohamud
reasoned that “what matters herc is the location of the /arges, and not where the government
literally obtained the electronic data.”™

(U) Although this thcory has yet to be cxpressly adopted by the Supreme Court, at least
as the law currently stands, the implications from Chicf Justicc Rchnquist’s opinion in Verdugo-
Urquidez and the holdings in Hasbajrami and Mohamud indicate that the application of the
extraterritorial exception depends on the nature of the communications intercepted, as opposed to
the location of the intereepting device. The Fourth Amendment’s backstop requirement of
rcasonableness still applies.

2.

(U) Foreign intelligence. The Supreme Court has left open the possibility that the Fourth
Amendment may require different “safeguards” in the national sccurity context than in ordinary
criminal cascs.”® Based on such language, lower courts, including the Forcign Intelligence
Surveillance Court of Review, have embraced a “foreign intelligence™ exception to the Fourth
Amendment’s warrant requirement.” These courts have held that foreign-intelligence searches
must satisfy the Fourth Amendment requirement of reasonableness, rather than the usual
requirement that the government obtain probable causc and a warrant.

(U) The Foreign Intelligence Surveillance Court of Review has explained current
doctrine in the following manner:
(U 494 U.S. at 266.

M (U) 945 F.3d at 665; id. at 664 (rejecting the argumenn that “Verdugo-Urquider does not control the outcome here
because Section 702 collection occurs in the United States™). The Second Circuit explained that “fa/t leasi where
the communication is collected essentially in real time as if occurs, the targeted communication . . . occurs in the
relevan{ sense where the person whose calls or e-thails are being inicreepted is located, regardiess of the location of
the means used lo intercept it,” [ (emphasis added).

OSSN Mohannid, 843 F.3d at 439 (quotation marks omitted) (quoting Hashajrani, 2016 WL 1029500, al
*9 n.15) (rejecting the defendant’s argument that *under Verdngo-Urquidez, the location of the search matiers, and
that here, the searches took place in the United States™); see also DAVID KRiS & J. DOUGLAS WILSON, NATIONAL
SECURITY INVESTIGATIONS & PROSECUTIONS § 17:3 (2016) ("For non-U.S. person targets, there is no probable-
cause requirement; the only thing thai matters is . . . the govermunent’s rcasonable beliet about . . . the target’s
location.”). Thus, with respect o Uhe type of collection at issug in the XKEYSCORE context, the location of the

device is nol dispositive. |  §

6 (U) Karz, 389 U.S. at 358 n.23; United States v. U.S. Dist. Conrt for E. Dist. of Mich., 407 U.S. 297, 30809 & n&

(1972). . .
7 (U) See I re Directives, 551 F.3d at 1010; Truong, 629 F.2d at 915; accord Butenko, 494 F.2d at 605, Brown, 484 " .
F.2d at 426.
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When law enforcement officials undertake a search to uncover evidence of
criminal wrongdoing, the familiar requirement of a probable-cause warrant
gencrally achicves an acceptable balance between the investigative needs of the
government and the privacy interests of the pcople. But it has long been
recognized that some searches occur in the service of “special needs, beyond the
normal need for law enforcement,” and that, when it comes to intrusions of this
kind, the warrant requircment is somctimes a poor proxy for the textual command

of reasonableness.
(b) (3)-P.L. 86-36
(b) (5)

.l

[1]n this context, the warrant requirement is ill-suited to gauge what'ls reasonable

The textual command of reasonableness—“the ultimate touchstonc of the Fourth - =

Amendment,”—still governs. Indeed, it retains its whole fo;cc, . S a

(U) Although lower court cases have embraced a foreign- mte'lllgence exceptiontothe ..

Warrant Clause, the precise contours of such an exception can be débated. | « & ] 5%
. - . " 79

"On another view, the foreign-intelligence exception to, the Warrant Clause applies somewhat
more broadly. As the FISCR has put it, the “warrant requirement . . . fails properly to balance
the interests at stake when the government is rmtead seekmg lo preserve and protect thg nation's
security from foreign threar” rather than mvcsnganng criminal wrongdomg % Similarly, the
Third and Fifth Circuits have suggested in d:cfa that the sxceptlon turns on the purpose of the
government’s action, and applies to actmtl.es whose pmpose is “gathering foreign

181
- L

intelligence.
(FoHShhet . the ultimate question is whether the foreign
intelligence exception applies sol¢ly when government surveillance is “directed at a fareign
power of agent of a foreign powér” or whether it also applies when government surveillance is
conducted for a forc:gn-mtelltgencc purpose, rather than the purposc of investigating ordinary
crime. The daylight between these two ways of formulating the standard may matter in the
specific context of the co}lecnon analyzed by XKEYSCORE, because such collection:is not
necessarily “directed a_t'a foreign power or agent of a foreign power.” For example, tife law at
issuc in /n re Directives permitted warrantless collection targeting a particular, known non-U.S.;

person located overscas.®” The uses of XKEYSCORE the Board has reviewed in the Rc ortdo*
not involve collectlng the communications of a specific, targeted person; | ] =

Wy InreC er!.ifed Ques*!frm of Law, 858 F.3d 591, 605, 607 (FISA Ct. Rev. 2016) (citalions omitied (first |
iley v. Califorifia, 573 4.5

373, 381 2014)) s
79 (m. ) -
FEHEHANT ) In re Certified Question of Law, 858 F.3d at 593 (emphasis added);

8L (U) Butenko, 494 F.2d at 605; Brown, 484 F.2d at 426,

‘e Cerlifi {
quoting Verwonia Sch. Dist. 471 v. Acton, 515 U.S. 646, 653 (1995); and then quoting Riley v. € liforatia, 573

(b) (1)
15 {b) {3)-18 USC 798
(b) (3)-50 USC 3024 (1)

(b) (3)-P.L. 86-36

82 (U) 551 F.3d at 1007.




(by (1}
Doc ID: 6833921 Doc Ref ID: A6739552 {b) (3}1-18 UsSC 798
(b) {3}-50 USC 3024 (i)

{b) (3)-P.L. 86-36

*

(FS#Eb#4NE) That programmatic purposc is consistent with Executive Qrder 12,333,
which does not limit the universe of information that can be collected by intelligence agencies to
information about foreign powers or their agents.” Accordingly, NSA procedures permit
officers to target non-U.S. persons who posscss, or are likcly to possess, “forcign intclligence
information,” whether or not they work for or on behalf of a forcign power.

EFSASRLNE) That programmatic purpose is also somewhat akin to the purpose behind the
surveillance authorized under Section 702 of FISA. As the Supreme Court has observed,
“[u]nlike traditional FISA survcillance, [Section 702] docs not require the Government to
demonstrate probable causc that the target of the cleetronic surveillance is a foreign power or
(an] agent of a foreign power.”** Instead, under Section 702, on “the issuance of an order” by
the FISC, “the Attorney General and the Director of National Intelligence may authorize jointly
. . . the targeting of persons reasonably belicved to be located outside the United States to acquire

foreign intefligence information.”

(FSHSPAREE) 1t 1s possible that the narrower conception of the foreign-intelligence
exception articulated in some precedents—which would limit foreign intelligence collection to

forcign powers and their agents—is mere dicta not necessary to decide the case. I ]

.
L R

(b) (3}-P.L. Bb6-36

{b) (9)
8 (1) Executive Order No. 12,333 § 3.5(e). - -
¥ (U//F0UE See USSID SPO01S, as discussed in Part IV B of the Boa{d:s.Repoh.‘ . "
¥ (U) Clapper v. Anmesty Inf'l USA, 568 U.S. 398, 404 (2043.* * * ",
% (Uys50U.5.C. § 1881a(a). FISA_dgi]ncs-“fol'c'lg;l imeliigencc infonmation” in 50 U.S.C. § 1801(c). .-_
]

87 (EOAEANE r A

S (UYId. InInre Directives, the FISCR addressed a situation where the surveillance took place in the United
States, but the target was located overscas. The FISCR fonnulated its holding in tenms of those facts: “[W]e hold
that a foreign intelligence exception to the Fourth Amendment’s warrant requirement exists when surveillance is
conducted to obtain foreign intelligence for national security purposes and is direcied against foreign powers or
agents of foreign powers reasonably believed to be focated outside the United States.” 551 F.3d at 1012.

16
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(FSHSPREE ) Finally, assessing whether the collection and analysm that comprises
XKEYSCORE complics with the Fourth Amendment will, if all collection is properly within or
“incidental” to the cxtraterritorial or foreign intelligence cxccphbns be asscssed under the “the
totality of the circumstances” test for reasouablcness ¥ That‘“reasgnableneSS - inquiry would’,
depend in part on the “privacy protecting measures,” such'as restyictions on-the targeting of U‘S
persons and measures to minimize the retention and dissemination of mfon'nattcm about U.S.

.

persons in a manner consistent with mission nccd 0’ . .

]
-
L] * L

(FSHST'REL) Ultimately, this anal'yms likely turns on whether NSA adequately protect§
any U.S.-person communications processed by XKEYSC‘ORE from misuse. The stronger the
safeguards applicable to Amcncans COmmumcatlons-—such as limits on selection and retention-
and other protections for U.S. persons—the str onger ‘the case for rcasonab‘lcncss For cxample, .
significantly lengthening thoretennon periods, or

would likely raise thc.!cvcl of legal misk. |
1 by contrast, would reducc such risk.”” Without
exhaustively addressing each aspect of the program here, to my mind, the protections
enumerated in the Board’s Report and highlighted in the separate statement of Chairman Klein

¥ (U) Mohamud, 843 F.3d aL 441; In re Terrorist Bombings, 552 F.3d at 172 (“To determine whether a search is
reasonable under the Fourth Amendment, we examine the totality of the circumstances to balance, on the one hand,
the degree to which it intrudes upon an individual’s privacy and, on the other, the degree to which it is needed for
the promotion of legitimate government interests.”) (intemal quotation marks omitted) (quoting Samson v.
California, 547 U.S. 843, 848 (2006)). One question that can arise in litigation is whether the “reasonableness” of
the program must be assessed at the time ol the collection of information or whether the “reasonablencss™ of each
individual search qualifies as a Fourth Amendment episode. Courts have split on this question. The district court in
Mohamud concluded that the “subsequent querying of a § 702 collection, even il U.S. person identiliers are used, is
not a separate search and does not make § 702 surveillance unreasonable under the Fourth Amendment.” United
States v. Mohamud, No. 3:10-cr-475-KI-1, 2014 WL 2866749, at *26 (D. Or. June 24, 2014), a/f"d, 843 F.3d 420,
440 n.24 (9th Cir, 2016) (explaining that the court was not resolving whether the “incidental overhear” concept
permits the “retention and querying of the incidentally collected information™). The Second Circuit in Hasbajranti,
however, concluded that “querying . . . stored data does have important Fourth Amendment implications, and those
implications counsel in favor of considering querying a scparate Fourth Amendment event (hat, in itsell, must be
reasonable.” 945 F.3d at 670. Viewed [rom cither the perspeciive ol Hasbajrami or the districl court in Mohamud,
the lesson to be derived from these cases is that back-end privacy protections on storage and querying can affect the
“reasonableness” of a program.

" (U) Mohamud, 843 F .3d at 443; IHasbajrami, 945 F.3d a1 655 (describing FISA’s minimization procedures).

*! (FSH#STPNT) In considering the constitutionality ol a government program that conducts many scarches, (he
Supreme Court has analyzed the reasonableness of the entire program rather than of a particular search. See Mich.
Dep't of State Police v. Sitz, 496 U.S. 444 (1990) (analyzing the reasonableness of Michigan’s program of drunk
driving checkpoints); Nat 'l Treasury Emps. Union v. Von Raab, 489 U.S. 656 (1989) (analyzing the reasonableness
of the U.S. Customs Service's drug-testing program for employees seeking sensitive positions); Skinner v. Ry. Labor
Fxecs. Ass’n, 489 U.S. 602 (1989) (analyzing the rcasonableness of a drug—lcsling program for railway employces);
Bell v. Wolfish, 441 U.S. 520 (1979) (analyzing the reasonableness of a prison’s practice ol conduclmg body-cavity
scarches ol any inmate who had just met with a visitor). [ 1

do not aim to resolve that question here. .

17 (b) (1)
(b) (3)-P.L. B6-36
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indicate that the NSA has a strong case for XKEYSCORE’s reasonableness on the present
facts.”

(FSH#SHAREE) If the program cvolves, so too may the reasonablencss analysis. Thus,
keeping the Board (and, as appropriate, other oversight entitics) appriscd of “changes to
XKEYSCORE that could materially affect the privacy or civil liberties of US persons,” as we
recommend in the accompanying Report, can help ensure sufficient scrutiny of changes that
could affect the legal calculus.

* k%

(U) When President Truman established the NSA in 1952, he announced in a then-
classified memorandum that the “COMINT mission of the National Security Agency (NSA)
shall be to provide an effective unified organization and control of the communications
intelligence activities of the United States conducted against foreign governments” and that the
Nation’s COMINT activities must “exploit to the maximum the available resources in all
participating departments and agencies.”” When the Fourth Amendment was written, ratified,
and incorporated into the Constitution in the cighteenth century, its authors sought to prohibit the
federal government from engaging in “unrcasonable scarches and scizures™ and from obtaining
warrants other than in certain specified circumstances. The passage of decades has not made the
harmonization of these two directives any easier, nor has it rendered either directive any less
vital. Ihave offered the preceding thoughts and analysis in an cffort to cnsurc that the agency
meets its obligations under both directives.

9 (FSHSRAREE) To be sure, I do not arrive at a [inal conclusion on the Fourth Amendment reasonableness of the
uses of XKEYSCORE addressed in the Board's Report. Such a conclusion would necessarily depend on a fact-
intensive inquiry, including a review of the program’s compliance record, which was not fully analyzed by the
Board in its Report. Such a reasonableness analysis, thus, remains for the agency to conduct and for appropriate
oversight entities (including the Board) to review in the future.

9 (U) Memorandum to the Secretary of State and the Secretary of Defense from Harry S. Truman, President of the
United States, Communications Intelligence Activities 1, 5 (Oct. 24, 1952).
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