THE TRUST INFRASTRUCTURE

Why Trust Needs an Infrastructure Layer

RESOLUT: PHILOSOPHY & STRATEGY

Introduction

Modern organisations have built sophisticated infrastructure for almost everything they
do.

> Money moves through payment infrastructure.

» People communicate through communications infrastructure.
> Applications operate through cloud infrastructure.

> ldentity is established through identity infrastructure.

» Data moves through information infrastructure.

Yet one of the most important things an organisation depends upon remains largely
fragmented:

Trust.

Every organisation depends upon people, suppliers, customers, auditors, regulators,
technology providers and other organisations being able to trust one another.

But the evidence required to establish that trust is still commonly exchanged through
email, spreadsheets, questionnaires, portals, certificates, documents and repeated
audits.

The problem is not that organisations lack evidence.

The problem is that trust has no common infrastructure through which that
evidence can continuously create confidence between connected participants.

That is the infrastructure gap.

1. TRUST IS ALREADY INFRASTRUCTURE

Trust is often described as an intangible quality. In reality, modern economies cannot
function without it.

»  When a business appoints a supplier, itis making a trust decision.

»  When aregulator permits an organisation to operate, it is making a trust
decision.

»  When a customer provides personal information, it is making a trust decision.

»  When an employee is given access to a system, it is making a trust decision.



»  When an investor provides capital, it is making a trust decision.
»  When an organisation depends upon a technology provider, it is making a trust
decision.

The transactions may look different.

The underlying question is remarkably similar:

“Can Il rely upon this participant to do what they are expected to do?”
The modern economy already operates on trust.

What it lacks is a sufficiently connected infrastructure for maintaining that trust.

2. THE COST OF FRAGMENTED TRUST
Today, trustis commonly reconstructed relationship by relationship.

» A customer asks a supplier for evidence.

» The supplier gathers documents.

»  The customer reviews them.

» Anauditor may independently review the same evidence.
> Another customer asks for similar information.

» The supplier repeats the exercise.

» Acertificate expires.

» A questionnaire is sent again.

» Apolicy changes.

The process starts again. This creates an enormous amount of duplicated activity.

The same participant may answer hundreds of similar questions for hundreds of
relationships.

The problem is not simply administrative inconvenience. It creates a deeper problem:

The organisation is continually trying to determine what is true about another
participant without having a continuously maintained Trust Status on which it can
appropriately rely.

The resultis friction.

And friction is expensive.

3. DOCUMENTS ARE NOT TRUST

The traditional compliance model often treats documents as the unit of assurance.

— Apolicyisrequested.



— Acertificate is uploaded.
— Anauditreportis reviewed.
— Aqquestionnaire is completed.

The existence of these documents creates the appearance of assurance.

But a documentis only evidence. It does not, by itself, establish that the underlying
condition remains true.

— Acertificate may have expired.

— Apolicy may no longer reflect operational reality.
— Asupplier may have changed.

— Acontrol may have failed.

- Avregulation may have changed.

— Arelationship may have changed.

The infrastructure therefore needs to move beyond document storage.
It needs to connect:
claims - evidence ~ verification > behaviour > performance - Trust Status.

That is the beginning of trust infrastructure.

4. FROM COMPLIANCE EVENTS TO CONTINUOUS TRUST
Traditional compliance has largely been organised around events.
An audit occurs.

A questionnaire is completed.

A certification is issued.

A review takes place.

Arenewal occurs.

These events are important.

But the organisation exists between them.

Risk exists between them.

Relationships change between them.

Suppliers change between them.

People change roles between them.

Incidents occur between them.

Trust therefore cannot be reduced to the outcome of a periodic event.



The infrastructure must support the period between assurance events.
This creates a fundamental shift:

Compliance becomes evidence within a continuous Trust Status rather than a
collection of isolated compliance events.

5. THE TRUST STATUS

The Trust Status is the living representation of what can reasonably be relied upon
about a participant at a particular pointin time.

- Itis not areputation score.
— Itis not a simplistic rating.
— Itis not a permanent declaration that someone is “trusted.”

Itis an evolving state informed by evidence, verification, behaviour and performance.
A Trust Status can therefore rise or fall.
It can strengthen through:

o verified compliance;

¢ reliable performance;

e consistent behaviour;

e successful relationships;

e positive feedback;

e maintained obligations.
It can weaken through:

¢ non-compliance;

e broken commitments;

¢ missed service obligations;

e incidents;

e unresolved issues;

e deterioration in performance;

e« or material changes that have not been appropriately addressed.

This is why Trust Status must be maintained.



6. TRUST MUST REMAIN WITH THE PARTICIPANT

A fundamental principle of the Trust Model is that each participant remains responsible
for maintaining their own Trust Status. This does not mean that the participant
determines their own credibility.

Trust is experienced by the network. Others decide whether they have sufficient
confidence to rely upon the participant.

The distinction is important.

The participant maintains Trust Status.
The network provides the context in which that Trust Status is experienced.

This creates a distributed model of responsibility.

The individual or organisation remains accountable for the accuracy and currency of
their evidence.

Those who interact with them retain the right to assess whether that evidence provides
sufficient confidence for the relationship.

Infrastructure connects the two.

7. WHAT TRUST INFRASTRUCTURE MUST DO
A trust infrastructure layer should perform several fundamental functions.
Establish

It should allow a participant to establish who they are, what they do and what
responsibilities they undertake.

Evidence

It should allow relevant evidence to be associated with those claims.

Verify

It should allow evidence and claims to be independently verified where appropriate.
Measure

It should enable Trust Status to reflect relevant evidence and observable behaviour.
Maintain

It should allow changes to be reflected continuously rather than waiting for the next
review cycle.



Connect

It should allow relevant Trust Status information to be used within relationships.
Alert

It should make material changes visible to those who legitimately depend upon them.
Improve

It should allow participants to understand where trust is weakening and where action is
required.

This is infrastructure because these capabilities must operate continuously rather than
as isolated transactions.

8. TRUST INFRASTRUCTURE SHOULD REDUCE DISCLOSURE

There is another important principle.

Trust infrastructure should not require participants to disclose everything simply
because they need to demonstrate something.

The objective is not maximum transparency.
Itis appropriate confidence with minimum necessary disclosure.

» A customer may need to know that a supplier has satisfied a particular
regulatory requirement.

» They may not need access to every underlying document.

» An auditor may need detailed evidence.

> Another relationship may only require confirmation of current status.

Trust infrastructure should therefore allow evidence to remain appropriately controlled
while making the relevant trust signal available.

This is particularly important in a world of increasing privacy, regulatory and data-
sovereignty requirements.



9. TRUST INFRASTRUCTURE IS RELATIONAL

Trust does not exist in a vacuum.

A participant's Trust Status becomes meaningful when another participant needs to
rely upon it. The infrastructure therefore needs to understand relationships.

e Who depends upon whom?

e Forwhat purpose?

e Under which obligations?

e Based upon which evidence?

e With what level of confidence?

e And what happens if that confidence changes?
This is where trust infrastructure begins to become fundamentally different from a
compliance repository.
A repository stores information.

A trust infrastructure connects information to relationships and consequences.

10. THE TRUST SUPPLY CHAIN

Every organisation sits inside a wider network.
» lts employees depend upon systems.
» Its systems depend upon suppliers.
» Its suppliers depend upon other suppliers.
» Data moves between organisations.
» Services depend upon technology providers.
»  Regulatory obligations propagate through those relationships.
The organisation therefore inherits exposure from relationships it does not directly

control.

Traditional compliance systems often struggle with this because they are organisation-
centric.Trust infrastructure must become relationship-centric.

The important question becomes:
“Where does our Trust Status depend upon the Trust Status of others?”

Thatis the foundation of relationship intelligence.



11. TRUST INFRASTRUCTURE AND RESILIENCE

Organisational resilience is often described in terms of the ability to withstand
disruption.

But resilience also depends upon knowing where dependencies exist. If a critical
supplier fails, the organisation needs to know:

e whatthat supplier provides;

¢ which systems depend upon it;

e which processes depend upon those systems;
¢ which other suppliers are connected;

¢ what obligations may be affected;

e and where alternative capacity exists.

Trust infrastructure contributes to resilience by making these relationships visible. It
allows the organisation to understand not simply what it owns, but what it relies
upon.

That is a profound shift.

12. THE INFRASTRUCTURE LAYER

The emerging digital economy has developed multiple infrastructure layers.

»  Cloud infrastructure allows computing to scale.
» Paymentinfrastructure allows money to move.
» ldentity infrastructure allows people and organisations to establish who they

are.

Trust infrastructure can allow confidence to move. Its role is not to replace existing
compliance, audit, regulatory or security systems.

It connects them.

Existing systems produce evidence while Trust infrastructure gives that evidence
continuity, context and relationship.

The result is an additional layer:
Evidence > Trust Status > Relationship > Network

That layer can sit across existing systems rather than attempting to replace them.



13. TRUST AS A SHARED RESOURCE
Infrastructure becomes powerful when many participants can use it.

» Aroadisvaluable because many people can travel on it.

» A payment network is valuable because many participants can transact through
it.

» Acommunications network is valuable because many participants can
communicate through it.

Trust infrastructure follows the same principle. Its value increases as more participants
maintain reliable Trust Status and more relationships can rely upon it.

This creates the foundation for a network effect but there is an important difference.
Trust cannot simply be accumulated. It must be continuously maintained.

A network containing stale or unreliable Trust Status does not become more valuable
as it grows. It becomes more dangerous.

The quality of the network therefore matters as much as its size.

14. THE TRUST INFRASTRUCTURE PRINCIPLE

The Trust Infrastructure can therefore be expressed through a simple principle:
Every participant is responsible for maintaining their own Trust Status so that every
connected participant can operate with greater confidence.

» Theinfrastructure provides the mechanisms.

»  The participant provides the responsibility.

» The relationship provides the context.

»  The network provides the consequence.

And confidence provides the value.



Conclusion
The modern economy already depends upon trust.

The missing capability is not trust itself. It is the infrastructure required to maintain and
communicate trust continuously across the relationships that make modern
organisations possible.

The Trust Infrastructure is therefore not another compliance system. Itis a connective
layer between evidence and confidence.

It moves organisations:

from documents to evidence;

from evidence to Trust Status;

from Trust Status to relationships;

from relationships to networks;

and ultimately: from periodic assurance to continuous confidence.
That is the infrastructure opportunity.

Trust should become something organisations can maintain, understand and rely
upon - not something they repeatedly have to reconstruct.



