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Abstract: The Internet of Things (IoT) is a network of embedded technologies that contain 

physical items and are used to communicate, think, or interact with internal or external states. 

It is the new technique of communication and interaction of the states. Rather of 

human-to-human communication, the Internet of Things focuses on machine-to-machine 

communication. This paper focuses on study of available literature related to IoT along with 

issues and challenges of the IoT which is concern of the day. It is the technological world but 

in order to cope up with technology, it is important to highlight the issues and challenges. 

Besides this, it is more important to overcome them to stay in touch with IoT devices.  
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1. Introduction 

The concept of networked devices was first introduced in 1970.John Romkey invented a toaster that could be turned on 

and off through the Internet in 1990.Siemens released the first M2M cellular module in 1995.Kevin Ashton coined the term 

"Internet of Things" while working at P&G in 1999, and it has since gained widespread use. The term was first referenced in 

2004 in prominent media such as the Guardian, Boston Globe, and Scientific American. The International 

Telecommunications Union (ITU) of the United Nations (UN) produced the first report on this topic in 2005.The Internet of 

Things (IoT) was founded in 2008.In Garter’s (2011) study, market research firm showed interest in IoT [1].The Internet of 

Things (IoT) is the networking of physical items with electronics built in their architecture, allowing them to communicate and 

feel interactions with one another and with the outside world. IoT-based technology will deliver advanced levels of services in 

the next few years, effectively changing how people live their lives [2]. Medicine, power, gene therapies, agriculture, smart 

cities, and smart homes are just a few of the categories where IoT is well-established [3].Currently, over 7 billion 'Things' 

(physical objects) are connected to the Internet. This figure is anticipated to reach 20 billion in the not-too-distant future [4]. 

Thus, IoT is more useful in the business processes. By using sensors, gateways the business processes can be made more 

useful and technology oriented. By using the information collected at one place, IoT can be useful for making more significant 

business Processes.  

2. Review of Literature 

Jing et al. (2014) focuses on security issues as IoT is based on the Internet, Internet security issues will manifest 

themselves in IoT [5].Because IoT is made up of three layers: perception, transportation, and application, this paper will look 

at each layer's security issues separately and try to come up with new problems and solutions. This study also examines 

cross-layer heterogeneous integration challenges and security issues in depth, as well as discussing and attempting to resolve 
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IoT security issues as a whole. Finally, this study analyzes and contrasts security challenges in IoT and traditional networks, as 

well as discussing open security issues in IoT.  

Yang et al. (2017) says that the Internet of Things (IoT) is ubiquitous in our daily lives [6]. They are employed in our 

homes, in hospitals, and outside to control and monitor environmental changes, prevent fires, and perform a variety of other 

useful functions. However, all of these advantages may come at the expense of significant privacy and security risks. Many 

research studies have been undertaken to counteract these issues and develop a better solution to eliminate or at least limit the 

dangers to the user's privacy and security requirements in IoT devices. The survey is divided into four sections. The foremost 

section will throw light on the important limitations and ways to overcome them. The taxonomy of IoT attacks will be 

presented in the second. The procedures and architectures for authentication and access control will be discussed in the 

following segment. The final chapter will look at security challenges at various layers.  

Raja et al.(2018) says that The Internet of Things (IoT) is described as a physical or virtual thing or device that is 

connected and communicates with one another and is incorporated into a network for a specific purpose [7]. Sensors, 

radio-frequency identification (RFID), and actuators are used in the Internet of Things to collect data. IoT is about more than 

just gathering data from sensors; it's also about interpreting it. IoT must try to keep attackers from hacking the devices. IoT is 

about a connected ecosystem where people and things interact to improve the quality of life. It must allow for information 

sharing while maintaining strict secrecy. IoT infrastructure must be open source and non-proprietary, allowing anybody to 

build, deploy, and use it. This paper's goal is to explain the numerous challenges, issues, and applications that the Internet of 

Things faces. Ahmed et al. (2019) examined that the Internet of Things (IoT) is a framework in which each physical thing may 

be uniquely recognized and can send and receive data via a network [8]. This paper provides an overview and assessment of 

IoT security, as well as a discussion of its current state and issues. In most IoT architectures, there are three layers: perception 

layer, network layer, and application layer. A number of security rules should be implemented at each tier for a secure internet 

of things implementation. The implementation of IoT in the future will only be viable if the security challenges associated with 

each layer are handled and addressed. A lot of researchers are attempting to address and provide solutions for each tier of IoT 

security. This paper gives an overview of possible security countermeasures and problems.  

Stoyanova et al. (2020) identified the most important issues that arise during the complicated process of IoT-based 

investigations, including all legal, privacy, and cloud security concerns [9]. This study also provides an overview of past and 

present theoretical theories in the field of digital forensics. Frameworks that aim to extract data in a privacy-preserving manner 

or secure evidence integrity using decentralized block chain-based methods are given special attention. The study also 

discusses the current Forensics-as-a-Service (FaaS) model, as well as several interesting cross-cutting data reduction and 

forensics intelligence methodologies. Finally, a number of other research trends and unresolved challenges are discussed, with 

a focus on the need for proactive forensics readiness techniques and widely accepted standards.  

Pajouh et al. (2021) examined IoT security concerns, limitations, requirements, and present and future solutions in depth. 

The study focused on the important IoT issues and challenges [10]. The layered architecture is then used to categorize IoT 

security concerns and solutions, allowing readers to better understand how to address and implement best practices to avoid 

the current IoT security dangers on each layer. Malhotra et al. (2021) presents a brief overview of the technology, with a focus 

on various attacks and anomalies, as well as their detection using an intelligent intrusion detection system (IDS) [11]. The 

study focused on the technologies based on machine learning. The study was conducted on the health care system. The 

research examines the architectural, security, and privacy concerns, as well as the use of learning paradigms in this industry. 

Finally, the research evaluation is completed by listing the results derived from the literature. Furthermore, the study presents a 

number of research problems in order to enable for additional improvements in approaches to dealing with uncommon 

complications. 

3. Objectives and Research Methodology 

The study was conducted in order to fulfill the following objectives: 

➢ To study the various issues in IoT devices, and 

➢ To discuss the challenges in IoT devices. 

The study was descriptive in nature. The study was conducted with the help of the secondary data which was collected 

from books, magazines, journals, research papers and websites related to the IoT. 

4. Issues in IoT 

Due to the large or small attacks, the security concern of IoT devices has remained a concern for all using IoT devices 

from the long time. The majority of these assaults are the result of minor security issues, such as the retention of default 

passwords on a telnet service.  

The services of the IoT devices should be available only for trusted people. Most IoT devices fail to provide this type of 

security. IoT devices seem to be authenticated enough. All connected devices can be trusted. This is especially problematic 

when the device is connected to the Internet: everyone in the world now has the opportunity to use the device's functionality 

[12]. The attackers can attack easily on the devices which are providing a number of the services. Availability of more services 

leads to the more possibility of attacks on the devices. There may be open ports on a device with services running that aren't 

necessarily necessary for functioning.An assault on such a pointless service might be easily avoided by not exposing it [13]. In 

case of fixed software vulnerabilities, it becomes difficult to update the version in order to safeguard against the vulnerability. 
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This means that IoT devices must be sent with up-to-date software that is free of known vulnerabilities, as well as update 

functionality to patch any vulnerabilities discovered after the device is deployed [14]. 

When a device communicates in plain text, a 'Man-in-the-Middle' can obtain all information exchanged with a client 

device or backend service (MitM).Anyone with access to the path of the device can obtain sensitive data easily such as login 

ID or passwords. When an encrypted version is available is a common issue in this category (HTTPS).A Man-in-the-Middle 

attack in which the attackers can easily access the information and can alter them privately without the knowledge of other 

parties [15]. Encryption should also be used to secure sensitive data that is stored on a device (at rest).Lack of encryption while 

storing API tokens or passwords in plain text on a device is a common flaw. Other issues include the use of weak 

cryptographic algorithms or the inadvertent use of cryptographic algorithms [16]. 

Recognizing that software contains vulnerabilities is a critical first step in safeguarding IoT devices. Software allows the 

users to access the features that were not developed by developers. In some situations, the attacker may be able to run their 

own code on the device, allowing them to collect sensitive data or attack third parties [17].Security vulnerabilities, like other 

software problems, are impossible to totally avoid when building software. There are, however, ways to avoid well-known 

vulnerabilities or lessen the likelihood of them occurring. This provides best practices for preventing application 

vulnerabilities, such as completing input validation on a regular basis. The majority of IoT devices are essentially 

general-purpose computers capable of running specific software. It permits the attackers to install their own software that is 

not part of the device’s functionality.When security flaws are discovered, the vendor's response has a significant impact on the 

outcome. The vendor is responsible for gathering information about potential vulnerabilities, developing a mitigation strategy, 

and updating devices in the field [18].  

The customers see the seller’s security concerns as a better communication mode to contact the vendor. When a seller fails 

to provide contact information on how to proceed in the event of a security breach, it is unlikely to assist in the mitigation of 

the problem. End users will continue to use the gadget in the manner intended if they are unaware of the limits. As a result, the 

environment may become less secure. Customers should be informed about software updates regularly as well as how to 

properly dispose of or resale the device so that sensitive data is not passed on. When it comes to privacy protection, the vendor 

is crucial. A privacy breach could be caused by the vendor or a connected entity, rather than an external attacker. Without 

explicit authorization, the vendor or service provider of an IoT device could collect information on consumer behavior for 

reasons such as market research. There have been several reports of IoT gadgets, such as smart televisions, listening in on 

domestic discussions [19]. 

When any device is hacked, the consumption of bandwidth is continuously being normal and remains undetectable. There 

should be a process to detect such hacking. Most devices lack logging or alerting capabilities that would inform the user of any 

security issues. As a result, consumers are rarely aware that their device is under assault or has been compromised, making it 

difficult for them to take protective measures [20].Vendors may encourage secure device deployment by making it simple to 

configure them safely. Users can be persuaded to configure secure settings by paying attention to usability, design, and 

documentation. The problem of inappropriate access control, for example, includes the use of insecure or default passwords. 

One solution is to make user engagement with the device so simple, if not obligatory, that establishing a secure password 

becomes second nature. 

5. Challenges in IoT 

There is the risk of hacking the devices and moreover there is no device for detecting the hacking. It is one of the most 

important issues for concern. As a result, there has been an increase in attacks in which hackers have been able to simply 

manipulate the algorithms that were supposed to protect people [21]. The manufactures are trying their best to sell their 

gadgets as quickly as possible, without giving much concern to security. This leads to the inadequate testing and upgrading of 

the software. If the login credentials are weak then there are more chances of hacking of the data. When the firm uses the 

business credentials on its own devices, there are more chances of exposing the data to the outsiders [22]. It increases with the 

use of the devices. The attackers can easily stole the information and can use it for malpractices. It leads to malware [23]. The 

devices are becoming thinner but the battery life of the devices remains constant. If the devices are becoming thinner, battery 

life of devices should be expanded [24]. The use of the devices leads to the increase in the cost of the product as well as it 

takes time to come in the market. This is the most concerning issue of the IoT [25]. The new devices should be developed with 

security preferences which are a requirement of everyone’s concern [26]. When it comes to connecting devices, applications, 

and cloud platforms, connectivity is the most important consideration. IoT devices should be developed in order while keeping 

in mind the future technological ideas [27]. The IoT developers must think about how to receive, store and acquire the data 

with privacy [28].  

6. Conclusions 

Access control and exposed services are without a doubt the most serious security issues. In addition, IoT devices 

should use best-practice security features like encryption. Vendors can help consumers and security experts use their goods 

safely by providing documentation and interacting with them. Devices should be physically secured to make it more difficult 

for attackers. Finally, if a device is hacked, it should refuse the attacker's programmes and warn the user that something is 

wrong. Concentrating on these issues will undoubtedly improve the security of IoT devices. Thus, it can be concluded that IoT 

is facing the security, design and employment related challenges which are the most important concerns of today’s scenario. 
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