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1. Executive Summary 

Enterprise Resource Planning (ERP) systems, the digital backbone of modern 
organisations, are under siege. The traditional "castle-and-moat" security model is 
obsolete in an era of hybrid-cloud environments, sophisticated ransomware, and 
nation-state-sponsored attacks. As organisations migrate critical systems, driven by 
imperatives such as the 2027 SAP ECC end-of-support deadline, the need for a new 
security paradigm is acute. 

Zero Trust Architecture (ZTA) provides this paradigm shift, moving from implicit trust to 
continuous, explicit verification for every access request—encapsulated by the maxim: 
"Never Trust, Always Verify." 

The adoption of ZTA is no longer optional but a strategic necessity for business 
resilience and compliance (e.g., GDPR, SOX, NIS2). Research indicates that 63% of 
organisations worldwide have already implemented Zero Trust strategies (Cloud 
Security Alliance). Those implementing ZTA for ERP systems report significant benefits, 
including a potential 310-340% ROI within 24 months and a reduction in security 
incidents by 60-80% (CrowdStrike). 
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This white paper examines the transformative impact of ZTA on ERP security, focusing 
on identity-centric controls, micro-segmentation, and data integrity. It further explores 
the critical role of Artificial Intelligence (AI). AI acts as a powerful accelerator for ZTA, 
oƯering predictive threat detection and adaptive controls, achieving up to 95% accuracy 
improvement in threat detection (SecureFlag; NetSuite). However, AI simultaneously 
empowers adversaries, lowering the barrier to entry for sophisticated ERP exploitation. 

We provide a strategic blueprint for implementation, illustrated by compelling case 
studies and metaphors, oƯering technical rigour and practical guidance for CISOs, 
architects, and security practitioners. 

 

 

2. The Dissolving Perimeter: The Crisis in ERP Security 

ERP systems, such as SAP S/4HANA, Oracle Fusion Cloud, and Microsoft Dynamics 
365, are the nerve centres of the enterprise, orchestrating finance, supply chain, and 
intellectual property. This concentration of value makes them high-priority targets. 

 

The Failure of the Castle-and-Moat 

Traditionally, organisations protected ERPs using strong perimeter defences (firewalls, 
VPNs) while assuming the internal network was trustworthy. This approach is 
fundamentally flawed. Once the perimeter is breached, lateral movement towards 
critical assets is often unimpeded. 

High-profile incidents underscore this vulnerability. The 2024 ransomware attack on the 
Stoli Group (USA) disabled their SAP system, severely disrupting operations and 
contributing to the company filing for bankruptcy protection (Onapsis). Furthermore, 
ransomware attacks reportedly aƯect 89% of ERP environments (Onapsis). 

 

The Complexity Problem 

ERPs are notoriously complex, featuring thousands of user roles, intricate Segregation 
of Duties (SoD) requirements, and numerous integrations (APIs, IoT). This complexity 
increases the attack surface, making traditional security controls diƯicult to manage 
and enforce eƯectively. 
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Engineering Metaphor: The City Utility Hub vs. The Fortress 

Traditional security treats the ERP like a fortress—a hard outer shell with a soft interior. 
A modern ERP, however, is more like a city's utility hub, with thousands of connections 
constantly flowing in and out. Securing this hub with a single perimeter wall is futile. 
Zero Trust secures every individual pipeline and junction within the city, checking 
credentials at every intersection, regardless of where the traƯic originated. 

 

 

3. The Core Principles of Zero Trust 

Zero Trust is an architectural approach where no actor or network segment is trusted by 
default. Based on frameworks like NIST SP 800-207 and UK NCSC guidelines, it rests on 
three core pillars: 

 

3.1. Verify Explicitly 

Trust is never assumed; it is earned fresh each time. Every access request must be 
authenticated and authorised based on all available data points: user identity, device 
health, location, time, data classification, and real-time behaviour. 

In an ERP context, this means moving beyond one-time logins. If a user’s context 
changes (e.g., initiating a critical transaction), the system must dynamically re-assess 
trust, potentially requiring step-up Multi-Factor Authentication (MFA). 

 

3.2. Use Least Privilege Access 

Users and systems should have the minimum access rights needed to perform their 
tasks, implemented via Just-In-Time (JIT) and Just-Enough-Access (JEA) policies. In ERP, 
this requires strict Role-Based Access Control (RBAC) and, increasingly, Attribute-
Based Access Control (ABAC). 

 

Chess Metaphor: The Grandmaster's Approach 

In chess, each piece has limited, defined movements—a bishop cannot move like a 
queen. If one piece (user account) is captured, its impact is confined to its legitimate 
moves. A Grandmaster assumes the opponent will exploit any vulnerability (Assume 
Breach) and deploys pieces only where needed (Least Privilege). Zero Trust treats the 
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network like a chessboard, where defences are layered around individual assets, not 
just the board's edge. 

 

3.3. Assume Breach 

ZTA operates under the assumption that attackers are already present within the 
environment. The focus shifts from preventing entry to minimising the "blast radius" 
through micro-segmentation and continuous monitoring, designed to detect and isolate 
threats rapidly. 

 

 

4. Key Elements of Applying Zero Trust to the ERP Ecosystem 

Applying ZTA principles requires a fundamental redesign of the ERP security 
architecture. 

 

4.1. Identity: The New Perimeter 

With the network perimeter dissolved, identity becomes the primary control plane. 

 

Unified Identity and Access Management (IAM) 

A critical first step is integrating ERP authentication with the organisation’s central 
Identity Provider (IdP). ZTA calls for a unified IAM approach using modern protocols 
(SAML, OAuth, OpenID Connect) to enable Single Sign-On (SSO) and enforce consistent 
MFA policies. 

 Integration Architecture: Solutions like Okta or Microsoft Entra ID often serve as 
the corporate IdP, with SAP Cloud Identity Services acting as a proxy (Microsoft 
Learn). Identity Governance and Administration (IGA) tools like SailPoint provide 
native SAP connectors for automated lifecycle management and SoD 
enforcement (Enhisecure). 

 

Continuous and Adaptive Authentication 

ZTA demands robust authentication, moving towards risk-adaptive policies. If an 
employee attempts access from an unusual location or time, or if their device posture is 
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suspect (e.g., unmanaged device), the system should dynamically enforce stricter 
controls or limit access. 

 

Privileged Access Management (PAM) 

Administrator and "super user" accounts (e.g., SAP Basis admins) require stringent 
controls. PAM solutions (e.g., CyberArk) are used to vault credentials, enforce JIT 
access, automate credential rotation, and record sessions (Itcanvass). Tools like SAP’s 
Emergency Access Management (EAM) support this by providing temporary, audited 
"firefighter" roles. 

 

4.2. Micro-segmentation: Containing the Blast Radius 

Micro-segmentation involves breaking the environment into small, isolated zones, 
strictly controlling traƯic between them to prevent lateral movement. 

 

Engineering Metaphor: Watertight Compartments 

Consider the engineering of a modern ship. If the hull is breached, watertight 
compartments contain the flooding to that specific section, preventing the entire ship 
from sinking. Micro-segmentation is the digital equivalent, containing a security breach 
within a small segment and protecting the broader ERP system integrity. 

 

Implementation Strategies 

Successful implementations often follow a progressive segmentation strategy (SMS; 
Palo Alto Networks): 

1. Environment Separation: Isolating production from development and testing 
environments (e.g., denying dev-to-production traƯic). 

2. Application Ring-fencing: Isolating the ERP application servers, database, and 
clients from the rest of the corporate network. 

3. Tier-to-Tier Micro-segmentation: Strictly controlling communication between 
ERP modules (e.g., HR to Finance) and between the application layer and the 
underlying database. 

Technologies used include host-based segmentation (e.g., Illumio, Akamai Guardicore) 
and infrastructure-based controls (e.g., Cisco Secure Workload). 

 



 

6 
C6R – CaroKahn Research Labs 

4.3. Data-Centric Security and Integrity 

ZTA assumes no transaction or data access should be trusted without verification. 

 End-to-End Encryption: Encrypting data both at rest and in transit, even within 
internal networks. For SAP, this includes enabling Secure Network 
Communications (SNC) for SAP GUI connections and HTTPS for web traƯic. 

 Data Masking: Implementing dynamic data masking enforces least privilege at 
the field level, limiting the value of exfiltrated data. 

 Integrity Monitoring and Dual Control: Implementing dual control for critical 
changes (e.g., vendor bank details) prevents fraud by a single compromised user. 

 

4.4. Securing the ERP Supply Chain and CI/CD Pipelines 

ZTA must secure both the software delivery pipeline and third-party access. 

CI/CD Pipeline Security 

A compromised pipeline can inject malicious code directly into production. Key ZTA 
measures include: 

 Least Privilege for Pipelines: Shifting from long-lived credentials to short-lived 
tokens and scoped service identities (e.g., using OIDC for CI jobs) limits the 
impact of a compromised pipeline (DevOps.com). 

 Segregation of Duties (SoD) in Deployments: Implementing peer code reviews 
and security gates (code scanning, approval) for SAP transports. 

 Code Integrity: All code (e.g., custom ABAP) must be treated as untrusted. 
Implement automated static code analysis and digital signatures on transport 
files. 

Third-Party Access Control (ZTNA) 

Traditional VPN access grants excessive trust. Zero Trust Network Access (ZTNA) 
replaces VPNs by granting third parties access only to specific applications, never the 
full network. Solutions like Zscaler Private Access (which integrates natively with SAP 
RISE) hide the ERP behind an identity-aware proxy, authenticating the user and checking 
device posture before allowing connection (Zscaler). 

 

 



 

7 
C6R – CaroKahn Research Labs 

5. The AI Revolution: Opportunities and Threats in Zero Trust 
ERP 

Artificial Intelligence and Machine Learning (ML) are essential for operationalising Zero 
Trust at scale in complex ERP environments. However, AI is a double-edged sword. 

 

5.1. Opportunities: AI Enhancing Zero Trust 

AI and ML dramatically improve threat detection and response, acting as a force 
multiplier for security teams. 

 

Intelligent User and Entity Behaviour Analytics (UEBA) 

ML models establish baselines of normal behaviour within the ERP. UEBA detects subtle 
anomalies that indicate compromise, insider threats, or fraud. 

 Example: If a procurement clerk suddenly attempts a high-value order or 
accesses system administration transactions, UEBA flags this anomaly. 

 Technology: Systems like Splunk UBA employ hundreds of ML models 
processing streaming data in real-time to identify deviations such as impossible 
travel or unusual privilege escalations (Splunk). 

 

Advanced Anomaly Detection 

AI-powered threat detection utilizes sophisticated algorithms to handle the scale and 
noise of ERP logs. 

 Algorithms: These include Isolation Forest for transaction outlier detection, 
One-Class Support Vector Machines for behavioural pattern identification, and 
deep learning autoencoders for complex anomaly recognition (Splunk; ERP 
Software Blog). 

 Tools: SAP’s Enterprise Threat Detection (ETD) leverages HANA's in-memory 
processing for real-time log analysis (Pathlock). 

 

Adaptive Authentication and Policy Engineering 

AI enables real-time risk assessment, allowing systems to dynamically enforce adaptive 
controls when high-risk behaviour is detected. Furthermore, AI can analyse complex 
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SoD matrices and usage patterns to recommend optimised least-privilege roles, 
automating painstaking manual reviews. 

 

5.2. Threats: The AI-Powered Adversary 

The democratization of AI provides attackers with sophisticated new tools. 

 Sophisticated Social Engineering: AI-generated deepfakes and highly 
convincing spear-phishing emails (using LLMs) increase the likelihood of 
credential theft. 

 AI-Driven Exploitation: Attackers use LLMs (like GPT-4) to rapidly discover SAP 
misconfigurations, suggest exploit paths, or even write malicious ABAP code, 
lowering the skill barrier for attacking ERP systems (AIjourn.com). 

 Evasion and Adversarial AI: Attackers may attempt to poison the training data 
of defensive ML models (model poisoning) or exploit vulnerabilities in AI systems 
(e.g., prompt injection attacks, as documented in the OWASP Top 10 for LLM 
Applications). 

 

5.3. The Paradox of Trusting AI 

A key challenge is the "trusting AI vs. Zero Trust" paradox (Data-
Media.s3.amazonaws.com). Blindly trusting AI outputs contradicts ZTA principles. AI’s 
opaque decision-making can conflict with the need for verification and explainability. 
Ensuring AI models themselves are secure, unbiased, and compliant with privacy laws 
(e.g., GDPR) is paramount. 
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6. Compelling Case Studies 

 

Case Study 1: Schmitz Cargobull – ZTNA as a Business Enabler 

 Challenge: Schmitz Cargobull, a global trailer manufacturer and SAP user, 
needed to provide secure access to SAP for a mobile workforce and external 
consultants without the risks and complexity of traditional VPN. 

 Solution: They implemented ZTNA integrated with their SAP environment. This 
allowed users to connect directly and securely to specific SAP applications from 
anywhere, authenticated through a Zero Trust broker (Zscaler). 

 Outcome: By eliminating VPNs, they improved security by hiding applications 
from the internet while improving user experience with faster, direct 
connections. The Head of Infrastructure noted increased availability and 
reduced complexity for their supply chain consultants (Zscaler). 

 

Case Study 2: Stoli Group Ransomware (2024) – The Cost of Inaction 

 Challenge: In 2024, Stoli Group USA was hit by ransomware that crippled their 
SAP ERP system. 

 Impact: The entire system was encrypted, forcing manual processes and halting 
manufacturing, logistics, and sales. The disruption was so severe it contributed 
to the company filing for bankruptcy protection (Onapsis). 

 ZTA Lesson: Ransomware typically moves laterally. A ZTA approach—including 
micro-segmentation to isolate SAP servers from user PCs, and strong identity 
controls—could have limited the malware’s ability to reach the ERP. This case 
underscores the "assume breach" principle and the necessity of immutable 
backups. 

 

Case Study 3: Cimpress – Building Resilience through Zero Trust 

 Challenge: Cimpress, managing multiple subsidiaries with diverse technology 
stacks, needed a unified security approach for 16,000 employees. 

 Solution: Implemented a hybrid Zero Trust approach focusing on device health, 
MFA deployment across all subsidiaries, mobile device management for 
behavioural analysis, and centralised security monitoring (ISACA). 
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 Outcome: When the COVID-19 pandemic forced a shift to 100% remote work, 
Cimpress experienced no business disruption or security incidents. Their Mean 
Time to Detect (MTTD) decreased annually, demonstrating the eƯectiveness of 
their proactive stance (ISACA). 

 

Case Study 4: Microsoft – AI for ERP Anomaly Detection 

 Challenge: Microsoft’s internal IT sought to proactively identify failures in critical 
SAP business processes that often went undetected until they caused significant 
problems. 

 Solution: Deployed Azure Cognitive Services’ Anomaly Detector to monitor their 
SAP systems. The system flags when a process runtime deviates from normal 
patterns (e.g., taking too long or appearing stuck) (Microsoft.com). 

 Outcome: This AI-driven monitoring allowed Microsoft to catch issues 
proactively, improving the reliability of their SAP landscape. This demonstrates 
the practical application of ML to enforce operational and security integrity, 
aligning with ZTA's continuous monitoring principle. 

 

 

7. Implementation Roadmap and Challenges 

Transitioning an ERP to Zero Trust is a multi-year journey. A phased approach, typically 
executed within 12-18 months for large enterprises, is recommended (CrowdStrike). 

 

7.1. Strategic and Financial Justification 

The business case for ZTA is compelling. Beyond the significant ROI and breach cost 
avoidance, organisations report substantial operational improvements: 

 50% faster onboarding processes. 

 70-85% reduction in access-related help desk tickets. 

 10-25% potential reduction in cyber insurance premiums. 

 

7.2. Implementation Roadmap 
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1. Assessment and Strategy (30-90 Days): Define objectives and identify critical 
ERP assets (the "Protect Surface"). Evaluate existing SAP security configurations 
(e.g., using SAP Readiness Check) and conduct SoD audits. 

2. Identity Foundation (60-120 Days): Implement centralized IAM, robust MFA, and 
PAM for all ERP users. Begin replacing traditional VPNs with ZTNA. 

3. Granular Access Controls and Segmentation Pilot (90-180 Days): Redesign 
roles for least privilege (essential for S/4HANA migration). Deploy context-aware 
policies. Start micro-segmentation by isolating critical ERP components (e.g., 
the database tier). 

4. Continuous Monitoring and AI Analytics (Ongoing): Activate SAP Security Audit 
Logs. Integrate UEBA and SIEM (e.g., Splunk, Microsoft Sentinel, IBM QRadar) to 
enable dynamic risk assessment and adaptive controls. 

 

7.3. Key Challenges 

 Legacy Systems and Technical Debt: Older ERP systems may not support 
modern authentication protocols (SAML, OAuth), necessitating significant re-
engineering or upgrades. 

 Complexity of Policy Definition: Defining 'least privilege' across thousands of 
complex ERP transactions is daunting and requires deep business process 
knowledge. 

 User Experience Friction: Overly aggressive controls can impede productivity. 
Balancing security and usability through adaptive authentication is crucial. 

 Cultural Shift and Stakeholder Buy-in: Moving away from implicit trust requires 
significant change management. Challenges in securing stakeholder buy-in 
aƯect 58% of Global 2000 businesses (BCG). 

 Scope Creep: Gartner research indicates that many Zero Trust strategies fail to 
cover the entire environment, often due to scope creep and lack of focus 
(Gartner). 

 

 

8. Conclusion: The Future of ERP Resilience 

Securing ERP systems in the current threat environment requires a fundamental shift in 
thinking. The engineering principles of building walls are obsolete; the strategic 
principles of continuous verification are now paramount. 
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Zero Trust provides the necessary framework to protect an organisation's most critical 
assets. By embracing explicit verification, least privilege access, and assuming breach, 
organisations can significantly reduce risk and ensure the integrity, availability, and 
confidentiality of their core business systems. 

The integration of AI within this framework is non-negotiable. It provides the analytical 
power necessary to operationalise ZTA at scale, oƯering the ability to detect subtle 
anomalies and adapt controls in real-time. 

This combination of a robust security model (ZTA) and intelligent oversight (AI) is the 
keystone of modern ERP protection. It is akin to reinforcing the foundations of a critical 
structure while simultaneously installing smart sensors and automated controls; the 
result is a system that is both stronger and smarter. In this high-stakes game of 
cybersecurity chess, Zero Trust represents the diƯerence between reactive defence and 
strategic mastery. 
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