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AI Meeting Transcription Tools: Privacy & Risk Assessment
Minnesota SBDC |  June 2026  |  This is a working reference document, not a final policy. AI tool privacy practices, certifications, and legal situations change frequently — treat this as a starting point and review it annually.
What host center directors need to know
When an AI transcription bot joins a meeting, it records everyone in the room — including your clients, who haven't agreed to that tool's terms of service. As the meeting host, the legal responsibility for getting participant consent sits with you, the advisor. Minnesota and North Dakota are one-party consent states for recording, but that doesn't automatically cover using recordings to train commercial AI systems. The safest practice: tell clients at the start of every meeting that you're using a transcription tool and give them the option to ask you to turn it off.
On certifications: SOC 2 Type II means an independent auditor verified a vendor's security controls actually work — it's the baseline bar for trusting a cloud tool with sensitive data. HIPAA compliance means the vendor has practices in place to protect health information; it's relevant here mostly as a signal of data governance maturity. A checkmark on the table means the vendor publicly claims and documents this — it doesn't mean zero risk.
Certification key:  ✓ Confirmed  ~ Conditional or tier-limited  ? Not publicly confirmed as of June 2026
	Tool / tiers
	SOC 2 Type II
	HIPAA
	GDPR
	What you need to know about data governance
	Where it stands
	What to do before using it for SBDC meetings

	Fathom
Free / Pro ($19/mo)
	✓
	✓
	✓
	Does not sell meeting data. Opt-out available for AI model training — must be enabled manually in account settings. AES-256 encryption. Note: acquired by QuestionPro in April 2026; confirm current privacy terms still apply.
	Good starting point
	Before your first meeting: go to account settings and turn off AI training. Free tier works for most SBDC use. If you're using it for client meetings, tell clients the meeting is being transcribed.

	Fellow
Free trial / Pro ($9/user/mo)
	✓
	✓
	✓
	Explicitly commits to never training AI on customer data. Partner AI providers are contractually prohibited from it too. Has a biometric voice feature for speaker ID — off by default, admin must enable it. Has legal implications in Illinois, Texas, and Washington under state biometric privacy laws.
	Good starting point
	Solid choice if you want a paid tool. Don't enable the biometric voice feature without checking whether your host institution has a position on biometric data. Free tier is a 14-day trial, then limited.

	Fireflies.ai
Free / Pro ($10) / Business ($19) / Enterprise
	✓
	~
	✓
	HIPAA compliance and full data control (Private Storage) are Enterprise-tier only. Subprocessors like OpenAI are contractually barred from training on your data. A third-party review in 2025 raised questions about marketing data use and whether data is truly deleted on request — Fireflies disputed the findings, but the questions weren't fully resolved publicly.
	Proceed with caution
	Acceptable for internal team meetings on Pro or Business tier. For client meetings involving sensitive financial or business information, contact Fireflies directly and ask: 'What data do you retain after deletion, and is it used for marketing?' Get the answer in writing. Don't use the free tier for client sessions.

	Read AI
Free / Pro ($19.75/user/mo) / Enterprise
	✓
	✓
	✓
	The certifications check out, but there's a meaningful catch: Read AI's 'Read Score' feature analyzes facial expressions and verbal behavior of everyone in the meeting — including your clients, who never signed up for Read AI and never agreed to be analyzed. The vendor says this can be configured off. An independent review also found language in Read AI's privacy policy consistent with sharing user identifiers with advertising partners; Read AI disputes that characterization.
	Proceed with caution — confirm one thing first
	Before using this for any client meeting, contact Read AI and confirm: 'How do I fully disable Read Score and behavioral analysis for all participants?' If you can't get a clear answer or the steps are complicated, use a different tool. This is not about the certifications — it's about what the product does by default.

	Otter.ai
Free / Pro ($16.99) / Business ($30) / Enterprise
	✓
	~
	✓
	Two documented concerns: (1) Otter's privacy policy confirms it trains AI models on de-identified recordings across all tiers, using unnamed third-party companies to annotate recordings — users cannot opt out of this. (2) An active federal lawsuit (Brewer v. Otter.ai, N.D. Cal., filed Aug. 2025) alleges that Otter's bot joined meetings and recorded non-user participants without their consent. The case is pending — no liability has been found — but it reflects a real pattern of complaints. Otter disputes the claims. HIPAA compliance was added in July 2025 but BAA terms by tier are not clearly documented.
	Not recommended for client meetings
	The combination of active litigation and confirmed all-tier AI training on recordings is a meaningful risk for SBDC client meetings. If staff are already using it for internal meetings only, that's lower stakes — but be aware of the training practices. Monitor the lawsuit. Revisit this assessment when the case resolves.

	tl;dv
Free / Pro ($29) / Business ($98/5 users)
	?
	?
	✓
	EU-based company; GDPR applies. SOC 2 and HIPAA status not publicly documented as of June 2026. May hold certifications not disclosed on their website — but you'd need to ask.
	Not enough information to recommend
	If someone on your team wants to use this, ask Fireflies or Fellow first — they have the same core functionality with documented compliance. If tl;dv is preferred for some reason, request their SOC 2 report before deploying organizationally.

	Grain
Free / Starter ($15) / Business ($33)
	?
	?
	?
	Designed primarily for sales team meeting intelligence. Compliance certifications not publicly documented. Data governance and AI training policies are unclear.
	Not enough information to recommend
	Not appropriate for SBDC client meetings given the absence of documented certifications. Would need a full compliance review before any organizational consideration.



Five things to do before deploying any of these tools
1. Understand your institutional context — and its limits. If your host institution has issued clear guidance on AI tools, follow it. If not, this document is a reasonable basis for making your own informed decision. Use your judgment and note what you decided and why.
1. Go to the vendor's website and verify the current terms. This document reflects what was publicly available in June 2026. Policies change. Take five minutes to check the vendor's security or privacy page before your first organizational use.
1. Turn off AI training before your first meeting. Any tool that offers an opt-out from AI model training — do it now, at the account or workspace level. Don't wait until after meetings have already been recorded.
1. Tell clients you're recording. A simple verbal disclosure at the start of each meeting is both good practice and good risk management: 'I use a transcription tool to help me take notes — is that okay with you?' That's it.
1. Plan to revisit this annually. The landscape is genuinely evolving. Vendors get acquired, litigation resolves, features change. What's true in June 2026 may not be true in 2027. Review this document when a vendor announces a major update, an acquisition, or a legal development — and no less than once a year.
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