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Chapter 11 Intelligence Applications of Al

Digital Foundation, Data, and S&TI

Adopt Labs and ARPAs Lead Departments and Agencies Lead
Commercial ODNI Advocates ODNI Coordinates
and Open
Source
Solutions Investment Opportunities: Computer Vision, Human Language Technology,

Identity, Analgic Discove;. Automated Planninﬁ

Invest in the Develop policies to continuously break down INT stovepipes

Gaps
including
Al Assurance
and
Multi-modal Al

Investment Opportunities: Basic Research to improve Co-learning, Continue Focus on Digital
Foundations and Data, AAA Center for Testing and Innovation

Develop approaches to )
identify research challenges Labs and ARPAs Lead Departments and Agencies Lead

ODNI Leads ODNI Advocates ODNI Coordinates

Basic
Research in
Sense Making

Investment Opportunity: Lead Basic Research

Figure 50. Augmenting Intelligence with Machines (AIM) Investment Strategy
[32].

39



Al for Defense and Intelligence

Table 9. Selected AI Companies from the In-Q-Tel Investment Portfolio.

Company

Palantir
Basis
Technology
Recorded
Future
Digital
Reasoning
Ayasdi
Tamr

Cylance

Immersive
Wisdom

Lilt

Primer.ai

WaveOne

Forge.ai

Deepgram
Brainspace

Orbital
Insight

Technology Description

Al-powered platform for data integration, analysis, and visualization, with
applications in defense and intelligence.

Natural language processing software that can identify the language of a
text, extract entities and relationships, and more.

Machine learning platform that uses natural language processing to extract
information from web sources and provide predictive analytics.

Machine learning and natural language processing software for analyzing
unstructured data.

Al-based platform that allows users to discover insights and patterns from
complex data sets.

Machine learning software that helps organizations to unify and clean up
large datasets.

Endpoint protection and threat detection software that uses Al and
machine learning to identify and prevent attacks.

Provides a virtual, mixed, and augmented reality software platform for real-
time collaboration, geospatial visualization, and operational command and
control

Provides a machine translation and localization platform that combines
artificial intelligence with human expertise to deliver high-quality
translations

Machine learning platforms for automated data analysis, particularly
natural language processing and understanding

Specializes in video compression technology utilizing deep learning to
enhance streaming quality and efficiency

Transforms unstructured data into machine-readable information for Al and
analytics applications, with a focus on real-time data ingestion

Deep learning-based automatic speech recognition

Augmented intelligence platform specializing in digital investigations
through data visualization and machine learning

Artificial intelligence to analyze geospatial data, such as satellite and aerial
imagery, for insights into economic and environmental factors

Automation

* Automated processes reach a * Automated processe: d processes are
milestone of 80% human reach 50% human run entirely by machines
interaction and 20% interaction and 50% with limited human
automation automation interaction.

* Systems using Al/ML coheswely * Systems using Al/ML * Systems using Al/ML

P at 35% i p cohesively operate at 65% cohesively operate at 85%
efficiency interoperable efficiency. interoperable efficiency

Figure 51. NGA’s Automation Roadmap. Adapted from [33].
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Intelligence Applications of Al
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Figure 52. NGA’s Foundation GEOINT Applications of AL. Approved for

Public Release. NGA OCC 191029-011.
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Figure 53. Sentient Grand Vision [34].
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Al for Defense and Intelligence

Past Present Future
e Multi-INT end-to-
« Single mission * Integrated e METERD
. . L system
satellites satellites within
. o » Adaptable
* Unique data disciplines .
learning and
streams * Large data automated
* Limited streams - .
. L L decision making
dissemination * Limited number « Anticipato
* Significant data of pre-defined ipatory
. Intelligence
translation and products . Seamless
system expertise * INT-specific data . .
- O information flow
required exploitation tools o
* Intuitive
collaboration

Sensor

Centric

Problem
Centric

System
Centric

Figure 54. Sentient Roadmap from Sensor-Centric to Problem-Centric

Collection. Adapted from [35].

S

DIA Al STRATEGY

People

Tradecraft

Innovation

trategic Competition §

Partners
Figure 55. Defense Intelligence Agency Al Strategy, 2022.

* Integrate responsible and trusted Al to
« Enable the creation of interactive, online, and continuously improving Al products

« Training and upskilling existing workforce
* Hiring STEM and Al focused future workforce

decisions and prod|

« Create Al and Data platforms based on DoD and IC standards and interoperability
« Promote ease of collaboration with US, FVEY, and strategic partners

+ Democratize Al capabilities for all elements of DIA
« Foster a fail-fast data driven culture that rewards success

Support speed to market for Al capabilities at the speed of innovation and mission
Provide world class intelligence incorporating Al

* Aggressively collaborate throughout DoD, IC, Industry, Academia, and Foreign Partners
* Engage a full spectrum team to tackle challenging problems
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Intelligence Applications of Al

Table 10. Overview of IARPA Al Programs, 2010-Present.

Program Name

ALADDIN Video

Babel

Finder

Machine
Intelligence from
Cortical
Networks
(MICrONS)

Deep Intermodal
Video Analytics
(DIVA)

Trojans in
Artificial
Intelligence
(TrojAl)

Hidden Activity
Signal and
Trajectory
Anomaly
Characterization
(HAYSTAC)

Year

2010

201

2011

2014

2016

2019

2022

Description

Seeks to combine state-of-the-art in video extraction, audio
extraction, knowledge representation, and search
technologies in a revolutionary way to create a fast, accurate,
robust, and extensible technology that supports the
multimedia analytic needs of the future [36].

Develop methods to build speech recognition technology for a
much larger set of languages than has previously been
addressed. Babel focuses on rapidly modeling a novel
language with significantly less training data than what has
been used in the current state-of-the-art.

Automate an analyst’s ability to geolocate untagged ground-
level photos and perform image matching using background
features, terrain, reference imagery, or other sources.
Reverse engineers the algorithms of the brain to “close the
performance gap between human analysts and automated
pattern recognition systems.” Build a dataset of
neurophysiological and neuroanatomical data to study how
network structures influence neural processing.

Creates automatic activity detectors that can watch hours of
video and highlight the few seconds when a person or vehicle
does a specific activity (e.g., carry something heavy, load it
into a vehicle, then drive away).

Defend Al systems from intentional, malicious attacks, known
as Trojans, by researching and developing technology to
detect these attacks in a completed Al system. Account for
vulnerabilities of public, crowdsourced data sets.

Aims to establish models of “normal” human movement across
times, locations, and people to characterize what makes an
activity detectable as anomalous within the expanding corpus
of global human trajectory data.
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Figure 56. ALADDIN Vision Overview [36].

OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE

—_—
DIVA Goals
Phase 2
Complex and threat-based Complex and threat-
Basic actlvltl_es fro'.n afew activities from several camera based activities in real
camera viewpoints viewpoints world scenarios
Project start Month 18 Month 36 Month 48
+ Demonstrate activity detection | * Demonstrate activity + Demonstrate activity
on at least 10 primitive detection on over 40 detection in several

primitive activities and over scenarios including

activities and 3 complex 20 complex activities,

activities including 12 threat-based ne\év unseen settings
+ Build a framework to activities Sl SR

demonstrate activity detection | * Enhance framework to —

from a few camera viewpoints process several live video  « Enhance framework

. feeds simultaneously with a to scale to many live
+ Focus on security cameras common API for plugging in - yideo feeds andy
th rigid motion such as pan- ivi
Wl e p: new activity detectors AYerallesy [ &) Rl
tilt-zoom « Automatically enhance | P dy hitect
activity detection using couciaichiiectiie

available handheld video or  + Include video from
body worn camera feeds non-visible light

| INTELLIGENCE ADVANCED RESEARCH PROJECTSACTIVITY (ARPA) 20|
Figure 57. DIVA Program Goals from the IARPA Proposers Day [37].
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Intelligence Applications of Al
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Figure 58. MICrONS Approach to Blologlcally-Insplred Architectures [38].
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Chapter 12 Al for Mission-Enabling Functions

VA chatbot (beta)
° Welcome to the VA chatbot.

This bot can help you find general
information on VA.gov. To get started,
you can ask questions such as:

= What's the PACT Act?

= What is my claim status?

= Where is my decision letter?

= |sthere an update on my appeal?

A minute ago

Where is the nearest VA hospital to @
Centreville, VA

You can find a VA location or in-network
community care provider through the
Find VA Locations page. Please note that
to help prevent the spread of COVID-19,
the VA requires everyone entering a VA
facility to wear a mask covering their
mouth and nose

Did that answer your question?

- @

Aminute ago

@ Great! Please rate your experience.
1 2 3 4 5

A minute ago

Type your message B

Figure 59. Example of VA Chatbot.
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(Business/agency data in the
cloud or on a private instance;
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Full Indexing
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Refresh Indexing
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Inde)_(lng Other Structures ngry
Engine (e.g.: Graph) Engine
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—

———

Your App X
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Al

Figure 60. Overview of Microsoft Azure Cognitive Search. [39]
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DoDD 5105.21, January 25, 2023

(1) In a DIE management role, the Director, DIA s
for International Cooperative Administrative Support S

in accordance with DoDI 7060.06.

the DoD Program Manager
pital Security Cost Sharing

(2) Ina DIE execution capacity, the Director, DIA:

s, and budget proposals, and advises the CJ
s, as appropriate, and the DNI concerning these

(2) Develops and ensures execution of the DIA Military Intelligence Program (MIP),
including serving as the resource sponsor for the CCMDs, in accordance with DoDD 5205.12.

(b) Develops statements of defense intelligence requirements and related plans,

USD(I&S), other DoD Component

5.

(3) In an IC management role, the Director, DIA is the Program Manager of the General
1
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f. CL
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(a) Is the DIEM for Cl in accordance with DoDD 5240.02. As such, the Director,

1. Exercises Cl mission tasking authority.

3

and 5240.27.

(b) 1
DoDI 5240.05.
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eads the Tech

ardinates directs

al Surveillance Countermeasures Program, in accordance with

and manaces intellisence and

Figurenél. Example of éamechanger Interface [40].

47



Al for Defense and Intelligence

Chapter 13 Data Labeling and Feature
Engineering

0 Seconds

Provide a single
object image, select
examples cases and...

15 Seconds

RAIC finds similar objects
in an unlabeled dataset
and contextually
associates results so you

2 Minutes

Build detection and
classification models and
export labels

Classification

10 Minutes

These inferences drive to
additional insights within
RAIC or existing user
workflows, tools and

platforms

!m Power Bl

D g

Detection

@ ArcGIS

CART®

Figure 62. SynthetAlc’s Process for Finding Similar Objects from a Single
Sample. Adapted from [41, 42].

Table 11. Common Feature Engineering Techniques.

Approach Description of Approach Applications

Normalization Rescaling features to a range,

typically O to 1.

Adjusting data values from different
types of sensors to a common scale

Binning Grouping continuous variables Useful for handling outliers and non-
into discrete bins. linear relationships.
Encoding Converting categorical variables Essential for modeling with
into numeric format. categorical data or for models that
mix continuous and categorical data.
Feature Changing the range or Adjust for values with extreme
Scaling distribution of features. outliers; adapt across domains.
Feature Selecting a subset of relevant Improves model accuracy and
Selection features for model building. reduces overfitting.
Feature Transforming data into a reduced | Helpful in dimensionality reduction,
Extraction set of features. e.g., Principal Component Analysis
Feature Creating new features from Can assist in obfuscating sensitive
Construction existing ones. data; useful for “proxy” data when

48
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Chapter 14 Al Hardware: GPU’s, Cloud, and
Edge Computing

Table 12. NVIDIA’s Evolution of GPU Computing, 1999-2020.

Year

1999

2006

2010

2012

2014

2016

2018

2020

2022

NVIDIA GPU
Model
GeForce 256

GeForce 8800
GTX

Fermi: GeForce
GTX 480
Kepler: GeForce
GTX 680
Maxwell:
GeForce GTX
980

Pascal: GeForce
GTX 1080
Turing: GeForce
RTX 2080
Ampere:
GeForce RTX
3080

Lovelace:
GeForce RTX
4080

Key Advancements

First GPU to offload geometry calculations from CPU,
introduced hardware transform and lighting

First GPU to support CUDA programming enabled GPGPU
computing

Improved CUDA support, introduced double-precision floating-
point operations, and more realistic physics simulation
Improved energy efficiency, increased memory bandwidth, and
enhanced GPU Boost

Further improved energy efficiency, increased performance per
watt, and introduced Dynamic Super Resolution (DSR) for
upscaling games to high resolution displays

First GPUs based on a 16nm process, increased performance,
and introduced high-bandwidth memory

Introduced real-time ray tracing (RT), Al-driven Deep Learning
Super Sampling (DLSS), and Tensor Cores for Al workloads
Improved ray tracing performance, 2nd generation RT Cores,
3rd generation Tensor Cores, and increased memory
bandwidth. Added Deep Learning Super Sampling (DLSS).

Up to 2X performance and power efficiency, 3rd generation RT
Cores, 4th generation Tensor Cores, 8th generation NVIDIA
AV1 encoder, improved clock speeds, enhanced ray tracing

Data Science and Al Applications

Accelerated Apache Spark

RAPIDS Accelerator for Apache Spark

Apache Arrow (High-performance columnar data format for flat and hier.

CUDA (Parallel computing platform t

RAPIDS Framework (NVIDIA)

Python and C++ Libraries
Dataframes Viz Graph ML
(CuDF) (cuxfilter) (cuGraph) (cumL)
Distributed Computing with Dask

hical data)

gives direct access to GPU’s instruction set)

Hardware (e.g.: workstation, edge device, cloud, data center)

Figure 63. NVIDIA RAPIDS Framework (Adapted from [43]).
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Hybrid IT
Initial Cloud Cloud-First Multicloud Becomes
Is the Norm Mainstream

Deployments Deployments

xR

Data Center +

Single Provider Single Provider Multicloud Multicloud
Net-New .

Workloads Low-Risk Workloads Complex Workloads Any Workload

I Sk eS| Advanced Cloud Skills JiESComes

the Broker

Cloud Skills

Figure 64. NGA’s Approach to Cloud Processing [44].
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Chapter 15 Al Challenges

Figure 65. Wikimedia Commons Public Domain Image of the Piltuanjoki River
in Finland, Mischaracterized as Containing >1 Giraffes by @picdescbot.

Assume 1,000,000 human-labeled images (about the size of ImageNet Visual Recognition Challenge Data Set)

80% 15% 5%

#of samples 800k 150k 50k

30 events 2400 450 150

60 events ~3 <1 <1
Rare events are here Should these be

(i.e.: you may never have seenone)  Gaussian distributions?

68% of samples within 1o j / \

conflict — will be in the tails!

99.7% of samples within 3¢

All cases of interest — especially in

Figure 66. The Traditional Split of Training, Validation, and Test Data Sets
(80/25/5) May Fail to Capture Rare Events [45].
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Al for Defense and Intelligence

> Production target met: TRUST INCREASED, additional processor/memory capacity granted

Paperclips: 50,102,988

Make Paperclip

Business
Available Funds: $ 540,184 .90

Clips Sold per s
Unsold Inventory: 45,

Public Demand: 2,125%

Level: 7
Cost: $ 6.400.00

Manufacturing
Clips per Second: 50,908

Cost: §$ 200

85
Cost: $3,303.96

MegaClippers | 59
Cost: §$ 54,155

Computational Resources
Trust: 28
+1 Trust at: 7

E=aF
Cltemen 19

Operations: 17.208 / 19.000
Creativity: 623

025,000 clips

Quantum Computing

Projects

Quantum Foam Annealment (15,000 ops)
1.000% more wire supply from every spool

Investments  Low Risk v

Cash: $557.113

Stocks: $929,723

Wiithdrava] Total: $1,486,836

Stock Amt. Price Total PiL
QKR 12957 21 272097 12957
JHA 401 484 194084 -5213
SDJH 768 30 23040 2304
HT 7604 30 228120 15208
BAHA 3726 57 212382 0

Cost: 658 Yomi

e Level: 1

Strategic Modeling  Pick a Strat v

Pick strategy. run tournament, gain yomi

lead follow
fead
Y . ——

Yomi: 387

Optimized MegaClippers (19,500 ops)
Increases MegaClipper performance by an
additional 100%

HypnoDrones (70,000 ops)
Autonomous aerial brand ambassadors

Coherent Extrapolated Volition (500 creat
3,000 Yomi, 20,000 ops)
Human values, machine intelligence, a new
era of trust. (+1 Trust)

Cost: 4,000 ops

Figure 67. Screenshot from Universal Paperclips, an online game about Al
alignment. Used with permission of Frank Lantz [46].
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Chapter 16 Al Ethics and Governance

o)
c
©

©

2

=

-

L

©
o
o}

|
o
=
=
1D
X
L

)
X
—
o
=
(7}
(S
©
—_
L
>
L
©
o

Law of Armed Conflict
Just War Theory
Defense Ethics Rules
Weapons Review
Legal Requirements
Moral Imperatives
Moral Agency

Human Judgment

DoD Al Ethical Principles

Responsible RAI Governance
@ Warfighter Trust
Equitable
AIA Al Product &
g o Acquisition
Traceable Lifecycle

=
Reliable

9

Governable

RAI Strategy & Implementation

TRUST

Requirements

Validation

Responsible Al
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Figure 68. U.S. DoD’s Framework for Responsible AI [47].

XAl

Task

* lunderstand why

Develop a range of new or
modified machine learning
techniques to produce more
explainable models

Integrate state-of-the-art
human-computer interface
with new principles,
strategies, and techniques to
generate effective
explanations

New * | understand why not
Training Machine Explainable | Explanation + I know when you succeed
Data Learning Model Interface + Iknow when you fail
Process * | know when to trust you
* | know why you erred
/ / User
Explainable Explanation Psychology of
Models Interface Explanation

Summarize, extend, and
apply current psychological
theories of explanation to
develop a computational
theory

Figure 69. Overview of the DARPA Explainable AI Program [48].

53




Face Detection

Model Card v1 FaceAPI

Al for Defense and Intelligence

Face Detection

This Advanced Face Detection System utilizes

itting-edge neural network architectt to
accurately detect human faces in various
environments and conditions. It's designed to be
robust against variations in lighting, pose, and
facial expressions. This model is capable of real-
time processing and is optimized for both high-
accuracy and low-latency applications.

Input

Still photograph in JPEG, PNG, or BMP format
Output

For each face detected in the photo, the model
produces:

« Bounding box highlighting the 95% confidence
interval of the face

« Facial landmarks and keypoints

« Facial tilt angle and orientation

« Confidence associated with each detection

The model does not detect age, identity, or
demographics. The model does not detect mood
or emotions.

Performance

The model has an overall Accuracy of 97%

Precision 100%

Recall 100%

Limitations

The model was trained primarily on daytime
images taken with high-quality cameras. It may
underperform in low-light situations, at night, or
with partially occluded faces.

The performance was evaluated on open source
datasets including Labeled Faces in the Wild and
Public Face Dataset 3.0. Performance outside the
range of these datasets has not been evaluated.

Figure 70. Example of a Model Card for Face Detection. Adapted from [49].

DALL-E-generated depiction of the Trolley Problem for self-driving cars
where apparently only robots are harmed (?).
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Chapter 17 Al Strategy and Implementation

Al-Ready DoD by 2025

Warfighters enabled with baseline digital literacy and

access to the digital infrastructure and software An Al-ready DoD will enable the application and
required for ubiquitous Al integration in training, integration of Al-enabled technologies into every facet
exercises, and operations of warfighting

NSCAI Recommendations

Business processes
Prepare: Design
Readine

} Sense and <
Understand: E

Ubiquitous
application and
integration of
Al-enabled

Planning
technologies into Decide: Deciding
every facet of §s ecide: Tasking, delegation
warfighting - é‘g and distribution
NS
Q cS ¢ sus
Develop Advanced ggwg \’:‘ogunU tand sustainment
Tech and R&D | Movemen
§$ é’ Execute: Targeting

Precision and accuracy

Figure 71. NSCAI Recommendations for an AI-Ready DoD by 2025 [Error!
Bookmark not defined.].

Invest in
interoperable,
federated infrastructure

Strengthen
governance and
remove policy barriers

Deliver capabilities for Q'Q assurance Advance the
enterprise business and data, analytics,
joint warfighting impact and Al ecosystem

governance
Improve Expand
foundational QUALITY digital talent
data management DATA management

ENABLERS
Figure 72. U.S. DoD Strategic Goals and Al Hierarchy of Needs [50].
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Figure 73. Word Cloud of Terms that Commonly Appear in Al Strategies.
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Al Strategy and Implementation

Develop a Data Strategy

Identify Al Build Al Develop an Implement

Use Cases Teams Al Roadmap Al Use Cases

Monitor and Refine

Figure 74. Process for Implementing an Al Strategy

Position Title Occupational Series Grade Levels

Information Technology Specialist 2210 GS-9 through GS-15
Computer Scientist (Artificial Intelligence) | 1550 GS-9 through GS-15
Computer Engineer (Atrtificial Intelligence) | 0854 GS-9 through GS-15
Management and Program Analyst 0343 GS-9 through GS-15




Chapter 18 Operationalizing Al

P am ¥ am

Model

Design . Operations
DevelopmentA
* Gather Requirements  * Data Processing * Pipeline Deployment
* Define Use Cases * Model Engineering * Model Monitoring
* Define Business Needs * Model Training * Governance
* Identify Data * Model Evaluation * User Feedback

Data Management

Figure 75. AIOps Life Cycle Process. Adapted from [51, 52, 53].

Project Repositories

ES Dev e E Main Megetomiese :I)_l Release

e CE P» | commnzonsamen
v | v | v

End Users

Versioning

Model Train-Test -Deploy Workflow Model
_________ Inference

Model Model
Validation Deployment

Figure 76. Reference Architecture for a Three-Stage AIOps Process. Adapted
from [54].
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Operationalizing Al

Mission / Business
Understanding

Data Management Al and Data
Skills Science Skills

Figure 77. NGA’s Approach to Integrating Mission Understanding with Data
and Al SKkill Sets [55].

Principles
Governance Data Performance Monitoring
Promote accountability by establishing Ensure quality, repeatability, Produce results that are Ensure reliability and
processes to manage, operate, and and representativeness of data consistent with program relevance over time.
oversee implementation. sources, and p ing. objectives.

For each principle, the framework provides the following

Key practices for entities Key Questions for entities, Audit Procedures with the types
yu';in A SRS auditors, and third-party of evidence for auditors and third-
9 4 . assessors. party assessors to collect.

Figure 78. GAQ’s Al Governance Framework (GAO-21-519SP) [56].
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Chapter 19 Al Business Models

Table 13. Summary of Common Al Business Models.

Business
Model
Product Sale

Subscription/
SaaS

Consulting
and Custom
Development

Public-
Private
Partnerships
(PPPs)

Outcome-
Based
Contracts

Pros

Nearly immediate
deployment

Turn-key solution
Potentially includes
maintenance and updates
Benefit from “economies of
scale” of the commercial
market

Easy to perform market
research

Continuous updates

No need for own IT
infrastructure

Scalable service level; pay-
per-use

Usually includes the latest
technology

Easier to integrate with other
SaaS on the same platform

Tailored solutions

Flexibility in design

Can be highly specific to
mission needs

Agencies get what they want
(anything for a price)

Leverages strengths of both
sectors; open model

Can speed up development
Shared resources and
expertise

Focuses on results
Encourages innovation
Promotes accountability
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Cons

Almost never customizable

High upfront costs

Recurring license fees

Government often becomes the only
customer for legacy software
Vendor lock and price increases

Ongoing subscription costs
Potential data security concerns
May lack full customization
Personnel with knowledge of SaaS
are in high demand ($$$3)

Hard to implement on closed
networks

Time-consuming to develop
Potentially (usually) higher costs
Requires highly specialized
expertise

Requires lengthy procurements and
contracting actions

Seen as a “legacy” model

Complex management
May have shared IP issues
Longer negotiation phases
Few successful models in
government

Needs clear, measurable outcomes
and goals to promote valid outcomes
Can place high risk on contractors
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Figure 79. Reference Architecture for an AI System.
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Chapter 20 Towards Atrtificial General

Intelligence
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Figure 80. Canonical Formulation of Turing’s “Imitation Game.”
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