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GCHQuvorks extensively with technology and software to support our mission and to support the
operation of our business, communications, infrastructure and management needs. We deal with
high complexity issues in terms of technology and engingesind so like any progressive
organisation we keep an eye on the future, emerging trends and schools of thought so that we can
adapt and evolve to be the best we can be.

The technology industry is always changing, and it seems that the pace of thagcisan

increasing. We feel it as much as other government departments and commercial organisations
and so we offer this internal research paper publicly, not to present policy or guidelines, but to
stimulate debate.

This paper examines a series of changgracteristics and the directions they appear to be

travelling in¢ the authors recommend that organisations consider how they wish to move along

these scales and how those changes may need to be considered together to achieve systemic
improvement rather han localised changes. | think the debate is healthy and useful as despite the
G.2AFtAy3 CNR3I&a¢ OKIy3aSa y24 6SAy3a NARIKG F2NI S
discuss where an organisation might need to be.

Change is never simple, and thi## LISNJ R2Say Qi 2FFSNI I ljdza O1 FAEZ

change a complex organisation or what an end state would look like. Part of the point of
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GCH@as a reputation for being the best technical delivery organisatidgikirGovernmentThis
reputation has been built on years of successful delivery of complex systems in challenging
environments. Looking at business, management and technical trends globally we see an
increasingly disruptive environment for technical businesses and agi@ons, includingsCHQ
andits partners. In fact, the pace of change is becoming so rapid that traditional approaches to
managing large organisations (in both the public and private sectors) are struggling to keep up.
This challenge is not just about tetbal changeit is alsoabout the way we need to think and
behave in order to get the most out of new technology

Therearea number of global drivers affecting organisations in signifigatisruptive ways:
Consumer IT,iB Data, Cloud, SociBlsiness, Mobile and morés a result, disruptive innovation

in products, ways of working and strategy is increasingly the only game in town for technology
focussed organisations. In order to maintain competitive advantage, old ways of working for our
more predictable solutions are no longer appropriate when we need to create new value by
working on speculative, creative solutions. Overall, this pressure is causing a desire in the wider
ecosystem for business and technical agility in the pursuit of redticerlto market, elastic
flexibility, reduced waste and promotion of creativity.

This paper identifiesral examinegritical business characteristics th@omote business and
technical agilitydescribng how organisations neetless of" some characteriss and "more of"
others. Rather than changing one of thes®racteristicsn isolation we believe that

organisations need to improve holistically, not in terms of a binary step change, but in terms of
force-multiplying cohesive change. For eadtaracteistic, we proposea directionof change
covering:

w Operating Model (inaidingstructure and interaction styles)
w Organisational cultures

w Use of accommodation

w Approach tomeasurement

w Skills management

w Useof commercial suppliers

w LeveraingBigData

w Approachto architecture

w Use of processes and techniques
w Approach to Security

w Approach to HR

Finally, this paper includes some of the background reasoning collated from internal blogs related

to organisational structuring, types of joeadil KS SFFSOGa 2 F [/ 2cffandged Qa [ |
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Boiling Frogs

The story goes that afrogis placedn a saucepan of coldater, whichisslowly heaed, the frog
adapts its body temperaturto the changindheatof the water andgradually goes to sleep. In fac
it goes to sleep at 40 /unaware that at 100 #t boils alive. Howeveif the frog isplaced in
already boiling wateit immediatelyjumps out to safety.

GCHQ: Boiling Frog

This isa useful metaphor to illustrate that althoudiumansthink theyare very clever aadapting
to the changing worldthey doy” éicessarilyecognise tle needto jump out of that world and
take charge of it, not just adapt to iThere is a risk of being blissfullgaware thatthe worldis
changing so dramatally thatthere is danger of boiling alive whilasleep.

Please note, no frogs have been hurt in writing tipaper

Organisatiors are systens, notjustthe sum oftheir business unitand departmentdut alsothe

product of interactions amorgj all their elementsg including bothinternalinteractionsas well as

those withcustomers and supplierhe system ishanging but how aware ardi KS ae&aidSYQa
inhabitantsof the direction andimpact of those changes?

The pace of disruptive change is increasing, from the rise of  External Changes & Disruption:

cloud technology, social business, the Internet of §hand Consumer IT

others.We need to jump out of our worldnd considethe big Big Data

picture. This paper proposes holistic approach to driving Social Business

change in our organisatienstrateges, practicesandbusiness Internet of Things

activities Technology businesseged to understand and Cloud

include a wide range of elements and their interactions to 3D Printing

ensurethey are in the best possible shape to faa€isruptive Competitor Innovation

presentand futurg6 ST2NB A G Qa G222 I Other Political and Environmental
factors
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1. So why do we need fundamental change?

The pace of disruption and radical change used tankbasured irdecades. I& busines&new
what it wasgoing to do for the next 10 to lfears,then focussingon efficiency and predictability
made senseHowever the pace of disruption is
accelerating, ad as it does stocussingn

efficiency and predictabilitgctuallybecomes
detrimentali 2 'y 2NBlIYyAal A2y Qi
Business agility and delivering new business
value become the only game in town.

In many organisationgie last ten years,
although not without great challenges, have
been a period of relative stability as far as
technology and business needs are concernec
Success has begndgedagainst this
background of stabilityith an emphasisn
control of budget and plan variance.

G¢KSe
anymore.¢ K

) ¢
(04

[0 /2fd 51y -5 AR

Organisatiors have evolved &ad increased in come to the Dark SideH 11 M n £

scale during thiperiod of stability into highly
structured machinswith well-defined Image by mobgraphics/officialpsds.com unereative Commons Attribution 3.(
processes and procedures designed and Jponedleense

developed to maintain and enhandteeir

current capabilities.

2. 52y Qi O2YS {42 GKS 5IFN] {ARS

During stable times organisatioase tempted to build big systems multi-year projects of brain

melting complexitylike the Death StaiDespite these large programmes and projects rarely

workingl KS2@ Q@S 06S02YS (KS aidl yRI NRetechdolgedi OK Ay Yl
SYGANRYYSYG Aa y2¢ Y20Ay3 (22 ljdAaOlfte F2N dza
get blown up.

TKS . A3 LI FYyyYyAy3IE | LILINR | Odélevantto speaildtivie Bxypld@atdry 5 S|
work. Infact,A 1 Q&  dristéai Bchridbgp organisationseed a number of flexible, small

solutionsthat can be easily combined in different way® survive we need tmcubateideas

quickly, failing fast and learning from the experience. LIN2 2 S Ol4 FFAf Ay 3 AayQi

SINIe&s Ay FILOG GKIFIdGQa az2yYSiKAy3a (G2 OSt SoNI G4SH

We need different ways of working to build an astromech draither thant 5 S| G K { G NJ |
be a lot more usefuHoweveritA a y Qi  of BourSe Y&ars &f&uccesstaking the same

business approach deters people from trying new methods. Change itself becomes something
upsetting, to be resisted or worse, denied (like the frogs slowly cgrarthe boil).
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3.  Whyis complex change so difficut

=

Inertiabuilt up through consecutive years gfast success

2. Inward lookingoehaviours on spend, budget, staff metrics

Organisation

3. Qreation ofa high number ofoles,job descriptions,
process and structures that are organised around the way 54

capabilities

we've providedvaluenot the actualvaluethat we provide and process
4. Organisation ofpeople around existing products, "
capabilities and process, not by the skill & expertise they e

provide

These fourreinforcingfactorsconstrainpeopleto current methodsand approachesfocusngon

inward pressuresndthinking about how to improve the thingwe currently dorather thanthe

value we need to provide. This is wstymanypeoplemiss the need to changadically While it

can seenctounterintuitive, when ourprimary focus is to manage theay we provide value our

workload goesug A YLJ @ 0 SOl dza S G K S NBXrawhes weleard tw mahaga S Y Sy
value, our workload and costs reduéeS Ol dza S ¢ SQNB Yl yl 3Ay3a GKS 2dz

the processes themselves

An effective response taccelerating Problems can be made simplerb t N2 6f SYa OF yQi
technicaldisruption requires many change< decomposition into smaller units.  simplification.
across mUItipIe aspecwfeCting people, Successful execution increases  Successful execution does not

process and technical concerfgsaditional chances of subsequent success  assure subsequent successes
sequential change to the waye conduct High expertise in a wide variety 0 Expertise contributes to success
our businesseswill be1 in the main1 fields is necessary for success but is no guarantee
inadequate and too slow to implementn

Problems are similar in a number Each execution is unique and

times of rapid technological and business of critical fields; standard must be understood as an
Change, organisatiormed faster decision methods work well individual problem, unique

. . . . approaches are needed
maklng, fosterlng greater innovation for
survival and‘growth. Problems are linear in nature and Problems are interconnected and

can be tackled sequentially need simultaneous resolution

As the pace of technology disruption relationships between relationships are interconnected,
. . . . contributing parts is simple and cause and effect is difficult to
survive and so thg/pe_s of WOI_’k that m_any High degree of certainty of Uncertainty of outcome
technology organisations do is changing.  outcome persistent

I 2YLX SE @gad [/ 2YLX AOI S RcKeith&tdl
There is anncreasing proportion of
complex worknewtypes of problemyhich are rare unpredictable speculative, undéfied, and
constantly changing. Consequently, there reductionin the proportion ofsimple complicated
work thatis predictable, stableandlarge.
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4. CommoditizationScale

A useful mechanism for understanding different types of work, and the different approaches that

may be applicable to delivering them withiid@ NI F2f A2 Aa (GKS &/ 2YY2RAG.
Commoditization Scale describesamge of types of workrom innovation(undefined, rare,

speculative and high ri¥ko more commodity/utility(well defined, ubiquitous, and less

differentiated with lower risk

These different types of work require different ways of working, contractual models, technologies,
supply chains, cultures, processes &tellunderstoodwork is more predictable and manageable
by its nature, whereas the opposite is true for lesslwelderstood work.

Utility Commaodity Specialist Innovation
Market Ieadingi
MNew or Improved Idea
Niche Products/COTS Aligned to Strategy
Specialised by suppliers with
Readily available differentiating features
Mo market differentiation
Ubiquitous, eral solutions between suppliers

Cheaply available

Commoditization

COrY2RAGAT I GA2Y {OFtS AY&ALANBR o6& {AY2y 2| NRfSeQa 90

If an organisation primarily works in the Specialist space thisrbitiilding unique products to

solve specific business problems, in this situatiodpés notmake sense to build utility or
commodity components, systems or prodsgcthey can simply be boughtquiredfrom suppliers

or open source communitie§orexample,an organisation building public service websites would
not build a softwaresource code managemesystem for itself, this is a commodity capability that
is best served by wedistablished tools such as the open source Git.

Alternatively,if an organisation is primarily focussed on utilities or commod{geg. power
supply)then working oninnovation and specialist products is most likely toeltber as part of a
efficiency improvementor8 2y 3 GSNY &adNI G6S3IAO0 LIX L& Fa AGQa

However, there are manyomplexorganisatiors, whichwork on solutions thatare distributed

across the commoditisation scaléiese organisations have complex value streams internally and
with supplier ecosystems. For these organisatiarassingle method is applicabhcross work of
such variationjindeed the methodsind cultures at the extremes of the commoditisation scale will
be very different potentially causing confli&n approach to solving this issue is described later in
this document irsectionll.A.2the Hybrid Dynamic Model

© Crown copyright www.gchg.gov.uk
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5. Less and More

GCHQ: Boiling Frog

As an organisation is affected by disruptions, characteristics of that organisetichmay have
been pefectly functional in the past may Hongerbe best suitedo times of instabilityAs a
result, many organisations may need to change fundamentally to react to instability.

The following tablendicatesthe various characteristics and the typef changethat organisations

need to inspire, incentivisand implementTK S

af Saa

2 T are rotiheMshtigbadS NR & G A C

they have served well in the past atitey do have glace inthe future, however moving towards

thed Y2 NB 2 F ¢
disruption.

Less Of
Predefined Structure for everything
Functional Silo / Service Centre
Transactional
Inertia
Bespoke / Fixed
Analytic
Single Discipline / Silo’d
Large + Time-Hire
Used
Bespoke, Scale-up, Design for Resilience
Single Type
Preventative

Centralised / Generalist

Type
Operating Model
Structure
Interaction
Culture
Accommodation
Corporate Focus
Skills
Suppliers
Big Data
Architecture
Technique
Security

Human Resources

O Kl pudrganis&tidtinia bett€ dlacéto deal witperiods of

More Of

Mixed Dynamic

Service / Cell / Pod

Collaborative

Progressive

Commodity / Configurable

Outcome based

Whole Lifecycle / Full Stack

Large, Medium & Small (inc Time-Hire)

Driven By

Commodity, Scale-out, Design for Failure

Mixed

Permissive / Enabling

Decentralised / Specialist

Many of these changes tharacteristics are already diffusingdrganisationsaround the world as
they strive to be more effective and responsive to char@gner organisations that refused to

move have declined in value, or gone out of business altogether.

© Crown copyright
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Adoptingthesechanges will not be enough tnake an organisation successful without a well
executed businesand technicabtrategy. The reverse is alsoe; a great technical and business
strategyis all too oftenundermined
by an ineffective organisation. Old New

Operating Model
Tosurvive rapid disruptiotechnical
businesses and organisationsed to Culture
R2 fSaa 2F az2vys :
workingand move towards doing
more of (i K S ways/oBwiking to
become more reactive, more
innovativec better, healthier and
happier organisations.

Accommodation

Not a binary change

CKAA A& y24 I 0AYINEB OKIFIy3aST AyaidSIrR AdQa |
organisations will have further to change than others as each organisation has a different starting
(and finishing) position for each characteristitie key is keepinifpese changemoving together

in the same direction and ensuring that changes feradtiply, moving organisationgto the best
possible shape for the future.

Less more AS with alichangethere will be pockets of
- enthusiasm but also there apockets of
resistance and indifference. ©burse there are
Cu-'ture. alsoa fair number of boiling frogs.

T

commodaton (@) Therest of thispaperexamineseach
-~ @ characteristicand the required direction of
change in more detall

10
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Predefined Structurd hMixed Dynamic

gt 'y dhLISNIOGAY3 az2RSt ¢ RSAONAOSHmteB8 g | Y
ﬁ%‘? of both its structure and its behaviogrit is the business architecturén

GhLISNI GAy3 az2RSt¢ SEArAaGa Ay SOSNE 2NHI
down orsimply a collection of processes and practiddse Operating Model includes how

strategy flows through planning and delivery, how money is spent and controlled, how governance
works,how people are organiseandhow quality is assured. tiie Operatng Modelis inefficient

or unable to react well to changeyerything elsesuffers

1. Common Operating Model Problems

Many organisations evolve an Operating Model that fits their stable way of

i F‘( working, allowing for a focus on efficiency and improvement, driving out
“Q_,‘x/(i variation. This approach works well in periods of stability but makes
! organisations brittle and unable to aet well to change because the only way

the organisation knows how to deal with things is to aptsyried and tested
approaches.

Common problems often cited are:

Predefined structures often reinforce themselves, serving the structure rather than. need
Communication across hierarchy can be slow iaeffective

Informationflow through multiple layersop to bottom and vice versa is slow.

Policies, rules, procedure become barriers to strategic sp@eddecisiormaking

People cling to their habits arfdar loss of their power bases and stature.

Repeatedly returningto the same small number of trusted people to lead key initiatives.

gegeeee

The following examineome ofthese problems in more detail.

Predefined structures in large organisations are typidali§t by focussing on the core business,
the specialist or commodity services and products that the business proddess. organisations
split their development workforce into functional areas (e.g. lines of business, service centres,
departmentsand simiar) in an attempt to reduce management complexity.

Theseconstrucs promote organisational stability over
workflow. Ifrequiredwork is closely aligned to the
structure of the organisation, ana big engineering
projectis suitable these rigidstructures can work very o,
wellcAy FILOGE GKFGQA sKend ¢ KEBEQGHIZRHWS x 38R iz R:
However, structure reinforces barriers, creating inertia communication structure.

and constraining the organisation to produce capabilitie
whichreflect that organisational structured¢ / 2 y ¢ | &
Law)(page:43)

"Any organization that designs a
system... is constrained to produc
a design whose structure is a cop

5&/Iglvin Conway, 1968

Structure affects the way worknd informationflows in the organisationCfiten work is forced
throughworkflowswith multiple handoffs; each handoff point is both a queue and bufighe

11
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system.For exampleA request for work initiates a definition phase, this is broken down into
smaller parts resulting iformal Change Requesigich are passed tearious functional areas and
sogo throughtake-on-work proces®s, triage groups, @mge control boardstc., etc.

This kind of structured processa primary impediment to business agility in many organisations,
effectively negating any benefits of agility gainedpbgduct delivery teams

Functional areas are typically intendamtake responsibility foarange of products (roadmap,
strategyetc.) as well as managing a pool of peo@eployeesand/or contractors/suppliersto

cope with a set of potentially competirdgmands from different project/programmefn practice

where multiple demands for services are made this dependency management and coordination is
often performed by management structuredovethe functional areas (sincas projects and

programme$ andthe functional areas themselves thereby duplicating or evenitagting
LINEOS&daSa YR aidNHzOGdzNBad ac¢lk 1S 2mainRodidid ¢ LINE O
Selectionprocess are aamnmon instance of this overlap.

These structures tend to reinforce themselves, hiring more people into each separate group
FAdZNIKSNJ SYG NSy OKAYy3I (KS aaid CoghipledbRdnisatidib el I OK A
work across various areas of t@®mmaoditization Scal@age:8) often need fundamentally

different working practices for distinct area$ the scale, and indeed to evolve work across those

areas. Attempting to apply a single form of working (e.g. classic Project Management or Emergent
Agile Architecture) across all areas a single predefined structure simply does not work.

We shouldn'tbe averse to all organisational structurg temporarily crops up in many forms all
the time. However, forresponsive and agilerganisations able to deal wittmerging
requirements for products where the workéemplex, speculative, undefinednd constantly
changingwve need a more radical approach to how we are structured; applying predefined
template organisational structures to speculative work constrains the t€éamosk capacity, often
to the point of near paralysis

Itis much betterto allowJNB 2 SOG Sl Ya G2 F2N¥Y ad§NHz2OG§dz2NBE G Sy
rather than havingautomatically invokegbredefined structurs. Rople are more than capable of
reaching out tacollaboratingteamswithout imposition of formal structure. & should ceate

structure when, and only when, it is required. When we have no neestfacture,it should not

exist as it has no value in and of itself.

Forward leaning organisations need less structure notmated¥ R2y Qi YI 1S 62NJ] ¥
cheaper or hapier by adding more layers of management.

12
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2. Hybrid Dynamic Model

Large, complex organisatiohave significant effort and coverage across the commoditisation
scale Implementation ofa hybrid modelcatersfor thisvariance using unstructureahd

structured models where necessaryrugture is introduced only by exceptiamhen explicitly
neededto orchestrate effort across divergent teams and portfolia(@) as the default approach
Importantly, as pieces of work become more understood, or pradgts evolve they will likely
begin to move on the commoditisation scale and so may neetytamicallychange their ways of

working.
LHility Commaodity Specialist Innovation
ServiceMorkflow Classic Iterative Project Agileflterative Freeform, ad-hoc
Managsrment Management Methods ways of working

ozl

Innovationand researchvork is typically riskiercomplexand more speculative than mainstream
specialist productand so will be less tolerant of up front planniagd definition approaches
"Failing fast" is particularly important in innovative/inventive work and this type of work is
typically very unpredictableSurrounding innovation work witkignificant structurein terms of
project, programme and Solution Architectuiig)unlikely to be productive

Importantly,this work should also be unconstrained by Enterprise Architecture (and indeed
"standard" ways of workingyith very flat management structurelnovaive work is best
treated as selbrganised Product Deliveigesearchteams that are directly part of thportfolio,
with no programme structuréree to borrow bits of other delivery models as they wish

Similarly, angerhaps counter intuitivelythere isalsoless structuraequiredin the Utility
Portfolioand Commodityareas (because theroducts builtare often wellunderstood,

predictable related to system integratioandfrequently COTS). This type of very predictable work
often benefits from workfbw management techniques such as Lean, Kanban or service
management processes.

Structure is typically usedlthough only when needed) the partof the organisation building
Specialist Product Portfolio(sh typical mistake organisations make is ipasing standard
structure (e.g. programes and projects) to all Specialist work. This is unnecessary, a variety of
delivery models such as cells, incubators, simple propratisothersare all available and can
directly contribute to the portfolio. We neetib use the right tools to solve each different problem.

Using thehybrid dynamic modedrganisationsan have multiple operating models-eaisting
harmoniouslywithin a single enterprise portfolio in an organisation. Using different ways of
working, pratices and techniques across the portfolio helps bring together the otherwise
extremely different extremes of innovation and research work with predictable project delivery.
Other business models, such as Incubation, can also be used to help bridge sHeegapen

areas such as innovation and mainstream engineering practices.
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Hybrid Dynamic Model fromolisticsoftware.com

Many organisations evolvefortfolio lhProgrammedhProjectlhTeammodel, whichis then
applied to all work in the portfolio due to its past success at delivering large predictable
engineering projects. However, this model is wasteful when complexity is low and can actually
inhibit communication and feedback cycles in more specidatiork.

Programme and mject structures caus layers of separationwhichresult in emergent
transactional behaviour, effort duplication amdnfusion overoles andresponsibilities. As a
result,programmes should only be used when there is a genuine requirement{fordinating
multiple projects that musbe integrated for a cohesive product family or business capability. In
other casesprogramme structures should be condense#@moving progranmes that are simply
funding lines; Portfolio Management can and should manage funding lines andaitamel

projects can simply be part of the portfolio.

Reduction instructuralcomplexity will reduce costincrease flexibility and adaptabilityhile
simultaneouslymproving an organisatio@ ability to react in a rapidly changing environment.
Additionally simplifyingstructure willreducethe sheer numbers of people involved in project
management and definitiowork, removingunnecessaryarriers between delivery teams and
their customers.

What is an appropriate ratio between Project Managers and team members? What is
the actual ratio in youorganisation, department or teafh

As soon astructure is introducedt influencesthe communication fw and working patterns,
constrainingarchitecture anceventualsolutionsr & RS & ONRA 0 SR @rganisatbnss | & Q&
should adopt the genergdrinciple thatthe default starting point ighe smallest operating

structure possible andnlyincrease thestructuralcomplexity as and whem becomes necessary.
Generallyprganisations ar@ot building Death Stars, and even whéney are doing so, they
LINPOFOf & akKz2dzZ RyQi o0So
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3. Interaction: Transactional'hCollaborative

;,.‘;m{_ Wherework is becoming more comptgorganisations must be designéal enable
at ™ continuous emergent outcomesThe global software industryeeds less
P transactional forms of communicaticand more collaborative ca&reation between
people This isincreasingly important across teantgjsiness unitand commercial
boundariesas value streams diversify increase productivity andnsure that the right products
are built for customers.

A recurring underlying problenvith failing projectdsa lack of joirup between stakeholderand
the working practices throughout the developmestiack in contrast tathe local interactioninside
teams or betweerteams

Colocating interacting teams allamhuman communication between those teams to improve
organically, increasing understanding betwaeams, whicHeads toimproved technical
interaction.Organisations needt® 2 Odza f Saa 2y & Kaddkdharydl t O2f t |
developmentteam$ Y R Y2 NB 2y & @S Kdiweddtedms and husiress 2ustbriers.2 v €

There are significant benefits colocating teamscollaborative working becomes easier and
more efficient due to direct communication. Fewer meetingsraguiredandfewer
misunderstandingsccuras feedback on ideas, problenasd solutions can be immediate. Where
co-location is notpossible or complexityrequiresthe power ofa crowd or networked ecosystem
then communities can be brought together logllaborationtechnologyand open source ways of
working Of course, theinderpinninghumannetworksare stillcriticalenablersfor effective
teamworkand so technical collaboration should always be considesesdndary to directaceto-
facecommunication.

Converselyit cansometimesbe advantageous toot co-locate teams when barriers to
communication, duplication of work and outpmayactuallyresonate with strategic goals. For
example, if we wish to build a number of differergsilient,diversecapabilities, whicltan exist
independently of each other, even in the eventcatastrophic failurethen using different teams
with different supply chains in different locations will enable this strategy.

The industryneeds to develogd  Odzf G dzNB 2 F &/ dzaAd2YSN) hoaSaaArzyé
throughout the organisation understand who their true customend stakeholders al@ot an

intermediary in the organisation or planning hierarchy) and work to deliver valtigetpoint of

service

Modern iterative development methods stredsetneedto refine requirementsconstantlyto
check that they are still correct, have been elabotht®rrectly and havéhen been implemented
correctly. Thismeans that end customers and users must be directly involved in development
processeslf  LINE R dzO i (age nddRuphansingtéablfiey are other systems requiring
services themprogrammatic interfaces still need twe exploredand elaboratedErrors creep in
through layers of translation and are exacerbated by the use of representatives in place of
customers/users.

G/ dza G2 Y &M WNP B R§ectan? Rdgratmdlanages, Technical Leads and even
delivery team members acting as customers igademicproblemin large complex organisations
and part of the reason why so many IT projects fail. Customer Prendate multiple layers of
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translation andseparation, whicttause a divergence between true requirements ahd mass of
requirementsdocumentation andbr items inwork-item tracking systemsMisidentificationof
customersand stakeholderslso completely breaks the corrective feedback loop of requirements
review and iterative/release demos.

Industry has recognised the customer proxy problem and has responded with both the Agile
movement and Lean movement. Unfortunately, when badly applied, bpfiroachesanmask
the customer proxy problemather than solve it, furtheextending the cone afincertainty and
moving delivery risk into the business rather than reducing it.

Sometimes use of Customer representatives instead of actual customers is genuinely necessary
but in many organisationgsers/customers are calling out to be more involwedeliveryand
manydevelopmentteams are similarly calling out for user inveinent. RBisinesgsmay feel that

they cannotafford fortheir operational businespersonnelto be spendnga good proportion of

their time involved in software developmeni realty theseorganisationgannot affordnot to

spend time ensuringheir softwareinvestment is directed properlyesulting inreal business

value.

There is still a place for project management professionals and requirements professiondls, but
isnot in owning and controlling requirements their acceptanceriteria. These specialist roles

still exist because some of tinéunctions have significant value. If we deconstruct the functions
that Project Managers typically provide we can list:

Leadeship

Communication

Coordination

Stakeholder Engagement and Management
Local risk and issue mitigation

Continuous Improvement

Conflict Resolution

Planning

= =4 4 -4 8 -8 -5 1

Despite traditional plannintechniquesbeing largely unsuited to modern knowledge work there
is sill value in these other functionshowever they should not necessarily allthe responsibility
of a singleperson. Many teams areapableand better suitedo performing these functions
themselves however,other teamsmaywant someone to take care of some these functions for
them. The root cause behind the need faanyof these functions is the complexity of the
planning, management and structure of the organisaiiself (an example of the Homomorphic
force- page:49).

The technology industry needs less Programme and Project Structure causing layers of separation
and transactional behaviouOrganisationsieed less of the spedist roles believing that they own

and control requirements (such as Project Managers and Requirements Specialists/Business
Analysts)The industryneeds less Project and Programme Managéess plans and
documentation less abstract architecture, less bureaucracy, less process and less structure.
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All of these practices have evolved to try and join up customers to delivery teams and yet are now
the impediment to directrapid communication. Instead the industmgeds more developers and
operationalbusiness peoplaorking together to delivevaluablebusiness outcomedhe

technology businesseedsless passive plan followers and more active problem solvers.

Softwareand technologyare pervasiveand critical to our sdeties and yet are often
misrepresentedhroughthe use ofproduction or construction metaphoidsading to mistreatment
by organisationsBoth ofproduction and constructiometaphors lend themselves to traditional
Project Management approaches and tranmshational approaches teequirements, which often
do apply to work in the utility and commodity spacémfortunately, as evidenced by large
numbers of high profile failurespftware doesot fit those metaphors wekhcross the whole
range of different tpes of work

The software industrmeedsto reduce the burden of management overhead and complexitg
would reduce costs, communication confusion and even overcrowding. This ovetbeachot
just inhibit communication between customers and delivery teams but @lfstructs
communicationbetween strategic management and delivery teams.
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GCHQ
B. Inertia MProgressive
Cultureisafunctionofthemind SG 2F GKS LIS2L) S LGQA | LINR R

R2 S 4y Orlisol&iBn & (

Culture is the set of beliefs that drive behaviours. These can be things everybody in the
organisatiorknows and shares, as well as unspoken rules. The rangeseaytable employee
behaviours are based on these underlying beliefs.

GhNBFyAal A2y OdzZ GdZNB A& | LINRPRdzOO 2F GKS &

John Seddon

hNEFYA&FGA2YE | YR AYRA @ Anangl Jishaa petsyhidés/ ik 0SS 2 %63
just a town,or acountry,but easily belongs to botbrganisation®R 2 y Qi KIF ¢S 2dzad 2y
homogenous culture

Culture isseen as relatively fixed, difficult to change and often a source of inéttievever for
greater responsiveness and adaptability cultures must be 8uodiprogressive. Cultughould be
steeredto align with the bumess strategy, not vieeersa, where existing cultuisat odds with
future strategy and constragopportunities

Someorganisations have a strategic focus on innovatBnployeesare enouragedto think

creatively and share new ideas. If the culture is aligned with innovation, employees are rewarded
when their new ideas hit the jackpot, and they aren't penalised for constructive failures. In fact,
GFFAEAY3I Fralde Aa Fy SyO2dzNy ASR 06 SKIF @A 2 dzNJ

Research:Google and Apple are two companies that promote this kind of culture. These
organisations promote a dynamic, entrepreneurial, and creative, innovating culture. Risk taking
FYR aLISYRAYy3 GAYS 2y atl aairzy tleddBreas§it@yisiite tor NB
be on the leading edgé&Vithin reason, the best innovators tend to be protected from bureaucratic
processes and structures that might constrain their creativeness.isrthisculture needed in

research departmerg, where there $ a commitment to experimentation and thinking differengly
andunconstrained by corporate bureaucracy.

(0p))

MainstreamEngineeringThe work of mainstream development is different froesearchandit
needs a slightly different, but overlapping, culture. Engineering culture should drive behaviours
focusngon succesthroughdelivering unique and new products, learning from successful
research, collaborating with partners and improving existingisesvThis should be doneithin

an environment where individual initiative and freedomdo cool things are encouragédth
independently and through organisational constructs such as Incubators.

IT Servicest ICA € Tl adé Aa y 2 iwouldést ar okggniRati@ntike Ardakoih teNBS {0 K |
O2YLSiSa dzaay3d I aaNYraS3a3e OGKFG Aa KAIKEe F2O0d
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have clearly defined job roles and for everyone to know their place. Amazesydd i G NB | y
expensive highisk innovationjt actively discourageh (i = G K N2 dz3 K LINE OS RdzNB
pressNBEf St aS¢ @

Q)¢ ;U(

¢CKS GAYUSNYIlIt LINBaa NBtSIFIaS¢ Ay@g2ft gSa gNARGAy3T |
0KS az2ftdziazy +a (GK2daAK A G QaopletdtNidkladRéthed SSy R2ySo
impact of changes rather than the mechanisms of change and justify change in terms of

tangible business improvement.

Amazon expect others to do the innovation for them and have been incredibly good at spotting
external innovationcopying it and commoditising solutions to offer hagliue services such as
books, cloud infrastructure, groceries at low cost.

Amazon train their operation leaders in high formality, low tolerance quality approaches (such as
sixsigma) to inject morefficiency and productivity into the company's predictable systems. This
focuses the organisation on operational excellence and on doing thingsTigbapproachis
whatisneeded from IT Services departmegitwherea culture of customer obsession, a
commitment to continuously improvand commoditiseservices for the benefit of the rest adin
organisation andts partners. These services in tuenableEngineering and Research to create

new value for the organisation.

Amazon, Apple and Google are adirtrendously successful companies, but have very different
cultures.There is no such thing as good or bad culture, st that iseffective or ineffective

Ultimately, effectiveness depends largely on how well the cultaégnwith the business
strategies ofan organisationandhow aligned culture is to contextrogressive cultures that
support thetypes of people and jobs we negthge:38) are required b deliversuccessful products

What about balance?

What should the balance be between research, mainstream engineering and core services? When

I O2YLIl ye F20dzaSa A i dbusnest ddd@l, &and yyoreSARS OroiastinghE (i 2
in the future) shoriterm revenue and profits initially go up. But ignoring the future has

consequences and those chickens will eventually come home to roost. Many organisations look at
putting 10% of their inv@ment into R&D of course this ratio is based on the other 90% doing
productive and useful things.

Without a holistic approach to cultural change individuals will reverse engineer the success of
others to see how they should agindirectly inferring vihat the organisation truly values.

Desired culture should be explicitly defined and promoted by senior leadership to inform and
guide the wider community towards that which is needed. The proof of commitment to that
culture is then in the behaviours thate incentivised and rewarded and behaviours that are
actively discouraged.

Leadership is required to drive culture and changes are necessary throughout recruitment, HR,
promotion practices, training and workforce development.
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C. Bespoke/Fixed hCommaodity/Configurable

) Accommodatiorwith a standard fixed layout that is difficult to flex &
adapt to the rapidly changing types of people & work causes friction
which people either work against accepting loss in productivity, or
leave n pursuit of an environment that is more congruent.

Successful accommodatién?2 dzf R 6 S O2YLI NBR G2 | ¢! ws5L{=> Al
outside (in fact it looks commoditymuch like a boring office bdiing), but inside, ifeels
enormous ands packed full of variety that suits the diverse needs of its occupants.

Technical organisations often seem to focus @IRRAT it looks pretty cool, huge and spaage

on the outside, but on thénside it feels rather small, and looks fairly uninterestimguch the

same throughout a onesizefits- £ £ | LILINR I OK GKIFG R2SayQi o6Sai
the changing needs @fh organisation.

Good accommodation should provitkyouts to suit varied types of workith individualand
collaborative spaces, isolatepliet spaces, standard offices, labs, integrated IT and mobility.

Accommodation is a key strategic resource; however, it is not an end in itself. Accommodation
must erve the business strategyan accommodation strategy that is not aligned to business
needs is pointless and sedérving.

Accommodatiormust bedesignedo be flexible and diverse to match working needs; all these
things are part of the holistic work @wonment and are big contributors to employee engagement
and passionSimilarly, accommodation must be aligned to strategy with the right kinds of
accommodation being available for the different kinds of work an organisation needs to do.

Resonating acecomodation and strategy helps drive strategic results e.g. using diverse supply
chains in a range of locations to develop alternative solutions to complex problems.
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D. Analytic lhOutcome based

Through stable times there &stendency todcus on the parameters of stability:
d percentage budget variance, milestone pastes- the typical business metrics.
=% ThisiNBEFSNNBR (2 I a (K @&hetethgfoctisdsiohmeasarNg@ | y A &
and analysing aspects of work, environment and people in an attempt to
demonstrate control and understanding.

GCHQ: Boiling Frog

Although measurement and understanding are the basis of empirical improvement the Analytic
organisation can easily fahto the traps of measuring intermediaaytefactsand dysfunctional
measurement driven behaviour.

Frequently planning is based on the need to spend the allocated budget effectiVhalg icaused

by a negative pressure on managers to maintain origiméestones and reduce unplanned

overspend! Y SEGNBYS 2F GKS FylLtedrad 2NABlIYyAalLGAZY .
decisions are made purely to avoid over underspend.

An analytic focusypically lead4o afocus on elements such as milestopass rates, often

creating a pressure towardgery high pass rate in milestonasd lowfinancial variance-However,

this pressure leads tmilestones, which are largely dissociatéwm the actual work (or

incremental delivery of business value). Suglestones are simply measuring that time has

passed with 6 monthly milestones passing every 6 months. Recursive layers of planning structure
obfuscate and further exacerbate this problem.

Where an effort is made to link milestones to functional delivarguality such efforts are often
undermined by the pressure to deliver a low financial variance against budget, which leads to
continual rebaselining of milestones.

Tracking milestones is only useful when the milestones are defined in terms of:

1 Scope- typically in terms of linking to high level requirements (e.g. features)
f Quality-[ AY{SR G2 | a5STFAYAUGUAZ2Y 2F 52ySé& 2N a!
1 Timec Linked to a target time or estimate

Analytical focus can often lead to knowing the cost of everythirdytha value of nothing. To

dzy RSNR UGl YR aodzaAySaa @lFtdzS¢ AG Aa ySOSaal NB
often teams consider someone in the planning hierarchy as their customer, missing the point
somewhat.
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Infor-profit2 NBF yAal GA2ya a@dFfdzS¢e¢ OFy 2 Fcb&frnanS a A YLK
profitZNEI-yAél-ﬂAEYé AGQa | ftAGGES Y2NB O2YLX AOI ¢
work of Akao and Mizuno is useful:

Value is recognized when Custompesceive one or more of the
following:

A A problem of theirs is solved or minimized
A An opportunity they desire is seized, maximized or enabled
ACKIGO GKSeé aft221 322Ré G2 aArA3ayATFAOlyi

A ¢KIGi GKSé aFSStf TJ22Ré | o02dzi GKSYyaSt g

It is possible to applyhese tests to understand the value of a piece of wptke question then
0502YSay aLa Al ¢2NIK AGKEé H6KAOK A& | adzoaSoi
part of a process) does not meet any of these tests then it should be stoppetis not providing

value.

In a world where organisations need to respond to new business opportunities or customer
requests within weeks, a 6 or 48onth multilevel planning cycle is not good enough. The
impedance to getting work done that is buitito organisations for previous, more predictable
work is now a source of considerable inertia. In many organisations, the planning hierarchy is
often cited as a barrier to getting work donaterestingly this criticism comes frorall angles

with executve management, customers and delivery teasharing the same feeling.

tfFyyAy3d YSGK2Ra OFyQiaz | yR | Niesstieheeds$odeIA y I  dz
spentd £ S+ NYAY 3 with 2INBBI Vi YISY R LI  yyAy3 (G2 €SFENYyéod
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E. {Ay 3t S 5 A WhaleriESale] Rull ZARR

Professionaliation of disciplines hasencouraged the development of-Ehaped
LIS2 LI Sé¢ 6K2 KI O6skilg In DidBpécHic adedz{This3adsd IS NJ
encouragedyrowth in silo or padifecyde skills. For exam] in IT infrastructure
there are specialists in storage, network, processing, specific applicasignsort
and many other fields.

GCHQ: Boiling Frog

e

Historically thesédisciplinga A f 2a KIF @S 0SSy STFFAOASYG Ay 3SGd
deep technical expertisi their assigned silo havirgvery clear understanding of theirdividual
goals

In software engineeringsome business areas have grown separate roles farireaents,

developers and testers (or indeed Project Managers and Architétds)ever, a software

engineering has evolved as a practides tvorld has learned thahcreased productivitgan be

gainedfrom software engineers who understand and addresswhole lifecycle, where each
crossfunctional team member is able to work on the majority of the team's work. This reduces
AYVOSNYFE 060200t SySO1a FyYyR O2yiaSyidAiazy F2NJ I aAy
those who can understand customereus, develop and test against that need). That's not to say

there isn't ever a need for a deep speciahst what is required are experts that also hahe
underpinningfoundationsto enable a wider understanding of technical and business problems

Sepaate business and technical areaske a collaborative focus on customer business value
difficult as everyone thinks varioparts of the equatiort I NBy Qi G KSANJ 230 ¢ d ¢ K
transactional waterfall behaviours, which impede collaboration.

It means different things to bB-savvy, for a technologistorking in a software development role

as opposed t@n operational user in a business roletaphorically, some may reféo this as

YSSRAY I-AKANISRG 0IS2 L) S¢ 4 K2 ieK Fh@ &rtidaldoar oftha Y Ra 2 F |
represents depth of expertise in a single field (being a software engimderniation Assurance

IT Infrastructurenetworking, etc), whereas the horizontal stroke of the T is the ability to

collaborate across disciplin@sth experts in other areas and to apply knowledge in areas of

expertise other than one's own (being collaborative and empathetic).

The cross barfdhe T is not about technologyput about the relationship between converging
technologies (and the busingsand how much people understand about these relationships. As

you increase the number of relationships (or technology linkages), the broader the crossbar on the
T becomes. You don't get these crascipline/skill linkages, or beconti€savvy without career
development and support, through placements, secondments and working closely with others.
.dzaAySaa dzaSNR |ftaz2>x AYyONBlraiAy3dte yaEROR:<t 2@
the world ismore Internet connected and techaally enabled.

Organisations are learning that pegtaduate degrees and professional qualifications offer little
guarantee of realvorld engineering and innovation skjlisspecially in crossomain

communication In progressive technology organization ¢ A G K Ydzf G ARA&OA LI Ay | 1
ongoing searctor, YR Ay OSy (A @S -4RIl RSBSGRAg theth®aiton ¢
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skillsand the diversity opeople enhancsthe ability to flex and adapt for changing requirements.
Above all people nekto be skilled in collaboration and communication.

Technology has converged with the rise of virtualisation and ctpadditionallypractices have
evolved with the maturing of software engineeringechnology focused organisations need to
incentivise loth depth and interdisciplinaryihole-life cycleskills,not fragmentedpart-lifecycle or
siloways of thinking¢ 2 R loadigations need people with a deep understanding of technology,
software development and how that can be applied in the context Gifess strategy and

business goals.
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Large + Timddire MhLarge, Medium, Small (inc Tirvdire)

It can make good business sense to use external supirasnples of effective use include:
1 To provide commodity IT infrastructure services (mefécient & costeffective than in
house)
1 To providecommercial offthe-shelf products
1 To wstomise & integrate commercial offeringshy selfbuild, when you can buy?
i To bolster internal skill & provide specialist skibging careful not to inadvertentl
outsource niche and core future strategic value)

Through stable times, the prevailing characteristics of work has meant there has been a large
proportion of common, large, complicated system integration, and governmentradgionally
engaged witha small number ofarge system integrators

There arean increasing proportion of new problems, which are rare, complex, speculative,
undefinedand constantly changingvith a correspondingliminishing proportion of large,
complicated, stable engineerirgoblems.

Technology evolves quickly amgthe rate of change continues to accelerapeganizationsmust
be carefulto avoidlock-in to longterm contracts. No onecanrealisticallyanticipate what services
will be needed n terms of technology and sls more than 5 years into the future.

The current environment with its new challenges demand people and partners who are capable of
working in business contexts with dynamic requirements, where innovation and collaboration
bring success. This requires access to a wider and diverse marketdlsts and niche suppliers

to complement inRhouse specialist skill.

In recent years the UK government has expressed an increased appetite to make more use of
small medium enterprises (SMEB&eking an increased valoealised from smaller suppliers.
Government departments should make more use of SM#esschcan provide valuable diversity of
capability and specialist skillsuitable for noaccommodity work. To take full advantage of this
government organisations need to do much more¢duce barries such asecurity classifications
and strive to produce frictionless IT connectiarpund the workand peopleto widen access to
this increased supply base.

It isimportant to learn fromexamples ofcovernment and other | Tfailures. Therare many
reasons for these failuresombinations of incorrectly sized contracts, inappropgiahange
control, lack of supplier diversitjgut also fom culturalreasongesulting in ifilexibility andpoor
responsiveness to change

There are risks in engaging SMEs through large suppliers (where the large supplier becomes the
middle-man between government and the SVHSthis removes the responsiveness, agility and
customer focus and increases the risk of failure (and cost) of SMé&stj\eely undermining the

SME engagement strategy. Thether you are away from the client the further you are away

from the user needAlthough it seems compelling to allow large suppliers to manage SMEs the
benefits of using SMEs may be significarglyuced, for both SMEs and their client, by imposing
one-sizefits-all management, procurement and governance procedures.
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Many SMEs do not wish to work via large comparmesferring direct engagement. Public sector
and other large organisations must eme that they do not disncentivise SMEs engagement by
exposing them to an indirect model that diminishes their individual value proposition and brand
identity.

Care must be taken to ensuiteis not difficult to have direct routes f@ME to deal with
government Such constraints auld limit the market,asthere are many SMEs whwill not go
near a large Systems Integrator.

Examples of risks to an SME working via a large supplier:

Reduces SME margand increases cost to end customer

Reduces SMiteedom to innovate as Intellectual Property is typically controlled by the
prime contractor

Introduces a layer of management and communication (increasing resource costs)
Reduces an SMEs scope for growth as business opportunities are controlled byrtbe pri
contractor

1 Misalignment of cultural fit and reduced agility

)l
)l

1
1

There are certainly SMEs who prefer to work indirectly with government through large suppliers,
for a variety of reasons but the underlying reason for this is mainly bec@MEefind existing
government procurement to be frustrating and expensive to deal with.

It is important toensure change in procurement and commercial strategyhatdual access
methods (direct and indirecgre available wittagile and flexible commercial underpinnirtgs

offer a continuously updating wideetwork of supply optionsThis will provide access to a diverse
supply base having good coverage across the mark€he supplier base must not be limited to a
small minority butnclude large commodity system integtors, small/medium sized companies
and the niche specialist companies.

It is essential thabusiness leaders understand how to align the value propositions of these types
of companies to the characteristics of thveork being undertakepmatching appropiate supplies

to the work characteristicso that themost costeffective &efficient supply decisions are made
without outsourcing core or future strategic value
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G. UsedlDriven By

e oy As the world, and businesses, have become more connected more and more data
b B\ is being produced. Collectively looking at the very large data sets now created by
o) r people, internet connected things, machine to machine communicatimhother
’ sourcespresents usvith new challenges and new opportunities. Taking advantage
2T A3 5FGF 2L NIdzyAiGASa A& Y2NB GKIFy 2dzad 3
information space to understand the opportunities offered by Big Data and the exploitation of
those gportunities when found.

When working with big data the most important things are the models of understanding and not

the volume of data itself. Huge amounts of the wrong sorts of data don't normally get you

Y@ gKSNB® / 2YLI yASA (nkloakingRat (f.eWithout afrddel o KI G G KS@
understanding) collect everything and cross their fingers. Luck isn't a great approach.

Big Data can let companies become more data driven, so that they make strategic and tactical
moves based on evidence rather thguesswork and hope. Big Data can help companies
understand their customers, suppliers, partners and even competitorsinArrvingexample

from retailing is that by using data analysis supermarkets have been able to work out that
someoneis pregnant andffer discounts on maternity producsmply based on changes in their
purchasing habits.

That kind of analysis may have gone a little far, but the idea of knowing what customers are likely
to want, and offering it to them could be the business differatur that determines which
companies will succeed or fail.

Is it possible to use the ideas of being ddtasen within an organisation to understafd

A What isthe organisatiof Business value, where and how is it produced and consmed

A Can businesgrocesses be tuned in near real time to respond to new opportunities or
challenges?

A Can understanding of the current workfordsy skill and associated business context
facilitate better workforce planning decisions?

A Candatabe usedto model the right retention packages needed for staff, based on
performance, skills and leaving data?

Big data has become a competitive edge for many organisatiuat look to improve decisien
makingand advance business performance. Whilst the fosumt on the data per se but the
models, these biglata systems are not simply uséa information gatheringout to activelyrun
the organisation. Big data enriched with insights and anahggisesents goowerfulnew way for
charting business strate@nd influencing decisions.
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H. (Resilience + Capacity + Commodity)

“ The technology industry hdavoured theuseof architectural practices
=eseoimoesinn SUCh as scalap (bigger machines) for capacity plannihg;1 (more
I 1 IIII-IIIIII reliable machines) for resilien@nd single, time critical disaster
recovery tests for testing of failure modes. These architectural practices
tend to determine choices for enterprise class machinery.

GCHQ: Boiling Frog

CKFEGQa y2aG (G2 al @& KSNS-clasaang®spoke ifiashid, butfgi SS R F
the majority a commodity solution is good enough. The world is moving from one of treating
infrastructure as pets, each one hand configured and given a cute name, monitored and nursed

back to health when displaying problematic behavidaraworld where infrastructure services

are viewed as commodity; systems are just numbered and if they get sick are simply replaced by

an off the shelf clone.

Cloud approaches, mirskts and principles, such as elastic, metricatedgdemand seHservice
approaches should be extended across the enterprise removing reliance on expensive manual and
front-door mechanisms which absorb resources by making priority calls against business priorities.

When making architectural choices in the design of new capiabilind services, publicly
availablecost effectivecommercialcloudsolutions should be considereal preference to other
options. These publicly available solutions should only be rejected if there are specific system
requirements that cannot be met kihem.

With a move to a mor@nfrastructure as a service commodity approaehtirely different
architectural practicesre neededsuch asscaleout or distributed system$or capacity planning,
design for failure for resilience and use of chaos enginestlie deliberate and continuous
introduction offailure to test failure modes).Hese mechanisms enable highly capable systems to
be built using low cost commodity componersisch as cloud storage
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l. Single TypdhMixed

Organisationhavetended towards singular techniquggovernance and methodologiesften

referred to as best practice.g.Agile Scrum, RUP, ITIL, Balance Scorecard, Lean, MSP or PRINCE2
for development Single approaches to egburcinge.g.fixed pricecontracting topartnersinstead

of time and materialssingle governance approaches for governing work rather thearied

toolkit of techniques

Examples of singular approach:

A Usingthe samedeliveryprocess for every piece of work, regardless of risk, size,
technology no. of peopleand other factors.

A Fixing the price of a piece of work that is novel, speculative and high risk will likely cost
significantly more and risk failing to deliver value through restrictive chaogérol
process.

A Usinga standardenterprise frameworkapproach that applies Programme, Theme and
Project structuresvith manyspecific jobgor every piece of work.

A A single governance approach, whéhe governance level is highut is likely to cause
friction with novel and speculativeork.

When newactivities and techniques emerge and evotheir characteristics change. What starts

asrare, uncertain unpredictableand speculativddecomes common, defed, measureable and
industrialised through commoditisatiohegovernance andhethods that need to be applied

vary with those characteristics. At the extresof uncharted and industriaéid, the appropriate

methods are essentially polar opposites. Given that any taogde organization or venture will

contain at least some componeritsic S OK SEGNBYSsT y2 w2yS &A1l § ¥
optimal.

A Better approach:

Use continuous flow processes for maintenance and well defined, easily decomposed work

Use agile/iterative/incremental processes for developing new products and déjebi

Usefix-price contracts when askirsguppliersto provide commodity solutins & utility

services, providingosteffect value.

Use shortperiods of (capped) time and materials contract models taidk speculative

solutions followed by a flexible gaence of fixed price periods

Train various roles across teams to use enterprise architecture tools and sytbieking,

where appropriate, tensure that value is added to the organisatamd not just the local

team

A UselLean & Systems Thinkitmoptimiseprovision of operational IT Services and
Capabilities to reduce waste from the supply chain.

o Do To Do P>

The choice of techniques is driven by the risk impact of the project and the experience and
expertise of the people involved. There are many examplegople with a lack of experience
misunderstanding the purpose of a methodology, practice or technique leading to wrongly or
badly applied techniques. Popular business axioms and management theories/fads are thrown
around in such cavalier fashion that th&equently result in flawed decisiemaking.
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Much commonly accepted management wisdom is not actually wise at all but based on
YA&ddzyRSNEGEFYRAY3IA FYR YAal LW AOFGA2Y 2F aoSai
or outright obsolete thinkig.
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There are many documented case studies of pulritt private sector organisations that

embarked onanenterprisé A RS AYyAUGAlI GABS&a KI @Ay3a 6SSy az2tR
toolsets, in one example, two years into a se¥igure implementation program the organisation
discovered there was no matial benefit to an implementation that was consuming considerable
resource and revenue.

Single techniques can be detrimental ifused LJ- y I OS| a 2withodt achdider&io o6 dzf f
of the context.A more considered approach must be to understémel nature of problems to be
addressed, and apply a range of techniques from the toolbox to solve the problem. Just because
S KIS I KIFEYYSNI R2SayQid YSIYy S@OSNRBOKAYyIQA |
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Many organisations havienplementedsecurity approaches which are preventative
Unintentionally, preventative approachésve in some cases reduced usability and
driven growth in Shadow IT and which can result in increased corporate risk and
financial cost.

With the need for ireased productivity and better digital literacy for our peoplganisations

are going to see more requirements for consumerisation within the enterprise, with employees
using a wide variety of consumerienteddevices anapps for business purposes, daptops,
tablet computers, wearables. In fact, with the growing ubiquity of commodity consumented
G§SOKy2f 2383 idgtoBeian gpton b Bno@ B MithT@mmoditisation of activities
creating new forms of technologypew opportunitiepresent themselvefor us to create value for
our organisation with increased productivity.

The sheer volume of devices and access vectors implied by a digital workplace, coupled with the
increase in sophisticated, dynamic attack methods and insideathyenakes the traditional
approach of focusing on preventive controls increasingly ineffective.

While the value gfand need foypreventive controls will never go away, the digital workplace
reinforces the need to focus more on detective and reactivetrads, but securityapproaches
needto be enabling and not restrictivdhere are many examples of innovation in this sphke,
releasing aversion of theSecurity Monkeythat automatically goes arounddata centre detecting
where data, or capabilite have left doors widepen for exploitation and highlightirguch
weaknessesor the attention of their owners.

In practice, this means increasing investments in coréeware security monitoring fdousiness
environments, threat intelligence assessmeapabilities and incident response. Pervasive,
contextbased monitoring and security information analytics will form the core of-gexieration
& Sy I &dcurity drchitectures.

Strategies such as the digital workplace implicitly recognise that usktsengiven more freedom
in how they use technology and information. This implies a higher level of trust that users will
exhibit appropriate behaviour in dealing with enterprises' information resources.

Peoplecentric security (PCS) is a strategic ajpptoto information security that emphasises
individual accountability and trust, and that @enphasises restrictive, preventive security
controls.Increasing levels of trust to improve capabilities requires better training and education of
users to potentl dangers of the digital workplace and will have repercussions on the design and
implementation of the systems they use.

Owners of information assets involved in the initiative must be informed of the riskshand

2 NH | Y A setuiity teayh Méist help them assess the potential impact of the risks against the
expected business benefits of the digital workplafige affected information owners muste

aware of and willing to accepiny additional risbalanced against the benefitd the connected
digital workplace.
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Centralised/GeneralisthDecentralised/Specialist

The technology industmeedsless centralised, toplown, generalist HRynd more decentralised,
agile, and specialist HR, which is better suitedldtened structures and crogsinctional teams.
Supporting these changes will benefit changes in performance and goal management, reward
strategies, leadership skills and recruitment.

The yearly performance review is no longeod enoughor fast moving talent management.
Research shows that companies that revisit goals for employees quarterly, for example,
outperform thosethat set goals annually by more than 30% (Deloitte 2013).

Many companies are aggressively redesigning their apgirand evaluation programs to focus on
coaching, development, continuous goal alignment, and recognition. The days of standard one
sizeFAGA Fff O2YLISGSYOASa FNI YSG2 Ndrstrained5 af 2¢f &
workplace, to be replaced by a fo€ on engaging people and helping them perform at

extraordinary levels. High performing managers play a hamdsle, redefining the role of

leadership.

These fastmovers focus heavily on decentralised, haiots technical leadership. All these things
are part of the holistic work environment and are big contributors to employee engagement and
passion.

With a move to decentralised HR specialistganisationsare better placed to understand and
deal with skills shortages whetkey need to build a suply chain for talent, partner with
universities, establish apprentice programs, create developmental assignments, and focus on
continuous learning.

Traditionally, the trend is to reward and promote individual evidence and competency over
working togetherin teams. Evidence of performance is in the form of individuals taking credit for
achievement rather than enabling others. A detrimental side effect of this approach is that
measurement driven behaviours arise and the organisation tends to blame indiwidua

problems rather than looking at dysfunctional processes.

Modern HR processes must be designed by specialists with a deep understanding of current and
future business needs to ensure organisations not only redsuitalsoretain and develop the
peoplethat organisationseed for today and the future. HR processes must take into account not
only generic organisational values but also the necessary variances in culture, behaviours and skills
required by specialist areas.

The way personnel are redted, retained, rewarded and promoted needs to move from a-one
sizefits-all approach to a tuned and tuneable HR system that actively drives the right incentives
and rewards skills and behaviours vital to an organis&ichanging needs.
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The IT industry is in a period of disruption and organisatibasrespond positively, innovatively
YR NIRAOIffe gAff 06S Ay GKS o0Said LRairAdAzy G2
suitable for tackling the pace of disruptive

change.

To bein the best possible place for the
future, organisationsieed to take a holistic
view of how to change toward$exible,
efficient businesss, not just improving a
small part orsinglecharacteristic in

isolation but with an understanding of the
big pictue. They need less structure, not
more; existing structures need rationalising
to become flatter. Organisations must
strive to be as lean as possible, without
aF ONAFAOAY3A fSFEFNYAYy3I yR ONBFrGA@GAGEeT (2 Sylof
problems.

¢ KSNB Qa ihgrovibdrakchitécturk without improving the provision of suppdrtK SNBE Q& vy 2
point adding morestructure and management when the need is torhere flexible and
responsive to changing strateg and market conditions

Cautionmust be exercised so thédcal optimisationgre not madeat the expense of the entire
system.Many processes, structure and methods that were used previooslge sense at the

time of adoption, but the world has changed, tbkallenges have changed arttetnature of
NBalLlRyasSa Ydzail OKi oskat shouldo@scarytie @owindthaticurrent

practices are no longesffectivethat should be frighteningOrganisation&” dza Gy Qi 6 S a Ol N
radical changegr of removing processes, systems and structure that are no longer as beneficial

due tothe environment changinground them, clinging onto ineffective methods further delays
necessary change

Hfective response to disruption requiresakingmany changes aoss multiple aspects affecting
people, process and technical concerfimditional sequential changarogrammego transform

the way of conducting business will madequde and too slow to implement. To keep pace with
the rapid advances in technologyganisationsneed to achieve faster decisianaking, foster
greater innovationdr growth and smoother, more direatommunication.

Organisations need to change their structure, culture and methods so that they can absorb and
adapt to change rather thanding destroyed by it. A popular quote often misattributed to Darwin
YR GKS GhNAIAY 2F {LISOASaé¢ ArAay
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IV. APPENDIX

The appendix includes a number of postdlated from internal blogsyhich provide useful
background to this paper.

1. BLOGDISRUPTIVEHANGE

The incessant march of technical progress means that methods of communicating, processing,
and dealing withnformation are exploding in volume and diversity.

Disruption and innovation are the foundations of technical progression, creating new ideas
through research, invention and innovation, finding new opportunities and exploiting them.

As the technical landape changes, either through our own invention and innovation or from
external factors we face waves of disruption. The commaoditisation of a technology has historically
been a key disruptor. How we respond to that disruption is the difference between sg\ov

not.

G! OSYUdNXft 1jdzSadAz2y (2 RAANHZIIAZ2Y A& BKSGKS
G26FNR AYyS@AGlIrotSY o6dzi Iy SyaaAySSNDa 2LIGAYA
G§SOKy2ft238 OFly o6NRYy3a Y2NB +a | LINRoO6fSY G2 o
The Far Stages of Disruption Steven Sinofsky, Board Partner, Andreessen Horowitz

In between points of disruption there are periods of stability when ways of working, operating

models and department structures settle down to deliver known solutions in knoayswOf

O2dzNBS RAANMzZLIWGAZ2Y R2SayQi YSIy GKIFG GKSNBQa vy
at our best when we combine the old with the new, when we derive strength from diversity in

terms ofways of working and experience.

However, past stcessgs, bringwith them an inertia that ripples throughout the whole
organisation.This inertia can prevent and slow down change which is much needed when
disruptions happen Existing structures and ways of working, however functional in the past, may
no longer be fit for the future.
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BLOCKBUSTER AMNETFLIX

Blockbuster and Netflix faced radical disruption in the home entertainment market with the rise of
broadband internet. Both went into internet streaming but Blockbuster went bust and Netflix has
beenvery successful.

Why did Blockbuster fail, and Netflix succeed?

AG 0SOlFdzasS . t2010dzalGSNI 6SNBYy Qi FANRG 0
0, in fact Blockbuster were the first to market with online rental
1T 214 AG 0SOlIdzasS . f éAdedindgplaif@md RARYy Qi KI @S |

2 0 KSNE g6 ayQi YdzOK G2 RAFFSNBYOGAIGS

o
Z

o
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The Answer There was significant management inertia in Blockbuster that prevented them
realising quickly enough that revenue was substantially declining; that the nancal of the real
estate they had was crippling their ability to pivot towards a new business model. Netflix, being a
new business, had none of this legacy either in terms of assets, structure, ways of thinking or
resources. In short, they were a more agiusiness.

There are 4 stages of disruption. Four stages that comprise the innovation pattern for technology
products:

Disruptionof incumbent
Rapid and linear evolution
Appealing convergence
Complete ramagination

PN PE

Any product line or technology can b&aped insomewhere irthis sequence at a given time.

STAGEL ¢ DISRUPTION ARNCUMBENT

The stage starts the moment when we start talking about disruption, it is the first recognition that
AGQa KIFLIISYyAy3Id ¢KAA Y2 Y Shaniduringitheewentlfe 9.lwheh @d Of S|
the iPhone disrupt Blackberry, digital photography disrupting the photo film industry, Amazon

with bookstoresand so on.
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Reacting to this point means innovating and changing our approach (both business and technical)
STAGEZ ¢ RAPIDLUNEAREVOLUTION

This stage involves the rapid development of new technologies or approaches. Characterised by
SP2ftdziA2y 2F AYAOGALf O2yOSLJia Ayid2 I Y2NB aFA
previous solutions, tisi stage is the normalisation of a disruption towards a stable period.

CKA& LISNAZ2ZR A& atAff RAANMzZIIAQGS AGaStT K2oSOS
how the changes will impact the entire organisation. Often in an external markenhpamy that

can react first, and better, that can evolve more quickly will outlast a legacy company that is slow

to move.

We will need new ways of doing things, new approaches and new solutions. We will need to
rapidly evolve these things, sometimes irrgléel as some will fail as we explore the future.

STAGE3 ¢ APPEALINEONVERGENCE

During this period, we can look for efficiencies in waifssvorking, operating model, scalingp of
our capabilities and delivery.

As our new products become mokdNR2 @Sy (KSeQftf 06S02YS Y2NB YI Ay
well-defined. There will be an increased supply of skills and delivery options. The treadmill of

rapidly evolving features begins to feel somewhat incremental, and relatively known to the team.

The business starts to feel saturated. Overall, the early adopters are now a maturing group, and a
sense of stability develops.

At the same time, there is also a risk of sec@ydtem syndrome that must be carefully monitored

G ¢ KS Bt gffétt rers to the tendency of small, elegant, and successful
systems to have elephantine, featdfrel RSy Y2y aiNRaAGASa a G§KSAN
Wikipedia

Theterm wasfirst usedby FredBrooksin hisclassicTheMythical Man-Month

It is not uncommon for the renegle disruptors, fresh off the success they have been seeing, to
come to believe in broader theories of unification or architecture and simply try to get too much
done, or to lose the elegance of the newly defined solution.

STAGH ¢ COMPLETIRE-IMAGINATION

The last stage of technology disruption is when a category or technologynmggened from the
ANRBdzy R dzLJ® ! f 6K2dzZaK (KA& Oly 0SS GK2dAKG 27F | &
based on previous forays into new solutions that causgsificantly different behaviours both in
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innovators and incumbents of current technolo@pr examplewhat does it mean to take an
image? Share computation? Search the web?

AWSAYF3IAYAYT Ad& AYLRNIFYdG 0SOFdzaScam&S oNBIF |
before. What characterizes a-nmagination most is that it renders the criteria used to

evaluate the previous products irrelevant. Often there are orders of magnitude

difference in cost, performance, reliability, service and features. Things avelfllgt

OSUGSNY ¢KIiQa ¢6Keée az2YS KIS NBFSNNBR (2 (K.
olal Ay (0KS 3JFt2NB 2F 0KS LINBOA2dza &adz00Saa:z
KSSf ao¢

TheFourStagesof Disruption- SteverSinofskyBoardPartner, Andreessetiorowitz

This type of disruption is typically radical, and so requires a radical response. Combining old ideas
with new ideas, to create an entirely new set of products and market, a new ecosystem to evolve
and disrupt. Cloud computing is a good recent examplderé&imagination of both the
mini/mainframe and P&erver models (some would consider it to be a hybrid oftw.

Cloud computing involves combining the commodity hardware of the PC world with the thin
client/data centre view of the mainframeworld. it Q& y 24 (GKIFG &aAYLX S K26S
innovations in cloud computing deliver entirely new scale, reliability and flexibility, at a cost that
upends both of the previous models. Literally every assumption of the mainframe and

client/server computig was revisited, intentionally or not, in building modern cloud systems.

Typically, ramagined technology will bear little relation to legacy approaches, requiring a

reinvention of the usage, production and supply chains used. Applying the old appsotach
radically disrupted market leads to Blockbuster, whereasrragining leads to Netflix.

What stage of disruptiors your organisatiom?
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2. BLOGTHERE ARE ONAYOB®

| often get a fair few questions about performance management, objesttng and
professionalization. With it being the start of a new reporting year | thought | would share some of
my thoughts and perspectives, hopefully relevant to everybddgcently read, and liked, an

article that provided an interesting viewpoint:

GC2NJ 0KS LI ad on @SIFNB Yeé O2YLIlyeée KFa oSSy
performancebased job descriptions that define the actual work a person needs to do to

be considered successful.... | can conclude that there are only four differemt jlbbs

GK2t S ¢2NI Roe

LouAdler

The four jobs that Lou identifies are:

T Thinkersg they start things off with an idea, they innovate away from disruption. There are
0KS @QAaA2Y I NEQa aidGNIGS3IAataz AyidSttSoda |y

T Buildersg turn an idea into a new wity, they implement innovation taking a new idea
from scratch and turning it into something tangible

1 Improversg improve an idea and the implementation of that idea, finding efficiencies and
industrialising solutions

1 Producerg; repeatedly and predictagldeliver known solutions in known ways

h¥ O2dzNARS LIS2LX S R2y Qi FAG Ayid2 aAYLIXS o62E
220608 NBIddZANB || YAEZ Ay RAFTFSNBY(G LINR L2 NIA?Z2
skills to jobshowever, and | think we can consider jobs on this kind of scale to align the right
people with the right jobsLou refers to the risk when organisations don't focus on growing the
right balance of talent:

Sao
yaz
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As a company grows and reaches maturity, morénefwork gets done by the Producers

and Improvers. However, without a culture of consistent improvement, the Producers

soon take over and implementing change becomes slower and slower until it stops. Long

before this the Thinkers and Builders have lafstime new venture. Improvers soon

follow to join their former cavorkers and hire new Producers to add some order to the

ySgte ONBIFIGSR OKFI2ad ¢KS 2fR t NPRdzOSNE ¢6K2
skills and processes, are left behind to fendliemselves. Maintaining balance across

all four work types is a constant, but a necessary struggle for a company to continue to

grow, adapt, and survive.

LouAdler

PIONEEROULTURE

A blog I liked by Simon Wardlg@SCdffered a different but resonandécale. Simon suggested that
there are 3 primary work types using an exploration metaphor. He talks about there being:

T Pioneergsimilar to Thinkers above)

1 Settlers(similar to Builders/Improvers above)

1 TownPlanners(similar to Improvers/Producers above)

¢KS LR2AY(G Aad GKFEG 6KSy @2dzQNB SELX 2NAy3 | ySs
pioneer someone creative who will find interesting and new waygwin planneris unlikely to be

able to fill this role well, but of course the oppositetiue, pioneers may not be the best at

building stable resilient long lasting infrastructure.

Settlers steal from the pioneers, build products, listen to customers to increase features &
respond to feedbackThey use ecosystem3.hey constantly impnee what exists.

Town Plannerare good at applying known solutions to problems. They thrive when taking a
methodical ‘waterfaHllike' approach to avell-definedproblem with low variability and risk. As a
result,the tools they use tend to be plan basedquirement based and have a high degree of
process, formality and governanc&hey should be familiar with techniques such assimna and
drive operational efficiency from high volume operations.

Pioneerswill provide useful challenges ownPlannersespecially in periods of disruption, as
they offer new ways of forming towns as a responséealing with disruption

The purpose of both of these ways of categorising jétisneerso Town Plannerand Thinkersto
Producer$ is thatunderstanding the full nature of a job can help us ensure the right people are
put into the job. It can help us put the right people into a new teathcan help us put the right
balance of people and teams into a new business unit. Putting the wrongjg@atcauses
problems for the individual, the organisation and the culture.

Doyou havethe right mix of thesekinds of rolesin the right parts of your organisation?
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SPECIFIMEASURABLEBOALS

¢t2 0S STFSOUADBS 6S y S StRe bishess strafegy. WiSreddtoSawd 206 2 S
down strategic goals through to individual goals to get everyone pulling in the same direction. Of
course, some areas are already doing this.

When we look at career assessment we should do so through the lensraftneent, looking at
making objectives specific and measurable so we can get a genuine handle on perfobaaade
job descriptions.

Instead of looking at very generic objectives we should look at the kind of things we really want
people to do in a job,rad assess those, perhaps in line with these job types (from Producers to
Thinkers):

Producer Must have experience in financial reporting Deliver completed financial reports for all of your projects t
the 3rd week of each month
Improver Must have experience in process modelling Conduct a comprehensive process reviewdeployment

processego determine what it would take to improve end
to-end delivery time to operations by 20%

Builder Must have experience in software engineeyiand Lead and deliver the implementation of the nender
delivery fulfilment system within 6 months

Thinker Must have engineering background with a knack fc Develop a totally new approach for exploitiagiovel
creative solutions opportunity for newbusiness valugithin 3 months

If you are helping someone craft thabjectivesthen make them specific and aligned to their job
AY RSEAGSNAY3A (KS odzaAySaa AGNIrGS3ed 22N] 2dzi
OKIffSyaSa e2dzOQNBE (UNRBAYy3 (2 a2t @S ¢6KSyYy 3ITAPAY3

How would you create specific measurable objectivesgHerfollowing challenges that face our
organisation?

Are your objectivesspecificand alignedto strategy?

CHANGES OVER TIME

Over time the mix of jobs that is required by an organisation will change. As we enter periods of
change caused by disruphsto our market or technology the split of work will need to change,
and the distribution of job types in organisational areas will need to change. We will need to free
up Thinkers/Pioneers to think, moving what used to be innovative into more maimstegaas.

Who are our thinkers and pioneers?

As ideas turn to new realities the balance of work flows from the Thinkers and Builders to the
Improvers and Producers. There is a risk that we keep the ideas in the areas, or with the people,
who created theninstead of pulling them through to the people best suited to industrialise them.
Leaving these engineering problems with the Thinkers can demotivate them, causing them to
leave for pastures new where they can think about the hard problems and create retross
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rather than support the ones they had a couple of years ago. Maintaining the balance across the
four work types is a constant but necessary struggle for us to adapt and survive.

facebook

Facebook famously lived by the motto:

Gaz2z@S FlLad FyR oNBIF|l GKAy3Iace

Mark ZuckerbergFaceboolCEO

Now 10 years old, serving over 500 billion API calls per day Mark Zuckerberg, Facebook CEO, has
changed the motto at the F8 Conference in San Francisco last week to:

Gaz2@S Flald 200RBdAINIDSE S A Y FNI ad NJ

Mark ZuckerbergFaceboolCEO
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Facebook has finished pioneering and is now settling having disrupted the market (Facebook were
not the firstsocial network, but are the most successful). Facebook has less need for Thinkers right
now and more need for Producers. That is, until someone significantly disrupts the social media
market.

There is significant value in having Pioneers, Sstdad Tan-Planners in an organisation, indeed
most organisations withot survive with gpopulation ofonly Pioneers constantly pushing at the
boundaries, chasing the next shiny problem and pioneering into new spaces. Eggaltysations
will not survive withow them for very long, especially when disruption comes along. The trick is
intentionally focussing the right people on the right type of work at the right time.

In the rush to acthere is ariskof an emergent workforcevhich hadost sight of the biggepicture
and end up doing the wrong type of work with the wrong people, creating inertia rather than
adapting quickly.

As an organisation we need to focus our producers and tplanners into providing the
commoditised services necessary to support pineering exploration. Not just inperational
engineering areabut inall parts of the business from HR to Policy.

We need to focus jobs in every area on delivering the strategy by aligning specific objectives to

strategic goals. We need:
41
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1 Pioneers/Thmkers finding new solutions, providing future value

Settlers/Builders growing those solutions, leveraging from new and old

1 TownPlanners/Producers industrialising existing solutions and providing resilient stable
infrastructure

=

...and we need them organidehe right way.

What do you think the right mix of jobsis?
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3. BLOG] CAN PREDICT THE BRE OF YOUR SOFTWRRBJECT

A~ 4 A x

C2NJ aSOSNIf @SIFNBR L KIFI@ZS NBTEtSOGSR 2y K2g GKS
systems and software it produces.

It was Melvin Conway who stated:

"Any organization that designs a system (defined more broadly here than just
information systems) will inevitably produce a design whose structure is a copy of the
organization's communication structure."”

Melvin Conway, 196

We can see examples of Conway's Law at multiple levels within an organisatitre lowest
level, itisoften stated as "If you have three developers writing a Ul you will get three ways of
doing everything (mouse click, menu item, shout key)".

CoNWAXZ LAW INACTION

At a slightly higher level we organise around functional areas (e.g. processing, storage and
presentation) then if we require a new produabw likely are we to ged solution comprised ad
data processingomponent, astoragecomponentand a presentation layérls it possible to get
anything else froman organisatiorstructuredin this way2Couldsuch an organisation create
single component that fused these concenrsa solution separated in some other architectural
pattern?

This design will be applied whether it is the best or not. Indeed, the system might not even need a
relational database or a graphical interface flat file or in memory data store might have been
quite adequate for data and a command line interfacefpetly acceptable.

LiQa fA1S o6dAfRAY3I | K2dzaSZ AF L OoONRyYy3I Ay I 0
SELINIEZ LQY LINRolofeé J2Aay3a G2 SyR dzLJ 6AGK | ¢
roof. This is analogous to a software teamgdahis can lead to poor (or the wrong) architecture,

over complicated designs and competing modules.
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FORMING TEAMS

When we are forming teams to tackle a new project, architectural decisions are being made at the
point of team selection evenwithout architectural analysis, understanding risksd

requirementsc before evena singlediagram has been produced. Selecting a team with four
software engineers rather than three will influence the architecture because work now needs to
be found for the fourth team member. Work will be divided into four parts.

B

Simply by forming teams and creating lines of communication we are making decisions that will influence

the architecture of the system before a line of code has been written. Creating a tenpaple for a

project during its conceptualisation has an impact not only on the style and structure of the system but also
GKS (G4SFYQa loAfAdGe (2 0S STFSOUABGS Ay GKS ONBFIIAOD
most necessary.

When new work is just starting, these decisions are made at the time when least information is kho@® S
seen plenty of examples when people who will not actually be involved in the development effort making
decisions which can compound the issue.

CKS % /2% ! yOSNIIAyideé¢ O6RSOSE2LISR T2N) a2Figl NB o8
problem which shows that at the beginning of a piece of work the risks and unknowns are so high that
estimates are typically a factor of four out. Only by dapgie of the work, deisking and elaborating, can

6S AYONBIFasS LINBRAOGIOATAGRED (G GKAA SINIe LRAYy(H o
making inadvertent architectural decisions, contractual decisions and planning decisions. Incalpatio

iteration are designed to rapidly reduce the cone of uncertainty as quickly as possible, hoiskver
reductionshould include the social structures and practices not just the technical issues.

x4

Y

time

wilid
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RECOMMENDATIONS
¢ K S NEB dslivenpules, blitwe should attempt to avoid these problems:by

Start with the smallestteam possible

T Try to avoid making architectural decisions in staffing the team by understaffing it.

1 Keeping the team hungry will reduce the possibility of building more than is meedever
architecting it.

1T ¢NB y20 (G2 &aLISYR Y2ySe 2y (GKAy3a (GKIFId R2yQ
resourcefulness, se#fufficiency and invention. There are no extra points for headcount,
budget size or fixed expense.

Onlydoing just enougharchitecture

1 Be aware of those who are quick to point out the risk of under architecting a system, not
looking to the future and not building a system that can change and grow, and resist the
temptation to buckle.

T The risks of over architecting are if anytfpiworse. Too much architecture can equally
prevent a system changing and growing, and too much architecture leads to more time
consuming and expensive code to cut. Then there is the risk of not shipping at all, too long
spent producing the "right" designamy result in a system too late to be viable

Aim for crossfunctional, generalisingspecialists

1 Create teams with people that each have a range of skills, preferably in addition to one or
more specialism and experience of the whifecycle rather than spaalist, people who
have deep knowledge of one subje¥eshave a Java or a C++ software engineer on the
team but have one who knows a bit of SQL or a NoSQL approach and isn't scared of a little
Ul work. In time you might need to add database and Uligfists but delay this until it is
clear they are needed.

Considerad 2 K 2{S3 Approach

1 Theteamneedstoincluds] S& &Gl { SK2f RSNA a2 GKIF G LI NI
08 KFE@AYy3a AG o0SAy3 ay20 2dzNJ 220 ¢

T Also incorporating less experiencpdople who can broaden their skills and experience
taking a longer term view.

45
© Crown copyright www.gchg.gov.uk


https://www.nationalarchives.gov.uk/information-management/our-services/crown-copyright.htm
http://www.gchq.gov.uk/

GCHQ\ GCHQ: Boiling Frog

As an organisation we need tacentivisethis approach, in Conway's own words:

"Ways must be found to reward design managers for keeping their organizations lean
andflexible. There is need for a philosophy of system design management which is not
based on the assumption that adding manpower simply adds to productivity."

Melvin Conway

Thepurposeof Leadershigs not to amassfollowers but to grow more leaders.

Howwe choose to staff a team significantly affects what that team will produce. We can therefore
make predictions on the output of teams based on how they are resourttethynext blogL Q f
describeNBE @S NA A y 3 1o Befpdd sha@aisol(itibng by magicareful resourcing choices.
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"Anyorganization that designs a system (defined more broadly here than just
information systems) will inevitably produce a design whose structure is a copy of the
organization's communication structure."

Melvin Conway 1968

I 2y61F@Qa [ 6 | Bedvie sde tliisliviierScnsideying b I€h&ch3ystems. These
systems can impose predefined structure on the teams who maintain these systems and even on
the wider organisation.

In aprevious blod gave an example of atler system: database, business, GUI system. Imagine

this system has now been operational for several years. The original developers have left the
organisation and new people have been recruited. The system contains lots of citmpiell

three tiers such that each tier requires a specialist. The database is so rich in stored PL/SQL
procedures, triggers and constraints that only a SQL expert can understand it. The GUI is crammed
full of JavaScript, CSS and not HTML 5 complietitad only someone dedicated to interfaces can

keep it all working. And the middle tier is using a lot of EJB 2.0 concepts requiring significant
experience.

Given this situation the company has no option but to staff the team with three experts. Conway's
Law is now working in reverse: the system is imposing structure on the organisaiocan see
examples of this effect in our own organisation.

Again this happens not just at the miel@vel but at the macrdevel. Entire companies are

constrained by tk systems they have. Economists might call this jolgpendency: you are where

you are because of how you got here not because of any current, rational, favtasy

organisations end up evolving a large legacy architecture of-guenected systems. Gih

GF NOKAGSOGdzNY £ | NOKIF S2t238¢ Aa ySoOoSaalNE (G2 d
The design of these legacy architectures was constrainegddanisation structure, it is now very

difficult to reorganise without changing tHegacyarchitecture and systemt® supportthe new

desired structurs.
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THEHOMOMORPHIEORCE

This force acts to preserve the structure of system even asybheem itself moves from one
technology to another, from one platform to another. Both forms of Conway's Law and the
Homomorphic Force pose a dilemma for any organisation. Should they work with the force or try
to break it?
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This is a complex problem andry context sensitivedowever,| tend towards saying: Work with
Conway's Law, not against iike woodworking, work with the grain not across it. Be aware of
Conway's Law and learn to play it to your advantage. Simply fighting it or ignoring it edyutdik
work.

Conway's Law does contain a geit-clause: the system that will be created will be a copy of an
existing organisation, if you can create a new organisation, one neibpiied with assumptions
and welttrodden communication paths then maylyeu can create a new system with a better
design. By creating something new to do something new you avoid the Homomorphic force.

WHATE THIS GOT TO DO WITS
If we want new things we need new organisations to create them, where we considenlaets

of Conwag law and consider theoles and the peoplé S Yy SSR® ¢KA & R2SayQi
system level, but at the macro organisational leyéhe topic of mynext blog
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5. BLOGI CAN PREDICT THE BRE OF YOUR ORGANI&N

In my last two blogs from Conway Weeékdan predict the future of your software projécand OLegacy

Enforces Organisational Structéel discussetiow organisational structures affect the structure of the
systems they build and how existing systems can constrain the structural choices that an
organisation may implement. In this blog | will explore the outcomes, both intended and
unintended of commod dza SR 2NHI yAal GAz2ylf Y2RSta Ay (KS
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Every boundary, both inside teams and between teams, causes a structural separation and

| 2y gl &Qa [ |Additianally,Aayd@ss beBareh individual specialists and teams cause
delays inworkflow as work is buffered at the boundaries. Often | see various controlling
mechanisms, such as team inboxes, backlogs, Hloot processes and other forms of work queue
which, frequently, add unnecessarily to the total Lead Time for work. It istbmevisit the

original intent of these mechanisms and consider ways we can achieve the purpose without
adding unnecessary lag and buffer to delivering value to our customers.

Structure increases the impedance in the organisation to doing a piecerkf Woe less structure
we have, theasterg SQf t 0S (G2 RSt AGSNI O f dzSo

Structure also decreases the flexibility and adaptability in an organisation for responding to
strategic change. The less structure we havefitser SQf t 0SS G2 I RF LI @

Conway'd aw (1968) states that:

"Any organization that designs a system ... are constrained to produce a design whose
structure is a copy of the organization's communication structure.”

Melvin Conway, 1968
VERTICACONWAYS LAW

"Programmes are a collection dbsely related projects that together deliver business value."

Where planning processes impose a structure of Programmes, Projects and multiple teams (even
when a Programme only has one projeavhich is pointless) at each layer we see duplicated sets
of planning, requirements, architecture, testing effort and artifacts. When groups of people are
structured into a vertical stack of layers that perform activities on the same piece of work they will
create translational layers of work with transactionalipoaries between them typically leading

to large amounts of waste and confusion.

This modetanwork for big organisations like ourselves that need teocdinate well understood

strongly related systemef-systems development efforts however it is aefficient model to

apply to poorly understood (high risk) changing work as the structure is slow and cumbersome to
OKFy3S IyR RdzS G2 /2ygleQa [I6 YI1Sa& I NOKAGSO
Especially as our understanding of the various fgois improves.

49
© Crown copyright www.gchg.gov.uk


https://www.nationalarchives.gov.uk/information-management/our-services/crown-copyright.htm
http://www.gchq.gov.uk/
https://jive.ssvc.gchq.ic.gov.uk/people/rbarker/blog/2014/06/11/i-can-predict-the-future-of-your-organisation

® .
GCHQ\ GCHQ: Boiling Frog

Directing .
Smal\)A

P,

Controlling Minimal Resourcing),

Executing

Majority Resourcing

Lean thinking tells us to minimize the "Directing” layer and the "Controlling" layer of Programmes
and themes. The majority of our resources should be focused on "Executing" ou arding
products, doing research and solving difficult challenges.

Projects can, and should, exist as stahoine projects within the Portfolio. We need programmes
G2 O22NRAYIFGS YdzEf GALX S LINRP2SOGa GKIG Ydzad 62N
the programmeh 4y Qi ySOSaal Ne

HORI1ZONTACONWAYS LAW

Aswell as vertical structure we can consider horizontal structure in two ways:

1. Structure teams alignetb functionalcharacteristicgrequirements, delivery, metrics,
operations etc.)- This is derrible ideathat leads to stovepiped empire building
spedalisms with transactional handffs between them removing a "whole team"
mentality to product delivery, quality and delivery of business value.

2. Structuring segments of the business into parallel delivery organisations such as
departments, groups, businefines, domains etc. This is a very common model which has
a number of variants. This model can lead to a duplication of development effort and so is
often augmented with a common base layer as dictated by Enterprise Architecture or
Operations/ITServiceoncerns.
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Programmes
Programmes

Programmes

Projects
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Projects
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Projects

Naturally this model has numerous variants based on multiplicity: structured portfolios can
sometimes have programme structures, or &mf programmes and staraloneprojects or no
programme structure at all. Some complex/large organisatioag have multiple strategies and

so further multiply this kind of structure. Any increase in multiplicity will increase the complexity
and risks that need careful care:

Duplication of development effort in separate teams

Duplication of support an@mprovement effort in silos

Division of culture into sets of sttultures

Possible fragmentation of business value (and Enterprise Architecture) to the point that
delivery teams can't understand how they contribute business value

A fragmented business thatruggles to create crossrganisation value streams.

1 Fragmented inertia against corporate level decision making and change (leading to an
inability to innovate and react to disruption)

= =4 =4 =4

CONWAYSLAW IN OTHER AREAS

As well as thinking about structure dibeam dynamics Conway's Law has a significant effect on
culture, as each structurally separated group will develop a separatedidtire. Similarly it has

an effect on architecture as mentioned in my previousy; if an organisation is structured into
major departments then all must be coordinated to deliver a corporate response to a new
challenge. This tends to lead to a number of components or products reflecting the organisation
structure that may not necessarily be the best architectural respoasegroblem.

This management and architectural inerisaone of the reasons that small new organisations can
out-innovate established businesses in a market.
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USINGCONWAYSLAW TO OUR ADVANTAGE

Organise teams in a structure that resonates with the solutions you are trying to create. If we want
a very modular system/culture with higlsilience then we should create many small teams. If

we want people to focus on processing as a separate corfcemanalytics andisualisation,

then we should structure them into separate domains.

If we are trying to merge twteams,then leaving them physically separated witifferent names

and identitieswill actually reinforce their separation (an examplettté Homomorphic Force |

think we need to build holistic teams that can work on delivering business value across the various
concerns involved in software engineering.

There is no point in a team developing quickly if it is building the wrong thinge Thapo point in
directing the right things if the development teams can't deliver due to poor organisational
structure. Simply, we need to join up the all people involved to the common strategy and let them
get on with it.

Does adding more managers tgi@ce of work make us better, faster, cheaper or happier?

How we organise structurally drastically affects the cultures, architectures, productivity and the

very products that we can and will produce. We ara jperiod of disruption Wwere we must

organi® for change and not build structures based on our current limited understanding of the

future. Where we currently have structure, due to past stability, we should revisit the need for its
existence. The less structure we have the more agile the busin#dsevas it reconfigures to face

GKS O2YAy3a OKIffSyaSaod hyOS 46SQ@S Saidlof AdaKSR
become more stable we may want more structure agaist s Facebook have donbut for now

structure will only slow us down.

In mynext blogl'm going to look at a number of different structural models that organisations use,
in the context of Conway's Law.
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6. BLOGFUNCTION FOLLOWS FORM

In my previous blog | described h@onway's Law has an impact on Organisati@balctures in

this blog I'm going to talk about a couple of standard organisational models and their
consequences. First though whenever we talk about organisational structure inevitably we have to
talk about hierarchy.

"Hierarchy is a system in which members of an organisation or society are
ranked according to relative status or authority."

Wikipedia

Generallyhierarchy is instantiated in structural relationships within an organisation where people
report and are managed by a layer above, and thoseple to a smaller layer above and so on in a
rough triangle shape.

Controlling ___iadlaSli 4 b

Executing

viww holistic-software.com

"Hierarchy" is often thought of as negative because a number of dysfunctions have their roots in
hierarchy:

1 Excessivéayers- hierarchy can lead to many intermediary layers between Delivery Teams
and Business Leaders obscuring communication and causing transactional and
transformational behaviour between layergdrtical Conway's Lgw

1 Top-Heavydelivery - even minimal layersfdiierarchy can introduce management around
a delivery team, looking at the people involved as a whole we sometimes see a high ratio
of "managers"” to "doers" sometimes we have seen more "managers" than "doers". A
Delivery Team of 5 may need no managers yetdsometimes we see small teams
surrounded by 10 or more "managers" adding inertia and causing confusion. This form of
organisational bloat is wasteful.

1 Valuefragmentation- Because hierarchy encourages decomposition it can lead to
functional decomposion through team structuresHorizontal Conway's Law

However, not all hierarchy is inherently baddeed,some form of hierarchy always exists in
human social structureseven when they try to suppress it (e.g. holocrafioups, communal
ownership groups, coperatives). In these groups implicit hierarchy is always created as they are
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funded and supported by Leaders. Even the flattest, most transparent, companies have an implicit
hierarchy- unless every employee isshaeholdingdirector with voting rights earning dividends.

Excessive hierarchy causes negative behaviours, but some level of hierarchy is practically
unavoidable, especially when more than one team is involved and/or people are working for other
people. Hovever, where possible we should minimize layers and structure joining our senior
leadership with customers and delivery teams. Every team must be able to expresgiheir
propositionto the business, and not in terms of handing over a product from eaetto another

to another...

Hierarchical structures are often well intentioned and may even be well structured for stable
work. However,as time passes portfolios are likely to overlap, as are programmes meaning that
communication lines are multipliecceoss the hierarchy in a complex web. The following structure
is a real team structure taken from a large software organisation (not here, a big financial
institution):

£ Dysfunctional

= Bissiiass Structurel
B Leader
& -
EF.‘!EH:.I
2 '
) = = = =
g R RR B B
o N o L d

[ T [ N L)
[ L e i

x| || B R | B B
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Initially the organisation's business was split into 4 vertical business Htio@gver,over time
these concerns converged onto common IT platforms as storage and processing became
commodities. This led to overlapping requirements in programmes that were part of each
portfolio.

As aresult,Delivery Teams had requirements from multipl@grammes which, of course,
sometimes conflicted. Because many of the Products were large the organisation formed
"Projects” containing multiple teams for some of these products.

Due to thisi ORTFOLIOHPROGRAMMEHPROJECGTStructure being the standardpgroach to work

in the organisation an isolated Product also had to fit into this structure (as shown on the far right
of the diagram) which meant that there were 3 layers of management above the Product Team.
You'll notice that "Customers” are nowherelte seen on this diagram, in fact customers created
an orthogonal management structure that caused more confusion:
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This is more similar to a matrix organisation (described below) than a simple hierarchical
organisation. Clearly this mess of communicatioes causes problems, and is only exacerbated
by introduction of more structure or more layers. The numbers of managers vs. doers in this
model is far from ideal.

Organisational structures must be kept as simple and unstructured as possible so that q@ople
free to collaborate in whatever forms are necessary to deliver as a holistic team.

"Separation into roles, layers, functional groups and other forms of ivory towers, even
with the best intentions, causes significant problems in delivery."

There are amumber of structural patterns organisations use to deal with scale of resources, each
has its advantages and disadvantages.
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MATRIX

Matrix organisations have more than one reporting line, typically in software based organisations
personal management (llmmanagement) is deoupled from technical management.
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Matrix structuresmply flexibility by allowing technical groups to beamyanised without affecting
line management structuresiowever,because of the fragmentation of concerns we often hear
the complaint:

"My line manager doesn't know anything about my day job"

The intended flexibility of such models is in practice difficult to achieve, and hindered by
bureaucratic processes around career development that are introduced to recombine the de
couped aspects of technical and line management. These structures tend to mean that everyone
has at least two managers, which in itself can be a problem and cause conflicts if those two
managers are not aligned.

Some may ask, do professional skilled knowlesig&NJ] SNBR | Oldzr t €t & ySSR | Y
individuals take ownership of their own careers rather than abdicate responsibility to an
appointed manager?

The diagram here is of course a simplistic version of matrix management, in real organisations like
ours it tends to be more complicated. Matrix organisations tend to exhibit a lack of clarity on
priorities between orthogonal structures and there are often power struggles between orthogonal
parts of the split hierarchy.

VALUESTREAM PRODUCTFAMILIES VERTICABUSINESEINES
| consider organisation by Value Stream, Product Families and Vertical Business Lines to be

essentially the same thing. They are examples of Conway's Law applied as a design principle as |
mentioned in myprevious blog
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Product milies, collections of products that work together to deliver business value are a Value
Streams. Programmes (in their entirety) that represent these Value Streams are in fact Vertical
Business Lines.

Although this is a tempting structure that looks quite clear it has some danpgpgallyover
time business value will move to cross the vertical lines as technologies converge and new
opportunities arise. As @sult,even when an organisation in aned of stability has well
separated portfolios when periods dfsruptionoccur they tend to turn into lessell-structured
hierarchies.

Common technologies (which are continuously created by the commoditization of technology)

mean that separated portfas will cross over where they meet common services. Note that the
diagram above shows simplistic communication lines, if we increased the multiplicity to include

every team it would look a lot messier, and as programmes start to overlap it quickly ntortbe
previously described dysfunctional hierarchical me§sa LISOA F f £ @ g KSyYy LINE INI Y
aligned to delivery teams.

PRODUCMATURITY

Organisations can also structure their teams and work in terms of the characteristic of the work
The diagram below shows how the characteristics move froravation, where they are

undefined, speculative and high risk, to ma@@mmodity/utility , where they are weltefined,
ubiquitous, less differentiation with lower rislAll work will move from th point of innovation to
utility if there is enough supply and demand to driveriote If you're interested in techniques and
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