[image: ]







911 Secure E911 Solutions
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911 Secure LLC
Walnut, CA 91788
Telephone: (213) 425-2050
E-Mail:  info@911secure.com

PROJECT OVERVIEW AND OBJECTIVES
This SOW document is designed to provide guidelines and define the tasks that need to be accomplished to complete the SENTRY™ E911 project.  The SOW sets forth the responsibilities of both 911 Secure (Supplier) and partner on behalf of customer (Client).
The SENTRY™ system is being designed for the Client to provide and manage detailed information pertaining to IP/SIP, analog and digital telephone sets in the current Client environment within the SENTRY™ database. As analog and digital interfaces do not have the same intelligence as IP/SIP devices, management of those device details will be maintained by the Client, either directly in the SENTRY™ system or in the PBX management software (which will then be downloaded into SENTRY™ by the SENTRY™ software). This will allow Client to ensure that the correct location is gathered and the delivery of relevant Emergency Locations Identification Numbers (ELIN) or automatic number Identification (ANI) information is delivered to the Public Safety Answering Point (PSAP) when 911 is dialed. Additionally, the SENTRY™ ELM will monitor the on-site notification alerts available from the call server and add additional detail to those notifications to provide for much greater detail to first responders in Client enterprise via the SENTRY™ Beacon Clients on Client provided PC’s in addition to unlimited email/text messages. Additionally, the SENTRY™ Emergency Location Management solution (ELM) can provide for the location and discovery of IP/SIP Clients within Client enterprise environment and report those locations back to the Call Server to allow proper call routing and delivery of ELIN and ANI Information to the PSAP. 
IP Ranges and associated ERL/ELE values for this implementation will be provided by the Client. A template for this information will be provided to Client by the Supplier project manager. 
Additionally, Client has elected to move forward with the SENTRY™ Routing Service for the correct routing of 911 calls to the proper PSAP regardless of where the call is being trunked from (911 callers must be in the US or Canada). Client will provide the list of ELIN’s to be used for 911 purposes and the corresponding address information to Supplier for loading into the database. 
The following information will provide guidance to define the areas of responsibility of each of the parties to this SOW.

SOFTWARE COMPONENTS

	The following software components are included in this Project. 
	

	Software
	Description
	Quantity

	SENTRY™ E911 Sentinel - Software Only
	Web application interface to the SENTRY™ database that stores telephony system information, emergency call information, location-specific data, layer 2 and layer 3 discovery criteria, and IP/SIP, analog and digital phone data. Also used to monitor SENTRY™ Beacon clients. Includes: Software and e-mail notifications. Required but not included: Dedicated Windows Server 2019+ VM or bare metal server.
	 

	SENTRY™ E911 Scout for Avaya Aura CM/AES/Session Manager
	A Windows service that is the interface between the SENTRY™ Sentinel application and Avaya Aura hardware. Receives phone registration data from and updates location data back to Avaya CM and SM.  Manages Crisis Alerts originating from CM and SM. Includes:  Software license. NOTE:  Runs on the same VM as Sentinel and Trackers.
	 

	SENTRY™ E911 Trackers
	Location discovery software component using layer 3 discovery to determine IP / SIP phone locations that are then reported to the Sentinel web application.  Includes:  Software and one (1) year Annual Support and Software Update Service. Required but not included:  Dedicated Windows Server 2019+ VM or bare metal server.  NOTE:  Runs on the same VM as Sentinel and Scouts.                                                                                                                   
Location discovery software component using layer 2 discovery to determine IP / SIP phone locations that are then reported to the Sentinel web application.  Includes:  Software and one (1) year Annual Support and Software Update Service. Required but not included:  Dedicated VM or bare metal server to host provided Linux OVA / VMDK VM image.                                                                                                                                              Location discovery software component using hybrid layer 2 and layer 3 discovery to determine IP / SIP phone locations that are then reported to the Sentinel web application.  Includes:  Software and one (1) year Annual Support and Software Update Service. Required but not included:  Dedicated Windows Server 2019+ VM or bare metal server.  NOTE:  Runs on the same VM as Sentinel and Scouts.
	 

	SENTRY™ Wireless Tracker
	Provides Sentry integration to open APIs for the purpose of tracking the location of wireless device endpoints.  Required but not included:  Dedicated Windows Server 2019+ VM or bare metal server.  NOTE:  May run on the same VM as Sentinel and Scouts. 
	 

	SENTRY™ E911 Beacon
	Client On Site Notification application provides screen pop alerts and printing of incoming notification events.
	 

	SENTRY™ E911 Notification Domains
	Client On Site Notification application provides screen pop alerts and printing of incoming notification events. Windows application runs on any PC, Windows 8 or later.
	 

	SENTRY™ End Point Licensing
	Required to monitor the total number of endpoints that have the ability to generate a 911 call.
	 

	SENTRY™ Routing Network Establishment
	SENTRY™ Routing Network Establishment includes account and administrative set-up, service transition and launch (connectivity testing, FOA, and project management services), address validation of initial number range within VPC, initial ELIN/ERL bundle upload into VPC, kick-off meeting, and call-testing.
	 

	SENTRY™ Routing Network Establishment (Record Activation)
	SENTRY™ Routing End Point Activation fees include individual ELIN entry and remote worker validation and reconciliation.
	 

	SENTRY™ Gatekeeper
	SENTRY™ Gatekeeper gives the ability to have the end user enter their location information to the supplier’s Routing cloud.  The user can either pick a previously provisioned address, manually enter in a new address or click on a button that will geolocate where the laptop is located. 
	 

	SENTRY™ Waypoint
	SENTRY™ Waypoint works in conjunction with SENTRY™ Gatekeeper to allow users to manage their location when working remotely. Gatekeeper users without a DID are assigned an ELIN. SENTRY™ Waypoint determines the user's ELIN and location before routing to the PSAP.
	 




[bookmark: _Toc325202561]PROJECT MANAGEMENT
Supplier will designate a Project Manager (PM) responsible for overseeing the SENTRY™ E911 project.  This individual will be the single point of contact for all planning and issues related to the SENTRY™ solution implementation.  The Supplier PM, working closely with the Client, will help to guide the implementation and the scheduled in-service and cutover dates.  Supplier’s project management responsibilities include, but are not limited to, the following: 
· Review SOW with Client to assure roles and responsibilities are clearly defined at kick-off meeting.
· Conduct internal (Supplier) and joint (Supplier/Client) kickoff meetings.
· Jointly develop a project plan and milestone schedule with Client assigned project manager. 
· Document activities
· Identify roles & responsibilities.
· Schedule & sequence all design, consulting and implementation activities.
· Provide environmental specifications to Client, if necessary.
· Schedule and manage required Supplier resources.
· Provide all requirements once the kickoff call is completed, to ensure the correct Client teams are engaged and the proper hardware/software and network requirements can be obtained. 
· SENTRY™ PC and server requirements are attached in Addendum 1. 
· Conduct regular project status meetings remotely via conference call. 
· Identify issues, create issue/action log and track resolution of all issues.
· Create and communicate project status reports as part of regular project management calls which can be held weekly.
· Manage escalations as required.
· Manage change requests and any associated billing with Client.
· Establish cut over schedule, timeline, and detailed plans with Client including preparation, day of cut activities/responsibilities, back-out contingency plans and first day of business support which may vary by site)
· Conduct project closure meeting and obtain Client signoff.
SOLUTIONS ENGINEER
Supplier will designate a Solutions Engineer (SE) responsible for remotely configuring the SENTRY™ E911 project.  This individual will be responsible for configuring SENTRY™ solution implementation.  The Supplier SE, working closely with Client and PMs, and will help to guide the implementation.  Supplier’s solutions engineer responsibilities include the following: 
SOLUTIONS ENGINEER RESPONSIBILITIES
· Provide Client with server specifications and address questions regarding server sizing. 
· Discuss environment and emergency zones (ERL’s).
· Discuss methods of discovery.
· Subnet
· MAC
· Switch
· Switch and Port
· WAP 
· Educate Client on how to populate location information for XML import.
· Configure and test SENTRY™ Sentinel to integrate into CM, SM, and AES.   
· Client responsible for loading provided applications and setting IP on Client servers.
· Configure and test External Tracker (if applicable) to integrate to SENTRY™ Sentinel.
· Client responsible for loading provided applications and setting IP on Client servers.
· Assist Client with import of location tracking information.
· List of supported switches located at 911Secure.com.
· List of supported wireless controllers located at 911Secure.com.
· Supported devices for wireless location discovery.
· Zebra, Poly, Spectralink, and softphones on Windows, MAC, Android and IOS.
· Configure and test Waypoint (if applicable) with CM and SM.
· Configure the DID’s provided by the Client into the Waypoint (if applicable) service.
· Configure and test NG911 (if applicable) with Client provided information.
· Configure and test Routing Service
· Assist Client with uploading and defining locations.
· Configure Azure Active Directory for user authentication. 
· If Azure AD is not possible Client must define on XML and manual import all users.
· Assist Client with configuring ELIN’s for premise locations.
· Provide Client with Beacon screen pop desktop application.

CLIENT RESPONSIBILITIES
· If available, provide a network diagram to Supplier Project Manager. Templates for required information to be provided by Client will be distributed by Supplier PM.
· Designate contacts for Supplier.  Individuals will have thorough understanding of business requirements and technical environment.
· Provide a Single (1) dedicated Pentium Class Dual Core or higher servers for the Enterprise – see specifications provided in Addendum 1. Client may run the SENTRY™ applications in a Virtual Machine environment and not incur redundant license charges for failover and redundancy provided by the VM environment See PC and Server Specifications in Addendum 1 for specific details. If Layer 2 Discovery is required a second server is required to run Supplier’s External Tracker.  
· Coordinate the ERL/ELE database for import into SENTRY™ ELM. Spreadsheet for data input to be provided by Supplier Project Management.
· Coordinate the ELIN to address database for import into the SENTRY™ ROUTING SERVICE. Spreadsheet for data input to be provided by Supplier Project Management
· Verify and arrange for installation of all applicable network connections and provide all circuit information (e.g., IP address, subnet mask, gateway, machine names, and) including network diagrams.  This is to properly configure connectivity to the SENTRY™ server and to the Avaya AES and CM.
· Ensure that GoToMeeting, RingCentral, Skype for Business, WebEx or some other form of remote access is available for remote access to configure the SENTRY™ software.  Remote control of a PC can be strictly controlled by Client security personnel to retain control of system access. Using the methods offered above allows for the best methods of support from Supplier to Client and is the Supplier standard for support. Unsupervised support through VPN access is not something that is offered by Supplier. Ongoing support is provided the same way. If there is a need for remote access to the SENTRY™ applications, the administrator on Client side would contact Supplier support (or through Client’s business partner depending on Client’s agreement) and a link would be provided by Supplier support or by Client to one of the screen-sharing applications listed above.
· Client will provide, install and configure PCs with monitors, if not already available, for use with the Beacon OSN Client. PC’s must have network connectivity to the Sentry server and/or Sentry Cloud.  Supplier will provide the Beacon Client app for installation on these PC’s and CLIENT will be trained by Supplier in how to properly install and utilize the app.  Existing PCs for Beacon may be used and are not required to be dedicated for Beacon. Minimum PC specifications for Beacon computers are attached separately in Addendum 1. Client will configure Client provided PC for Beacon OSN Client as specified and will ensure PC’s can access the URL of the Sentinel Server.  i.e.  http://[sentry server name]/Sentinel.
· Verify and arrange for installation of equipment provided by third-party vendors, including connectivity, if applicable.  Ensure the performance of services provided by third-party vendors, if applicable. 
· Provide on-site representation to support local testing at each of the locations. 
· Provide properly equipped training room, if required, including all necessary facilities; ensure that administrator and end-users complete training on schedule, if applicable. Remote web-based training does not require a training room to be setup as each participant can attend via the GoToMeeting web application or similar. This would be for admin training on the SENTRY™ application. 
· Work with Supplier to establish trouble-reporting procedures and logistics for use in connection with Supplier cutover support, if applicable. 
· Review Client technical environment and confirm compatibility with the SENTRY™ system. Specifications are attached in Addendum 1. 
· Verify that implementation pre-requisites have been met. See Addendum 2 for prerequisite software. 
· Review completed installation worksheets.
· Remote Administrative training (2 hours) of Client personnel to access the system, logging in, managing users, and system maintenance such as start-up, shut down and backup. Additional training hours can be requested as needed by Client.  
· Verify programming of Avaya environment to be provided by the Business Partner or Client. This includes, but is not limited to, programming of accounts, entity links, and call routing.
· AES support and programming will be provided by Business Partner or Client.
· One basic TSAPI license and one full DMCC license per CM as long as across tenant alerting is turned on.  If cross tenant alerting is not enabled, then one of each license for each tenant partition is needed. (For CM release 8.1.2 or earlier). 

Unless explicitly mentioned above, all other work is considered out of scope.

If Client fails to meet its obligations under this SOW, Supplier may delay or suspend its delivery of products or performance of services and charge Client for resulting reasonable, unavoidable out-of-pocket expenses.  If the failure continues for thirty (30) days following Supplier’s written request to Client to meet these obligations, in addition to the remedies above, Supplier may treat the order as if Client cancelled the order. If Supplier fails to meet its obligations under this SOW, Client may terminate this SOW and Supplier shall refund all amounts paid to Supplier by Client and shall reimburse Client for resulting reasonable, unavoidable out-of-pocket expenses and damages.  

SUPPLIER RESPONSIBILITIES
Supplier will conform to the following major capabilities and responsibilities relative to the SENTRY™ E911 Project:
· Supplier to provide Client an Avaya-compatible SENTRY™ E911 Emergency Location Management (SENTRY™) application that will provide the ability to track the location of IP/SIP endpoints where required and provide for On-Site Notification capability in the event of a 911 emergency call within the location identified below in the Client responsibilities section. 
· SENTRY™ is a modular solution for E911 location management.  The SENTRY™ E911 solution proposed for this location is comprised of the following seven modules: SENTRY™ Sentinel, SENTRY™ Scout, SENTRY™ Tracker,  SENTRY™ Beacon, SENTRY™ Cloud (911 call routing service) and SENTRY™ Gatekeeper.  SENTRY™ Sentinel is the main database component of the entire SENTRY™ E911 Solutions, and manages the other individual components, such as Scouts, Trackers and Beacons, and enhances the alert information made available to Beacon alert Clients on the desktop when a 911 call is made.  SENTRY™ Beacon will be installed on PCs in Client local site location to alert on-site personnel of the 911 event in progress, as long as the Beacon can communicate back to the main Sentinel Server. 
· SENTRY™ Sentinel and SENTRY™ Scout interfaces with the Avaya call server via AES and/or Session Manager. Integration to the call servers are all handled by the Scout, which moves data back and forth between the call server and Sentinel, as well as receiving alert details from the call server via Crisis Alerts from the call server and Session Manager.
· SENTRY™ Cloud (911 call routing service) is a cloud-based application service. Client will redirect their 911 calls to SENTRY™ Cloud, which will be preloaded with the appropriate ELINs and address information for proper routing and delivery of their 911 calls.
· Supplier will provide remote professional services, engineering assistance and installation for the implementation of the SENTRY™ E911 solution.  
· Once the server has been prepared as described, Supplier will perform the remote installation of the SENTRY™ application. All Supplier implementations are performed remotely for SENTRY™ applications. Supplier will never request nor make use of a VPN connection to Client networks.
· After the SENTRY™ application has been installed, Supplier installer will import the ERL/ELE data, IP Range information, and any other detailed data as provided by Client that is required to complete the implementation.
· Supplier will deliver a fully functional, fully implemented, and integrated and fully tested system per the terms of this agreement.

This project has been quoted to include support within standard service hours 8:00AM to 8:00PM Eastern Time, Monday through Friday, excluding Supplier or Client designated holidays.  Details on Supplier-provided on-going support is available.  Completion of the deliverables and performance of the Services are based on design discussions between Supplier, Client and Avaya to deliver the E911 solution described by Client.  Supplier will be responsible for overall Project Management of E911 project.

PERIOD OF PERFORMANCE
Supplier will begin performing services supporting the proposed solution upon completion of the project kick-off call.  The estimated end date of the project is TBD of request to begin project by Client.  The initial kick-off call date will determine the anniversary date and will be the date used for purchasing additional years of SENTRY™ Support.  
Expected project close date is six (6) months from the initial project kickoff call.  Projects that exceed six (6) months may incur additional project management and engineering charges at Supplier’s discretion. 
PROJECT LOCATION
Services and/or deliverables will be provided by Supplier to all Client locations with the primary focus for this line item being on the SENTRY™ installation in the data centers, which will provide coverage for ALL locations in the United States and Canada.  
EXISTING HARDWARE, SOFTWARE CONFIGURATION AND SYSTEM DESIGN
Supplier services listed within this document are intended to fulfill the implementation requirements of the proposed solution.  Unless specifically stated, Supplier is not responsible for the existing system design on Client network or any remediation efforts to resolve non–Avaya systems.  
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Unless indicated below, pricing assumes that Services will be performed between 9:00AM and 5:00 PM Eastern Time, Monday-Friday, excluding Supplier-designated holidays (Standard Service Hours).  Work performed outside Standard Service Hours may be subject to overtime charges. After hours’ emergency support is also available at an additional cost (see table below) thereby providing 24/7 support. Emergency after hours’ support will be directed to Supplier’s answering service which will take the necessary Client information and then the answering service will page the on-call technician to return Client’s call. 
	Off Hours Support ($350.00 per hour)
	Premium Off Hours Support ($450.00 per hour)

	Evenings, Monday-Friday 5:00 PM-9:00 AM
	Saturday 5:00 PM–Monday 9:00 AM

	Saturday, 9:00 AM–5:00 PM (midnight)
	Supplier-designated holidays



SERVICE DELIVERY ASSUMPTIONS
Support services included within projects are always designed and priced to occur over consecutive days.  The Project Team has some discretion within these matters but has limitations regarding resource commitments over weekends and holidays.  It is strongly suggested that these types of requirements are reviewed prior to project commencement.  All project changes thereafter will be addressed through the Supplier or Client change order process.

SUPPLIER SERVICE HOUR ASSUMPTIONS
Project work, such as cutover support, is always designed to be delivered the day following the system cutover.  In cases where the cutover occurs on a weekend, the First Day of Business (FDOB) will commence the following Monday.  Supplier cutover & FDOB support schedule is listed below. 

	Cutover Day
	First Day of Business
Support

	Monday
	Tuesday

	Tuesday
	Wednesday

	Wednesday
	Thursday

	Thursday
	Friday

	Friday
	Monday

	Saturday
	Monday

	Sunday
	Monday
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CHANGE CONTROL PROCEDURE
No matter how well a project is planned, designed and reviewed, requirements to modify some element of the project generally arise during project implementation.  Managing these changes is accomplished through a Change Management Request that is agreed upon in advance by all parties to the contract.  No change may occur without the prior written consent of Client.  Either party may request changes to any deliverable, work requirement, assumption or dependency that is part of the project based on changes in scope.  Either Supplier or Client may initiate changes.  All requests must be in writing and processed through the Supplier and the Client Project Managers.  Supplier will review the change and provide the pricing as applicable before proceeding. Client project manager must sign off in writing on any changes that require additional fees.  Supplier Project Manager will also notify the project team members who will be assessing the impact of the change by e-mail.  All changes to the SOW will need to be reviewed and approved by Client project team, not just single point of contact, with a scope change order and documented in writing and signed by each party.
SOLUTION TESTING
Comprehensive testing is critical to ensure the implementation of any technology solution has been performed successfully and completely.  Supplier offers several levels of testing to assure that individual system components – as well as the overall solution itself – meets or exceeds all functional and performance requirements.  Supplier will not write custom test plans for the Client.  If custom test plans are needed additional charges will apply.  These levels of testing include:
· System Level Components:  This project includes system/component and performance testing as part of the individual system deliverable.  

· Solution Level:  In addition to System Level Components testing, Supplier integration testing provides the following:
· Review of overall solution architecture across all systems and networks (WAN, LAN, PSTN) – including both solutions being deployed by Supplier, as well as networks and other solutions with which the Supplier Software interfaces.
· Identification of key interface parameters and specifications between identified systems and networks.
· Development of an integration test plan to test and verify functionality and performance between identified systems and networks.
· Execution of integration tests including coordination with Client and third parties (engaged by Supplier or Client) for interoperability and integration testing with non-Supplier systems.
· Documentation of test results. 
· Development of action plans to follow up and resolve issues identified in integration testing.
· Test plans available from Supplier at an additional charge.

Detailed acceptance testing, e.g. User Acceptance Testing (UAT), is the responsibility of Client to develop and perform.  Supplier can provide consulting and guidance based on the solution design; customized test plans are available at additional cost.
Testing will be performed with an onsite Client representative at each of the locations.  Testing will include notification of onsite personnel via SENTRY™ Beacon when an emergency call is dialed; call termination to Emergency Operator (PSAP) with proper ANI delivered; and data provided from Client properly imported to the Sentinel, and correct location identification of caller to local PSAP.  At sites that contain IP sets, additional testing will include discovery of IP phone movement within Client network. 
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Once SENTRY™ is installed and tested, Supplier will conduct System Administrator training.  It is recommended that Client Telecommunications and Public Safety attend the training.  Topics covered in the training include: 
· How to View 911 Calls
· Configure Sites and Call Servers
· Configure Network Switches and Switch Ports
· View and Manage Phones
· View and Manage Callers and Locations
· View Errors

ASSUMPTIONS AND PRE-REQUISITES
Supplier’s ability to perform the work described in this document is based on the following assumptions.  The parties agree that the changes to any of the described assumptions below will constitute an unanticipated event resulting in a possible delay of the project and/or change in project costs at which point both parties will mutually agree to follow the change management process.


Technical
Ensure that there is remote access is provided to Supplier as previously described into all systems covered under this SOW.  This access is required prior to the start of all work activities.
Client will verify and complete the necessary forms and questionnaires provided by Supplier consultants/engineers. These forms are strictly for gathering the data that will need to be included in the SENTRY™ system and will be defined by the Project Managers during the weekly calls. 
Client will provide access to all parts of network that are within the scope of this service, as required for the delivery of this service to the best of our ability.  Network access will only be used to perform the activities described in this SOW.  Supplier understands and acknowledges that any information, data or documentation accessed by Supplier is considered confidential and/or proprietary. 
For SENTRY™, Client has a network capable of supporting data traffic.  Servers targeted for integration are attached to a network with no impediments to intercommunication between the devices and TCP, RTP, UDP or IP traffic is not blocked.  If applicable, specifics regarding SENTRY™ services will be covered under separate section.
No outages are expected in deploying these new services, however, if during the project rollout a service effecting issue is identified, Client will be notified to perform the necessary Change Management Requests. 

[bookmark: PSAES]Cutover and Day-One Support
[bookmark: _Toc325202570]Supplier team will verify access to the new system, and that SENTRY™ is communicating properly to the call server.  Cutover will be completed in a single phase per location.  Supplier team will remotely provide up to 4 hours of on-call support the first day of business.
MILESTONES
Project milestones example.  Actual milestones to be determined by the respective Project Mangers during project kick off meetings.
	Phases
	week 1
	week 2
	week 3
	week 4
	week 5
	week 6
	week 7
	week 8

	Order Acceptance
	 X
	 
	 
	 
	 
	 
	 
	 

	Resource Assignments
	 
	 X
	 
	 
	 
	 
	 
	 

	Design, Planning, Development 
	 
	 
	X 
	 
	 
	 
	 
	 

	PBX Pre-configuration and Delivery  
	 
	 
	 
	X 
	 
	 
	 
	 

	PBX Equipment Installation
	 
	 
	 
	X 
	 
	 
	 
	 

	Configure and Program Systems
	 
	 
	 
	X 
	 
	 
	 
	 

	SENTRY™ Software Download and Install
	 
	 
	 
	 
	X 
	 
	 
	 

	SENTRY™ Configuration and Testing
	 
	 
	 
	 
	 
	X 
	 
	 

	 End to End System Testing
	 
	 
	 
	 
	 
	X 
	 
	 

	 End User training
	 
	 
	 
	 
	 
	X 
	X 
	X 

	Regular Hours
	 X
	X
	X
	X
	X
	X
	X 
	X 

	After Hours
	 
	 
	 
	 
	 
	 
	 
	 


MISCELLANEOUS
Warranty:  Supplier represents and warrants to Client that all services performed hereunder including, without limitation, implementation and support services, shall be performed in a timely, competent and workmanlike manner; (ii)  all Supplier personnel to be provided for the performance of services are qualified personnel conforming to generally accepted industry standards; (iii) all products, equipment, software, services and systems provided to Client shall fully comply and be in accordance with this Statement of Work(including, without limitation, Appendix 1, and all published specifications; and (iv) Supplier will not knowingly introduce, and will take commercially reasonable steps to prevent the introduction of, any malicious or harmful code into Client’s systems.
Confidentiality:  Since the services for which Supplier is engaged may include access to knowledge and information of a proprietary nature to Client, Supplier shall receive such knowledge and information in confidence and shall not, except as required in the conduct of Client's business, or as authorized in writing by Client , publish or disclose or authorize anyone else to publish, disclose, or make use of such information or knowledge unless and until such information or knowledge shall have ceased to be proprietary as evidenced by general public knowledge.  Supplier shall, upon demand, promptly surrender any such information to Client.
Notice:  Any notice or other writing required by this Agreement shall be deemed to have been given when electronically transmitted by fax or email to the respective party’s contact information first listed below or when mailed by nationally recognized overnight courier, U.S. mail, postage prepaid, to the respective party’s address as first listed above.
Compliance with Laws; Governing Law:  Supplier shall, in the performance of services hereunder, fully comply with all applicable federal, state, and local laws, rules, regulations, or ordinances.  This Agreement shall be governed by the internal laws (and not the law of conflicts) of the State of California.
Indemnity:  Supplier hereby agrees to defend, indemnify and hold harmless Client and its subsidiaries and affiliates and the respective officers, directors and employees of each of the foregoing entities from and against all claims, demands, liabilities, losses, damages, suits, judgments, costs and expenses (including reasonable attorney’s fees and costs of defense) in any manner arising out of or resulting from: (1) bodily injury, sickness, disease or death of any person or persons, or damage to or destruction of tangible property, including the loss of use resulting therefrom, caused by or occurring during the course of performance of any services provided by or on behalf of Supplier; (2) a claim that any deliverable or other work of Supplier infringes any patent, copyright, trademark, trade secret or other intellectual property right of any third party, or (3) any breach of this Agreement by Supplier.
Likewise, Client hereby agrees to defend, indemnify and hold harmless Supplier and its subsidiaries and affiliates and the respective officers, directors and employees of each of the foregoing entities from and against all claims, demands, liabilities, losses, damages, suits, judgments, costs and expenses (including reasonable attorney’s fees and costs of defense) in any manner arising out of or resulting from: (1) bodily injury, sickness, disease or death of any person or persons, or damage to or destruction of tangible property, including the loss of use resulting therefrom, caused by or occurring during the course of performance of any services provided by or on behalf of Client ; (2) a claim that any deliverable or other work of Client infringes any patent, copyright, trademark, trade secret or other intellectual property right of any third party, or (3) any breach of this Agreement by Client.
Access to Client’s Facilities and Systems.  All services described in this SOW will be performed remotely.  If on-site installation is required additional costs will apply.  When on-site services are required, the following will apply: 
While on Client’s premises, Supplier shall be responsible for ensuring that Supplier personnel shall obey all rules and regulations for contractors in effect at Client’s premises including, without limitation, all security requirements and all instructions and directions issued by Client.  If Supplier is given access, whether on-site or through remote facilities, to any Client computer or electronic data storage system, in order for Supplier to accomplish the services called for in this Statement of Work, Supplier shall limit such access and use solely to perform services within the scope of this Statement of Work and will not attempt to access any computer system, electronic file, software or other electronic services other than those specifically required to accomplish the services hereunder. Supplier shall limit such access to those Supplier personnel with an express requirement to have such access, shall advise Client in writing of the name of each individual who will be granted such access, and shall follow all Client security rules and procedures for use of Client s electronic resources which have been provided in advance to Supplier.  All user identification numbers and passwords disclosed by Supplier and any information obtained by Supplier as a result of Supplier’s access to, and use of, Client’s computer and electronic storage systems shall be deemed to be, and shall be treated by Supplier as, Client confidential information.  Supplier shall cooperate with Client in the investigation of any apparent unauthorized access by 911 Secure or any of the Supplier personnel to Client’s computer or electronic data storage systems or unauthorized release of Client confidential information by Supplier or any of the Supplier personnel.  
To the extent any equipment provided or used by Supplier or any of the Supplier personnel is connected directly to the network(s) and systems of Client, such equipment (and all software installed thereon) shall be (i) subject to review and approval in advance by Client (and Supplier shall reasonably cooperate with Client in the testing, evaluation and approval of such equipment), (ii) in compliance with  Client’s then-current security policies (including the provisions of those policies that are expressly applicable to Client employees), architectures, standards, rules and procedures which have been provided in advance to Supplier, and (iii) in compliance with Client’s then-current hardware and software specifications which have been provided to Supplier in advance.  Supplier shall not install or permit the installation of any other software on such equipment without Client’s prior approval.  Supplier shall promptly investigate the role of any Supplier personnel in any security breach of Client’s networks or systems associated with Supplier personnel or the performance of the Services and cooperate with Client in Client’s investigation of any such security breach.  Supplier shall notify Client of any audit or investigation of any such security breach.  Supplier may request Client’s participation in any such audit or investigation.  Supplier shall promptly advise Client of the findings of any such audit or investigation to the extent such findings reveal a matter that may potentially have had an adverse impact on Client or its receipt of the Services. Nothing herein shall be deemed to modify Supplier’s obligations or liability for data security breaches as set forth in this agreement.
By signing below, Client and Supplier agree to the details of this SOW:

CUSTOMER (Client)					911 Secure LLC (Supplier)

Name: _______________________________ 		Name: Kevin Kito


Title: ________________________________		Title: President


Signature: ___________________________ 		Signature: _____________________________


Date: _______________________________		Date: _________________________________

image1.png
o1
N SECURE"




image2.png
911
BN SECURE"




