
Confidentiality Policy and Procedure
I will meet the EYFS requirements by:

· Developing a professional relationship with all parents and/or carers; treating information shared with me as confidential (unless this compromises a child’s safety or welfare, in which case I will be required to disclose sensitive and confidential information to appropriate agencies). 
· Holding confidential information and records about assistants and children must be held securely, and only accessible and available to those who have a right or professional need to see them. (EYFS 2017:3.70)
Childminders are required to register with The Information Commissioners’ Office (ICO) under the GDPR (General Data Protection Regulations) 2018 if they keep any of the following information: 
1. Children’s and Families’ records and personal details. 
2. Digital photographs on a camera or any other digital device such as a mobile phone or any visual/audio equipment.
There are 6 guiding principles 
To be compliant with GDPR I will:
· Document what personal data I hold, where it came from and who I share it with. Further information can be obtained from Preparing-your-early-years-setting-gdpr 
· Obtain written permission from parents and/or carers to collect personal data as outlined in the EYFS 2021 and required by GDPR and Data Protection Act (2018) 

· Ensure parents and/or carers can view, update and change any data that is held by myself. 
· Only hold data which is necessary to meet the requirements of the EYFS 2021 to fulfil my role as a childminder.

· Record a list of the personal data I will keep and link to the EYFS 2021 requirements. This will be an audit of the information I hold which may come under the requirements of the GDPR 2018. 
· Provide parents and/or with my written privacy notice, which outlines:

· The type of information I will collect such as names, addresses, dates of birth, National Insurance number if accessing the 30 hours

· That it is only myself who is collecting the data

· How the information will be used, such as the 2-year-old progress check and submitting data to the Local Authority for headcounts

· Who information maybe shared with, such as the Rodney House, MSP and Speech and Language Team
· Whether there will be an effect on the individual (data subject) concerned and is it likely to cause any individuals to object or complain.

· Ensure that information no longer required is deleted from my personal computer and shredded if in paper format.
· Ensure that any data breaches which are ‘likely to result in a risk to the rights and freedoms of individuals’ will be documented and reported to the Information Commissioners Office (ICO) within 72 hours of occurring. 
· Renew ICO registration annually and make the certificate available to Ofsted, parents and/or carers.
· Ensure any digital devise, mobile, and/or computer has restricted access and is protected using a password or pin number.
· Ensure that my assistants understand the need to protect children’s privacy and the legal requirements relating to children’s information. 
· Keep confidential information, such as contracts, child records and medical treatment filed away in a locked cabinet.
· Enable a regular two-way flow of information with parents and/or carers, and with other early year’s providers, if a child is attending more than one setting. (EYFS 2021:3.69) 
· Seek parental written permission to obtain information from other providers. 
· Complete the progress check at age 2. I will ask that parents and/or carers share the summary with the Health Visitor to inform the Healthy Child Programme health and development review at age two.
· Enable Parents and/or carers to inspect all records about their child at any time, provided that no relevant exemptions apply under the General Data Protection Regulations 2018
· Seek parents and/or carers consent to share information directly with other relevant professionals, if considered helpful.
Please refer to my Learning & Development and working in partnership with parent’s policy and procedure.
General Data Protection Regulations (2018)
Under the GDPR, the data protection principles set out the main responsibilities for organisations. 
There are six principles put in place by the GDPR to make sure that information is handled properly.

1. There must be a lawful reason for collecting personal data and it must be done in   a fair and transparent way.

2. Data must only be used for the reason it was initially obtained.
3. Do not collect any more data than is necessary.
4. It must be accurate and there must be systems in place to keep it up to date.
5. It must not be kept any longer than needed.

6. Data must be kept protected
These privacy principles are supported by a further principle – accountability. 
This means that I must not only do the right thing with data but must also show that all the correct measures are in place to demonstrate how compliance is achieved.

There is also an expectation that any assistants will be trained on data protection so they have an understanding of what is required of them. 
The GDPR 2018 provides the following rights for parents and/or carers, children and any other relevant individual: *The right to be informed *The right of access to information held *The right to rectification *The right to erase information *The right to restrict processing of information *The right to data portability of information *The right to object.
Confidential information and records about staff and children must be held securely and only accessible and available to those who have a right or professional need to see them Government guidance for early years practitioners using cyber security to protect your settings 
Further guidance can be found on the website of the Information Commissioner’s Office at: ico/education-and-childcare [image: image1.png]
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