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Harmony Endpoint Packages Specifications

Value: Endpoint | Endpoint | Endpoint | Harmony | Harmony Endpoint

Features list Data Protection

Reduce Attack Surface:
Endpoint Firewall, Application Control, Compliance, Port Protection, VPN

Attacks Prevention:
AV, Static Analysis, File Reputation, NGAV, Anti-Malware

Continues Protection:
Anti-Ransomware, Behavioral Guard, Anti-Bot, Anti-Exploit,

Secure Internet Browsing:
Zero Phishing, Corporate password reuse protection, URL Filtering, SSL
Visibility, Malicious site protection

Attack Investigation and Response:
Forensics collection, Incident visibility, MITRE mapping, Threat hunting,
Automated attack chain full sterilization, Encrypted files restoration

Threat Intelligence:
Powered by ThreatCloud™, Automated loC and |oA cloud sharing

Content Disarm & Reconstruction (CDR):
Threat Emulation (Sandbox), Threat Extraction

Data Protection:
Host encryption, Media encryption
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What are the current in-browser protection capabilities?
« Zero-day phishing site protection

« Corporate password reuse

« URL filtering

 SSL visibility

« Threat Extraction

« Threat Emulation in the browser on download files

What are the differences between Harmony Browse and Harmony Endpoint Basic?

- The offering difference - Harmony Browse includes the CDR capabilities (Threat Emulation and Threat Extraction) that
Harmony Basic doesn’t have

- The target customers difference - Harmony Browse target segment are either:

« Customers with existing endpoint security solution that wants to add advanced web & network protection capabilities
on top of the existing solution using our managed browser’s extension (no additional agent installation needed)

« Customers that want managed web & network protection without using GW device or endpoint agents
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