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e The Overpayment Scam:

How it works:

: Receiving payment that exceeds the asking price,
requests to wire money back, urgency in returning the extra
amount.

e The Phantom Purchase Scam:

How it works:

: Unusually low prices, sellers unwilling to meet in
person or provide detailed photos, demands for payment
via untraceable methods.
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e The Rental Scam:

How it works:

: Requests for payment before seeing the property,
deals that seem too good to be true, landlords who are “out
of the country” and can only communicate via email.

e The Verification Code Scam:

How it works:

: Requests for verification codes unexpectedly,
claims that it’s necessary for identity confirmation or
security purposes.
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e The Romance Scam:

How it works:

: Rapid declarations of love, stories of financial
hardship or emergencies, requests for money or personal
information.

e The "You've Won a Prize" Scam:

How it works:

: Winning contests you didn’t enter, requests for
fees to claim prizes, demands for personal information like
Social Security numbers or bank details.
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e The Like Farming Scam:

How it works:

: Posts that go viral quickly without clear origin,
sudden changes in the content of liked posts, requests to
follow links or provide information.

e The Impersonation Scam:

How it works:

: Unusual requests for money or personal info from
known contacts, messages that seem out of character,
unexpected friend requests from people you thought you
were already connected with.
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e The Phishing Scam:

How it works:

: Messages urging you to click links, unfamiliar
URLSs, requests for sensitive information through
unofficial channels.

e The Middleman Scam:

How it works:

: Offers of third-party mediation services that are
not verified, sellers pushing for the use of middlemen, lack
of clear policies on the middleman service.
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To avoid falling victim to these scams, it’s crucial to be
vigilant, verify identities, avoid sharing personal information
or verification codes, and use secure payment methods.

Always report suspicious activities to Facebook and local
authorities.

Protective Measures:

e Verification: Always verify the identity of the person
you’re dealing with.

e Meetin Person: Arrange to meet in safe, public places to
inspect items and exchange goods.

e Secure Payment Methods: Use secure payment methods
like PayPal or credit cards that offer buyer protection.

e Avoid Sharing Personal Information: Never share
personal information or verification codes.

e Report Suspicious Activity: Report any suspicious
activity to Facebook and local authorities.

By staying vigilant and informed about these common

scams, you can protect yourself and your transactions on
Facebook and its Marketplace.
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