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Maintaining a
ecure Environment

School security begins at the front door.

By Patrick V. Fiel, Sr.

CTIVE SHOOTERS, registered a pre-defined entry procedure that helps layers of security equipment on the market.
A sex offenders, thieves, vandals and protect students, staff and school property. ~ Once the front door is secure, the same plan-

non-custodial parents often enter a Security-conscious schools across the ning and equipment can help to effectively
K-12 campus through the front door. Andit’s  country are taking control of front door ac- control access to other school entries.
surprising how many campuses still allow cess through specific policies and procedures It’s a generally simple plan that involves
them to do so without being directed into that employ some of the most cost-effective locking all doors and keeping them locked
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Who's there? A school office receptionist checks with the campus' video
intercom before remotely unlocking the door allowing visitors entry into
the building. The image in the top left portion of her screen shows a
student who is late for class using the school’s front door video intercom to
gain access to the campus.

throughout the day, especially whenever students are on campus.
Then it’s a matter of approving visitors before granting them access.

While the concept behind controlling campus entries is
constant, each school is different — in size, age, design and type
of construction. That makes it wise for a school to look first to a
security consultant with years of campus experience to conduct
a thorough risk assessment. The assessment will include the
entire campus, surrounding neighborhood and traffic patterns.
The assessor will pinpoint a school’s security strengths and its
weaknesses and suggest the specific tools and solutions required to
secure the entries.

A good assessor will help a school or district to spend its money
more wisely to create effective, efficient and affordable barriers to
unwanted campus visitors.

Here is a look at some of the equipment, polices and procedures re-
quired to secure the campus and help protect students, faculty and staff
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LEARNING ENVIRONMENT

CAN'T FEEL LIKE A PRISON

Schools are no different than facilities that are occupied

by a large number of people and face the same challenging
elements. Terrorism is not limited to our global enemies at-
tempting to disrupt our way of life, it includes students bringing
weapons onto the campus for showmanship or intent to harm
others; and gangs who not only threaten the facility by means
of vandalism, but also endanger its occupants.

Access control is one of the most common ways to start
addressing all of these issues for any type facility, but let's
take a moment to see how these situations can be reasonably
addressed without having a fundraiser or passing a bond issue
to pay for them.

First, let's make reference to the most common platform
in security systems design as developed by the American
Society of Industrial security (ASIS) — detect, deter, delay,
respond. Let's also dismiss the myth that higher security
means a bigger lock on the front door. Security begins at the
perimeter, not at the front door.

Detection can be accomplished by several means from
sophisticated video surveillance to systems as simple as buried or
fence applied sensors. Depending on the fence material applied
to, the sensors can be completely covert and tamper resistant.
These sensors can actuate lighting, trigger alarms, or send a
message to an assigned observation point.

Next is the fence itself. The type and quality of fence materi-
als used will determine the degree of deterrence you can achieve.
The stronger the platform used, the greater the potential will be
for the threat to move to another location. It is important for a
campus fence to not only provide adequate protection, but also
be aesthetically pleasing. Campuses can use an ornamental steel
fence, moving away from traditional chain link.

Delay, the third element in completing your physical
security package, is also addressed at the fence line. Several of
the ASIS vulnerability assessment models allow for 4 seconds
of delay using a heavy gauge chain link fence with barbed
wire atop. Other ornamental products are allowed one minute
or more in the same application.

The last element is response. This can vary from local
authorities being summoned, to dedicated on-site security
being alerted. Given your specific situation, a number of pos-
sibilities are available. mm

>> Courtesy of Ameristar Fence.
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Locks are the first barrier at all exterior
doors. They need to be high quality, elec-
tronic locks — with pick guards — thatare
able to be remotely opened by office person-
nel once a visitor has been approved to enter.

Video intercoms serve as the campus’
doorbell, alerting staff to a visitor request-
ing entry into the school. Office personnel
can remain safely behind locked doors
while viewing and talking with a visitor.

A video intercom consists of a vandal-
resistant door unit that is mounted just
outside the entry. Most units include a
color camera, call button and a microphone
and speaker for voice communication.
Units connect to a master station with a
high-resolution monitor that typically sits
on a receptionist’s desk.,

Once the person is approved for entry,
the office staff presses a button on the
master station that unlocks the door and
allows the visitor to move to the next step, a
check-in desk.

Entry vestibules, considered a best
practice on many campuses, allow access to
the office, yet create an additional barrier —
one last locked door — between the visitor
and classrooms. Creating a vestibule may
require construction of a wall and door.

Visitor management systems are the
next step and represent a significant
upgrade over the self sign-in books many
schools have used for years. Visitors should
be required to present a government-issued
photo ID that is swiped through the system.
Within seconds, the person’s name is
checked against federal and state criminal
databases and the national sex offender
registry. Schools can also enter local data
regarding non-custodial parents or dis-
gruntled former employees that may not ap-
proved for contact with students. Approved
visitors receive a temporary photo ID badge
to be worn at all times while on campus.
After receiving the badge, the door to the
classrooms can be remotely opened.

The entire process beginning with the
video intercom shouldn’t take a visitor
more than a minute or two to complete.
Parents, vendors and volunteers quickly get

used to the process and come to appreciate
the added security it provides students.
There are a several other low-cost
steps schools can take to protect the entry,
including:
CPTED (Crime Prevention Through
Environmental Design). Overgrown trees

and bushes can block the view of the school
as police patrol the area. The foliage can
also provide a hiding place for weapons,
contraband and people seeking to pig-
gyback into the school with an approved
visitor. Bright lighting helps identify people
approaching the school on a dark winter

Smart Solutions that Secure
Your Learning Environment
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Point the Way. Signage is inexpensive, but makes it clear what's expected of visitors as they enter the campus. Starting in the parking lot, signs should
direct visitors to the main entry and the video intercom. A sign (in multiple languages, if necessary) with instructions for using the system is helpful.

afternoon and also is a deterrent to vandals and other criminals
at night. Fencing and gates can control pedestrian traffic patterns
and funnel visitors to the main entry for campus access.

Security screens protect glass doors and windows at the entry.
Gunmen have shot through locked glass doors to access a campus —
that’s how the Sandy Hook Elementary shooter got into the Con-
necticut school in December 2012. Guns, knives, clubs or rocks have
little impact on the stainless steel mesh security screens.

Signage is inexpensive, but makes it clear what’s expected of
visitors as they enter the campus. Starting in the parking lot, signs
should direct visitors to the main entry and the video intercom. A

Hardening the campus entry is a hest
practice advocated by top security
professionals. It’s a concept that can
work on virtually any school and provides
a high degree of security for a relatively
limited investment.
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sign (in multiple languages, if necessary) with instructions for using
the system is helpful.

Here are some other simple layers of security that can help at
entry points and throughout the campus in general.
» Visitor intercoms can also be used on other doors such as faculty
entries (teachers can forget their access cards or keys) and load-
ing docks that receive vendors throughout the day. These extra
units can be tied into the same master station, allowing central-
ized control of all entry requests.
An audio intercom allows office personnel to simultaneously alert
each classroom and provide specific commands such as lock in place
or evacuate to a safer location. Or if the emergency affects a single
classroom, such as an agitated non-custodial parent seeking his or
her child, the notice can be shared only with that student’s teacher.
Keypads or a simple cardkey lock can help protect faculty and staff
entries, provide an audit trail of who has accessed a door and elimi-

nate the need for traditional keys that are easy to lose, steal or be
copied. Rekeying locks is an expensive and time-consuming event.
Every classroom needs to be locked with doors that can be opened
only from the inside. And with a $10 peephole added, teachers can
see who wants entry without having to open the door.

Panic buttons, concealed throughout the campus or, better yet,

WEBSPM.COM



in the form of pendants worn by teachers,
can immediately reach a student resource
officer or other first responders in case of
an emergency.

Background checks of volunteers and
vendors are now affordable while offer-

ing an added layer of protection against
known criminals and sex offenders.

And here’s a cost-free idea; park the cam-
pus SRO’s vehicle in front of the school
where it will be visible to all visitors and

street traffic. This can be a powerful
deterrent to criminals.

Of course, surveillance cameras —
although more expensive than any of the
previous tools — are an excellent deterrent
at the entry. And if placed outside through-
out the campus and in hallways, stairwells,
locker areas and the cafeteria they can pro-
vide real-time and recorded images during
an emergency and after. Images can also be
shared with first responders.

But always keep in mind that while
each of these solutions have been proven in
use on many campuses, they can still fail
without proper policies and procedures for
school employees to follow. Office person-
nel must have clear guidelines about who
can enter the school. Teachers and staff
need to understand they can’t prop open
doors while making a quick run to their
cars. A campus adult should challenge all
unknown and unbadged visitors. Anything
that seems out of the ordinary should be
reported immediately to a campus admin-
istrator or the SRO. Put these policies and
procedures in writing for all employees and
then practice them through regular drills.

Also engage parents so they understand
the security goals. And work closely with
local first responders so they know what
tools and procedures are in place to help
protect the campus during an emergency.

It's no longer reasonable to postpone
taking action to protect students citing bud-
getary concerns. The systems outlined here
are affordable. They are easy to install and
operate. And they are very effective. These
systems provide multiple layers of security

between potentially dangerous visitors and
children on campus. They also help to pro-
tect property from theft and vandalism.
Hardening the campus entry is a best
practice advocated by top security profession-
als. It’s a concept that can work on virtually
any school and provides a high degree of se-

curity for a relatively limited investment.

»> Patrick V. Fiel, Sr. is an independent security
consultant assisting Aiphone Corp., a manufac-
turer of intercommunication and video entry
systems for the K-12, higher education, industrial/
commercial and residential markets.
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