The Escalating Threat of Synthetic Identity Fraud in the Age
of Artificial Intelligence

1. Introduction: The Evolving Threat of Synthetic Identity Fraud in the Digital
Age

Synthetic identity fraud has emerged as a rapidly evolving and increasingly
sophisticated form of financial crime, posing a significant threat to financial
institutions and the broader economy. This type of fraud, recognized as the fastest
growing form of identity theft, results in multi-billion dollar losses annually." Its
prevalence surpasses even traditional credit card fraud and identity theft,
highlighting the urgent need for effective countermeasures.® The integration of
technological advancements, particularly in the realm of Artificial Intelligence (Al), has
acted as a catalyst, significantly exacerbating this threat by enabling the faster
creation of more realistic and harder-to-detect synthetic identities.® This report
delves into the multifaceted nature of synthetic identity fraud, providing a
comprehensive analysis of its definition, historical context, the amplifying effect of
data breaches, the intricacies of sleeper approaches, the influence of the COVID-19
pandemic, the transformative role of Al, the challenges in detection, and the
substantial financial impact on institutions. Understanding these key aspects is crucial
for stakeholders seeking to navigate this complex landscape and develop robust
strategies to mitigate the growing risks.

2. Demystifying Synthetic Identity Fraud: A Clear Distinction from Traditional
Identity Theft

Synthetic identity fraud, at its core, involves the deceptive creation of a fictitious
identity by combining genuine and fabricated Personally Identifiable Information (PlII)
for the purpose of achieving personal or financial gain.! This involves the strategic
blending of authentic details, such as a real Social Security number, with invented
information like a false name, address, and date of birth to construct a seemingly
legitimate persona that does not correspond to any actual individual." The intent
behind this fabrication is to deceive systems and organizations, primarily financial
institutions, into believing they are dealing with a real customer, thereby enabling
fraudulent activities.

This stands in stark contrast to traditional identity theft, which involves the direct
appropriation and misuse of an existing person's identity.* In traditional scenarios, a



fraudster steals someone's personal information, such as credit card details or bank
account numbers, and uses it as their own to make unauthorized purchases or access
funds, directly harming the individual whose identity has been compromised.™
However, synthetic identity fraud centers around the creation of an entirely new,
albeit fake, identity rather than the simple theft of an existing one.”® While both types
of fraud are serious financial crimes, their fundamental difference lies in the nature of
the identity being exploited.™

The implications of this distinction are significant, particularly concerning detection
and victim identification. One of the primary challenges in combating synthetic
identity fraud is the initial lack of an immediate, identifiable victim whose personal
accounts have been directly compromised.” Unlike traditional identity theft where the
defrauded individual typically notices suspicious activity and reports it promptly,
synthetic fraud often goes unnoticed for extended periods because the fabricated
identity's activities do not directly impact any real person's existing accounts." This
"victimless" nature from an individual's perspective allows synthetic identities to
remain active within the financial system for months or even years, often building a
positive credit history before being exploited for substantial financial gain, which
ultimately results in losses for financial institutions. This prolonged period of
undetected activity allows for the accumulation of greater financial damage, often
miscategorized initially as credit losses rather than fraud, further complicating efforts
to understand and mitigate the true scope of the problem.™

3. A Look Back: Historical Methods of Synthetic Identity Fraud Before Al
Dominance

Before the widespread integration of sophisticated Al tools, fraudsters relied on more
manual and less automated methods to create synthetic identities. These traditional
techniques primarily fell into two categories: manipulated synthetics and
manufactured synthetics.?

Manipulated synthetics involved taking a real identity and making slight alterations
to key pieces of information, such as the Social Security Number (SSN) or date of
birth."* The primary motivation behind this approach was often to mask a poor credit
history or other negative financial records, enabling the fraudster to gain access to
credit or services they would otherwise be denied.™ For instance, an individual with a
history of defaults might slightly change their SSN when applying for a new loan to
appear as a different person with a clean credit record.” A key characteristic of



manipulated synthetics was their potential to collide with the original, real identity
during verification processes, making them potentially easier to detect than
manufactured synthetics.™

Manufactured synthetics, on the other hand, involved creating entirely new
identities by combining real and/or fabricated PIl.? This often involved a technique
known as identity compilation, where fraudsters would piece together information
from multiple individuals, sometimes referred to as "Frankenstein identities".? For
example, a fraudster might use a real SSN stolen from a child or deceased person and
combine it with a completely fabricated name, address, and date of birth.? Another
method was identity manipulation, where fraudsters would slightly alter details of a
real person's identity to create a new one.? More recently, manufactured synthetics
also involved creating entirely fictitious identities using bogus PII, including SSNs
chosen from the same range used by the SSA for randomized assignments, making
them particularly difficult to detect.™

A significant contributing factor to the increased difficulty in detecting manufactured
synthetic identities was the implementation of Social Security Number (SSN)
randomization by the SSA in July 2011." This change eliminated the geographical
significance of the first three digits of the SSN, which previously helped financial
institutions determine an individual's state of origin.” By removing this predictable
element, SSN randomization inadvertently made it harder for fraud detection systems
to identify fictitious SSNs, as they could no longer rely on geographical patterns to
validate the numbers.™ This created a new challenge for financial institutions in
distinguishing between legitimate and synthetic identities, further enabling the
growth of synthetic identity fraud.™

4. The Fuel for the Fire: How Data Breaches Have Amplified Synthetic Identity
Fraud

The proliferation of large-scale data breaches in recent years has significantly
amplified the threat of synthetic identity fraud by providing fraudsters with an
abundant supply of the necessary Personally Identifiable Information (PIl)." These
breaches, which have become increasingly frequent and large-scale, expose vast
amounts of sensitive data, including Social Security numbers, names, addresses,
dates of birth, and other crucial identifiers." This readily available data, often sold at
nominal prices on the dark web, provides fraudsters with the raw materials needed to
construct synthetic identities by combining real and fake details.’



By combining information gleaned from multiple breaches, fraudsters can create
identities that appear more complete and thus more convincing to verification
systems.! For instance, an SSN obtained from one breach might be paired with a
name and address from another, creating a more robust profile than could be
achieved with data from a single source.' This ability to mix and match data points
enhances the likelihood that the synthetic identity will pass initial verification checks,
which often rely on cross-referencing information against various databases.’

Furthermore, fraudsters often specifically target the PIl of vulnerable populations,
such as children and the elderly, whose information is less likely to be actively
monitored." Children, for example, have valid SSNs but typically lack a credit history,
making their information ideal for creating "clean" synthetic identities.” Similarly, the
elderly may not actively monitor their credit reports, making them susceptible to
having their Pl used in synthetic fraud schemes without their immediate knowledge.’
This strategic targeting allows fraudsters to operate undetected for longer periods,
increasing the potential for significant financial gains before the fraud is eventually
discovered.’

5. The Patient Predator: Understanding the “Sleeper” Approach and its Efficacy

A particularly effective tactic employed by synthetic identity fraudsters is the
"sleeper" approach, also known as credit bust-out fraud." In this approach, fraudsters
create synthetic identities and then patiently nurture them over an extended period,
often months or even years, to build a positive credit history." This patient cultivation
allows the synthetic identity to appear as a legitimate and reliable borrower to
financial institutions, making it harder for traditional fraud detection systems that
often focus on immediate anomalies to flag them as suspicious.*’

Fraudsters employ various tactics to build this creditworthiness, including opening
small credit accounts, making regular payments over time, and even obtaining
authorized user status on legitimate credit card accounts — a practice known as
piggybacking.’ By mimicking genuine customer behavior and establishing a positive
payment history, these synthetic identities gradually gain access to higher credit
limits and more valuable financial products.’

The efficacy of the sleeper approach lies in its ability to build trust and credibility over
time, making the eventual fraudulent activity more impactful. Once the synthetic
identity has established a strong credit profile and can effectively borrow funds, the
fraudster initiates the "bust-out" phase.' This involves maxing out all available credit



lines, including credit cards and loans, with no intention of repayment, leaving
financial institutions with significant unrecoverable losses.'

6. A Pandemic Pivot: The Influence of COVID-19 on Synthetic Identity Fraud
Tactics and Targets

The onset of the COVID-19 pandemic in early 2020 triggered a significant shift in the
tactics and targets of synthetic identity fraud.> With widespread lockdowns and
economic disruption, governments worldwide rolled out unprecedented emergency
relief programs to support individuals and businesses.® This rapid and massive
distribution of funds created a prime opportunity for fraudsters, including those
employing synthetic identities, to exploit the system.®

Fraudsters increasingly shifted their focus away from traditional credit "bust-outs"
towards targeting these emergency government benefits and exploiting the surge in
online account openings.® The pandemic necessitated a rapid transition to digital
platforms for accessing financial services and government aid, leading to a significant
increase in online account openings and remote transactions.® This shift expanded
the attack surface for synthetic fraud, as fraudsters leveraged their existing portfolio
of synthetic identities to apply for unemployment benefits, small business loans, and
other relief funds through online portals.®

The estimated losses in government benefits due to fraudulent activities during the
pandemic, including those perpetrated using synthetic identities, were staggering.”
Estimates suggest that billions, and potentially hundreds of billions, of dollars were
improperly paid out, with synthetic identities playing a significant role in these
schemes.’® This massive scale of fraud underscores the significant financial risk
posed by synthetic identities when systemic vulnerabilities are present, and rapid,
large-scale disbursements are made with potentially less rigorous identity verification
processes.’™

7. The Al Revolution: Generative Al's Role in Crafting Sophisticated Synthetic
Identities

The advent of generative Artificial Intelligence (Al) has ushered in a new era of
sophistication and scale for synthetic identity fraud." This technology has empowered
fraudsters to create fake identities that are more realistic and harder to detect than
ever before, significantly lowering the barrier to entry for this type of financial crime.®



Generative Al can be leveraged to produce authentic-looking documentation, such as
birth certificates, Social Security cards, pay stubs, bank statements, and utility bills,
which can be presented alongside credit applications to corroborate the fabricated
personal information.’®* Al can also utilize photos available online to create realistic
driver's licenses and other identification documents that include the personal details
required for credit approvals.’® Furthermore, generative Al enables the production of
sophisticated deepfakes - realistic audio clips and videos of synthetic individuals,
complete with unique gestures and speech patterns — which can be used to bypass
identity verification processes that rely on facial recognition or video interviews.®
These Al-generated features significantly increase the likelihood that accounts will be
opened using synthetic identities, which can then be exploited to steal money
through credit card purchases or by overdrawing accounts with no intention of
repayment.'o

Moreover, Al can analyze vast datasets of information available on social media and
other online platforms to create more complete and believable synthetic profiles.’
This allows Al to fill in the gaps in synthetic identities, making them appear more like
real individuals with established online presences, further complicating detection
efforts.’

Furthermore, Al can be employed to simulate customer behavior, making fraudulent
transactions appear normal.® By learning and replicating patterns of legitimate
customer activity, Al enables fraudulent transactions to blend in and evade detection
systems that rely on identifying anomalies.® This capability poses a significant
challenge to financial institutions, as it requires them to develop more sophisticated
detection methods that go beyond simple anomaly detection and can identify the
subtle indicators of Al-driven fraud.®

8. The Detection Dilemma: Challenges for Financial Institutions in Identifying
Al-Enhanced Synthetic Identities

Financial institutions face a growing array of challenges in their efforts to detect
synthetic identities, a problem that has been significantly amplified by the capabilities
of Al The realism of Al-generated content, including highly convincing fake
identification documents and deepfake videos, makes it increasingly difficult to
distinguish between genuine and fraudulent identities.' The ability of Al to simulate
customer behavior further complicates detection, as fraudulent transactions can now
mimic legitimate activity, making traditional anomaly detection systems less



effective.?

Traditional rule-based fraud detection systems often struggle to keep pace with
these sophisticated Al-driven tactics.' These systems, which rely on explicitly
programmed rules from human experts, often lack the adaptability to detect subtle or
complex fraud patterns that don't fit neatly into predefined rules.?® As a result,
financial institutions are increasingly recognizing the need to adopt more advanced
Al-powered detection methods that can analyze vast amounts of data, identify
complex patterns, and adapt to evolving fraud tactics in real time.'

One particularly challenging aspect is that Al can generate synthetic identities that
appear remarkably "perfect" and consistent, sometimes even more so than the
profiles of real customers.® Real individuals often have a more complex and
sometimes inconsistent digital footprint due to various life events and interactions
with multiple data sources over time.® Al, however, can create synthetic profiles with
perfectly matching information across all data points, which can ironically make them
appear suspicious to advanced detection systems trained to look for such unnatural
consistency.®

9. The Ripple Effect: Analyzing the Impact of Synthetic Identity Fraud on
Financial Institutions

Synthetic identity fraud has a profound and multifaceted impact on financial
institutions, primarily manifesting as significant financial losses and increased
regulatory scrutiny.' The financial impact is substantial and continuously growing, with
annual losses estimated to be in the billions of dollars.” These losses often go
underreported or are miscategorized as credit losses rather than fraud, making it
difficult to fully grasp the true extent of the problem.™

The types of financial losses incurred by financial institutions due to synthetic identity
fraud are multifaceted. They include unpaid balances on loans and credit cards
obtained using these fabricated identities.” Additionally, financial institutions face
losses from fraudulent transactions conducted using these identities, as well as the
costs associated with investigating and attempting to recover these funds.’

In addition to direct financial losses, financial institutions face increasing regulatory
scrutiny to implement effective measures for detecting and preventing synthetic
fraud." Regulatory bodies are increasingly concerned about the potential for synthetic
identities to be used not only for financial fraud but also for other illicit activities, such



as money laundering and even terrorist financing.' This has led to increased pressure
on financial institutions to enhance their detection and prevention mechanisms,
including strengthening Know Your Customer (KYC) and Anti-Money Laundering
(AML) procedures and adopting more sophisticated fraud detection technologies.’

10. Conclusion: Navigating the Evolving Landscape of Synthetic Identity Fraud
and Strategic Recommendations

The analysis presented in this report underscores the escalating threat of synthetic
identity fraud, a financial crime that continues to grow in sophistication and
prevalence.' The integration of Artificial Intelligence has significantly amplified this
threat, enabling fraudsters to create more realistic and harder-to-detect synthetic
identities at an unprecedented scale.® The traditional methods of creating these
fraudulent personas, while still relevant, have been augmented by Al's ability to
generate convincing documentation and simulate genuine customer behavior.? The
abundance of Personally Identifiable Information (PII) available due to frequent and
large-scale data breaches serves as the primary fuel for these fraudulent activities,
allowing criminals to easily obtain the necessary data to construct synthetic
identities.” The patient "sleeper" approach further enhances the effectiveness of this
fraud by allowing synthetic identities to build creditworthiness over time, making
them appear legitimate to traditional detection systems.' The COVID-19 pandemic
introduced new dimensions to this threat, with fraudsters adapting their tactics to
target government benefits and exploit the vulnerabilities of increased online
interactions.® Financial institutions now face significant challenges in detecting these
Al-enhanced synthetic identities due to the realism of Al-generated content and the
simulation of normal customer behavior." This has resulted in substantial financial
losses for these institutions and has led to increased regulatory scrutiny to implement
more effective prevention and detection measures.
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