Analysis of the Hampton Roads Sanitation District
Ransomware Attack of November 2020

I. Executive Summary

In November 2020, the Hampton Roads Sanitation District (HRSD), a critical
wastewater treatment utility serving a large population in eastern Virginia, experienced
a significant ransomware attack. The attack involved the Ryuk ransomware, preceded
by an initial infection with ZLoader malware. This cyber incident led to the shutdown of
several HRSD business information systems, most notably impacting customer-facing
services and billing operations. Despite these disruptions, HRSD successfully
maintained the full operational status of its wastewater treatment services, ensuring
continued compliance with all regulatory requirements. The organization immediately
initiated a robust response, which included the shutdown of affected systems and the
engagement of external cybersecurity experts. HRSD also proactively addressed the
impact on its customers by offering alternative bill payment methods and assuring
them of no late fees during the disruption. While the investigation into the attack's
cause remained ongoing at the time of the initial public disclosure, HRSD demonstrated
a commitment to transparency through consistent communication. Notably, the
recovery process was relatively swift, with HRSD restoring most business operations
within approximately three weeks, a feat largely attributed to their cyber insurance
policy. This incident serves as a critical learning opportunity for organizations within
critical infrastructure sectors, underscoring the persistent threat of ransomware and
the importance of proactive cybersecurity measures and effective incident response
strategies.

Il. Introduction

The Hampton Roads Sanitation District (HRSD) plays a vital role in protecting public
health and the environment in eastern Virginia by providing wastewater treatment
services to approximately 1.7 million people across 20 cities and counties." Given its
crucial function in maintaining sanitation and environmental integrity, the security and
resilience of HRSD's operations are paramount. On November 19, 2020, HRSD issued a
news release to inform the public about a significant cybersecurity incident: a
ransomware attack that had affected some of its computer systems.? The primary
purpose of this initial communication was to acknowledge the attack and provide
preliminary details regarding its impact and the organization's response. Key points
highlighted in the release included the fact that a ransomware attack had occurred,



the specific business systems that were disrupted, the continued operation of essential
wastewater treatment services, the immediate response and engagement of
cybersecurity experts, the temporary impact on customer services (particularly bill
payments), and the ongoing nature of the investigation. This report aims to provide a
comprehensive analysis of the HRSD ransomware attack, drawing upon publicly
available information, including the initial news release and subsequent reports, to
detail the timeline of events, the scope of the impact, HRSD's response and recovery
efforts, and the lessons that can be learned from this incident. The objectives are to
offer a thorough understanding of the attack and its ramifications, particularly for
organizations operating within critical infrastructure sectors.

Ill. Detailed Account of the Ransomware Attack

The ransomware attack on HRSD unfolded in the latter half of November 2020, with
the initial detection occurring on the evening of Tuesday, November 17, 2020.'
However, forensic analysis later revealed that the initial stages of the attack occurred
much earlier. Evidence indicated that threat actor activity had commenced as early as
October 23, 2020, with the introduction of ZLoader malware into HRSD's environment.’
This nearly month-long period between the initial compromise and the eventual
deployment of ransomware highlights the potential for attackers to remain undetected
within a network, allowing them to conduct reconnaissance, escalate privileges, and
identify critical systems before launching their primary attack.® The Ryuk ransomware
itself was ultimately executed on the HRSD network around November 18, 2020.°

Upon learning of the ransomware attack, HRSD initiated immediate response efforts
aimed at containing the intrusion.? This included the necessary step of shutting down
some of its business information systems.? Recognizing the severity of the situation,
HRSD's Chief Information Security Officer (CISO), Roger Caslow, made the decisive call
to order a hard disconnect of systems. This proactive measure of physically
disconnecting systems, including servers and internet connections, was crucial in
preventing the ransomware from spreading further throughout the network.” Such
immediate and decisive action underscores the importance of a well-defined and
practiced incident response plan.

The ransomware attack directly impacted several of HRSD's key business information
systems. These included HRSD business email accounts, the HRSD Customer Call
Center, the Customer Self-Service portal, iSupplier web functionality (used for vendor
interactions), and iRecruitment web functionality (used for recruitment processes).?



Notably, the attack also affected the billing system, leading to a suspension of billing
operations.! The impact extended to HRSD's internal infrastructure, with many
Windows computers being affected ', and accounting and billing operations coming to
a halt.” For a period, HRSD's phone and computer systems were entirely offline and
inaccessible.* The targeting of these specific systems, particularly those related to
business operations and customer interaction, suggests that the attackers aimed to
disrupt HRSD's ability to function effectively and to exert pressure for a ransom
payment. The widespread nature of the impact underscores the effectiveness of the
Ryuk ransomware in penetrating and encrypting systems within HRSD's IT environment.

IV. HRSD's Immediate Response and Recovery Efforts

In the immediate aftermath of the ransomware attack, HRSD undertook several crucial
actions to contain the damage and initiate the recovery process. As previously
mentioned, the shutdown of affected business information systems was a primary
step.? Further containment measures included the physical disconnection of all internet
connections to prevent any further communication with external threat actors.” As a
precautionary step, HRSD also disconnected its Linux-based systems.® These swift and
decisive actions demonstrate a proactive and well-rehearsed incident response
protocol, essential for limiting the propagation of ransomware across a network.

Recognizing the complexity and severity of the attack, HRSD promptly engaged the
assistance of external cybersecurity experts.? These specialists worked continuously
to restore HRSD's compromised business operation systems.? While the initial news
releases did not specify the names of these experts 3, later information revealed that
HRSD collaborated with cybersecurity consultants.* A significant factor in HRSD's
recovery was its cyber insurance policy, which played a crucial role in facilitating the
engagement of specialized firms. Specifically, CrowdStrike was brought in for incident
response, and Moxfive was tasked with the rebuilding of the affected systems.' This
highlights the strategic importance of cyber insurance not just for financial coverage
but also for access to specialized expertise that can significantly expedite the recovery
process from a sophisticated ransomware attack. In addition to external support,
HRSD's internal IT professionals also played a vital role in the recovery efforts.*

The recovery process for the affected systems unfolded over several weeks. The initial
news on November 19, 2020, indicated ongoing restoration work.? By December 1,
2020, while efforts to restore business systems safely were still underway, the billing
system remained suspended, and customer account balances were not being



updated.* On December 16, 2020, HRSD's General Manager, Tim Henefin, reported that
the organization was beginning the process of catching up on the backlog of payments
and bills.® The billing system was ultimately restored in December 2020." According to
the BankinfoSecurity podcast, HRSD achieved a significant level of recovery, getting
back on its feet, in approximately three weeks following the attack.’ By January 6, 2021,
all bill payment and customer contact methods had been fully restored.” The efforts of
the IT Department in the restoration process were formally recognized in November
2021 with a commendation resolution.® The relatively swift recovery timeline suggests
a commendable level of preparedness and effective execution of their incident
response plan, significantly aided by the expertise brought in through their cyber
insurance.

V. Ensuring Operational Continuity of Wastewater Treatment Services

A critical aspect of HRSD's response to the ransomware attack was its ability to
maintain the continuity of its essential wastewater treatment services. Throughout the
incident, HRSD consistently affirmed that all wastewater treatment services and
processes remained fully operational.” This was largely attributed to the effective
segregation between HRSD's operational technology (OT) systems, which control the
physical wastewater treatment processes, and its information technology (IT)
environment, which supports business operations.’ This network segmentation proved
to be a crucial security control, preventing the ransomware from impacting the core
function of the utility. General Manager Tim Henefin further reassured the public that
sewer service was never interrupted and that the treatment processes continued
without any issues.®

Furthermore, HRSD consistently maintained compliance with all relevant regulatory
requirements throughout the cyberattack.? This demonstrates the resilience of their
core operations and their commitment to adhering to environmental and public health
standards even during a significant cyber disruption. The ability to continue meeting
these requirements is vital for maintaining public trust and avoiding potential
regulatory penalties.

VI. Impact on HRSD Customers

The ransomware attack did result in several disruptions to services directly affecting
HRSD customers. Notably, access to HRSD business email accounts was disrupted,
hindering a common communication channel.? The HRSD Customer Call Center was
also temporarily shut down, preventing customers from contacting HRSD via phone for



inquiries or support, although an alternative number for bill payments was later
provided.? The Customer Self-Service portal, a key tool for customers to manage their
accounts online, was also unavailable.? Additionally, the iSupplier and iRecruitment web
functionalities, while not directly customer-facing, were also impacted, affecting
vendors and potential employees.? A significant impact on customers was the
temporary unavailability of in-person bill payments.? Furthermore, the billing process
across the entire service region faced disruption for several weeks, affecting
November and December bills and customers' ability to access their account
information.™

To mitigate the impact on bill payments, HRSD offered alternative methods to its
customers. These included the ability to make payments by phone by calling 844-257-
6063 and online through a provided link.? Additionally, HRSD made provisions for
customers wishing to pay their bills in person with cash by offering this option on
weekdays at their facility in Virginia Beach.* Recognizing the inconvenience caused by
the disruptions, HRSD assured its customers that no late fees or interest would be
applied to payments delayed during this period.?

To address customer inquiries and provide support during the outage, HRSD
established a dedicated phone line for bill payments and later for general inquiries.? An
email address was also provided for urgent billing-related questions.* Following the
restoration of the billing system, HRSD increased its call center staff to manage the
anticipated surge in customer concerns.” Customers were advised to expect longer
than usual wait times when contacting the call center due to the high volume of
inquiries.™

VII. Investigation into the Cause of the Ransomware Attack

At the time of the initial news release and in subsequent communications, HRSD
consistently stated that the investigation into the precise cause of the ransomware
attack was ongoing.? As of December 16, 2020, HRSD General Manager Tim Henefin
noted that the search for the perpetrators was still underway, and the organization was
awaiting the results of the ongoing investigation and forensic analysis.®

Publicly available information has shed some light on the nature of the attack. The
ransomware involved was identified as Ryuk.' Ryuk is known to be a ransomware-as-a-
service (RaaS) group, where developers provide the ransomware to other
cybercriminals who then execute attacks and share a portion of the ransom." This
particular ransomware has been associated with significant financial gains for its



operators and has frequently targeted critical infrastructure organizations, including
those in the water and wastewater sector.” The initial point of entry for the attack
appears to have involved ZLoader malware." Forensic analysis indicated that the
ZLoader infection likely occurred through a malicious Excel spreadsheet that was
opened by an end user." This multi-stage attack, beginning with ZLoader and
culminating in the deployment of Ryuk, suggests a sophisticated and persistent threat
actor. Additionally, the attackers utilized Cobalt Strike, a commercial red team
software, for command and control within HRSD's network.” The presence of Cobalt
Strike signifies that the attackers had established a significant foothold within the
environment and were actively managing their malicious activities.

VIII. Analysis of HRSD's Public Communication Strategy

HRSD's public communication strategy in response to the ransomware attack appears
to have been well-executed and effective. The initial news release, issued promptly on
November 19, 2020, served as a timely notification to the public.? The title itself, "HRSD
Computer Systems Struck by Ransomware Attack,” was direct and transparent.? By
providing specific details about the business systems that were affected, HRSD
allowed its customers to understand the potential impact on their interactions with the
utility.? Crucially, HRSD immediately reassured the public that its core wastewater
treatment services remained operational, directly addressing a primary concern for a
utility provider." The communication also outlined the immediate response efforts
undertaken, including the shutdown of affected systems and the engagement of
cybersecurity experts, demonstrating that HRSD was taking the incident seriously.?

Recognizing the disruption to bill payments, HRSD proactively provided clear guidance
on alternative payment methods, thereby mitigating potential inconvenience for its
customers.? The assurance that no late fees or interest would be charged on delayed
payments further demonstrated a customer-centric approach.? HRSD also committed
to providing updates on the ongoing investigation and the progress of system
restoration.? Subsequent news releases provided updates specifically on the
suspension and eventual restoration of the billing system.* Additionally, FAQs provided
by the City of Norfolk offered further clarification and addressed potential public
concerns.”

HRSD's initial communication included an apology for the inconvenience caused by the
attack ?, and the Director of Finance, Jay Bernas, also specifically apologized for the
billing issues.” To facilitate media inquiries and ensure a point of contact for further



information, HRSD clearly provided the contact details for its Director of
Communications, Leila Rice, in the news releases.® Overalll HRSD's public
communication strategy appears to have been effective in providing timely, accurate,
and reassuring information to the public during a challenging situation.

IX. Cybersecurity Measures and Recommendations

The ransomware attack on HRSD provides several insights into the organization's
cybersecurity posture and offers valuable lessons for other entities. While HRSD's
General Manager acknowledged the constant challenge of staying ahead of cyber
threats despite having a sophisticated IT department °, the initial infection through a
phishing attack highlights the persistent vulnerability posed by human error.” The
extended dwell time of the attackers within HRSD's network, nearly a month between
the initial ZLoader infection and the Ryuk ransomware deployment, suggests potential
areas for improvement in threat detection and monitoring capabilities.” A significant
strength in HRSD's defense was the fact that its operational technology (OT) systems
remained unaffected, indicating a robust level of network segmentation between the
OT and IT environments.' HRSD's immediate engagement of cybersecurity experts and
its utilization of cyber insurance demonstrate a proactive approach to incident
response and recovery." The subsequent adoption of enhanced email protection
measures * indicates a commitment to learning from the incident and strengthening
defenses. Furthermore, HRSD was already in the process of improving its information
security practices prior to the attack, suggesting an ongoing awareness of the cyber
threat landscape.'

Based on the HRSD experience and general best practices in cybersecurity, several
recommendations can be made for organizations seeking to strengthen their defenses
and improve their incident response capabilities:

e Enhance Email Security: Implement advanced email security solutions that go
beyond basic spam filtering to include robust anti-phishing capabilities and
behavioral analysis. Regularly conduct employee training and awareness programs
focused on identifying and reporting suspicious emails, as phishing remains a
common entry point for ransomware.*

e Strengthen Detection Capabilities: Invest in and continuously refine threat
detection and monitoring tools and processes. This includes implementing
endpoint detection and response (EDR) solutions and security information and
event management (SIEM) systems to identify and analyze suspicious activities
within the network in a timely manner. Reducing attacker dwell time is crucial.*



e Regular Security Assessments and Penetration Testing: Conduct periodic
comprehensive security assessments and penetration testing of both IT and OT
environments. These exercises can help identify vulnerabilities and weaknesses
that could be exploited by attackers.*

e Review and Update Incident Response Plan: Ensure that a comprehensive
incident response plan is in place, regularly reviewed, updated based on evolving
threats, and tested through realistic tabletop exercises. All relevant teams should
be familiar with their roles and responsibilities in the event of a cyber incident.

e Reinforce Network Segmentation: Maintain strict network segmentation,
particularly between OT and IT networks, and regularly audit these controls to
prevent the lateral movement of attackers and the spread of malware to critical
operational systems.’

e Implement Multi-Factor Authentication (MFA): Enforce the use of multi-factor
authentication for all critical systems, accounts, and remote access points to add
an extra layer of security and reduce the risk of unauthorized access due to
compromised credentials.*?

e Maintain Robust Backup and Recovery Systems: Implement a comprehensive
backup strategy that includes regular backups of critical data and systems, storing
backups offline and in a secure location. Regularly test the backup and recovery
processes to ensure data can be restored quickly and efficiently in the event of a
ransomware attack or other disaster.’

e Develop a Comprehensive Communication Plan: Establish a clear and well-
defined communication plan for both internal and external stakeholders to be
activated in the event of a cyber incident. This plan should outline who needs to be
informed, what information should be shared, and the channels of communication
to be used.”!

e Consider Cyber Insurance: Maintain adequate cyber insurance coverage that
includes not only financial reimbursement for losses but also access to
experienced incident response teams and other specialized services that can be
crucial for a swift and effective recovery.’

¢ Information Sharing: Actively participate in industry-specific information sharing
and analysis centers (ISACs) and other relevant forums to stay informed about the
latest threats, vulnerabilities, and best practices in cybersecurity.®

X. Conclusion

The ransomware attack on the Hampton Roads Sanitation District in November 2020
serves as a stark reminder of the persistent and evolving cyber threats facing critical



infrastructure organizations. The incident highlights the potential for significant
disruption to business operations and customer-facing services. However, HRSD's
response demonstrates the importance of preparedness, swift action, and effective
communication. The successful maintenance of essential wastewater treatment
services due to network segmentation underscores the critical role of this security
control in protecting OT environments. HRSD's transparency in communicating with its
customers and providing alternative solutions helped to mitigate the negative impact
of the service disruptions. The lessons learned from this incident are invaluable for
other organizations in critical infrastructure sectors. The need for continuous vigilance,
proactive cybersecurity measures, and well-tested incident response plans remains
paramount in safeguarding essential services and protecting public health and safety
in the face of increasingly sophisticated cyber threats.

Key Tables:

Table 1: Timeline of the HRSD Ransomware Attack

Date/Time Event Description

October 23, 2020 Initial ZLoader malware activity detected °

November 17, 2020 Cobalt Strike beacon creation °

November 18, 2020 Ryuk ransomware deployment (approximate) °

November 19, 2020 HRSD issues initial news release about the
attack ?

December 2020 HRSD billing system restored "

January 6, 2021 All bill payment and customer contact methods
restored




Table 2: Impacted Business Information Systems

System Name

Description/Impact

HRSD business email accounts

Communication disruption ?

HRSD Customer Call Center

Communication disruption ?

Customer Self-Service portal

Service unavailability ?

iSupplier web functionality

Vendor interaction disruption ?

iRecruitment web functionality

Recruitment process disruption ?

Billing system

Payment processing disruption '




Table 3: Alternative Bill Payment Methods Offered

Payment Method

Details

Phone payment

Call 844-257-6063 ?

Online payment

Link provided
(http://www.invoicecloud.com/hrsd-hrubs) 2

In-person cash payment

1434 Air Rail Avenue, Virginia Beach, VA
(Weekdays, 8:00 a.m. - 4:30 p.m.) *



http://www.invoicecloud.com/hrsd-hrubs
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