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LookingGlass Product Portfolio

Threat
Intelligence
Services

I Threat Analysis

Response &
Takedown Services

I Special Investigations Unit
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A Fragmented Threat Intelligence & Security Market

Threat Intelligence
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Format for Acquisition of LookingGlass Solutions

Threat Intelligence
Services

As an annual subscription
per service

Per takedown
Amount of analyst hours

Customized investigations

Machine Readable
Threat Intelligence

Per data feed as an
annual subscription

Included with
ScoutVision and
ScoutPrime — no
additional fee

Threat Intelligence
Management

ScoutVision aaS - annual
subscription

ScoutVision or ScoutPrime -

hosted

ScoutVsion - on prem with
annual support

Scout InterXect - on prem

CTC Portal — mentions per
month

Additional fees may apply as some solutions also incur per user, per takedown, etc. pricing.
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Threat
Mitigation

DNS Defender - on prem

with annual support

Net Sentry — annual
subscription

Net Defender - annual
subscription



Threat Intelligence Services/ MRTI

Brand Protection Services
Response Services
Global Security & Intelligence
Watch Desk Support
Special Intelligence Unit
Machine-Readable Data
Feed/API Details



Threat Intelligence Services



Brand Protection Services



Challenge: Maintaining Brand Integrity

= The volume and variety of online
brand abuse continues to expand

=  From the web to social media to
mobile apps, criminals are using
brand names to steal data, divert
customers, and reap illicit profits

= An active monitoring program is the
best way to protect brand integrity
and customer trust

SO
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Solution: Brand Protection

Branq
Protec_tlon Brand
Solutions ABiice

Detection

Phishing
Detection
Response
Services
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Brand Abuse Detection

= Brand Abuse Detection alerts
you to uses of your brand and
logos online

= Qur systems and analysts
isolate and identify
infringements — freeing up
your resources to review only
relevant data

=  Proactive monitoring is the
best way to limit risk to
customers and brand equity
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Domain Name Registration Monitoring

Daily notifications about activity related to your brand

Exact-brand and variation
matching including typos,

Go-Live warnings

when suspect domain
names become active
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Phishing Detection

Speed is critical to minimize impact: the longer a phishing site
is up, the more consumers and your organization are at risk

Acquire Domain, URL,
Hijack legitimate site

Copy and build '
Phish site =
Phishers Send Spam ‘ y
email, SMS, Vishing ;
Number of victims
per hour
[~ -

|||m|\%n[|

Consumers click thru email, submit Pl

5 houss
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Detection Diversity

Diverse sourcing is one key to rapid detection. Cyveillance monitors the broadest
possible set of sources to maximize attack discovery. Inputs include:

= Millions of emails and email-based links per day

= Customer abuse-box feeds

= Client web logs

= Phone messages

= SMS messages

= Domain Registrations

= |RC/Chat Rooms in which “kits” are sold and traded
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|
LookingGlass monitors the broadest possible set

of sources to maximize detection and speed

- J P

Honeypots, Customer Abuse Client Web Phone/SMS Domain Name Patented Site-
spam email, Box Logs messages Registrations Seal Early-
and links Feed/Monitoring and “Go Live” Detection

Alerts System




Response Services



Challenge: Prompt Global Content Removal

0e0oo

Malware Imposters Confidential Phishing Phone Email
Files

‘
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Solution: Response Services

Fast, efficient, and affordable response services
to insure prompt removal

Rogue Mobile App Removal
Fraudulent Email/Phone

Social Media Account Account Shutdown
Shutdown or Transfer #Z& p‘

/ Domain Name Recovery \
Page/Site Takedown Document/ Content Removal

Global reach with access to 200+ languages

82N LOOKINGGLASS
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Phishing Response Services

= Anti-Phishing Detection Guarantee
= Anti-Phishing Accuracy Guarantee

= System Availability Guarantee

= Configuration Change Guarantee
= Response Service 100% Commitment Pledge
=  Phishing Response Discount Commitment

= Takedown, Staydown™ Lifetime Guarantee

8% LOOKINGGLASS
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Global Security & Intelligence



Challenge: Shortage of In-House Expertise

= Cisco Annual Security Report estimates
a million unfilled security jobs worldwide
in 2014

= Data from Boston-based labor analytics firm
Burning Glass says cyber security job postings
grew 74% from 2007 to 2013, more than
twice the growth rate of all IT jobs

Ml SO ZHEME A SO S WA SOULL B TH I SRR et

Cybersecurity hiring crisis: Rockstars, anger and
the billion dollar problem

A small talent pool. an inflated wage bubble an J 1’]1'~Jr' in a virulent attack landscape
have made cybersecurity’s hw m(_)('-'.l'j. he tillion dollar’ pr l
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Solution: Our Cyber Analysts

A diverse team of expert analysts with extensive experience
and training to help with day-to-day threat intelligence needs

=  Degrees in computer science, business,
law and intelligence

= Average individual experience of
7+ years

=  30% of team hold Masters degrees or
have advanced graduate work

=  Fluency in 20+ languages
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Cyber Analyst Capabilities

Legal and Compliance

Physical Risks Cyber Threat Activity Brand & Reputation

N

Protests, marches, and
other disruptions

Threats to employees
or executives

Risks to physical plant
or infrastructure

Weather and disaster
events

Civil/political unrest and
conflict

LOOKINGGLASS

Targeting by known
hackers, threat actors,
or other adversaries

System or customer
credentials

Breaches of customer
Pll or company IP

Leaks and disclosures of
sensitive internal
documents

Issues

Online abuse of brands
and trademarks

Negative commentary
and PR risks

Commentary on
executive behavior,
performance, or ethics

Internal or external
accusations of
wrongdoing

Concerns

Class-action and
divestiture campaigns

Unauthorized
statements by
employees

Exposure of statutorily-
or export-controlled
data

Regulatory violations by
agents, employees or
contractors

22



Flexible Engagement Options

Multiple options to engage our 80+ intelligence
analysts, either on-site or at our Washington, D.C. headquarters

Long-term Analyst Short-term & “Surge” Scheduled
Typically as half- or Typically around a specific For infrequent but regular
full-time employees event or in special need (e.g. weekly or monthly)

requirements
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Watch Desk Support



Challenge: Above & Beyond Support

Risks, threats, and bad actors don’t
follow a 9 to 5 schedule

| Staffing to review, vet, and alert
on online risks 24x7 is complex
and costly

=  Some risks lead to a massive surge in
detected incidents, requiring the ability
to quickly scale up operations.

= Reporting and escalation can vary by
risk and audience, requiring detailed
SOPs to ensure proper notification
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Solution: 24/7 Intelligence Monitoring

Around-the-clock vetted alerting on a variety of risks

= Relevant, human-vetted alerting to ensure

timely, relevant delivery of critical items, 4 ,, Threat
including during sudden increases in Applicable Specific
volume Sources Filters

»  Experienced Analysts can monitor for Candidate
Physical, Cyber, and Executive threats . Data

=  Customized reporting and escalation
processes with phone, SMS, and email

delivery options .
Client

= Stand-alone alerting service or integrated Indicators
with other LookingGlass solutions

T8 LOOKINGGLASS
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Special Investigation Unit



Challenge: In-depth Investigations

= Special or ad-hoc reports and
investigations for large or private
events, executive hires, etc.

" |nvestigations for mergers and
acquisitions, due diligence,
vendor evaluations, etc.,
particularly in situations that
require discretion

v,
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Investigations and Custom Projects

The Special Investigation Unit (SIU) comprises our senior-most analysts, who
handle a wide array of security issues, including physical and digital threats

= Decades of experience conducting
web-based investigations for the
Intelligence Community and the
Fortune 500

= Expertise in cyber intelligence,
intelligence studies, security,
terrorism, law, and behavioral
sciences

= S|U analysts become an extension
of your team that you can call on

)
das nee d e d '%b QQ' EE Organization for Security and

Co-operation in Europe




Online Risk Assessments

In addition to ad-hoc projects and custom investigations, the SIU also offers
online risk assessments for enterprises, executives, and key suppliers

= Executive Threat Assessments examine the online environment for potential physical and
information security risks to executives and their family members

= Vendor and Company Assessments offer snapshot assessment of online exposure in key
areas, including:

=  Cyber and hacker activities =  Regulatory compliance
= Sensitive data disclosures =  Brand abuse and infringements
=  Physical security issues =  Reputation risks

~Re
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Machine-Readable Threat Intel:
Feeds & APIs
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All “intelligence” is not created
equal. Many data feeds include

o
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* Wi N = outdated or generic information

e ; B that is not useful and can
X actually be harmful to your
security processes. LookingGlass
provides valuable, timely, and
actionable intelligence.
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Challenge: Real-time Protection for the Network
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Solution: Real-time Data on What's Happening Now

LookingGlass currently has five machine-readable data services related
to malicious online activity available in General Release

Q THREATTYPE  © FAQ/HELP

REAL-TIME
CYBER THREAT MAP
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online
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Data Services — In Production

=  Real-Time Phishing Attack Data: Thousands of phishing attacks
per day across industries and geographies

= Malicious URLs: In-the-wild malware discovered as, and where,
it is being hosted and distributed

=  New Domain Names: EVERY new domain name registered the
preceding day in .COM, .NET, .ORG, and 200+ other gTLDs

=  High-Risk Domain Names: A subset of the new gTLD feed, this
isolates new domain names exhibiting highly suspect
characteristics

=  Pll Lookup Service: Thousands of SSNs and CCNs found each
day in underground channels, checked via secure, encrypted
lookup

N
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Data Services — In Production

Our machine-readable data are easily integrated into SIEMs,
firewalls, and other security devices and analytical tools

Phishing Data E
°
] Identity Management

Network Vulnerabilities

Malicious URLs

Fraud Data

Botnet Malware . . E
L

Global Intel
L Advanced Authentication

LOOKINGGLASS



Data Services — In Beta

The Cyber Threat Center collection platform is now in beta for streaming
open-source data directly into a client application or big-data index
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Data Services — In Beta

Global Intelligence reports, including all text, map
and calendar data, are also available via API

March 2015
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Time zone: Please Note Times Listed are Local Time of Event Locations

March 2015 April 2015
SUuMoTuWeTh Fr 3 SUuMoTuWe Th Fr So
3
§6748 910
1 115
24 27 28 1223

Long B2ach, CA; "Anti-Fracking Rally a1 the Tue, Mar 26 12:00 PM - 100 PM
P, .

12:00PDT

HoRgay Inn 2640 N. Lakewood Bi,, Long Beach

cA

Phosnix, AZ: Protest at Capitol Building Today

(Mar 24) st 4:00 PM MST.

Arizona State Capitel Building, 1700'W

Washington St Phoenix, AZ

400 PM-500PM

Washington, DC: ‘Rally to Stop the Bombs n Fri, Mar27 100 PM-200FPM
Syria’ at White House on March 27th at 1:00 PM
EQT

White House, Washington, DC

Brishane, Australia: Action Against Closing of

Aboriginal Communities on March 27th at $:00
[}

King George Square, Brisbane, Australia

$00 PM - 600 PM
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Feed Details — Malicious URL Data

Format: XML What it looks like:

- <inspected_url>
- <URL reference_url="http:/ /www.famujacksonville.com/forum/viewtopic.php?
t=108552&postdays=08&postorder=ascstart=08&sid=cdécc33b4a0dchff1045c52a07163d0f >
Typical Volume: 500-3000 unique URLs/day <IP>67.212.80.125¢/1P>

<Domain_Name:famujacksonville.com</Domain_Name:»
<Host_Name>www.famujacksonville.com</Host_Name:
<Expliot_Type />

<Exploit_Description /

Delivery: HTTPS Web Service or API

Update Frequency: ~ Every 10 minutes

Documentation: Schema, samples, - Binary>
. . . . . | \ :" . 2id= (]
implementation instructions etc. available <Enary_patn Lik="htp: [wwnorldweb.comload php?id=225' >
) ) <Pest_Name:New threat delivered by exploit</Pest_Name:
with password at Feeds.LookingGlass.com <Flle_Size>12098<Fie_Size>
<File_Name:load.exe</File_Name>
Live Trial: Available on request for 14 days - dash>

<MD513d48523b832¢7e2a947fa7361072a63</MD5 >
<MDS_8k>68857345db04283fca48cf4bof6bbas2</MD5_Bk:
<SHA1_160:7578ed4c0d23e32fe37493d13¢c2c7ddb4e7b91d6 </SHAT_160:
<SHA1_160_8k>a101ebbef003678b3f6e15087basdf8d2e2dc155b</SHAL 160 8k
<(RC8f344d3d</CRC:

<[Hashz




Feed Details — Phishing URL Data

Format: XML or CSV

Delivery: HTTPS Web Service (API coming soon)
Typical Volume: 2K-5K Unique Phish URLs/day
Update Frequency: ~ Every 10 minutes

Documentation: Schema, samples,
implementation instructions etc. available with
password at Feeds.LookingGlass.com

Live Trial: Available on request for 14 days

What it looks like:

<feed>
<delivery_ts>2009-04-20T00:00:01-04:00</delivery _ts
<version1.386802¢/ version:»
<description:Cyveillance Phishing Feed«</description:
<total_entries»972¢/total_entries:

- <entries

- <entry>
<url>http:/ /www.smi1523.hostingdyou.net/www.paypal.com/paypal.com/online-securise/us_cgi-
bin/webscrcmd=_login-run/webscr.php?cmd=_login-
run&dispatch=ad7a161bac07c418b197e8¢07b8cd648ad7a161bac07c418b197e8c07b8cd648< url
dndicators+¢/indicators
<discovery_ts>2009-04-19700:10:54-04:00</discovery_ts>
<domain>hosting4you.net</domain:
<host>www.smi1523.hostingdyou.net</host>
<titlesLogin - PayPal</title>
<ip>208.89.214.205</p>
- <feed_specific_properties>
<target»PayPal<target>
</feed_specific_properties>
<fentry>
- <entry>




Feed Details — New Domain Names

Format: TXT What it looks like:

Delivery: sFTP

hSZCOMMONWEALTHAVE.COM
153777 .coM
155116.CcOM

Typical Volume: 50-200K+ domains/day 157HOSPTTAL - CoM
15805108228.coM
15823677 .coM

. 15588856525.CcoM
Update Frequency: 1x daily LSANOSNORUANDONE O COl
15zareaz.con
15LUCASLNMILLSTONE .COM

Documentation: Samples, implementation 1omec0. com

15SPECIAL.COM
instructions etc. available with password at LoTRGALLERY. COM

. 160SELCAMINODELTEATRO.COM
Feeds.LookingGlass.com 161coLUMBTASTREET . COM
16KROEHLERDRIVE.COM
16PRIMROSESTREET3.COM

Live Trial: Available on request for 14 days 1 evtanco. cou

17130PALMRIDGE.CCM
171TST.COM

1732ZN.COM

174MSC.COM

176185.CcoM

176858.CcoM

172MWAY .COM

17TVGAME .COM
1800BESTPET.CCM
1800LAWYERSNEWJERSEY . COM




Feed Details — New High Risk Domain Names

Format: TXT What it looks like:

Delivery: sFTP

007HJIDCXZ .COM
008530000.coM
008530001.coM
. :
Typical Volume: 1-3K domains/day 008520003 . con
008530004 .coM
008530005.coM
U d F 1 d | 008530006.coM
° 008530007 .coM
pdate Frequency: 1x daily 008530007 cou
008530005 .coM
008530010.coM

Documentation: Samples, implementation 908530012 com
. o . . 008530013.coM
instructions etc. available with password at 00s530013. cou

. 008530016.coM
Feeds.LookingGlass.com 008530017 . cou
008530018.coM

008530015.coM
. . ; 008530020.COM
. 008530021.coM

Live Trial: Available on request for 14 days 005330021 . cou
008530023.coM
008530024.coM
008530025.coM
008530026.coM
008530027 .coM
008530028.coM
008530025.coM
008530030.coM
008530031.coM
008530032.coM




Threat Intelligence Platforms



Cyber Threat Center



Challenge: Too Much Data, Too Little Time

8% LOOKINGGLASS
L T\

Security and threat analysts spend
far too much time sifting through
data, and too little time analyzing it

Analysts need ability to quickly
isolate online risks and threats from
a vast array of online sources and in
any language

Real-time threat intelligence
enables faster detection and
mitigation of potential issues



Solution: Efficient Collection and Prioritization

Daily Process for a Typical Customer

SCAN INGEST PRIORITIZE RELEVANT

3-5 BILLION 20-50K 2-3K 1-20

Items in the Wild Prioritized Reviewed Delivered

— IRC\"“W . Physical Threats
CHAT ROOMS DARK WEB
%\5 ap n . Hackers & Data Breaches
R _jetg
PASTEBIN
o ./‘F Malware & DDoS
Y ; Known Adversaries Q

SOCIAL MEDIA o@ Topics of Interest Sensitive Document Leaks
Executives
Brands
m Company Name

BLOGS & IP Addresses
MESSAGE BOARDS

MACHINE Phishing Attacks
LEARNING

Hacker Groups

Rogue Mobile Apps
RSS FEEDS

{ i REUTERS P tumblr.rg;;“ @ 0 Brand & Trademark
(¥ QQ Reputation Risks
r;l Vendor Risks
THE INFORMATION UNIVERSE OUR PROCESS ACTIONABLE INTEL
An ever-expanding surface of sources, The Cyber Threat Center sifts through the data, and Targeted, Usable information

formats, and languages then identifies and prioritizes potential risks

R
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Flexible Configuration, Search, Alerts

Online monitoring allows custom collection on terms, indicators, and
even images from a wide range of sources

3
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Global Intelligence on Upcoming Threats

Every day, 80+ LookingGlass analysts post updates about
global cyber risks, breaches, and physical disruptions

March 2015
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Phosnix, AZ: Protest at Capitol Building Today

(Mar 24) st 4:00 PM MST.

Arizona State Capitel Building, 1700'W

Washington St Phoenix, AZ

Washington, DC: ‘Rally to Stop the Bombs n
Syria’ at White House on March 27th at 1:00 PM
T

White House, Washington, DC

Brishane, Australia: Action Against Closing of

400 PM-500PM

Fri, Mar27 100PM-200PM

$00 PM - 600 PM

Aboriginal Communities on March 27th at $:00
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Investigative Tools

Analyst Toolbox provides access to years’ worth of unique data about
IPs, domain names, malicious URLs, phishing attacks, and threat actors
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Flexible Delivery

Portal API Alerts Data Feeds

R
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Platform Summary

|

| Social Media ST Typical Brand
Social Media Ty:lligra\itorlng Tools -‘i:iis LOOKINGGEASS Mon‘i/t%ring Services
Facebook v v
Twitter v v
GooglePlus v v b 4
Youtube « v b 4
Instagram « v b 4
Flickr v 4 v %
Reddit v v X
Web Sources
In-House Crawlers x v 4 v 4
Search Engine Results ® v 4 «
Message Boards v 4 b 4
Paste Sites (e.g. Pastebin etc.) b 4 v 4 b 4
Document Sharing Sites (Docstoc & 30 others) ® v 4 b 4
Code sharing sites (e.g. Github) b 4 v b 4
Forums v 4 b 4
Blogs Y 4 b 4
Wikipedia b 4 v b 4
Non-Web Sources
Domain Name Registrations b 4 v v
Image-Based Search ® v 4
Hacker IRC Channels x v b4
RSS Feeds b 4 v 4
Additional Features
Global WHOIS Information ® v v
IP/ISP/Geolocation Lookup b4 v
Global Threat Map and Event Calendar ® v X
Global Phishing Data b 4 v b 4
Malicious URL, signature and payload data ® v b 4
Domain/IP database for 180 MM+ domains ® V4 b 4
Threat Actor Profiles b 4 v b 4
Web portal PLUS feed, alert and API options v




ScoutVision



Enterprise Cyber Risk Management

Addressing the Spectrum

THREAT
RESEARCH

SCOUTVISION

SCOUTVISION
HOSTED

VIRUSTRACKER

&% LOOKINGGLASS
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R
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3rd PARTY RISK NETWORK INCIDENT
MONITORING SECURITY RESPONSE

SCOUTVISION DNS DEFENDER SCOUTINTERXECT
SCOUTVISION CYBER SECURITY SCOUTVISION

HOSTED ORCHESTRATOR
SCOUTVISION
CONTENT HOSTED
INSPECTION
GATEWAY

\ LOOKINGGLASS

SECURITY
OPERATIONS

SCOUTINTERXECT

SCOUTVISION

SCOUTVISION
HOSTED

VIRUSTRACKER
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SCOUTVISION

Introducing ScoutVision — A Threat Intelligence Platform

What We Do sowce v Our Advantage

Simplify the consumption

Threat Information
of global threat and . ‘ Flexibility
internet intelligence .. ooy
n SOURC
L\& NETFLOW RESTful API
CORRELATION

MALTEGO
INTEGRATION

ARCSIGHT
INTEGRATION

SCRIPT
LIBRARY

L e QLN Z T T

\ ]
ZO—-paOm-z—

Global

Deliver efficiencies Visibility
i . DOMAIN NETWORK

and effectiveness into HISTORY Intemet Intelligence OWNERSHIP

threat, security, and

risk operations

Internal
Integration

HOST

INTERNET
ENUMERATION ROUTING




Ecosystem Integration

|
Our machine-readable Tl is easily integrated into SIEMs,
other security devices and analytical tools — one example Splunk
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Global Threat Intelligence Correlation

[
» ,.,.; ScoutVision™
SCOUTVISION p p * Global Internet Topology
’ * Malware & Threat Analysis
/ * Configurable Threat Indicator Confidence”
/ : E * “Web Scale” Scale Out Architecture”
; _— — * Streaming Threat Analysis™
» - Lop_p= =
4 P s e -
’ e .
B . P - < k=] VIRUSTRACKER
/[ » _ - ‘ %3 LOOKINGGLASS
| % VIRUSTRACKER ] ®
@- . &3 LoOKINGGLASS 3 :
VIRUSTRACKER :
€§§:= LOOKINGGLASS “

A
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Dynamic Threat Defense - DTD

Customer requires DNS infrastructure protection from cyber attacks
= Deploys DNS Defender in front of their DNS servers and ScoutVision

= Creates Threat Intelligence-based rules in DNS Defender to strengthen protection

INTERNET INTELLIGENCE COMMERGIAL

* Lookingglass

FEEDS

1A
- <t & -
&

50 INTERNET continuously monitors

INTELLIGENCE TOPOLOGY

global internet

DNS Attack

Traffic

| * Automatically adding
° context and Threat Intel
Actionable Intel

DNS Defender e — % * Hosted in Core

combines rules logic e B .
with Threat Infel i?ﬂo LCumtiolt s R — Intelligence Processor
LG GLIMR GPL DNS named version stismpt (CIP)
specific block rules - o !
for IPs/Domqins e .! DNS Defender queries E\I/StrlbUted B °
instan
S ScoutVision and ingests srance

Infrastructure

Threat Intel matching tags
defined in the DNS
Defender rule-set
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ScoutPrime



What We Deliver: Unified Threat Protection

THREAT ENTELLEGENCE
SERVICES

%_

LOOKINGGLASS

Threat Intelligence
Driven Security

b E

(MRTI) DATA FEEDS

) UNIFIED THREAT PROTECTION
)

THREAT THREAT INTELLIGENCE

MITIGATION

© 2016 LookingGlass Cyber Solutions, Inc.

PLATFORMS



LookingGlass — Unified Threat Protection

UNIFIED

* All Source Intelligence
* Structured [oC’s

* OSINT / Social Media
* LG Proprietary MRTI

* 3 Party Threat Data
* Deep & Dark Web

* Shared Data

© 2016 LookingGlass Cyber Solutions, Inc.

THREAT

Threat Actors

Malware & Vulnerabilities
Compromised Credentials
Phishing Sites / Malicious URLs
DDoS Attacks

Brand & Reputation

Physical

PROTECTION

Response & Takedown Services
Network Detection

Mitigation Appliances

Email & Syslog Alerts

Protocol Specific Protection
Executive & Enterprise

Assessments



LookingGlass Product Portfolio

Threat
Intelligence
Services

I Threat Analysis

Response &
Takedown Services

I Special Investigations Unit

© 2016 LookingGlass Cyber Solutions, Inc.

Machine Readable
Threat Intelligence

l CYVEILLANCE

Cyber Safety Awareness training

Threat Intelligence
Management

ll scoutvision

B SCOUTINTERXECT

B sCOUTPRIME ™

B cTtc PORTAL ™

Threat
Mitigation

NETSENTRY ™

NETDEFENDER ™

DNSDEFENDER®

Network Appliances:
CS-4000, CS-4000E

“CTC” & “DNS” Legacy Naming



all of the feeds all of the providers
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Threat Intel Sources: 24-Hour Data Context

350,000 345,000,000

FQDN Flows 61,000,000 IP

7\ AP

1.035B

Websites Social Media

14,000,000 131,000 ASN

Countries CIDR

© 2016 LookingGlass Cyber Solutions, Inc.
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.
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.
.

ScoutPrime — Next Generation Threat Intelligence Platform %

ne

. 100+ Unique Threat Data
Feeds R 2@ e
LG Demo Dashboard
@ e mcnmne 6 84 4631 194.4M
. Secure, Cloud Based, Single (2) = €
Tenant Deployment & monmonmee

. API access, ArcSight (CEF)
integraton = &= o

. Flexible per user pricing that e
scales as your organization -
grows

© 2016 LookingGlass Cyber Solutions, Inc.



User Configurable Scoring (Threat Indicator Confidence)

[ | DEfaUIt & user <€r OBSERVABLE EDITOR

configurable scoring of @ o

all threats currently S e

be i n g t ra c ke d e There are 4 Observable properties used to create APT Black Vine score.
u Value Add: Provides PROPERTIES TIC SCORE AFFECTED OBSERVAB...

CUStomerS the ability - SOURCE: CYVEILLANCE INFECT... @ 37845

to match threat scores S = e

to their organization . CRITICALITY: 80 &

security posture — o

creating relevant

- CLASSIFICATION: APT @ 8623

threat intelligence.

- - 90
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Customizable Organization and Sector Risk Scores

= Create & visualize 8 CONFIOENCESUMMARY
current threat data # Collections (18) e T
metrics for your

All Collections

. . ﬁ CRITICAL MANUFACTURING & 09/14/2016 18:40:24 |
ASN: 307, CIDR: 11576, IP: 12243
organization, your supply
TIC SCORE 7 DAY CHANGE OBSERVABLES LAST 7 DAYS

W normal: 20549

21.5K SiEied: 980 a

B citical: S

chain, or your industry. Q T80

= Value Add: Eliminates

noise and provides |
customers immediate TICSCORE 7 DAY CHANGE OBSERVABLES LAST 7 DAYS
@ + 16pts

©

INFORMATION TECHNOLOGY (i 09/14/2016 18:40:24
ASN: 246, CIDR: 4674, I1P: 6469

il

M normal: 14397

O,

. o . 15.3K elevated: 904 . =
actionable intelligence
re I eva nt to 0 n Iy th e ﬁ HEALTHCARE ANp PUBLIC HEALTH 1@ 09/14/2016 18:40:23
things they deem criticali TIC SCORE 7 DAY CHANGE OBSERVABLES LAST 7 DAYS

normal: 12928
> 12pt$ 14.0K elevated: 1061

®



Threat Stats Widget

= Visualize current threat e
data metrics for ALL data TR
in the platform.

Provides overview and
individual data feed
statistics.

nnnnnnnnnnnn

= Value Add: Provides a
customers an insight into I CJ
the quantity and sources g —
of threat data in the
system and what (&)«
networks they are (e
targeting. C i s



Malware Hash Support

A ELEMENT DETAILS ID: -TJ9[HSM=OF>FP/AC@<IWN, 'V

$3 52.206.247.168

Search for a hash with
IPs and FQDNSs returned
with meta data

Value Add: Search for
and identify the hashes
associated with an IP
address or FQDN in the
element details widget.

Active (2)

Timestamp

09/07/2016 17:50:24

TIC

67

e sha256 H
80B6¢9012d43a20793af09cb1b
5980121ea7b2d68184¢868fcd1
51640c491131

File
20160908040311_VirusTotaiCol
lector json

-

Timestamp
09/08/2016 04:03:12 -

© 2016 LookingGlass Cyber Solutions, Inc.

-1 pts
: since yesterday

© Observed Malware Distribution

Source
VirusTotal

Classifications

Malware Artifacts, IP Watchlist,
Domain Watchlist, Malware, Wa
tchiist

e _hash H
ab3d69cd0317d6f02991be50d9
2258e2, 8086¢9012d43220793a
f0Scb1b5980121ea7b2d68184¢
868fcd151640c491131, 3433b6
7f5a97af095eb2650271d68907
dc372142

© Malicious URL Detected

Source
VirusTortal



Graph Explorer (Link Node Analysis)

Native link node
analysis of all threat
data and network
elements present in
the platform.

Value Add: Instant
understanding of how
threats are related to
other threats and
network elements.
Interactive
investigative tool that
supports in-depth
investigations.

© 2016 LookingGlass Cyber Solutions, Inc.

@ GRAPH EXPLORER

Q|

. search
83

. fqdn
. cidr
. asn

nnn.m.@“" P 7
s-oxumum@ 208T2EBO24 0 11y 123183 “

@ observable

831 WDy 140.87.0.0/16

== pere St s,
2 BEF 2AERA IR 206.42.212.128728

b pat W-"““-‘gnuzmsr-mm

1547214834
= 14.91.160/27 90.149.55.
106.0.36.85 108,61 76.1:56.126.125,12028

;m,“.om 28654252 ¢ 20U,
17811823665 15.201.137 s0r24 g 1un L ity
1411432117 . @ iﬂﬂniqgﬂﬁ. . . munvn@
> £3.213.246.36
. ) 208.185.115.112 & 1217
s4.117.221.148 e sass nm.u:.a
16034740020 &" the 16,170.tedone co.2w 14104321
. . oracie.112.207.net waw betoracle.t
201,96.106.177 it 183.48.90-58
192.9.0.0116 .
w.!ﬂ-‘l’%mlL 16038412,0/303-177-423¢  statickpn. mwsm"wmuw&m
ua.uu@n 043324284730 | b 192.9.200.151
286-43-18% ho.
@ 95.34.4.136.dghts... AT IS P.w W83 etone.cozw
94.201.2024185 aun.ma.u. 67.202.251- 67.202.244.16/28 .
129.144.0.092221.245.73 ) 142.0173.024
) Dynamic-IP-1368012... 186268495 38538 216.182.220.0/23

129.121.11488.167.95.

213.127.157.230 141145850246 45 130

15179 8 ] 107.2:1.247.00&111::5@ )
) 3457
141.143.192.0/20 5
209.470.91.186 31898
054 customer201-9610.; 1,467 1 203.219.93.42 2 Q
i P W15 158971566935 - numam»‘ma-‘i‘i"%.'" "
b 120.145.159.110  67.214.225.8/29 S6-84-223-230-stat...
192.12.0.0/17192.33.250. 024 186.80. z’”ﬁ‘“”“m' : 1.0.225 2 S ‘z’iuv.
{Hacker) mﬁmle M& Ha.. a § g
22 66,55.144 |s""“"'“- s & javaoracle2.ru
2082615419223 vzo.au.nomm.‘“ss_ 9684223 505015375 729:20.257: sisey
192332880023 1 o g oracle.comd0.141.114.28/30 ) \ N A
76.243.140.112/29 %
i @ 208.72.88.0190.161.92.473 63,243 241 8 205.22743.0024 O
28548148 0 ) 41900 "N ’ c-28-71-46-190.cm.,
( 11479 1215
213.91.201.70 129.144.52247

18916 2 207.14.30.128/29
. 160.34.124.0/23 - @r‘m 9 mn-sumuq Abyssic Hat..,

0 8;; . £5-189-106-14.0hep... 4191
ué »

7160
P £6.55.150.179 .,



Our Clients
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Get Started on Your Defense

Schedule a Demo Meet with a 3 Craft a Customized

https: / /Igscout.com/request-a-demo LookingGlass Rep Threat Defense Solution



Threat Mitigation



Dynamic Threat Defense



Dynamic Threat Defense Actionable

Mitigation automation w/ DNSD + ScoutVision Threat Intelligence

) DNS Defender Statistics Al €2 bod Igcytrdemo? com A
<« C f (x nitpe//dma.lgcyberdemo2.com/#/dashboard/flle/dma jsor ® O = €« C i B htpsv//demo.gscout.com/dns/bad. igcyberdemo2.com 3 ® L =
I Apps Yk Bookmarks (Gl News /Finance [l Crypto Links My Yahoo! wS™ SP 800 Pubs » [l Other Bookmarks  3°* Apps ¢ Bookmarks [l News / Finance [l Crypto Links My Yshoo! S 5P 800 Pubs = Gl Other Bookmarks

DNS Defender Statistics CLOUDSCOUT © Dasiboard ‘= BackHstDemosProject ~ (O ~

—— DNS Name bad.lgcyberdemo2.com

Tags ® [ General Information

Fners: 0 Sywem T 0 Progec: ¥ — Announced by
o - prois i 29933 - OFF-CAMPUS-TELECOMMUN}

Date Acsdet Acdec 8y Campus Telecommunications.US

DNS Defendor Activity

97.00.0/8 - As
97.75.182.238

No notes

<« C n ] bad.igcyberdemo?2.com

i sppe & Bookmorke [l News /Finance [ Cryoto Links 4 My Yanoo! Mo SP 800 Pube

."‘“sQ
-".. m LOOKINGGLASS

av . Tronsforming the Art of Threat Inteligence
L T\ 2

This site may harm your computer!

The IP address of this web server is: 97.75.182.238
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Dynamic Threat Defense Redirect Mitigation

Mitigation DNSD plus ScoutVision Threat Intelligence Domain Redirect

) DNS Defancer Statistics . A £ bact igoytserdema com O A
| C @ (x nips//ama.igeyberdemo?.com/#/dashboard/file/dma.json ® G = € C ff & nups//demo.igscout.com/dna/bad igcyberdemo.com Q @ G =

# Bookmarks [ News /Finance [ Crypto Links N My vanoo!  wss $P 800 Pube » [l Oher Bookmante  iFT Aops Yk Bockmaks [ News / Finance [ Crypro Ueas [ My Yatoot  ww SP 800 Pube » L Othet Bookmarks

T Apps

DNS Defender Statistics CLOUDSCOUT _ @ Destbosnd = Black Hat Demo's Project () «

e e DNS Name bad.lgcyberdemo2.com

FILTERING: G ystom (Al (7 DPEM : Al >0

DNS Defonder Activity Tags General Information

tenr B Seutm Taoe . .15 Fiosect Tame Announced by
S TN b 29933 - OFF LAMPUS-TELECOMMUNI(
Campui Talecommunicatons US
oliowing CIOR ranges:
$7.00.08« Aharioan Registry for intarme
8775182238

T N

> B No notes
IP address 97.75.182 238 resides in country United States (US

Latitude: 40 5081 Longtude: -111.8582

LookingGlass Demo « GOO. % X
CH bad.igcyberdemo2.com S

* Beokmarks (L] News / Finarce [ Crypeo Links [ My Yahoo!  wawr SP 800 Pube

.‘o-'
‘\ LOOKINGGLASS

‘. Transforming the Art of Threat intefigence

DNS History

Your DNS query has been redirected to a safe web server!

The IP address of this web server is: 97.75.182237

LO O K I N G G LAS S © LookingGlass Cyber Solutions, Inc. 2016 : Confidential : v 1.5




DNS Defender



DNS Defender is 7 Layer Security

Each layer is uniquely specialized in to protect against all kinds of DNS

attacks

V4 DNS FLOW OPTIMIZER FILTER »
Prevents amplification attacks

6 TRANSACTION TRACKING FILTER »
Prevents amplification attacks

5 DNS TYPE FILTER »
Limits rate based on query type

4 DNS VALIDATION FILTER »

Blocks corrupted DNS traffic

DNS ATTACK FILTER »
Blocks known attacks

SOURCE/DESTINATION FILTER

Drops requests from denied/bogon/dark sources

1 PROTOCOL FILTER »
Blocks non-DNS traffic

LOOKINGGLASS

Prevents: Collateral damage from botnet attacks on DNS
Helps with: Recursive server performance

Prevents: Amplification (DDoS, DoS, reflection, flood attacks)
Helps with: Network issues

Prevents: Cache poisoning, poison pills
Helps with: Policy enforcement

Prevents: Buffer, fragmentation, malformed names, flag
issues

Prevents: Christmas Tree attack

Prevents: Late binding, cache poisoning, address attacks
Helps with: Policy enforcement, rate limits

Prevents: Non-DNS traffic
Helps with: Policy enforcement




Deep Packet Processing

Going beyond Deep Packet Inspection

Deep Packet Inspection Deep Packet Processing

= Can prioritize traffic/flows

= Provide traffic information

Information + intelligence

Fully programmable

VS =  Rapid traffic management solutions

Open to partners and customers

Extensible for any solution

Information > action > resolution:
MILLISECONDS

3NN,

iy LOOKINGGLASS 72

L 13



DNS Defender Platforms

DNS Defender is the original application firewall designed to protect
against DNS-specific attacks. It is the only solution with DPP technology

and an open architecture, and is perhaps your only security solution that
actually enhances performance.

CS-4000

The Trusted Network Security Platform

CS-2000

Content Processing Platform

82N LOOKINGGLASS
L T\



Example Solutions
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Example Solution: Healthcare InfoSec Group

Challenges

Management is awakened to risks after the
Anthem breach, but team/budget are small
Want alerts about risks to company data and
networks, as well as industry monitoring

Need proactive way to look for potential leaks
or theft of sensitive data

Concerned about look-alike domain names like
the one used in the Anthem spear-phish

Need cost-effective means to monitor online
for both company and industry issues

LOOKINGGLASS

Solutions

Cyber Threat Center subscription

Global Intel via Cyber Threat Center and/or API
(Included in subscription) to track health
industry cyber activity

Watch Desk to “pre-digest” volume and alert
on genuine issues within modest budget
Domain Name Alerts and Response Services

to watch for and shut down “look alike”
domain names

Machine-readable feeds for perimeter defense

© LookingGlass Cyber Solutions, Inc. 2016 : Confidential : v 1.5
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Example Solution: Large Energy Firm CSO

xS

R

Challenges Solutions

= Far-flung staff in remote, often hostile = Cyber Threat Center subscription
locations all over the world = Global Intel via Cyber Threat Center and/or API
= Qperations affected by a wide range of (Included in subscription)
S\ potential risks from terrorism to weather = 40 hours of SIU time to investigate known
a"é = Adversarial groups range from Boko Haram to threat groups and support ad hoc projects
Greenpeace = Two half-FTE analysts on long-term support
= The Corporate Security Staff is primarily US contracts to provide daily support and

based and English-speaking reporting in English, Russian and Arabic

© LookingGlass Cyber Solutions, Inc. 2016 : Confidential : v 1.5



Challenges

%

Divided operations run out of London and
Hong Kong, thousands of branches worldwide
A controversial CEO who is often targeted by
activist groups

Recent acquisitions add to an already-wide
brand portfolio

Constantly subjected to all manner of physical,
cyber, and reputational threats

Numerous divisions, each with differing
concerns and priorities

N
A/NA

Example Solution: Large Global Commercial Bank
) /\T8!

l ,‘, [ (/1‘:?'1 ? \ ==
RN ‘ =\

Solutions

Cyber Threat Center subscription

Global Intel via Cyber Threat Center and/or APl
(Included in subscription)

200 hours of SIU time to investigate known
threat groups and support ad hoc projects
Watch Desk support for 24x7 alerting

Brand, Phishing, and Mobile App detection
Two dedicated analysts for English and
Mandarin coverage

Annual Open-Source Threat Assessments of all
C-Suite executives to understand risk exposure
ml

LOOKINGGLASS
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Example Solution: Small Regional Bank

Challenges Solutions
® Primary method of phishing discovery is = Phishing Detection service including customer
customer reporting, but staff work only 9-5 abuse mailbox and web log monitoring
* |n-house IT team is averaging 2-3 day response = Rogue Mobile App Discovery
times for phishing takedowns = Response services for 200 items
= An employee recently discovered a rogue = Completely offloads phishing and mobile app
mobile app, even though the bank doesn’t monitoring duties to LookingGlass, freeing up
have an “official” app at all small in house team / "
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Cyber Safety AwarenessTraining



Cyber Safety Awareness Training

||
Our award winning computer-based training program for Cyber Safety Awareness has
saved our clients millions of dollars in IT, data loss and legal costs.

f /

Lot

= Winner of the Marcomm Industry Platinum Award for ‘ v
“Best Computer Based Training Program” \~@;;';:ff" w—

Y Training

= Available in three ~15 minute courses, or mini-modules "L
for “just in time” education

= Available in both cloud-hosted and LMS (SCORM-
compliant) delivery models

© LookingGlass Cyber Solutions, Inc. 2016 : Confidential : v 1.5



Cyber Safety Awareness Training

||
Help reduce risks that technology and the firewall don’t stop: spear phishing and
advanced cyber attacks that lead to network breaches and theft of data.

Module 1 — Data loss through Module 2 — Data Loss Module 3 — Advanced Attacks:
People: Phishing, Leaks and through Machines: Viruses, The Olympics of Hacking and
Outright Theft Malware and Rogue Apps Cyber Crime

_— Data Loss through Machines P The One Common Element...

I'e

connected Internet to myriad personal

Maobile, wireless, and cloud computing .

bring the full power of the globally

© | devices [but]... ;p
. =

D/ laween s

LOOKINGGLASS



Q&A
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www.LookingGlass.com

twitter.com/LGScout linkedin.com/company/LookingGlass




