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VENDOR BREACH MONITORING SERVICE
Real-Time Data Breach Notifications

LookingGlass Vendor Breach Monitoring provides near
real-time alerts indicating if there has been a data breach
with any of your third party vendors. The service monitors
a select group of data breach resources on the open
source Internet for mentions of your third party vendors, as
well as indicators and warnings of potential threats.
LookingGlass takes it one step further by vetting and
validating all incidents to eliminate false positives. Once a
finding has been confirmed, you receive the URL where the
information was found, the name of the vendor involved,
and a brief excerpt of the finding. Having comprehensive
information like this helps you take the necessary measures
to mitigate any future threat.

INFORMATION IS POWER
With Vendor Breach Monitoring, you will know about
cyber incidents within your vendors’ networks before they
disclose the information to you and the public. Unlike
some monitoring services, LookingGlass security analysts
vet the data breach information before it is sent to you,
thus reducing false positives which waste time and erode
confidence in your vendor management program.
Take your third party vendor management to the next
level by receiving timely insight into breach announcements
concerning the vendors of your choosing.
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LookingGlass takes vendor
breach monitoring one
step further, by vetting and
validating all incidents to
eliminate false positives.

M

SA

© 2017 LookingGlass™ Cyber Solutions. All rights reserved.

PAGE 1

VENDOR BREACH MONITORING SERVICE

Vendor Breach Monitoring lets your organization take a vigilant stance against data breaches. Having this information at the onset of a
breach allows you to take the necessary steps to monitor your vendors, generate reports, and notify stakeholders responsible for third
party monitoring, 24x7x365.

FEATURES

BENEFITS

LookingGlass Cyber Security Center (CSC)

•

24x7 monitoring using state-of-the-art technology, so you know about a vendor breach even in the
middle of the night

Real-Time Alerts

•

Learn about breaches when they happen – our experienced analyst team is continuously searching
relevant sites for mentions of third party vendors

Human-Qualified Intelligence

•

Reduce false positives and avoid sending your security teams down rabbit holes because LookingGlass
expert analysts have reviewed all findings, curated relevant information, and delivered reports in a
timely manner

ABOUT LOOKINGGLASS
CYBER SOLUTIONS
LookingGlass Cyber Solutions delivers unified threat protection
against sophisticated cyber attacks to global enterprises and
government agencies by operationalizing threat intelligence across
its end-to-end portfolio. Scalable threat intelligence platforms and
network-based threat response products consume our machinereadable data feeds to provide comprehensive threat-driven
security. Augmenting the solutions portfolio is a worldwide team

of security analysts who continuously enrich our data feeds and
provide customers unprecedented understanding and response
capability into cyber, physical and 3rd party risks. Prioritized,
relevant and timely insights enable customers to take action on
threat intelligence across the different stages of the attack life
cycle. Learn more at https://www.lookingglasscyber.com/.

Know More. Risk Less.
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