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Foresight Cyber
AssessmentServices

Established in 2009 as a specialised cyber security group,we
focus on delivering professional and managed services from
our Security Operation Centre and client sites.

TRUSTED ADVISORS
EXPERIENCED PROFESSIONALS
TALENTED INNOVATORS

Our Mission: Protecting BusinessResilience

In information security, a business can only improve its business resilience posture when it fully
understands the current risk posture. Our experienced team, coupled with market leading
technologies, deliver actionable results in three service levels as part of our security assessments.
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Protect your businessresilience by understanding

lver level

Elementary assessment of
cyber security

Focus on key security controls

Self-paced assessment
questionnaire

Review by industry leading
experts

Quantitative risk driven report

Al SOLUTIONS FOR BUSINESS

Gold level

Detailed assessment of cyber
security

External and internal systems
vulnerability and hardening
assessment

PCI DSS scan and report

Review of your risk
management process

Clients include
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your cyber security posture today!

Platinum level

@ Comprehensive assessment
of cyber security using US
government approved
framework

() Business resilience interviews
with key stakeholders

@ Wide-ranging technical
security assessment
@ Data leakage review

@ Analysis of Indications of
Compromise in your network
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Assessmentservices levels

Information Security Management System

Review of security policies

Review of risk management process

Cyber Security Controls

Top CIS critical cyber security controls

All 20 CIS cyber security controls

Technical Cyber Security

External systems Vulnerability and PCI DSS scan
Internal systems Vulnerability scan

Internal systems Configuration compliance check
Active Directory security assessment

External firewalls security configuration and process assessment
Hunting for existing intrusions on internal systems and network
Cloud security assessment

Compliance

Compliance with PCI DSS

Compliance with ISO 27001 standard

Assessment against NIST Cyber Security Framework
Social engineering

An email phishing test - up to 10 people

An email phishing test - a sample of workforce

Web application security

External web site scan

Assessment of external certificate security

External and Internal Web application penetration test
Data security and Information protection

Data stores enumeration and assessment

Data leakage review

Silver Gold Platinum
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Security architecture best practice drivingour services

Risk management
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Our Assessmentservices case studies

A semiconductor business engaged with our consultant to perform assessment of various
areas of IT and cyber security, namely vulnerability management, firewall management,
security hardening and cloud security. After we had delivered these assessment the company
initiated improvement projects which resulted in reducing the overall cyber security risk.

A visual recognition intelligence business, with customers in retail, crowd control and facility
management, have been using our consultancy and managed services.

At the beginning of our engagement we delivered our Gold level assessment which resulted in
increased levels of risk awareness and kicked off necessary improvements. As a result, the
company was able to satisfy security requirements of new clients and grow the business.

Clients include
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“We have workedwith Foresight Cyber since “Their professional and managedservices have
2014. Their work has been professional, precise helped us secureand retain businesswith FTSE
and exceeded expectations.” 100 companies.”
—CISO, a semi-conductor company —(CTO, Cortexica
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