
Online Security For Teenagers



Welcome to the 
Next Level

From Superpowers to Smart 
Decisions

• As the internet grows with you, so should 
your skills

• Today is about thinking, choices, and 
consequences



How the Online World Really Works

What apps and platforms want:

• Your attention = money

• Likes, streaks, and notifications are designed to hook you

• “Free” usually means your data

 Key message: If you’re not paying for the product, you might be the product.



What Teenager’s Are 
Actually Exposed To

Common realities:

• Content meant for older audiences

• In-game chat with strangers

• Viral trends before adults hear about 
them



Digital Footprints Are Permanent

Nothing truly disappears:

• Screenshots last forever

• Deleted posts can be saved, shared, or recovered

• Future schools and employers do look online

•  Ask before posting: Would I be okay with this in 5 years?



Privacy Settings 
Are a Life Skill

Take control of your accounts

• Private vs public profiles

• Turning off location sharing

• Who can DM, tag, duet, stitch, or 
comment

Action: Review privacy settings regularly



Passwords, MFA, and 
Account Takeovers

How accounts really get hacked:

• Reused passwords

• Fake login pages

• Messages pretending to be support or friends

 Best practice:

• Unique passwords per app

• Use a password manager (with parental guidance)

• Enable 2-step verification



Scams Aren’t Obvious Anymore

Modern online scams:

• Fake giveaways

• Impersonated influencers or friends

• “Accidental” messages

• Trades involving Robux, skins, or gift cards

 Pressure + urgency = scam



AI, Deepfakes & Edited Reality

What you see isn’t always real:

• AI voices, images, and videos can fake anyone

• Viral content can be staged or manipulated

• Always verify before believing or sharing

 New rule: Pause before you repost.



Online Friends
              Vs
     Real Friends

Boundaries matter:
• Someone online doesn’t need to know 

your real life

• Don’t move chats to private apps without 
permission

• Never share photos under pressure, even if 
you trust them

 Trust your instincts



Peer Pressure 
              & 
    Digital Drama

Common traps:
• Group chats turning toxic

• Pressure to send images or join abuse

• Fear of being excluded

 It’s okay to mute, block, leave, or ask 
for help



Cyberbullying & Harassment

What it looks like and what to do:

• Repeated messages, rumours, screenshots, exclusion

• Don’t respond emotionally

• Save evidence

• Report and talk to a trusted adult

 Silence helps bullies, speaking up stops them



Gaming at the Next Level

Competitive play, streaming, and chats:

• Trash talk vs abuse

• Rage baiting

• Fake teammates offering cheats or boosts

 Skill > shortcuts



Legal & Real-World Consequences

Online actions can have offline impact:

• Harassment, threats, image sharing = serious issues

• Laws apply online too

• Screenshots are evidence

 Think before you post or send



When Something Feels Off

Warning signs:

• Secrecy requests

• Flattery mixed with pressure

• ‘Don’t tell anyone’ messages

 You are never in trouble for asking for help



Your Personal Digital Rules

Create your own boundaries

• What you will and won’t share

• How late you stay online

• Who you talk to

 Write them down



“I will use technology intentionally. I will 
protect my privacy. I will question what I see. I 
will speak up when something isn’t right. I am 
responsible for my digital footprint.”

 Certified BlackBox Cyber Smart

The Cyber Smart Pledge



Stay Safe
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