


BLACKBOX

PENTESTERS

Welcome!

Hi there!

This little booklet is here to help
you stay safe, smart, and
confident when using phones,
tablets, laptops, and the
internet. The online world can
be an amazing place, full of
games, chats, videos, and things
to learn and you deserve to
enjoy it safely.

Think of this guide as your
Cyber Superpower Starter Pack.




Superpower 1, The “Think Before You Click” Skill

Not every message, pop-up, or link is friendly. Some are tricks designed

YO u r cybe r to fool people.
Su perpowe IS ,.Ask yourself:

Do | know who sent this?
* Does it look strange or rushed?
* Isit asking me to do something quickly?

If something feels off, stop and tell an adult.
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Your Cyber Superpo Ve

Superpower 2, The “Strong Password Shield”

Your password is your key and only you should
have it.

A strong password is:
* Long
* Easy for you to remember
* Hard for anyone else to guess

A great tip:
Use a sentence you’ll never forget!
Example: DragonCookiesAreMagic123

Never share your passwords, not with friend
not in a game chat, not even with someone
pretending to be “support.”



Your Cyber
Superpowers

Superpower 3, The “Stranger
Danger Online” Sense

Just like in the real world, not everyone
online is who they say they are.

Remember:
Don’t chat with strangers
Don’t share personal details

Don’t send photos without
permission

If a chat makes you uncomfortable,
walk away and tell an adult

Your safety comes first every time.




Superpower 4, The “Private Info Forcefield”

What’s private?
* Your full name

Your Cyber * Your address
Superpowers * Your school's name

* Your phone number
* Photos showing where you live
* Your passwords

Keep your personal info protected at all times.
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Safety Rules for
Games & Apps

Rule 1, Ask Before Downloading

Always ask an adult before installing:
* Games

* Apps

* Add-ons

* Mods

* New accounts

Some downloads hide viruses or sneaky
trackers.
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Safety Rules for
Games & Apps

Rule 2, In-Game Chats Aren’t
Always Safe

If someone:

* Asks personal questions \ I F
* Makes you feel uncomfortable A\ »&
i

* Asks for photos
' .

, \ 4
* Tries to move the chat to another :
'S
End the chat and tell an adult )
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)

.
.
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Rule 3, Beware of “Free Stuff”

Safety RUIES for Offers like:
Games & Apps + “Free coins!”

* “Unlimited gems!”
* “Free skins!”

...are almost always scams. If it sounds too good to be true, it is.
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Social Media Safety
(For Older Kids)

If you’re allowed to use social media
(with an adult’s permission):

* Keep your account private

* Only add people you know in real life
* Think before you post

* Never share your location

* Remember: nothing online ever fully
disappears

Before posting anything, ask yourself:
“Would | be happy for a teacher or
grandparent to see this?”




What To Do If
Something
Feels Wrong

If anything online makes you feel:

Worried
Scared
Confused
Embarrassed
Pressured

You are not in trouble. You haven’t
done anything wrong. Just talk to a
trusted adult, they’re there to
help.

That might be:

A parent

A teacher

A family member
A instructor

A friend’s parent
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The “Cyber
Hero” Pledge

Repeat after us:

“1 will stay safe online.

I will think before I click.

| will protect my personal
information.

I will talk to an adult if something
doesn’t feel right.

I will use my cyber superpowers
kindly and responsibly.”

Congratulations, you’re officially a
BlackBox Cyber Hero!
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Stay Safe
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