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Why BlackBox Pentesters?
BlackBox Pentesters is a specialist cybersecurity consultancy delivering high-impact, intelligence-led penetration testing and red teaming services. Our approach is grounded in real-world experience, technical excellence, and a commitment to helping organisations build meaningful resilience against modern threats.
We go beyond standard testing by providing tailored, context-aware assessments that align with your business objectives and risk appetite.

What sets us apart
Manual-First Testing: While automated tools have their place, our focus is on deep, manual testing techniques that uncover complex, real-world vulnerabilities often missed by scanners. This results in more accurate, relevant, and actionable findings.
Multidisciplinary Expertise: Our team includes experts in network and application security, red teaming, physical intrusion, and social engineering. This breadth enables us to simulate realistic attack scenarios and deliver assessments that reflect the evolving threat landscape.
Clear, Executive-Focused Reporting: We bridge the gap between technical depth and business impact. Our reports are structured to support decision-making, from executive summaries for leadership to detailed technical guidance for remediation teams.
Tailored Engagements: Every engagement is scoped and delivered in alignment with your operational needs, compliance requirements, and threat profile. We work collaboratively to ensure minimal disruption and maximum value.
Trusted by Regulated Sectors: Our consultants have extensive experience working with clients across critical sectors including finance, healthcare, and government, where assurance, discretion, and reliability are non-negotiable.
At BlackBox Pentesters, we combine technical rigour with business acumen to deliver security assessments that matter. Our mission is simple, to help you identify, understand, and address your vulnerabilities before someone else does.


Simply complete the sections that apply to you and leave any other information blank. If needed, we can arrange a call to finish the rest together.
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	External (accessible over the Internet)
	☐

	Number of live IP addresses
	

	IP address ranges to sweep
	



	Infrastructure has been tested previously
	☐

	Internal (only accessible from client site) 
	☐

	Unauthenticated
	☐
	Authenticated
	☐

	Number of live IP addresses
	

	IP address ranges to sweep
	



	Infrastructure has been tested previously
	☐

	Number of logical locations (due to VLANs and Firewalls)
	

	Additional Information
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	External (accessible over the Internet)
	☒

	Size
	Number of live IP addresses
	10

	
	IP address ranges to sweep
	


	Complexity
	Infrastructure has been tested previously and remediated
	☒

	
	Number of logical locations (due to VLANs and Firewalls)
	1

	Internal
	Accessible from client site only
	☐

	
	Accessible over VPN (or similar) from the Internet (this could reduce costs)
	☒

	Test Model
	Fixed Time / Cost – (it may be useful to consider this model if the number of live IPs is difficult to acquire)
Number of days
	☐

	
	
	

	
	Complete Test – (the details below will need to be provided for full coverage)
	☐

	Size
	Number of live IP addresses
	

	
	IP address ranges to sweep
	


	Complexity
	Infrastructure has been tested previously and remediated
	☐

	
	Number of logical locations (due to VLANs and Firewalls)
	

	Additional Information
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	Please complete one table per application

	Brief Description of Function
	

	
	Please describe the main purposes of the application and what functions it provides ….. e.g. The site provides our customers with a way to upload and download content etc.

	Application Technologies
	

	
	Please state product and version ….. e.g. IIS 7, Apache, Wordpress, MSSQL 2012 etc.

	Accessibility
	External (accessible over the Internet)
	☐

	
	Internal (only accessible from customer site)
	☐

	Test Model
	Fixed Time / Cost – (it may be useful to consider this model if detailed knowledge of the application is difficult to acquire)
Number of days
	☐

	
	
	

	
	Complete Test – (the details below will need to be provided for full coverage)
	☐

	Size
	Number of Dynamic Pages
	

	
	Number of Static Pages
	

	
	Include Underlying Infrastructure Tests
Number of Hosts
	☐

	
	
	

	Criticality
	Low – Brochureware, Company Website
	☐

	
	Medium – Company Product, Internal Application, Insurance Quotes
	☐

	
	High – Online Banking, Market Trading, Missile Launch System
	☐

	Authentication
	No Authentication
	☐

	
	Username & Password
	☐

	
	Smartcards, Tokens, Client Certificates
	☐

	User Roles
	Simple User Roles (Low Privileged, High Privileged, Admin…..)
	☐

	
	Group Membership Based Access
	☐

	
	Complex Configurable Permissions
	☐

	
	Number of User Roles, Groups or Permissions
	

	Complex Functionality
	Workflow (e.g. Author, Approve…..)
	☐

	
	File / Document Upload
	☐

	
	Advanced Security Functionality 
(Web App Firewall, Parameter Obfuscation, Etc.)
	☐

	Are there calls to your own API(s) made by the application(s) that are in-scope for testing?
	Yes/No
	

	If so, how many estimated API calls are in-scope for each application?
	Number of API calls
	

	Additional Information
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	App Name
	

	
	Please state name and version …..

	Brief Description of Function
	

	
	Please describe the main purposes of the application and what functions it provides ….. e.g. The site provides our customers with a way to upload and download content etc.

	Platform
	Android
	Please state version …..
	☐

	
	iOS
	Please state version …..
	☐

	
	Other
	Details …..
	☐

	[bookmark: _Hlk51014387]Development
	Native 
	☐

	
	Hybrid 
	☐

	Size
	Number of pages
	

	
	Number of backend servers
	

	Authentication
	No Authentication
	☐

	
	Username & Password
	☐

	
	Smartcards, Tokens, Client Certificates
	☐

	User Roles
	Simple User Roles (Low Privileged, High Privileged, Admin…..)
	☐

	
	Group Membership Based Access
	☐

	
	Complex Configurable Permissions
	☐

	
	Number of User Roles, Groups or Permissions
	

	Additional Information
	



[bookmark: _Toc99702118]

[bookmark: _Toc216248329]MOBILE DEVICE BUILD REVIEW
	Platform
	Android
	Please state version …..
	☐

	
	iOS
	Please state version …..
	☐

	
	Other
	Details …..
	☐

	MDM/Policy Accessible
	☐

	Additional Information
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	Windows
	☐

	Linux / UNIX
	☐

	Windows

	Operating System
	2003
	Please specify .......
	☐

	
	2008
	Please specify .......
	☐

	
	2012
	Please specify .......
	☐

	
	2016
	Please specify .......
	☐

	
	2019
	Please specify .......
	☐

	
	Other
	Please specify .......
	☐

	Application Server
	Email
	Exchange
	Version …….
	☐

	
	Web Server 
	IIS
	Version …….
	☐

	
	
	Apache
	Version …….
	☐

	
	
	Nginx
	Version …….
	☐

	
	Database
	MSSQL
	Version …….
	☐

	
	
	MySQL
	Version …….
	☐

	
	
	Oracle
	Version …….
	☐

	
	Document Management
	SharePoint
	Version …….
	☐

	
	Other
	Please specify .......
	☐

	Linux/UNIX

	Operating System
	AIX
	Version …….
	☐

	
	Debian
	Version …….
	☐

	
	FreeBSD
	Version …….
	☐

	
	HPUX
	Version …….
	☐

	
	IBM iSeries 
	Version …….
	☐

	
	Mac OSX
	Version …….
	☐

	
	RedHat
	Version …….
	☐

	
	Solaris
	Version …….
	☐

	
	SuSE
	Version …….
	☐

	
	Ubuntu
	Version …….
	☐

	
	VMWare ESX
	Version …….

	
	Other 
	Please specify .......

	Application Server
	Database
	Oracle
	Version …….
	☐

	
	
	MySQL
	Version …….
	☐

	
	
	PostgreSQL
	Version …….
	☐

	
	Email
	Exim
	Version …….
	☐

	
	
	Smtpd
	Version …….
	☐

	
	
	Sendmail
	Version …….
	☐

	
	
	Postfix
	Version …….
	☐

	
	FTP Server
	FTPd
	Version …….
	☐

	
	
	ProFTP
	Version …….
	☐

	
	SSH Server
	Version …….
	☐

	
	Web Server
	Apache
	Version …….
	☐

	
	
	Nginx
	Version …….
	☐

	
	
	Tomcat
	Version …….
	☐

	
	
	JBOSS
	Version …….
	☐

	
	Other
	Please specify .......

	Additional Information
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	Windows
	☐

	Linux/UNIX
	☐

	Citrix
	☐

	Device
	Desktop
	☐

	
	Laptop
	☐

	
	Tablet
	☐

	Number of user roles to be tested
(typically one low privileged user and admin user)
	2

	Windows

	Windows Operating System
	XP
	☐

	
	7
	☐

	
	8
	☐

	
	10
	☐

	
	Other
	Please specify .......
	☐

	Linux/UNIX

	Linux/UNIX Operating System
	AIX
	Version …….
	☐

	
	Debian
	Version …….
	☐

	
	FreeBSD
	Version …….
	☐

	
	HPUX
	Version …….
	☐

	
	IBM iSeries
	Version …….
	☐

	
	Mac OSX
	Version …….
	☐

	
	RedHat
	Version …….
	☐

	
	Solaris
	Version …….
	☐

	
	SuSE
	Version …….
	☐

	
	VMWare ESX
	Version …….
	☐

	
	Other
	Please specify .......
	☐

	Additional Information
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	Please complete one table per API

	Accessibility
	External (accessible over the Internet)
	☐

	
	Internal (only accessible from client site)
	☐

	Test Model
	Fixed Time / Cost – (it may be useful to consider this model if detailed knowledge of the application is difficult to acquire)
Number of days
	☐

	
	
	

	
	Complete Test – (further details will need to be provided for full coverage)
	☐

	SOAP
	SOAP
	☐

	
	Number of Operations
	

	
	WSDL
	☐

	REST
	REST
	☐

	
	Number of Calls/Endpoints
	

	
	Swagger
	☐

	
	Postman Collection
	☐

	
	WADL
	☐

	Authentication
	No Authentication
	☐

	
	Username & Password
	☐

	
	Smartcards, Tokens, Client Certificates
	☐

	User Roles
	Number of User Roles
	

	Additional Information
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	Name/Description
	

	Make
	

	Model
	

	Type
	Firewall
	☐

	
	Router
	☐

	
	Switch (Layer 3)
	☐

	Location
	Internal
	☐

	
	Perimeter
	☐

	Number of rules
	

	Number of Networks / Subnets / VLANs
	

	Number of groups and objects
	

	Number of VPNs
	

	Additional Information
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	Type
	Rogue Access Point Sweep
	☐

	
	Wireless Access Point Security Test
	☐

	Number of sites
	

	Number of networks
	

	Network Name / SSID
	

	Site Location / Address
	

	Additional Information
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	[bookmark: _Hlk511304520]Company Size
	Number of Sites
	

	
	Number of Employees
	

	Site Addresses
	
	Sole occupancy
	☐

	
	
	Multi-tenancy
	☐

	Additional Information
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	Assessment Type
	Phishing
	☐

	Test Type
	Exercise (one off)
	☐

	
	Campaign (exercise to be repeated e.g. quarterly)
	☐

	Assessment Size
	Number of employees
	

	Additional Information
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	Application Type
	Application – please complete the Application Source Code Detail
	☐

	
	Mobile App – please complete the Mobile App Detail
	☐

	Review Detail Level
	Partial – Analysis focussed on key critical areas.
	☐

	
	Full – Analysis of the entire code base.
	☐

	
	Extensive – Analysis conducted in greater detail.
	☐

	Number of Lines of Code
	

	Source Code Detail
	Language
	    
Please specify .......

	
	Obfuscated code?
	    
Please specify .......
	☐

	
	Relevant 3rd party tools
	    
Please specify .......
	☐

	
	Can the code be loaded into an IDE?
	    
e.g. Eclipse, Xcode or Visual Studio, please specify
	☐

	
	Any part out of scope
	    
Please specify .......
	☐

	
	Any areas of priority
	    
Please specify .......
	☐

	
	Cryptographic methods used
	    
Please specify .......
	☐

	Mobile App Specific Detail
	Android
	    
Please specify version .......
	☐

	
	iOS
	    
Please specify version .......
	☐

	
	Other
	    
Please specify .......
	☐

	
	Does the app use Middleware?
	    
Please specify .......
	☐

	
	Does the app use WebView?
	☐

	Additional Information
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	Target Company / Site Size
	International
	☐

	
	National
	☐

	
	Local / Subsidiary / New Acquisition
	☐

	
	Number of Sites
	

	
	Number of Employees
	

	Site Locations
	
Please specify …….
	Sole occupancy
	☐

	
	
	Multi-tenancy
	☐

	Site Locations
	
Please specify …….
	Sole occupancy
	☐

	
	
	Multi-tenancy
	☐

	Additional Information
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	Product Name
	

	Initial Scope
	Field Device
	☐

	
	Ecosystem
	☐

	Brief Description of Function
	
Please describe the main purposes of the product and what functions it provides …..

	Test Parameters
	Can the IoT devices be shipped to Integrity360 offices? 
	☐

	
	Will support be provided for setup?
	☐

	Field Device
	Sensors, Actuators/Valves, Motors, Lights etc.. (On-prem)
Please specify .......
	☐

	
	Web application    Please complete an application table
	☐

	
	Mobile app    Please complete a mobile app table
	☐

	
	Interfaces
	Local 
Please specify .......
	☐

	
	
	Wireless/RF 
Please specify .......
	☐

	
	Protocols
	ICS 
Please specify .......
	☐

	
	
	IoT 
Please specify .......
	☐

	
	Firmware
	☐

	
	Can the unencrypted firmware binary be shared?
	☐

	
	API Endpoints    Please complete a web API table
	☐

	
	Total number of endpoints
	

	Cloud
	Applications
Please complete an application table per application
	Analytics
	☐

	
	
	Control/Device monitoring/Management
	☐

	
	
	Provision/Project tool application (devbackoffice)
	☐

	
	
	OTA
	☐

	
	
	Other    
Please specify .......
	☐

	
	Mobile app    Please complete a mobile app table
	☐

	
	API Endpoints    Please complete a web API table
	☐

	
	Total number of endpoints
	

	
	Location
	AWS
	☐

	
	
	Azure
	☐

	
	
	Oracle
	☐

	
	
	Alibaba
	☐

	
	
	GCP
	☐

	
	Cloud security review
	Deployment
	☐

	
	
	CI/CD pipelines
	☐

	
	
	FW OTA rollout mechanism 
	☐

	Gateway device
	Management application    Please complete an application table
	☐

	
	Local interfaces
Please specify .......
	☐

	
	IoT protocols
Please specify .......
	☐

	
	Firmware
	☐

	
	Share unencrypted firmware binary?
	☐

	
	API Endpoints    Please complete a web API table
	☐

	
	Total number of endpoints
	

	Controller
(on-prem)
	Web application    Please complete an application table
	☐

	
	Mobile app    Please complete a mobile app table
	☐

	
	Interfaces
	Local Please specify .......
	☐

	
	
	Wireless/RF Please specify .......
	☐

	
	Protocols
	Proprietary Please specify .......
	☐

	
	
	IoT Please specify .......
	☐

	
	Firmware
	☐

	
	Share unencrypted firmware binary?
	☐

	Additional Information
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	Cloud Service Name
	

	Brief Description of Service
	Please describe the main purposes of the environment and what functions it provides …..

	Cloud Provider
	AWS
	☐

	
	Azure
	☐

	
	Google Cloud Platform
	☐

	
	Oracle
	☐

	
	Alibaba
	☐

	
	Other Please specify .......
	☐

	Scope
	No. of Servers
	

	
	Azure Active Directory
	☐

	
	Microsoft Intune
	☐

	
	Microsoft Azure
	☐

	
	Microsoft Dynamics 365
	☐

	
	Microsoft Power Platform
	☐

	
	Microsoft Account
	☐

	
	Office 365
	☐

	
	Azure DevOps
	☐

	
	Azure Sentinel
	☐

	
	Azure Defender
	☐
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