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Foreword

,62��WKH�,QWHUQDWLRQDO�2UJDQL]DWLRQ�IRU�6WDQGDUGL]DWLRQ��LV�D�ZRUOGZLGH�IHGHUDWLRQ�RI�QDWLRQDO�VWDQGDUGV�ERGLHV�
�,62�PHPEHU� ERGLHV��� 7KH�ZRUN� RI� SUHSDULQJ� ,QWHUQDWLRQDO� 6WDQGDUGV� LV� QRUPDOO\� FDUULHG� RXW� WKURXJK� ,62�
WHFKQLFDO�FRPPLWWHHV��(DFK�PHPEHU�ERG\�LQWHUHVWHG�LQ�D�VXEMHFW�IRU�ZKLFK�D�WHFKQLFDO�FRPPLWWHH�KDV�EHHQ�
HVWDEOLVKHG�KDV�WKH�ULJKW�WR�EH�UHSUHVHQWHG�RQ�WKDW�FRPPLWWHH��,QWHUQDWLRQDO�RUJDQL]DWLRQV��JRYHUQPHQWDO�DQG�
QRQ�JRYHUQPHQWDO��LQ�OLDLVRQ�ZLWK�,62��DOVR�WDNH�SDUW�LQ�WKH�ZRUN��,62�FROODERUDWHV�FORVHO\�ZLWK�WKH�,QWHUQDWLRQDO�
(OHFWURWHFKQLFDO�&RPPLVVLRQ��,(&��RQ�DOO�PDWWHUV�RI�HOHFWURWHFKQLFDO�VWDQGDUGL]DWLRQ�

,QWHUQDWLRQDO�6WDQGDUGV�DUH�GUDIWHG�LQ�DFFRUGDQFH�ZLWK�WKH�UXOHV�JLYHQ�LQ�WKH�,62�,(&�'LUHFWLYHV��3DUW���

7KH�PDLQ� WDVN�RI� WHFKQLFDO�FRPPLWWHHV� LV� WR�SUHSDUH� ,QWHUQDWLRQDO�6WDQGDUGV��'UDIW� ,QWHUQDWLRQDO�6WDQGDUGV�
DGRSWHG� E\� WKH� WHFKQLFDO� FRPPLWWHHV� DUH� FLUFXODWHG� WR� WKH� PHPEHU� ERGLHV� IRU� YRWLQJ�� 3XEOLFDWLRQ� DV� DQ�
,QWHUQDWLRQDO�6WDQGDUG�UHTXLUHV�DSSURYDO�E\�DW�OHDVW������RI�WKH�PHPEHU�ERGLHV�FDVWLQJ�D�YRWH�

$WWHQWLRQ�LV�GUDZQ�WR�WKH�SRVVLELOLW\�WKDW�VRPH�RI�WKH�HOHPHQWV�RI�WKLV�GRFXPHQW�PD\�EH�WKH�VXEMHFW�RI�SDWHQW�
ULJKWV��,62�VKDOO�QRW�EH�KHOG�UHVSRQVLEOH�IRU�LGHQWLI\LQJ�DQ\�RU�DOO�VXFK�SDWHQW�ULJKWV�

,62�������ZDV�SUHSDUHG�E\�7HFKQLFDO�&RPPLWWHH�,62�7&������Societal security.

iv © ISO 2012 – All rights reserved
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0 Introduction

0.1 General

7KLV�,QWHUQDWLRQDO�6WDQGDUG�VSHFL¿HV�UHTXLUHPHQWV�IRU�VHWWLQJ�XS�DQG�PDQDJLQJ�DQ�HIIHFWLYH�%XVLQHVV�&RQWLQXLW\�
0DQDJHPHQW�6\VWHP��%&06��

$�%&06�HPSKDVL]HV�WKH�LPSRUWDQFH�RI

²� XQGHUVWDQGLQJ�WKH�RUJDQL]DWLRQ¶V�QHHGV�DQG�WKH�QHFHVVLW\�IRU�HVWDEOLVKLQJ�EXVLQHVV�FRQWLQXLW\�PDQDJHPHQW�
SROLF\�DQG�REMHFWLYHV�

²� LPSOHPHQWLQJ�DQG�RSHUDWLQJ�FRQWUROV�DQG�PHDVXUHV�IRU�PDQDJLQJ�DQ�RUJDQL]DWLRQ’V�RYHUDOO�FDSDELOLW\�WR�
PDQDJH�GLVUXSWLYH�LQFLGHQWV�

²� PRQLWRULQJ�DQG�UHYLHZLQJ�WKH�SHUIRUPDQFH�DQG�HIIHFWLYHQHVV�RI�WKH�%&06��DQG

²� FRQWLQXDO�LPSURYHPHQW�EDVHG�RQ�REMHFWLYH�PHDVXUHPHQW�

$�%&06��OLNH�DQ\�RWKHU�PDQDJHPHQW�V\VWHP��KDV�WKH�IROORZLQJ�NH\�FRPSRQHQWV�

D�� D�SROLF\�

E�� SHRSOH�ZLWK�GH¿QHG�UHVSRQVLELOLWLHV�

F�� PDQDJHPHQW�SURFHVVHV�UHODWLQJ�WR

��� SROLF\�

��� SODQQLQJ�

��� LPSOHPHQWDWLRQ�DQG�RSHUDWLRQ�

��� SHUIRUPDQFH�DVVHVVPHQW�

��� PDQDJHPHQW�UHYLHZ��DQG

��� LPSURYHPHQW�

G�� GRFXPHQWDWLRQ�SURYLGLQJ�DXGLWDEOH�HYLGHQFH��DQG

H�� DQ\�EXVLQHVV�FRQWLQXLW\�PDQDJHPHQW�SURFHVVHV�UHOHYDQW�WR�WKH�RUJDQL]DWLRQ�

%XVLQHVV� FRQWLQXLW\� FRQWULEXWHV� WR� D� PRUH� UHVLOLHQW� VRFLHW\�� 7KH� ZLGHU� FRPPXQLW\� DQG� WKH� LPSDFW� RI� WKH�
RUJDQL]DWLRQ¶V�HQYLURQPHQW�RQ�WKH�RUJDQL]DWLRQ�DQG�WKHUHIRUH�RWKHU�RUJDQL]DWLRQV�PD\�QHHG�WR�EH�LQYROYHG�LQ�
WKH�UHFRYHU\�SURFHVV�

0.2 The Plan-Do-Check-Act (PDCA) model

7KLV� ,QWHUQDWLRQDO� 6WDQGDUG� DSSOLHV� WKH� ³3ODQ�'R�&KHFN�$FW´� �3'&$�� PRGHO� WR� SODQQLQJ�� HVWDEOLVKLQJ��
LPSOHPHQWLQJ��RSHUDWLQJ��PRQLWRULQJ��UHYLHZLQJ��PDLQWDLQLQJ�DQG�FRQWLQXDOO\�LPSURYLQJ�WKH�HIIHFWLYHQHVV�RI�DQ�
RUJDQL]DWLRQ¶V�%&06�

7KLV�HQVXUHV�D�GHJUHH�RI�FRQVLVWHQF\�ZLWK�RWKHU�PDQDJHPHQW�V\VWHPV�VWDQGDUGV��VXFK�DV�,62������Quality 
management systems��,62��������Environmental management systems��,62�,(&��������Information security 
management systems�� ,62�,(&���������� Information technology — Service management��DQG� ,62��������
6SHFL¿FDWLRQ� IRU� VHFXULW\� PDQDJHPHQW� V\VWHPV� IRU� WKH� VXSSO\� FKDLQ�� WKHUHE\� VXSSRUWLQJ� FRQVLVWHQW� DQG�
LQWHJUDWHG�LPSOHPHQWDWLRQ�DQG�RSHUDWLRQ�ZLWK�UHODWHG�PDQDJHPHQW�V\VWHPV�

)LJXUH���LOOXVWUDWHV�KRZ�D�%&06�WDNHV�DV�LQSXWV�LQWHUHVWHG�SDUWLHV��UHTXLUHPHQWV�IRU�FRQWLQXLW\�PDQDJHPHQW�
DQG�� WKURXJK� WKH�QHFHVVDU\�DFWLRQV�DQG�SURFHVVHV��SURGXFHV�FRQWLQXLW\�RXWFRPHV� �L�H��PDQDJHG�EXVLQHVV�
FRQWLQXLW\��WKDW�PHHW�WKRVH�UHTXLUHPHQWV�

© ISO 2012 – All rights reserved v
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Interested
parties

Managed 
business 
continuity

Interested
parties

Requirements
for business 

continuity

Continual improvement of business continuity
management system (BCMS)

Establish
(Plan)

Monitor and 
review

(Check)

Maintain and 
improve

(Act)

Implement 
and operate

(Do)

Figure 1 — PDCA model applied to BCMS processes

Table 1 — Explanation of PDCA model

Plan  
�(VWDEOLVK�

(VWDEOLVK�EXVLQHVV�FRQWLQXLW\�SROLF\��REMHFWLYHV��WDUJHWV��FRQWUROV��SURFHVVHV�DQG�
SURFHGXUHV�UHOHYDQW�WR�LPSURYLQJ�EXVLQHVV�FRQWLQXLW\�LQ�RUGHU�WR�GHOLYHU�UHVXOWV�WKDW�DOLJQ�
ZLWK�WKH�RUJDQL]DWLRQ¶V�RYHUDOO�SROLFLHV�DQG�REMHFWLYHV�

Do 
�,PSOHPHQW�DQG�RSHUDWH�

,PSOHPHQW�DQG�RSHUDWH�WKH�EXVLQHVV�FRQWLQXLW\�SROLF\��FRQWUROV��SURFHVVHV�DQG�
procedures.

Check 
�0RQLWRU�DQG�UHYLHZ�

0RQLWRU�DQG�UHYLHZ�SHUIRUPDQFH�DJDLQVW�EXVLQHVV�FRQWLQXLW\�SROLF\�DQG�REMHFWLYHV��
UHSRUW�WKH�UHVXOWV�WR�PDQDJHPHQW�IRU�UHYLHZ��DQG�GHWHUPLQH�DQG�DXWKRUL]H�DFWLRQV�IRU�
UHPHGLDWLRQ�DQG�LPSURYHPHQW�

Act 
�0DLQWDLQ�DQG�LPSURYH�

0DLQWDLQ�DQG�LPSURYH�WKH�%&06�E\�WDNLQJ�FRUUHFWLYH�DFWLRQ��EDVHG�RQ�WKH�UHVXOWV�RI�
PDQDJHPHQW�UHYLHZ�DQG�UHDSSUDLVLQJ�WKH�VFRSH�RI�WKH�%&06�DQG�EXVLQHVV�FRQWLQXLW\�
SROLF\�DQG�REMHFWLYHV�

0.3 Components of PDCA in this International Standard

,Q�WKH�3ODQ�'R�&KHFN�$FW�PRGHO�DV�VKRZQ�LQ�7DEOH����&ODXVH���WKURXJK�&ODXVH����LQ�WKLV�,QWHUQDWLRQDO�6WDQGDUG�
cover the following components.

²� &ODXVH��� LV�D�FRPSRQHQW�RI�3ODQ�� ,W� LQWURGXFHV�UHTXLUHPHQWV�QHFHVVDU\� WR�HVWDEOLVK� WKH�FRQWH[W�RI� WKH�
%&06�DV�LW�DSSOLHV�WR�WKH�RUJDQL]DWLRQ��DV�ZHOO�DV�QHHGV��UHTXLUHPHQWV��DQG�VFRSH�

²� &ODXVH���LV�D�FRPSRQHQW�RI�3ODQ��,W�VXPPDUL]HV�WKH�UHTXLUHPHQWV�VSHFL¿F�WR�WRS�PDQDJHPHQW¶V�UROH�LQ�WKH�
%&06��DQG�KRZ�OHDGHUVKLS�DUWLFXODWHV�LWV�H[SHFWDWLRQV�WR�WKH�RUJDQL]DWLRQ�YLD�D�SROLF\�VWDWHPHQW�

²� &ODXVH���LV�D�FRPSRQHQW�RI�3ODQ��,W�GHVFULEHV�UHTXLUHPHQWV�DV�LW�UHODWHV�WR�HVWDEOLVKLQJ�VWUDWHJLF�REMHFWLYHV�
DQG�JXLGLQJ�SULQFLSOHV�IRU�WKH�%&06�DV�D�ZKROH��7KH�FRQWHQW�RI�&ODXVH���GLIIHUV�IURP�HVWDEOLVKLQJ�ULVN�
WUHDWPHQW�RSSRUWXQLWLHV�VWHPPLQJ�IURP�ULVN�DVVHVVPHQW��DV�ZHOO�DV�EXVLQHVV�LPSDFW�DQDO\VLV��%,$��GHULYHG�
UHFRYHU\�REMHFWLYHV�

vi © ISO 2012 – All rights reserved
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127(� 7KH�EXVLQHVV�LPSDFW�DQDO\VLV�DQG�ULVN�DVVHVVPHQW�SURFHVV�UHTXLUHPHQWV�DUH�GHWDLOHG�LQ�&ODXVH���

²� &ODXVH���LV�D�FRPSRQHQW�RI�3ODQ��,W�VXSSRUWV�%&06�RSHUDWLRQV�DV�WKH\�UHODWH�WR�HVWDEOLVKLQJ�FRPSHWHQFH�
DQG�FRPPXQLFDWLRQ�RQ�D�UHFXUULQJ�DV�QHHGHG�EDVLV�ZLWK�LQWHUHVWHG�SDUWLHV��ZKLOH�GRFXPHQWLQJ��FRQWUROOLQJ��
PDLQWDLQLQJ�DQG�UHWDLQLQJ�UHTXLUHG�GRFXPHQWDWLRQ�

²� &ODXVH���LV�D�FRPSRQHQW�RI�'R��,W�GH¿QHV�EXVLQHVV�FRQWLQXLW\�UHTXLUHPHQWV��GHWHUPLQHV�KRZ�WR�DGGUHVV�
WKHP�DQG�GHYHORSV�WKH�SURFHGXUHV�WR�PDQDJH�D�GLVUXSWLYH�LQFLGHQW�

²� &ODXVH���LV�D�FRPSRQHQW�RI�&KHFN��,W�VXPPDUL]HV�UHTXLUHPHQWV�QHFHVVDU\�WR�PHDVXUH�EXVLQHVV�FRQWLQXLW\�
PDQDJHPHQW� SHUIRUPDQFH�� %&06� FRPSOLDQFH� ZLWK� WKLV� ,QWHUQDWLRQDO� 6WDQGDUG� DQG� PDQDJHPHQW¶V�
H[SHFWDWLRQV��DQG�VHHNV�IHHGEDFN�IURP�PDQDJHPHQW�UHJDUGLQJ�H[SHFWDWLRQV�

²� &ODXVH����LV�D�FRPSRQHQW�RI�$FW��,W�LGHQWL¿HV�DQG�DFWV�RQ�%&06�QRQ�FRQIRUPDQFH�WKURXJK�FRUUHFWLYH�DFWLRQ�

© ISO 2012 – All rights reserved vii
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Societal security — Business continuity management 
systems — Requirements

1 Scope

7KLV� ,QWHUQDWLRQDO� 6WDQGDUG� IRU� EXVLQHVV� FRQWLQXLW\�PDQDJHPHQW� VSHFL¿HV� UHTXLUHPHQWV� WR� SODQ�� HVWDEOLVK��
LPSOHPHQW��RSHUDWH��PRQLWRU�� UHYLHZ��PDLQWDLQ�DQG�FRQWLQXDOO\� LPSURYH�D�GRFXPHQWHG�PDQDJHPHQW� V\VWHP�
WR�SURWHFW�DJDLQVW��UHGXFH�WKH�OLNHOLKRRG�RI�RFFXUUHQFH��SUHSDUH�IRU��UHVSRQG�WR��DQG�UHFRYHU�IURP�GLVUXSWLYH�
LQFLGHQWV�ZKHQ�WKH\�DULVH�

7KH� UHTXLUHPHQWV� VSHFL¿HG� LQ� WKLV� ,QWHUQDWLRQDO� 6WDQGDUG� DUH� JHQHULF� DQG� LQWHQGHG� WR� EH� DSSOLFDEOH� WR� DOO�
RUJDQL]DWLRQV��RU�SDUWV�WKHUHRI��UHJDUGOHVV�RI�W\SH��VL]H�DQG�QDWXUH�RI�WKH�RUJDQL]DWLRQ��7KH�H[WHQW�RI�DSSOLFDWLRQ�
RI�WKHVH�UHTXLUHPHQWV�GHSHQGV�RQ�WKH�RUJDQL]DWLRQ¶V�RSHUDWLQJ�HQYLURQPHQW�DQG�FRPSOH[LW\�

,W� LV�QRW�WKH�LQWHQW�RI�WKLV�,QWHUQDWLRQDO�6WDQGDUG�WR�LPSO\�XQLIRUPLW\�LQ�WKH�VWUXFWXUH�RI�D�%XVLQHVV�&RQWLQXLW\�
0DQDJHPHQW�6\VWHP��%&06���EXW�IRU�DQ�RUJDQL]DWLRQ�WR�GHVLJQ�D�%&06�WKDW�LV�DSSURSULDWH�WR�LWV�QHHGV�DQG�
WKDW�PHHWV�LWV�LQWHUHVWHG�SDUWLHV¶�UHTXLUHPHQWV��7KHVH�QHHGV�DUH�VKDSHG�E\�OHJDO��UHJXODWRU\��RUJDQL]DWLRQDO�
DQG�LQGXVWU\�UHTXLUHPHQWV��WKH�SURGXFWV�DQG�VHUYLFHV��WKH�SURFHVVHV�HPSOR\HG��WKH�VL]H�DQG�VWUXFWXUH�RI�WKH�
RUJDQL]DWLRQ��DQG�WKH�UHTXLUHPHQWV�RI�LWV�LQWHUHVWHG�SDUWLHV�

7KLV�,QWHUQDWLRQDO�6WDQGDUG�LV�DSSOLFDEOH�WR�DOO�W\SHV�DQG�VL]HV�RI�RUJDQL]DWLRQV�WKDW�ZLVK�WR

D�� HVWDEOLVK��LPSOHPHQW��PDLQWDLQ�DQG�LPSURYH�D�%&06�

E�� HQVXUH�FRQIRUPLW\�ZLWK�VWDWHG�EXVLQHVV�FRQWLQXLW\�SROLF\�

F�� GHPRQVWUDWH�FRQIRUPLW\�WR�RWKHUV�

G�� VHHN�FHUWL¿FDWLRQ�UHJLVWUDWLRQ�RI�LWV�%&06�E\�DQ�DFFUHGLWHG�WKLUG�SDUW\�FHUWL¿FDWLRQ�ERG\��RU

H�� PDNH�D�VHOI�GHWHUPLQDWLRQ�DQG�VHOI�GHFODUDWLRQ�RI�FRQIRUPLW\�ZLWK�WKLV�,QWHUQDWLRQDO�6WDQGDUG�

7KLV�,QWHUQDWLRQDO�6WDQGDUG�FDQ�EH�XVHG�WR�DVVHVV�DQ�RUJDQL]DWLRQ¶V�DELOLW\�WR�PHHW�LWV�RZQ�FRQWLQXLW\�QHHGV�
DQG�REOLJDWLRQV�

2 Normative references
7KH�IROORZLQJ�GRFXPHQWV��LQ�ZKROH�RU�LQ�SDUW��DUH�QRUPDWLYHO\�UHIHUHQFHG�LQ�WKLV�GRFXPHQW�DQG�DUH�LQGLVSHQVDEOH�IRU�LWV�DS-
SOLFDWLRQ��)RU�GDWHG�UHIHUHQFHV��RQO\�WKH�HGLWLRQ�FLWHG�DSSOLHV��)RU�XQGDWHG�UHIHUHQFHV��WKH�ODWHVW�HGLWLRQ�RI�WKH�UHIHUHQFHG�
GRFXPHQW��LQFOXGLQJ�DQ\�DPHQGPHQWV��DSSOLHV�

7KHUH�DUH�QR�QRUPDWLYH�UHIHUHQFHV�

�� 7HUPV�DQG�GH¿QLWLRQV

)RU�WKH�SXUSRVHV�RI�WKLV�GRFXPHQW��WKH�IROORZLQJ�WHUPV�DQG�GH¿QLWLRQV�DSSO\�

3.1
activity
SURFHVV�RU�VHW�RI�SURFHVVHV�XQGHUWDNHQ�E\�DQ�RUJDQL]DWLRQ��RU�RQ�LWV�EHKDOI��WKDW�SURGXFHV�RU�VXSSRUWV�RQH�RU�
PRUH�SURGXFWV�DQG�VHUYLFHV

(;$03/(� 6XFK�SURFHVVHV�LQFOXGH�DFFRXQWV��FDOO�FHQWUH��,7��PDQXIDFWXUH��GLVWULEXWLRQ�

INTERNATIONAL STANDARD ISO 22301:2012(E)

© ISO 2012 – All rights reserved 1
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3.2
audit
V\VWHPDWLF��LQGHSHQGHQW�DQG�GRFXPHQWHG�SURFHVV�IRU�REWDLQLQJ�DXGLW�HYLGHQFH�DQG�HYDOXDWLQJ�LW�REMHFWLYHO\�WR�
GHWHUPLQH�WKH�H[WHQW�WR�ZKLFK�WKH�DXGLW�FULWHULD�DUH�IXO¿OOHG

127(��� $Q�DXGLW�FDQ�EH�DQ�LQWHUQDO�DXGLW��¿UVW�SDUW\��RU�DQ�H[WHUQDO�DXGLW��VHFRQG�SDUW\�RU�WKLUG�SDUW\���DQG�LW�FDQ�EH�D�
FRPELQHG�DXGLW��FRPELQLQJ�WZR�RU�PRUH�GLVFLSOLQHV��

127(��� ³$XGLW�HYLGHQFH´�DQG�³DXGLW�FULWHULD´�DUH�GH¿QHG�LQ�,62�������

3.3
business continuity
FDSDELOLW\� RI� WKH� RUJDQL]DWLRQ� WR� FRQWLQXH� GHOLYHU\� RI� SURGXFWV� RU� VHUYLFHV� DW� DFFHSWDEOH� SUHGH¿QHG� OHYHOV�
following disruptive incident

[SOURCE: ISO 22300]

3.4
business continuity management
KROLVWLF�PDQDJHPHQW�SURFHVV�WKDW�LGHQWL¿HV�SRWHQWLDO�WKUHDWV�WR�DQ�RUJDQL]DWLRQ�DQG�WKH�LPSDFWV�WR�EXVLQHVV�
RSHUDWLRQV�WKRVH�WKUHDWV��LI�UHDOL]HG��PLJKW�FDXVH��DQG�ZKLFK�SURYLGHV�D�IUDPHZRUN�IRU�EXLOGLQJ�RUJDQL]DWLRQDO�
UHVLOLHQFH�ZLWK� WKH�FDSDELOLW\�RI�DQ�HIIHFWLYH� UHVSRQVH� WKDW�VDIHJXDUGV� WKH� LQWHUHVWV�RI� LWV�NH\�VWDNHKROGHUV��
UHSXWDWLRQ��EUDQG�DQG�YDOXH�FUHDWLQJ�DFWLYLWLHV

3.5
business continuity management system
BCMS
SDUW�RI�WKH�RYHUDOO�PDQDJHPHQW�V\VWHP�WKDW�HVWDEOLVKHV��LPSOHPHQWV��RSHUDWHV��PRQLWRUV��UHYLHZV��PDLQWDLQV�
DQG�LPSURYHV�EXVLQHVV�FRQWLQXLW\

127(� 7KH� PDQDJHPHQW� V\VWHP� LQFOXGHV� RUJDQL]DWLRQDO� VWUXFWXUH�� SROLFLHV�� SODQQLQJ� DFWLYLWLHV�� UHVSRQVLELOLWLHV��
SURFHGXUHV��SURFHVVHV�DQG�UHVRXUFHV�

3.6
business continuity plan
GRFXPHQWHG�SURFHGXUHV�WKDW�JXLGH�RUJDQL]DWLRQV�WR�UHVSRQG��UHFRYHU��UHVXPH��DQG�UHVWRUH�WR�D�SUH�GH¿QHG�
OHYHO�RI�RSHUDWLRQ�IROORZLQJ�GLVUXSWLRQ

127(� 7\SLFDOO\�WKLV�FRYHUV�UHVRXUFHV��VHUYLFHV�DQG�DFWLYLWLHV�UHTXLUHG�WR�HQVXUH�WKH�FRQWLQXLW\�RI�FULWLFDO�EXVLQHVV�IXQFWLRQV�

3.7
business continuity programme
RQJRLQJ�PDQDJHPHQW�DQG�JRYHUQDQFH�SURFHVV�VXSSRUWHG�E\�WRS�PDQDJHPHQW�DQG�DSSURSULDWHO\�UHVRXUFHG�WR�
LPSOHPHQW�DQG�PDLQWDLQ�EXVLQHVV�FRQWLQXLW\�PDQDJHPHQW

3.8
business impact analysis
SURFHVV�RI�DQDO\]LQJ�DFWLWLYLWHV�DQG�WKH�HIIHFW�WKDW�D�EXVLQHVV�GLVUXSWLRQ�PLJKW�KDYH�XSRQ�WKHP

[SOURCE: ISO 22300]

3.9
competence
DELOLW\�WR�DSSO\�NQRZOHGJH�DQG�VNLOOV�WR�DFKLHYH�LQWHQGHG�UHVXOWV

3.10
conformity
IXO¿OPHQW�RI�D�UHTXLUHPHQW

[SOURCE: ISO 22300]

2 © ISO 2012 – All rights reserved

-
-
`
`
`
`
`
,
`
,
,
`
`
`
`
`
`
`
`
`
,
`
,
`
`
`
,
,
,
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-



ISO 22301:2012(E)

3.11
continual improvement
UHFXUULQJ�DFWLYLW\�WR�HQKDQFH�SHUIRUPDQFH

[SOURCE: ISO 22300]

3.12
correction
DFWLRQ�WR�HOLPLQDWH�D�GHWHFWHG�QRQFRQIRUPLW\

[SOURCE: ISO 22300]

3.13
corrective action
DFWLRQ�WR�HOLPLQDWH�WKH�FDXVH�RI�D�QRQFRQIRUPLW\�DQG�WR�SUHYHQW�UHFXUUHQFH

127(� ,Q�WKH�FDVH�RI�RWKHU�XQGHVLUDEOH�RXWFRPHV��DFWLRQ�LV�QHFHVVDU\�WR�PLQLPL]H�RU�HOLPLQDWH�FDXVHV�DQG�WR�UHGXFH�
LPSDFW�RU�SUHYHQW�UHFXUUHQFH��6XFK�DFWLRQV�IDOO�RXWVLGH�WKH�FRQFHSW�RI�³FRUUHFWLYH�DFWLRQ´�LQ�WKH�VHQVH�RI�WKLV�GH¿QLWLRQ�

[SOURCE: ISO 22300]

3.14
document
LQIRUPDWLRQ�DQG�LWV�VXSSRUWLQJ�PHGLXP

127(��� 7KH�PHGLXP�FDQ�EH�SDSHU��PDJQHWLF��HOHFWURQLF�RU�RSWLFDO�FRPSXWHU�GLVF��SKRWRJUDSK�RU�PDVWHU�VDPSOH��RU�D�
FRPELQDWLRQ�WKHUHRI�

127(��� $�VHW�RI�GRFXPHQWV��IRU�H[DPSOH�VSHFL¿FDWLRQV�DQG�UHFRUGV��LV�IUHTXHQWO\�FDOOHG�³GRFXPHQWDWLRQ �́

3.15
documented information
LQIRUPDWLRQ�UHTXLUHG�WR�EH�FRQWUROOHG�DQG�PDLQWDLQHG�E\�DQ�RUJDQL]DWLRQ�DQG�WKH�PHGLXP�RQ�ZKLFK�LW�LV�FRQWDLQHG

127(��� 'RFXPHQWHG�LQIRUPDWLRQ�FDQ�EH�LQ�DQ\�IRUPDW�DQG�RQ�DQ\�PHGLD�IURP�DQ\�VRXUFH�

127(��� 'RFXPHQWHG�LQIRUPDWLRQ�FDQ�UHIHU�WR�

²� WKH�PDQDJHPHQW�V\VWHP��LQFOXGLQJ�UHODWHG�SURFHVVHV��

²� LQIRUPDWLRQ�FUHDWHG�LQ�RUGHU�IRU�WKH�RUJDQL]DWLRQ�WR�RSHUDWH��GRFXPHQWDWLRQ��

²� HYLGHQFH�RI�UHVXOWV�DFKLHYHG��UHFRUGV��

3.16
effectiveness
H[WHQW�WR�ZKLFK�SODQQHG�DFWLYLWLHV�DUH�UHDOL]HG�DQG�SODQQHG�UHVXOWV�DFKLHYHG

[SOURCE: ISO 22300]

3.17
event
RFFXUUHQFH�RU�FKDQJH�RI�D�SDUWLFXODU�VHW�RI�FLUFXPVWDQFHV

127(��� $Q�HYHQW�FDQ�EH�RQH�RU�PRUH�RFFXUUHQFHV��DQG�FDQ�KDYH�VHYHUDO�FDXVHV�

127(��� $Q�HYHQW�FDQ�FRQVLVW�RI�VRPHWKLQJ�QRW�KDSSHQLQJ�

127(��� $Q�HYHQW�FDQ�VRPHWLPHV�EH�UHIHUUHG�WR�DV�DQ�³LQFLGHQW´�RU�³DFFLGHQW �́

127(��� $Q�HYHQW�ZLWKRXW�FRQVHTXHQFHV�PD\�DOVR�EH�UHIHUUHG�WR�DV�D�³QHDU�PLVV �́�³LQFLGHQW �́�³QHDU�KLW �́�³FORVH�FDOO �́

>6285&(��,62�,(&�*XLGH���@

© ISO 2012 – All rights reserved 3
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3.18
exercise
SURFHVV�WR�WUDLQ�IRU��DVVHVV��SUDFWLFH��DQG�LPSURYH�SHUIRUPDQFH�LQ�DQ�RUJDQL]DWLRQ

127(��� ([HUFLVHV�FDQ�EH�XVHG�IRU��YDOLGDWLQJ�SROLFLHV��SODQV��SURFHGXUHV��WUDLQLQJ��HTXLSPHQW��DQG�LQWHU�RUJDQL]DWLRQDO�
DJUHHPHQWV�� FODULI\LQJ� DQG� WUDLQLQJ� SHUVRQQHO� LQ� UROHV� DQG� UHVSRQVLELOLWLHV�� LPSURYLQJ� LQWHU�RUJDQL]DWLRQDO� FRRUGLQDWLRQ�
DQG�FRPPXQLFDWLRQV�� LGHQWLI\LQJ�JDSV�LQ�UHVRXUFHV�� LPSURYLQJ�LQGLYLGXDO�SHUIRUPDQFH��DQG�LGHQWLI\LQJ�RSSRUWXQLWLHV�IRU�
LPSURYHPHQW��DQG�FRQWUROOHG�RSSRUWXQLW\�WR�SUDFWLFH�LPSURYLVDWLRQ�

127(��� $�WHVW�LV�D�XQLTXH�DQG�SDUWLFXODU�W\SH�RI�H[HUFLVH��ZKLFK�LQFRUSRUDWHV�DQ�H[SHFWDWLRQ�RI�D�SDVV�RU�IDLO�HOHPHQW�
ZLWKLQ�WKH�JRDO�RU�REMHFWLYHV�RI�WKH�H[HUFLVH�EHLQJ�SODQQHG�

[SOURCE: ISO 22300]

3.19
incident
VLWXDWLRQ�WKDW�PLJKW�EH��RU�FRXOG�OHDG�WR��D�GLVUXSWLRQ��ORVV��HPHUJHQF\�RU�FULVLV

[SOURCE: ISO 22300]

3.20
infrastructure
V\VWHP�RI�IDFLOLWLHV��HTXLSPHQW�DQG�VHUYLFHV�QHHGHG�IRU�WKH�RSHUDWLRQ�RI�DQ�RUJDQL]DWLRQ

3.21
interested party
stakeholder
SHUVRQ�RU�RUJDQL]DWLRQ�WKDW�FDQ�DIIHFW��EH�DIIHFWHG�E\��RU�SHUFHLYH�WKHPVHOYHV�WR�EH�DIIHFWHG�E\�D�GHFLVLRQ�RU�DFWLYLW\

127(� 7KLV�FDQ�EH�DQ�LQGLYLGXDO�RU�JURXS�WKDW�KDV�DQ�LQWHUHVW�LQ�DQ\�GHFLVLRQ�RU�DFWLYLW\�RI�DQ�RUJDQL]DWLRQ�

3.22
internal audit
DXGLW�FRQGXFWHG�E\��RU�RQ�EHKDOI�RI��WKH�RUJDQL]DWLRQ�LWVHOI�IRU�PDQDJHPHQW�UHYLHZ�DQG�RWKHU�LQWHUQDO�SXUSRVHV��
DQG�ZKLFK�PLJKW�IRUP�WKH�EDVLV�IRU�DQ�RUJDQL]DWLRQ¶V�VHOI�GHFODUDWLRQ�RI�FRQIRUPLW\

127(� ,Q�PDQ\�FDVHV��SDUWLFXODUO\�LQ�VPDOOHU�RUJDQL]DWLRQV��LQGHSHQGHQFH�FDQ�EH�GHPRQVWUDWHG�E\�WKH�IUHHGRP�IURP�
UHVSRQVLELOLW\�IRU�WKH�DFWLYLW\�EHLQJ�DXGLWHG�

3.23
invocation
DFW�RI�GHFODULQJ�WKDW�DQ�RUJDQL]DWLRQ¶V�EXVLQHVV�FRQWLQXLW\�DUUDQJHPHQWV�QHHG�WR�EH�SXW�LQWR�HIIHFW�LQ�RUGHU�WR�
FRQWLQXH�GHOLYHU\�RI�NH\�SURGXFWV�RU�VHUYLFHV

3.24
management system
VHW�RI�LQWHUUHODWHG�RU�LQWHUDFWLQJ�HOHPHQWV�RI�DQ�RUJDQL]DWLRQ�WR�HVWDEOLVK�SROLFLHV�DQG�REMHFWLYHV��DQG�SURFHVVHV�
WR�DFKLHYH�WKRVH�REMHFWLYHV

127(��� $�PDQDJHPHQW�V\VWHP�FDQ�DGGUHVV�D�VLQJOH�GLVFLSOLQH�RU�VHYHUDO�GLVFLSOLQHV�

127(��� 7KH�V\VWHP�HOHPHQWV�LQFOXGH�WKH�RUJDQL]DWLRQ¶V�VWUXFWXUH��UROHV�DQG�UHVSRQVLELOLWLHV��SODQQLQJ��RSHUDWLRQ��HWF�

127(��� 7KH� VFRSH� RI� D� PDQDJHPHQW� V\VWHP� FDQ� LQFOXGH� WKH� ZKROH� RI� WKH� RUJDQL]DWLRQ�� VSHFL¿F� DQG� LGHQWL¿HG�
IXQFWLRQV�RI�WKH�RUJDQL]DWLRQ��VSHFL¿F�DQG�LGHQWL¿HG�VHFWLRQV�RI�WKH�RUJDQL]DWLRQ��RU�RQH�RU�PRUH�IXQFWLRQV�DFURVV�D�JURXS�
RI�RUJDQL]DWLRQV�

4 © ISO 2012 – All rights reserved--`````,`,,`````````,`,```,,,-`-`,,`,,`,`,,`---
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3.25
maximum acceptable outage
MAO
WLPH� LW�ZRXOG� WDNH� IRU�DGYHUVH� LPSDFWV��ZKLFK�PLJKW�DULVH�DV�D� UHVXOW�RI�QRW�SURYLGLQJ�D�SURGXFW�VHUYLFH�RU�
SHUIRUPLQJ�DQ�DFWLYLW\��WR�EHFRPH�XQDFFHSWDEOH

127(� 6HH�DOVR�PD[LPXP�WROHUDEOH�SHULRG�RI�GLVUXSWLRQ�

3.26
maximum tolerable period of disruption
MTPD
WLPH� LW�ZRXOG� WDNH� IRU�DGYHUVH� LPSDFWV��ZKLFK�PLJKW�DULVH�DV�D� UHVXOW�RI�QRW�SURYLGLQJ�D�SURGXFW�VHUYLFH�RU�
SHUIRUPLQJ�DQ�DFWLYLW\��WR�EHFRPH�XQDFFHSWDEOH

127(� 6HH�DOVR�PD[LPXP�DFFHSWDEOH�RXWDJH�

3.27
measurement
SURFHVV�WR�GHWHUPLQH�D�YDOXH

3.28
minimum business continuity objective
MBCO
PLQLPXP� OHYHO� RI� VHUYLFHV� DQG�RU� SURGXFWV� WKDW� LV� DFFHSWDEOH� WR� WKH� RUJDQL]DWLRQ� WR� DFKLHYH� LWV� EXVLQHVV�
REMHFWLYHV�GXULQJ�D�GLVUXSWLRQ

3.29
monitoring
GHWHUPLQLQJ�WKH�VWDWXV�RI�D�V\VWHP��D�SURFHVV�RU�DQ�DFWLYLW\

127(� 7R�GHWHUPLQH�WKH�VWDWXV�WKHUH�PD\�EH�D�QHHG�WR�FKHFN��VXSHUYLVH�RU�FULWLFDOO\�REVHUYH�

3.30
mutual aid agreement
SUH�DUUDQJHG�XQGHUVWDQGLQJ�EHWZHHQ�WZR�RU�PRUH�HQWLWLHV�WR�UHQGHU�DVVLVWDQFH�WR�HDFK�RWKHU

[SOURCE: ISO 22300]

3.31
nonconformity
QRQ�IXO¿OPHQW�RI�D�UHTXLUHPHQW

[SOURCE: ISO 22300]

3.32
objective
UHVXOW�WR�EH�DFKLHYHG

127(��� $Q�REMHFWLYH�FDQ�EH�VWUDWHJLF��WDFWLFDO�RU�RSHUDWLRQDO�

127(��� 2EMHFWLYHV�FDQ�UHODWH�WR�GLIIHUHQW�GLVFLSOLQHV��VXFK�DV�¿QDQFLDO��KHDOWK�DQG�VDIHW\��DQG�HQYLURQPHQWDO�JRDOV��
DQG�FDQ�DSSO\�DW�GLIIHUHQW�OHYHOV�>VXFK�DV�VWUDWHJLF��RUJDQL]DWLRQ�ZLGH��SURMHFW��SURGXFW�DQG�SURFHVV��

127(��� $Q�REMHFWLYH�FDQ�EH�H[SUHVVHG�LQ�RWKHU�ZD\V��H�J��DV�DQ�LQWHQGHG�RXWFRPH��D�SXUSRVH��DQ�RSHUDWLRQDO�FULWHULRQ��
DV�D�VRFLHWDO�VHFXULW\�REMHFWLYH�RU�E\�WKH�XVH�RI�RWKHU�ZRUGV�ZLWK�VLPLODU�PHDQLQJ��H�J��DLP��JRDO��RU�WDUJHW��

127(��� ,Q�WKH�FRQWH[W�RI�VRFLHWDO�VHFXULW\�PDQDJHPHQW�V\VWHPV�VWDQGDUGV��VRFLHWDO�VHFXULW\�REMHFWLYHV�DUH�VHW�E\�WKH�
RUJDQL]DWLRQ��FRQVLVWHQW�ZLWK�WKH�VRFLHWDO�VHFXULW\�SROLF\��WR�DFKLHYH�VSHFL¿F�UHVXOWV�

© ISO 2012 – All rights reserved 5

-
-
`
`
`
`
`
,
`
,
,
`
`
`
`
`
`
`
`
`
,
`
,
`
`
`
,
,
,
-
`
-
`
,
,
`
,
,
`
,
`
,
,
`
-
-
-



ISO 22301:2012(E)

3.33
organization
SHUVRQ� RU� JURXS� RI� SHRSOH� WKDW� KDV� LWV� RZQ� IXQFWLRQV�ZLWK� UHVSRQVLELOLWLHV�� DXWKRULWLHV� DQG� UHODWLRQVKLSV� WR�
DFKLHYH�LWV�REMHFWLYHV

127(��� 7KH�FRQFHSW�RI�RUJDQL]DWLRQ�LQFOXGHV��EXW�LV�QRW�OLPLWHG�WR��VROH�WUDGHU��FRPSDQ\��FRUSRUDWLRQ��¿UP��HQWHUSULVH��
DXWKRULW\��SDUWQHUVKLS��FKDULW\�RU�LQVWLWXWLRQ��RU�SDUW�RU�FRPELQDWLRQ�WKHUHRI��ZKHWKHU�LQFRUSRUDWHG�RU�QRW��SXEOLF�RU�SULYDWH�

127(��� )RU�RUJDQL]DWLRQV�ZLWK�PRUH�WKDQ�RQH�RSHUDWLQJ�XQLW��D�VLQJOH�RSHUDWLQJ�XQLW�FDQ�EH�GH¿QHG�DV�
DQ�RUJDQL]DWLRQ�

3.34
outsource (verb)
PDNH�DQ�DUUDQJHPHQW�ZKHUH�DQ�H[WHUQDO�RUJDQL]DWLRQ�SHUIRUPV�SDUW�RI�DQ�RUJDQL]DWLRQ¶V�IXQFWLRQ�RU�SURFHVV

127(� $Q�H[WHUQDO�RUJDQL]DWLRQ�LV�RXWVLGH�WKH�VFRSH�RI�WKH�PDQDJHPHQW�V\VWHP��DOWKRXJK�WKH�RXWVRXUFHG�IXQFWLRQ�RU�
process is within the scope.

3.35
performance
PHDVXUDEOH�UHVXOW

127(��� 3HUIRUPDQFH�FDQ�UHODWH�HLWKHU�WR�TXDQWLWDWLYH�RU�TXDOLWDWLYH�¿QGLQJV�

127(��� 3HUIRUPDQFH�FDQ�UHODWH�WR�WKH�PDQDJHPHQW�RI�DFWLYLWLHV��SURFHVVHV��SURGXFWV��LQFOXGLQJ�VHUYLFHV���V\VWHPV�RU�
RUJDQL]DWLRQV�

3.36
performance evaluation
SURFHVV�RI�GHWHUPLQLQJ�PHDVXUDEOH�UHVXOWV

3.37
personnel
SHRSOH�ZRUNLQJ�IRU�DQG�XQGHU�WKH�FRQWURO�RI�WKH�RUJDQL]DWLRQ

127(� 7KH�FRQFHSW�RI�SHUVRQQHO�LQFOXGHV��EXW�LV�QRW�OLPLWHG�WR�HPSOR\HHV��SDUW�WLPH�VWDII��DQG�DJHQF\�VWDII�

3.38
policy
LQWHQWLRQV�DQG�GLUHFWLRQ�RI�DQ�RUJDQL]DWLRQ�DV�IRUPDOO\�H[SUHVVHG�E\�LWV�WRS�PDQDJHPHQW

3.39
procedure
VSHFL¿HG�ZD\�WR�FDUU\�RXW�DQ�DFWLYLW\�RU�D�SURFHVV

3.40
process
VHW�RI�LQWHUUHODWHG�RU�LQWHUDFWLQJ�DFWLYLWLHV�ZKLFK�WUDQVIRUPV�LQSXWV�LQWR�RXWSXWV

3.41
products and services
EHQH¿FLDO� RXWFRPHV� SURYLGHG� E\� DQ� RUJDQL]DWLRQ� WR� LWV� FXVWRPHUV�� UHFLSLHQWV� DQG� LQWHUHVWHG� SDUWLHV�� H�J��
PDQXIDFWXUHG�LWHPV��FDU�LQVXUDQFH�DQG�FRPPXQLW\�QXUVLQJ

3.42
prioritized activities
DFWLYLWLHV�WR�ZKLFK�SULRULW\�PXVW�EH�JLYHQ�IROORZLQJ�DQ�LQFLGHQW�LQ�RUGHU�WR�PLWLJDWH�LPSDFWV

127(� 7HUPV�LQ�FRPPRQ�XVH�WR�GHVFULEH�DFWLYLWLHV�ZLWKLQ�WKLV�JURXS�LQFOXGH��FULWLFDO��HVVHQWLDO��YLWDO��XUJHQW�DQG�NH\�

[SOURCE: ISO 22300]

6 © ISO 2012 – All rights reserved
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3.43
record
VWDWHPHQW�RI�UHVXOWV�DFKLHYHG�RU�HYLGHQFH�RI�DFWLYLWLHV�SHUIRUPHG

3.44
recovery point objective
RPO
SRLQW�WR�ZKLFK�LQIRUPDWLRQ�XVHG�E\�DQ�DFWLYLW\�PXVW�EH�UHVWRUHG�WR�HQDEOH�WKH�DFWLYLW\�WR�RSHUDWH�RQ�UHVXPSWLRQ

127(� &DQ�DOVR�EH�UHIHUUHG�WR�DV�³PD[LPXP�GDWD�ORVV �́

3.45
recovery time objective
RTO
SHULRG�RI�WLPH�IROORZLQJ�DQ�LQFLGHQW�ZLWKLQ�ZKLFK

²� SURGXFW�RU�VHUYLFH�PXVW�EH�UHVXPHG��RU

²� DFWLYLW\�PXVW�EH�UHVXPHG��RU

— resources must be recovered

127(� )RU�SURGXFWV��VHUYLFHV�DQG�DFWLYLWLHV��WKH�UHFRYHU\�WLPH�REMHFWLYH�PXVW�EH�OHVV�WKDQ�WKH�WLPH�LW�ZRXOG�WDNH�IRU�
WKH�DGYHUVH�LPSDFWV�WKDW�ZRXOG�DULVH�DV�D�UHVXOW�RI�QRW�SURYLGLQJ�D�SURGXFW�VHUYLFH�RU�SHUIRUPLQJ�DQ�DFWLYLW\�WR�EHFRPH�
XQDFFHSWDEOH�

3.46
requirement
QHHG�RU�H[SHFWDWLRQ�WKDW�LV�VWDWHG��JHQHUDOO\�LPSOLHG�RU�REOLJDWRU\

127(��� ³*HQHUDOO\� LPSOLHG´�PHDQV� WKDW� LW� LV� D� FXVWRPDU\� RU� FRPPRQ� SUDFWLFH� IRU� WKH� RUJDQL]DWLRQ� DQG� LQWHUHVWHG�
SDUWLHV�WKDW�WKH�QHHG�RU�H[SHFWDWLRQ�XQGHU�FRQVLGHUDWLRQ�LV�LPSOLHG�

127(��� $�VSHFL¿HG�UHTXLUHPHQW�LV�RQH�WKDW�LV�VWDWHG��IRU�H[DPSOH�LQ�GRFXPHQWHG�LQIRUPDWLRQ�

3.47
resources
DOO�DVVHWV��SHRSOH��VNLOOV��LQIRUPDWLRQ��WHFKQRORJ\��LQFOXGLQJ�SODQW�DQG�HTXLSPHQW���SUHPLVHV��DQG�VXSSOLHV�DQG�
LQIRUPDWLRQ��ZKHWKHU�HOHFWURQLF�RU�QRW��WKDW�DQ�RUJDQL]DWLRQ�KDV�WR�KDYH�DYDLODEOH�WR�XVH��ZKHQ�QHHGHG��LQ�RUGHU�
WR�RSHUDWH�DQG�PHHW�LWV�REMHFWLYH

3.48
risk
HIIHFW�RI�XQFHUWDLQW\�RQ�REMHFWLYHV

127(��� $Q�HIIHFW�LV�D�GHYLDWLRQ�IURP�WKH�H[SHFWHG�²�SRVLWLYH�RU�QHJDWLYH�

127(��� 2EMHFWLYHV�FDQ�KDYH�GLIIHUHQW�DVSHFWV� �VXFK�DV�¿QDQFLDO��KHDOWK�DQG�VDIHW\��DQG�HQYLURQPHQWDO�JRDOV��DQG�
FDQ�DSSO\�DW�GLIIHUHQW� OHYHOV� �VXFK�DV�VWUDWHJLF��RUJDQL]DWLRQ�ZLGH��SURMHFW��SURGXFW�DQG�SURFHVV���$Q�REMHFWLYH�FDQ�EH�
H[SUHVVHG� LQ� RWKHU�ZD\V�� H�J�� DV� DQ� LQWHQGHG� RXWFRPH�� D� SXUSRVH�� DQ� RSHUDWLRQDO� FULWHULRQ�� DV� D� EXVLQHVV� FRQWLQXLW\�
REMHFWLYH�RU�E\�WKH�XVH�RI�RWKHU�ZRUGV�ZLWK�VLPLODU�PHDQLQJ��H�J��DLP��JRDO��RU�WDUJHW��

127(��� 5LVN�LV�RIWHQ�FKDUDFWHUL]HG�E\�UHIHUHQFH�WR�SRWHQWLDO�HYHQWV��*XLGH��������������DQG�FRQVHTXHQFHV��*XLGH�����
����������RU�D�FRPELQDWLRQ�RI�WKHVH�

127(��� 5LVN� LV�RIWHQ�H[SUHVVHG� LQ� WHUPV�RI�D�FRPELQDWLRQ�RI� WKH�FRQVHTXHQFHV�RI�DQ�HYHQW� �LQFOXGLQJ�FKDQJHV� LQ�
FLUFXPVWDQFHV��DQG�WKH�DVVRFLDWHG�OLNHOLKRRG��*XLGH��������������RI�RFFXUUHQFH�

127(��� 8QFHUWDLQW\�LV�WKH�VWDWH��HYHQ�SDUWLDO��RI�GH¿FLHQF\�RI�LQIRUPDWLRQ�UHODWHG�WR��XQGHUVWDQGLQJ�RU�NQRZOHGJH�RI��DQ�
HYHQW��LWV�FRQVHTXHQFH��RU�OLNHOLKRRG�

© ISO 2012 – All rights reserved 7
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127(��� ,Q�WKH�FRQWH[W�RI�EXVLQHVV�FRQWLQXLW\�PDQDJHPHQW�V\VWHP�VWDQGDUGV��EXVLQHVV�FRQWLQXLW\�REMHFWLYHV�DUH�VHW�
E\�WKH�RUJDQL]DWLRQ��FRQVLVWHQW�ZLWK�WKH�EXVLQHVV�FRQWLQXLW\�SROLF\��WR�DFKLHYH�VSHFL¿F�UHVXOWV��:KHQ�DSSO\LQJ�WKH�WHUP�ULVN�
DQG�FRPSRQHQWV�RI�ULVN�PDQDJHPHQW��WKLV�VKRXOG�EH�UHODWHG�WR�WKH�REMHFWLYHV�RI�WKH�RUJDQL]DWLRQ�WKDW�LQFOXGH��EXW�DUH�QRW�
OLPLWHG�WR�WKH�EXVLQHVV�FRQWLQXLW\�REMHFWLYHV�DV�VSHFL¿HG�LQ�����

>6285&(��,62�,(&�*XLGH���@

3.49
risk appetite
DPRXQW�DQG�W\SH�RI�ULVN�WKDW�DQ�RUJDQL]DWLRQ�LV�ZLOOLQJ�WR�SXUVXH�RU�UHWDLQ

3.50
risk assessment
RYHUDOO�SURFHVV�RI�ULVN�LGHQWL¿FDWLRQ��ULVN�DQDO\VLV�DQG�ULVN�HYDOXDWLRQ

>6285&(��,62�*XLGH���@

3.51
risk management
FRRUGLQDWHG�DFWLYLWLHV�WR�GLUHFW�DQG�FRQWURO�DQ�RUJDQL]DWLRQ�ZLWK�UHJDUG�WR�ULVN

>6285&(��,62�*XLGH���@

3.52
testing
SURFHGXUH�IRU�HYDOXDWLRQ��D�PHDQV�RI�GHWHUPLQLQJ�WKH�SUHVHQFH��TXDOLW\��RU�YHUDFLW\�RI�VRPHWKLQJ

127(��� 7HVWLQJ�PD\�EH�UHIHUUHG�WR�D�³WULDO �́

127(��� 7HVWLQJ�LV�RIWHQ�DSSOLHG�WR�VXSSRUWLQJ�SODQV�

[SOURCE: ISO 22300]

3.53
top management
SHUVRQ�RU�JURXS�RI�SHRSOH�ZKR�GLUHFWV�DQG�FRQWUROV�DQ�RUJDQL]DWLRQ�DW�WKH�KLJKHVW�OHYHO

127(��� 7RS�PDQDJHPHQW�KDV�WKH�SRZHU�WR�GHOHJDWH�DXWKRULW\�DQG�SURYLGH�UHVRXUFHV�ZLWKLQ�WKH�RUJDQL]DWLRQ�

127(��� ,I�WKH�VFRSH�RI�WKH�PDQDJHPHQW�V\VWHP�FRYHUV�RQO\�SDUW�RI�DQ�RUJDQL]DWLRQ�WKHQ�WRS�PDQDJHPHQW�UHIHUV�WR�
WKRVH�ZKR�GLUHFW�DQG�FRQWURO�WKDW�SDUW�RI�WKH�RUJDQL]DWLRQ�

3.54
YHUL¿FDWLRQ
FRQ¿UPDWLRQ��WKURXJK�WKH�SURYLVLRQ�RI�HYLGHQFH��WKDW�VSHFL¿HG�UHTXLUHPHQWV�KDYH�EHHQ�IXO¿OOHG

3.55
work environment
set of conditions under which work is performed

127(� &RQGLWLRQV�LQFOXGH�SK\VLFDO��VRFLDO��SV\FKRORJLFDO�DQG�HQYLURQPHQWDO�IDFWRUV��VXFK�DV�WHPSHUDWXUH��UHFRJQLWLRQ�
VFKHPHV��HUJRQRPLFV�DQG�DWPRVSKHULF�FRPSRVLWLRQ�

[SOURCE: ISO 22300]

4 Context of the organization

4.1 Understanding of the organization and its context

7KH�RUJDQL]DWLRQ�VKDOO�GHWHUPLQH�H[WHUQDO�DQG�LQWHUQDO�LVVXHV�WKDW�DUH�UHOHYDQW�WR�LWV�SXUSRVH�DQG�WKDW�DIIHFW�LWV�
DELOLW\�WR�DFKLHYH�WKH�LQWHQGHG�RXWFRPH�V��RI�LWV�%&06�

8 © ISO 2012 – All rights reserved
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7KHVH�LVVXHV�VKDOO�EH�WDNHQ�LQWR�DFFRXQW�ZKHQ�HVWDEOLVKLQJ��LPSOHPHQWLQJ�DQG�PDLQWDLQLQJ�WKH�RUJDQL]DWLRQ¶V�%&06�

7KH�RUJDQL]DWLRQ�VKDOO�LGHQWLI\�DQG�GRFXPHQW�WKH�IROORZLQJ�

D�� WKH�RUJDQL]DWLRQ¶V�DFWLYLWLHV��IXQFWLRQV��VHUYLFHV��SURGXFWV��SDUWQHUVKLSV��VXSSO\�FKDLQV��UHODWLRQVKLSV�ZLWK�
LQWHUHVWHG�SDUWLHV��DQG�WKH�SRWHQWLDO�LPSDFW�UHODWHG�WR�D�GLVUXSWLYH�LQFLGHQW�

E�� OLQNV�EHWZHHQ�WKH�EXVLQHVV�FRQWLQXLW\�SROLF\�DQG�WKH�RUJDQL]DWLRQ¶V�REMHFWLYHV�DQG�RWKHU�SROLFLHV��LQFOXGLQJ�
LWV�RYHUDOO�ULVN�PDQDJHPHQW�VWUDWHJ\��DQG

F�� WKH�RUJDQL]DWLRQ¶V�ULVN�DSSHWLWH�

,Q�HVWDEOLVKLQJ�WKH�FRQWH[W��WKH�RUJDQL]DWLRQ�VKDOO

��� DUWLFXODWH�LWV�REMHFWLYHV��LQFOXGLQJ�WKRVH�FRQFHUQHG�ZLWK�EXVLQHVV�FRQWLQXLW\�

��� GH¿QH�WKH�H[WHUQDO�DQG�LQWHUQDO�IDFWRUV�WKDW�FUHDWH�WKH�XQFHUWDLQW\�WKDW�JLYHV�ULVH�WR�ULVN�

��� VHW�ULVN�FULWHULD�WDNLQJ�LQWR�DFFRXQW�WKH�ULVN�DSSHWLWH��DQG

��� GH¿QH�WKH�SXUSRVH�RI�WKH�%&06�

4.2 Understanding the needs and expectations of interested parties

4.2.1 General

:KHQ�HVWDEOLVKLQJ�LWV�%&06��WKH�RUJDQL]DWLRQ�VKDOO�GHWHUPLQH

D�� WKH�LQWHUHVWHG�SDUWLHV�WKDW�DUH�UHOHYDQW�WR�WKH�%&06��DQG

E�� WKH�UHTXLUHPHQWV�RI�WKHVH�LQWHUHVWHG�SDUWLHV��L�H��WKHLU�QHHGV�DQG�H[SHFWDWLRQV�ZKHWKHU�VWDWHG��JHQHUDOO\�
LPSOLHG�RU�REOLJDWRU\��

4.2.2 Legal and regulatory requirements

7KH�RUJDQL]DWLRQ�VKDOO�HVWDEOLVK��LPSOHPHQW�DQG�PDLQWDLQ�D�SURFHGXUH�V��WR�LGHQWLI\��KDYH�DFFHVV�WR��DQG�DVVHVV�
WKH�DSSOLFDEOH�OHJDO�DQG�UHJXODWRU\�UHTXLUHPHQWV�WR�ZKLFK�WKH�RUJDQL]DWLRQ�VXEVFULEHV�UHODWHG�WR�WKH�FRQWLQXLW\�
RI�LWV�RSHUDWLRQV��SURGXFWV�DQG�VHUYLFHV��DV�ZHOO�DV�WKH�LQWHUHVWV�RI�UHOHYDQW�LQWHUHVWHG�SDUWLHV�

7KH� RUJDQL]DWLRQ� VKDOO� HQVXUH� WKDW� WKHVH� DSSOLFDEOH� OHJDO�� UHJXODWRU\� DQG� RWKHU� UHTXLUHPHQWV� WR�ZKLFK� WKH�
RUJDQL]DWLRQ�VXEVFULEHV�DUH�WDNHQ�LQWR�DFFRXQW�LQ�HVWDEOLVKLQJ��LPSOHPHQWLQJ�DQG�PDLQWDLQLQJ�LWV�%&06�

7KH�RUJDQL]DWLRQ�VKDOO�GRFXPHQW�WKLV�LQIRUPDWLRQ�DQG�NHHS�LW�XS�WR�GDWH��1HZ�RU�YDULDWLRQV�WR�OHJDO��UHJXODWRU\�
DQG�RWKHU�UHTXLUHPHQWV�VKDOO�EH�FRPPXQLFDWHG�WR�DIIHFWHG�HPSOR\HHV�DQG�RWKHU�LQWHUHVWHG�SDUWLHV�

4.3 Determining the scope of the business continuity management system

4.3.1 General

7KH�RUJDQL]DWLRQ�VKDOO�GHWHUPLQH�WKH�ERXQGDULHV�DQG�DSSOLFDELOLW\�RI�WKH�%&06�WR�HVWDEOLVK�LWV�VFRSH�

:KHQ�GHWHUPLQLQJ�WKLV�VFRSH��WKH�RUJDQL]DWLRQ�VKDOO�FRQVLGHU

²� WKH�H[WHUQDO�DQG�LQWHUQDO�LVVXHV�UHIHUUHG�WR�LQ������DQG

²� WKH�UHTXLUHPHQWV�UHIHUUHG�WR�LQ�����

7KH�VFRSH�VKDOO�EH�DYDLODEOH�DV�GRFXPHQWHG�LQIRUPDWLRQ�

© ISO 2012 – All rights reserved 9--`````,`,,`````````,`,```,,,-`-`,,`,,`,`,,`---
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4.3.2 Scope of the BCMS

7KH�RUJDQL]DWLRQ�VKDOO

D�� HVWDEOLVK�WKH�SDUWV�RI�WKH�RUJDQL]DWLRQ�WR�EH�LQFOXGHG�LQ�WKH�%&06�

E�� HVWDEOLVK� %&06� UHTXLUHPHQWV�� FRQVLGHULQJ� WKH� RUJDQL]DWLRQ¶V� PLVVLRQ�� JRDOV�� LQWHUQDO� DQG� H[WHUQDO�
REOLJDWLRQV��LQFOXGLQJ�WKRVH�UHODWHG�WR�LQWHUHVWHG�SDUWLHV���DQG�OHJDO�DQG�UHJXODWRU\�UHVSRQVLELOLWLHV�

F�� LGHQWLI\�SURGXFWV�DQG�VHUYLFHV�DQG�DOO�UHODWHG�DFWLYLWLHV�ZLWKLQ�WKH�VFRSH�RI�WKH�%&06�

G�� WDNH�LQWR�DFFRXQW�LQWHUHVWHG�SDUWLHV¶�QHHGV�DQG�LQWHUHVWV��VXFK�DV�FXVWRPHUV��LQYHVWRUV��VKDUHKROGHUV��WKH�
VXSSO\�FKDLQ��SXEOLF�DQG�RU�FRPPXQLW\�LQSXW�DQG�QHHGV��H[SHFWDWLRQV�DQG�LQWHUHVWV��DV�DSSURSULDWH���DQG

H�� GH¿QH� WKH� VFRSH� RI� WKH� %&06� LQ� WHUPV� RI� DQG� DSSURSULDWH� WR� WKH� VL]H�� QDWXUH� DQG� FRPSOH[LW\� RI� WKH�
RUJDQL]DWLRQ�

:KHQ�GH¿QLQJ�WKH�VFRSH��WKH�RUJDQL]DWLRQ�VKDOO�GRFXPHQW�DQG�H[SODLQ�H[FOXVLRQV��DQ\�VXFK�H[FOXVLRQV�VKDOO�
QRW�DIIHFW�WKH�RUJDQL]DWLRQ¶V�DELOLW\�DQG�UHVSRQVLELOLW\�WR�SURYLGH�FRQWLQXLW\�RI�EXVLQHVV�DQG�RSHUDWLRQV�WKDW�PHHW�
WKH�%&06�UHTXLUHPHQWV��DV�GHWHUPLQHG�E\�EXVLQHVV�LPSDFW�DQDO\VLV�RU�ULVN�DVVHVVPHQW�DQG�DSSOLFDEOH�OHJDO�
RU�UHJXODWRU\�UHTXLUHPHQWV�

4.4 Business continuity management system

7KH�RUJDQL]DWLRQ�VKDOO�HVWDEOLVK��LPSOHPHQW��PDLQWDLQ�DQG�FRQWLQXDOO\�LPSURYH�D�%&06��LQFOXGLQJ�WKH�SURFHVVHV�
QHHGHG�DQG�WKHLU�LQWHUDFWLRQV��LQ�DFFRUGDQFH�ZLWK�WKH�UHTXLUHPHQWV�RI�WKLV�,QWHUQDWLRQDO�6WDQGDUG�

5 Leadership

5.1 Leadership and commitment

3HUVRQV�LQ�WRS�PDQDJHPHQW�DQG�RWKHU�UHOHYDQW�PDQDJHPHQW�UROHV�WKURXJKRXW�WKH�RUJDQL]DWLRQ�VKDOO�GHPRQVWUDWH�
OHDGHUVKLS�ZLWK�UHVSHFW�WR�WKH�%&06�

(;$03/(� 7KLV�OHDGHUVKLS�DQG�FRPPLWPHQW�FDQ�EH�VKRZQ�E\�PRWLYDWLQJ�DQG�HPSRZHULQJ�SHUVRQV�WR�FRQWULEXWH�WR�
WKH�HIIHFWLYHQHVV�RI�WKH�%&06�

5.2 Management commitment

7RS�PDQDJHPHQW�VKDOO�GHPRQVWUDWH�OHDGHUVKLS�DQG�FRPPLWPHQW�ZLWK�UHVSHFW�WR�WKH�%&06�E\

²� HQVXULQJ�WKDW�SROLFLHV�DQG�REMHFWLYHV�DUH�HVWDEOLVKHG�IRU�WKH�EXVLQHVV�FRQWLQXLW\�PDQDJHPHQW�V\VWHP�DQG�
DUH�FRPSDWLEOH�ZLWK�WKH�VWUDWHJLF�GLUHFWLRQ�RI�WKH�RUJDQL]DWLRQ�

²� HQVXULQJ�WKH�LQWHJUDWLRQ�RI�WKH�EXVLQHVV�FRQWLQXLW\�PDQDJHPHQW�V\VWHP�UHTXLUHPHQWV�LQWR�WKH�RUJDQL]DWLRQ¶V�
EXVLQHVV�SURFHVVHV�

²� HQVXULQJ�WKDW�WKH�UHVRXUFHV�QHHGHG�IRU�WKH�EXVLQHVV�FRQWLQXLW\�PDQDJHPHQW�V\VWHP�DUH�DYDLODEOH�

²� FRPPXQLFDWLQJ�WKH�LPSRUWDQFH�RI�HIIHFWLYH�EXVLQHVV�FRQWLQXLW\�PDQDJHPHQW�DQG�FRQIRUPLQJ�WR�WKH�%&06�
UHTXLUHPHQWV�

²� HQVXULQJ�WKDW�WKH�%&06�DFKLHYHV�LWV�LQWHQGHG�RXWFRPH�V��

²� GLUHFWLQJ�DQG�VXSSRUWLQJ�SHUVRQV�WR�FRQWULEXWH�WR�WKH�HIIHFWLYHQHVV�RI�WKH�%&06�

²� SURPRWLQJ�FRQWLQXDO�LPSURYHPHQW��DQG

²� VXSSRUWLQJ�RWKHU�UHOHYDQW�PDQDJHPHQW�UROHV�WR�GHPRQVWUDWH�WKHLU�OHDGHUVKLS�DQG�FRPPLWPHQW�DV�LW�DSSOLHV�
WR�WKHLU�DUHDV�RI�UHVSRQVLELOLW\

10 © ISO 2012 – All rights reserved
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127(��� 5HIHUHQFH� WR� ³EXVLQHVV´� LQ� WKLV� ,QWHUQDWLRQDO�6WDQGDUG� LV� LQWHQGHG� WR�EH� LQWHUSUHWHG�EURDGO\� WR�PHDQ� WKRVH�
DFWLYLWLHV�WKDW�DUH�FRUH�WR�WKH�SXUSRVHV�RI�WKH�RUJDQL]DWLRQ¶V�H[LVWHQFH�

7RS�PDQDJHPHQW�VKDOO�SURYLGH�HYLGHQFH�RI�LWV�FRPPLWPHQW�WR�WKH�HVWDEOLVKPHQW��LPSOHPHQWDWLRQ��RSHUDWLRQ��
PRQLWRULQJ��UHYLHZ��PDLQWHQDQFH��DQG�LPSURYHPHQW�RI�WKH�%&06�E\

²� HVWDEOLVKLQJ�D�EXVLQHVV�FRQWLQXLW\�SROLF\�

²� HQVXULQJ�WKDW�%&06�REMHFWLYHV�DQG�SODQV�DUH�HVWDEOLVKHG�

²� HVWDEOLVKLQJ�UROHV��UHVSRQVLELOLWLHV��DQG�FRPSHWHQFLHV�IRU�EXVLQHVV�FRQWLQXLW\�PDQDJHPHQW��DQG

²� DSSRLQWLQJ� RQH� RU� PRUH� SHUVRQV� WR� EH� UHVSRQVLEOH� IRU� WKH� %&06� ZLWK� WKH� DSSURSULDWH� DXWKRULW\� DQG�
FRPSHWHQFLHV�WR�EH�DFFRXQWDEOH�IRU�WKH�LPSOHPHQWDWLRQ�DQG�PDLQWHQDQFH�RI�WKH�%&06�

127(��� 7KHVH�SHUVRQV�FDQ�KROG�RWKHU�UHVSRQVLELOLWLHV�ZLWKLQ�WKH�RUJDQL]DWLRQ�

7RS�PDQDJHPHQW� VKDOO� HQVXUH� WKDW� WKH� UHVSRQVLELOLWLHV� DQG�DXWKRULWLHV� IRU� UHOHYDQW� UROHV� DUH� DVVLJQHG�DQG�
FRPPXQLFDWHG�ZLWKLQ�WKH�RUJDQL]DWLRQ�E\

²� GH¿QLQJ�WKH�FULWHULD�IRU�DFFHSWLQJ�ULVNV�DQG�WKH�DFFHSWDEOH�OHYHOV�RI�ULVN�

²� DFWLYHO\�HQJDJLQJ�LQ�H[HUFLVLQJ�DQG�WHVWLQJ�

²� HQVXULQJ�WKDW�LQWHUQDO�DXGLWV�RI�WKH�%&06�DUH�FRQGXFWHG�

²� FRQGXFWLQJ�PDQDJHPHQW�UHYLHZV�RI�WKH�%&06��DQG

²� GHPRQVWUDWLQJ�LWV�FRPPLWPHQW�WR�FRQWLQXDO�LPSURYHPHQW�

5.3 Policy

7RS�PDQDJHPHQW�VKDOO�HVWDEOLVK�D�EXVLQHVV�FRQWLQXLW\�SROLF\�WKDW

D�� LV�DSSURSULDWH�WR�WKH�SXUSRVH�RI�WKH�RUJDQL]DWLRQ�

E�� SURYLGHV�D�IUDPHZRUN�IRU�VHWWLQJ�EXVLQHVV�FRQWLQXLW\�REMHFWLYHV�

F�� LQFOXGHV�D�FRPPLWPHQW�WR�VDWLVI\�DSSOLFDEOH�UHTXLUHPHQWV�

G�� LQFOXGHV�D�FRPPLWPHQW�WR�FRQWLQXDO�LPSURYHPHQW�RI�WKH�%&06�

7KH�%&06�SROLF\�VKDOO

²� EH�DYDLODEOH�DV�GRFXPHQWHG�LQIRUPDWLRQ�

²� EH�FRPPXQLFDWHG�ZLWKLQ�WKH�RUJDQL]DWLRQ�

²� EH�DYDLODEOH�WR�LQWHUHVWHG�SDUWLHV��DV�DSSURSULDWH�

²� EH�UHYLHZHG�IRU�FRQWLQXLQJ�VXLWDELOLW\�DW�GH¿QHG�LQWHUYDOV�DQG�ZKHQ�VLJQL¿FDQW�FKDQJHV�RFFXU

7KH�RUJDQL]DWLRQ�VKDOO�UHWDLQ�GRFXPHQWHG�LQIRUPDWLRQ�RQ�WKH�EXVLQHVV�FRQWLQXLW\�SROLF\�

5.4 Organizational roles, responsibilities and authorities

7RS�PDQDJHPHQW� VKDOO� HQVXUH� WKDW� WKH� UHVSRQVLELOLWLHV� DQG�DXWKRULWLHV� IRU� UHOHYDQW� UROHV� DUH� DVVLJQHG�DQG�
FRPPXQLFDWHG�ZLWKLQ�WKH�RUJDQL]DWLRQ�

7RS�PDQDJHPHQW�VKDOO�DVVLJQ�WKH�UHVSRQVLELOLW\�DQG�DXWKRULW\�IRU

D�� HQVXULQJ�WKDW�WKH�PDQDJHPHQW�V\VWHP�FRQIRUPV�WR�WKH�UHTXLUHPHQWV�RI�WKLV�,QWHUQDWLRQDO�6WDQGDUG��DQG

E�� UHSRUWLQJ�RQ�WKH�SHUIRUPDQFH�RI�WKH�%&06�WR�WRS�PDQDJHPHQW�

© ISO 2012 – All rights reserved 11
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6 Planning

6.1 Actions to address risks and opportunities

:KHQ�SODQQLQJ�IRU�WKH�%&06��WKH�RUJDQL]DWLRQ�VKDOO�FRQVLGHU�WKH�LVVXHV�UHIHUUHG�WR�LQ�����DQG�WKH�UHTXLUHPHQWV�
UHIHUUHG�WR�LQ�����DQG�GHWHUPLQH�WKH�ULVNV�DQG�RSSRUWXQLWLHV�WKDW�QHHG�WR�EH�DGGUHVVHG�WR

D�� HQVXUH�WKH�PDQDJHPHQW�V\VWHP�FDQ�DFKLHYH�LWV�LQWHQGHG�RXWFRPH�V��

E�� SUHYHQW��RU�UHGXFH��XQGHVLUHG�HIIHFWV��

F�� DFKLHYH�FRQWLQXDO�LPSURYHPHQW�

7KH�RUJDQL]DWLRQ�VKDOO�SODQ

D�� DFWLRQV�WR�DGGUHVV�WKHVH�ULVNV�DQG�RSSRUWXQLWLHV��

b) how to

��� LQWHJUDWH�DQG�LPSOHPHQW�WKH�DFWLRQV�LQWR�LWV�%&06�SURFHVVHV��VHH������

��� HYDOXDWH�WKH�HIIHFWLYHQHVV�RI�WKHVH�DFWLRQV��VHH������

6.2 Business continuity objectives and plans to achieve them

7RS� PDQDJHPHQW� VKDOO� HQVXUH� WKDW� EXVLQHVV� FRQWLQXLW\� REMHFWLYHV� DUH� HVWDEOLVKHG� DQG� FRPPXQLFDWHG� IRU�
UHOHYDQW�IXQFWLRQV�DQG�OHYHOV�ZLWKLQ�WKH�RUJDQL]DWLRQ�

7KH�EXVLQHVV�FRQWLQXLW\�REMHFWLYHV�VKDOO

D�� EH�FRQVLVWHQW�ZLWK�WKH�EXVLQHVV�FRQWLQXLW\�SROLF\�

E�� WDNH� DFFRXQW� RI� WKH�PLQLPXP� OHYHO� RI� SURGXFWV� DQG� VHUYLFHV� WKDW� LV� DFFHSWDEOH� WR� WKH� RUJDQL]DWLRQ� WR�
DFKLHYH�LWV�REMHFWLYHV�

F�� EH�PHDVXUDEOH�

G�� WDNH�LQWR�DFFRXQW�DSSOLFDEOH�UHTXLUHPHQWV��DQG

H�� EH�PRQLWRUHG�DQG�XSGDWHG�DV�DSSURSULDWH�

7KH�RUJDQL]DWLRQ�VKDOO�UHWDLQ�GRFXPHQWHG�LQIRUPDWLRQ�RQ�WKH�EXVLQHVV�FRQWLQXLW\�REMHFWLYHV�

7R�DFKLHYH�LWV�EXVLQHVV�FRQWLQXLW\�REMHFWLYHV��WKH�RUJDQL]DWLRQ�VKDOO�GHWHUPLQH

²� ZKR�ZLOO�EH�UHVSRQVLEOH�

²� ZKDW�ZLOO�EH�GRQH�

²� ZKDW�UHVRXUFHV�ZLOO�EH�UHTXLUHG�

²� ZKHQ�LW�ZLOO�EH�FRPSOHWHG��DQG

²� KRZ�WKH�UHVXOWV�ZLOO�EH�HYDOXDWHG�

7 Support

7.1 Resources

7KH�RUJDQL]DWLRQ�VKDOO�GHWHUPLQH�DQG�SURYLGH� WKH�UHVRXUFHV�QHHGHG�IRU� WKH�HVWDEOLVKPHQW�� LPSOHPHQWDWLRQ��
PDLQWHQDQFH�DQG�FRQWLQXDO�LPSURYHPHQW�RI�WKH�%&06�

12 © ISO 2012 – All rights reserved
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7.2 Competence

7KH�RUJDQL]DWLRQ�VKDOO

D�� GHWHUPLQH�WKH�QHFHVVDU\�FRPSHWHQFH�RI�SHUVRQ�V��GRLQJ�ZRUN�XQGHU�LWV�FRQWURO�WKDW�DIIHFWV�LWV�SHUIRUPDQFH�

E�� HQVXUH�WKDW�WKHVH�SHUVRQV�DUH�FRPSHWHQW�RQ�WKH�EDVLV�RI�DSSURSULDWH�HGXFDWLRQ��WUDLQLQJ��DQG�H[SHULHQFH�

F�� ZKHUH�DSSOLFDEOH��WDNH�DFWLRQV�WR�DFTXLUH�WKH�QHFHVVDU\�FRPSHWHQFH��DQG�HYDOXDWH�WKH�HIIHFWLYHQHVV�RI�
WKH�DFWLRQV�WDNHQ��DQG

G�� UHWDLQ�DSSURSULDWH�GRFXPHQWHG�LQIRUPDWLRQ�DV�HYLGHQFH�RI�FRPSHWHQFH�

127(� $SSOLFDEOH�DFWLRQV�FDQ�LQFOXGH��IRU�H[DPSOH��WKH�SURYLVLRQ�RI�WUDLQLQJ�WR��WKH�PHQWRULQJ�RI��RU�WKH�UHDVVLJQPHQW�
RI�FXUUHQW�HPSOR\HG�SHUVRQV��RU�WKH�KLULQJ�RU�FRQWUDFWLQJ�RI�FRPSHWHQW�SHUVRQV�

7.3 Awareness

3HUVRQV�GRLQJ�ZRUN�XQGHU�WKH�RUJDQL]DWLRQ¶V�FRQWURO�VKDOO�EH�DZDUH�RI

D�� WKH�EXVLQHVV�FRQWLQXLW\�SROLF\�

E�� WKHLU�FRQWULEXWLRQ�WR�WKH�HIIHFWLYHQHVV�RI�WKH�%&06��LQFOXGLQJ�WKH�EHQH¿WV�RI�LPSURYHG�EXVLQHVV�FRQWLQXLW\�
PDQDJHPHQW�SHUIRUPDQFH�

F�� WKH�LPSOLFDWLRQV�RI�QRW�FRQIRUPLQJ�ZLWK�WKH�%&06�UHTXLUHPHQWV��DQG

d) their own role during disruptive incidents.

7.4 Communication

7KH�RUJDQL]DWLRQ�VKDOO�GHWHUPLQH�WKH�QHHG�IRU�LQWHUQDO�DQG�H[WHUQDO�FRPPXQLFDWLRQV�UHOHYDQW�WR�WKH�%&06�LQFOXGLQJ

D�� RQ�ZKDW�LW�ZLOO�FRPPXQLFDWH�

E�� ZKHQ�WR�FRPPXQLFDWH��

F�� ZLWK�ZKRP�WR�FRPPXQLFDWH�

7KH�RUJDQL]DWLRQ�VKDOO�HVWDEOLVK��LPSOHPHQW��DQG�PDLQWDLQ�SURFHGXUH�V��IRU

²� LQWHUQDO�FRPPXQLFDWLRQ�DPRQJVW�LQWHUHVWHG�SDUWLHV�DQG�HPSOR\HHV�ZLWKLQ�WKH�RUJDQL]DWLRQ�

²� H[WHUQDO�FRPPXQLFDWLRQ�ZLWK�FXVWRPHUV��SDUWQHU�HQWLWLHV��ORFDO�FRPPXQLW\��DQG�RWKHU�LQWHUHVWHG�SDUWLHV��
LQFOXGLQJ�WKH�PHGLD�

²� UHFHLYLQJ��GRFXPHQWLQJ��DQG�UHVSRQGLQJ�WR�FRPPXQLFDWLRQ�IURP�LQWHUHVWHG�SDUWLHV�

²� DGDSWLQJ�DQG� LQWHJUDWLQJ�D�QDWLRQDO�RU�UHJLRQDO� WKUHDW�DGYLVRU\�V\VWHP��RU�HTXLYDOHQW�� LQWR�SODQQLQJ�DQG�
RSHUDWLRQDO�XVH��LI�DSSURSULDWH�

²� HQVXULQJ�DYDLODELOLW\�RI�WKH�PHDQV�RI�FRPPXQLFDWLRQ�GXULQJ�D�GLVUXSWLYH�LQFLGHQW�

²� IDFLOLWDWLQJ� VWUXFWXUHG� FRPPXQLFDWLRQ� ZLWK� DSSURSULDWH� DXWKRULWLHV� DQG� HQVXULQJ� WKH� LQWHURSHUDELOLW\� RI�
PXOWLSOH�UHVSRQGLQJ�RUJDQL]DWLRQV�DQG�SHUVRQQHO��ZKHUH�DSSURSULDWH��DQG

²� RSHUDWLQJ� DQG� WHVWLQJ� RI� FRPPXQLFDWLRQV� FDSDELOLWLHV� LQWHQGHG� IRU� XVH� GXULQJ� GLVUXSWLRQ� RI� QRUPDO�
FRPPXQLFDWLRQV�

127(� )XUWKHU�UHTXLUHPHQWV�IRU�FRPPXQLFDWLRQ�LQ�UHVSRQVH�WR�DQ�LQFLGHQW�DUH�VSHFL¿HG�LQ�������
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7.5 Documented information

7.5.1 General

7KH�RUJDQL]DWLRQ¶V�%&06�VKDOO�LQFOXGH

²� GRFXPHQWHG�LQIRUPDWLRQ�UHTXLUHG�E\�WKLV�,QWHUQDWLRQDO�6WDQGDUG��DQG

²� GRFXPHQWHG�LQIRUPDWLRQ�GHWHUPLQHG�E\�WKH�RUJDQL]DWLRQ�DV�EHLQJ�QHFHVVDU\�IRU�WKH�HIIHFWLYHQHVV�RI�WKH�%&06�

127(� 7KH�H[WHQW�RI�GRFXPHQWHG�LQIRUPDWLRQ�IRU�D�%&06�FDQ�GLIIHU�IURP�RQH�RUJDQL]DWLRQ�WR�DQRWKHU�GXH�WR

²� WKH�VL]H�RI�RUJDQL]DWLRQ�DQG�LWV�W\SH�RI�DFWLYLWLHV��SURFHVVHV��SURGXFWV�DQG�VHUYLFHV�

²� WKH�FRPSOH[LW\�RI�SURFHVVHV�DQG�WKHLU�LQWHUDFWLRQV��DQG

— the competence of persons.

7.5.2 Creating and updating

:KHQ�FUHDWLQJ�DQG�XSGDWLQJ�GRFXPHQWHG�LQIRUPDWLRQ��WKH�RUJDQL]DWLRQ�VKDOO�HQVXUH�DSSURSULDWH

D�� LGHQWL¿FDWLRQ�DQG�GHVFULSWLRQ��H�J��D�WLWOH��GDWH��DXWKRU�RU�UHIHUHQFH�QXPEHU��

E�� IRUPDW� �H�J�� ODQJXDJH�� VRIWZDUH� YHUVLRQ�� JUDSKLFV�� DQG�PHGLD� �H�J�� SDSHU�� HOHFWURQLF��� DQG� UHYLHZ� DQG�
DSSURYDO�IRU�VXLWDELOLW\�DQG�DGHTXDF\�

7.5.3 Control of documented information

'RFXPHQWHG�LQIRUPDWLRQ�UHTXLUHG�E\�WKH�%&06�DQG�E\�WKLV�,QWHUQDWLRQDO�6WDQGDUG�VKDOO�EH�FRQWUROOHG�WR�HQVXUH

D�� LW�LV�DYDLODEOH�DQG�VXLWDEOH�IRU�XVH��ZKHUH�DQG�ZKHQ�LW�LV�QHHGHG�

E�� LW�LV�DGHTXDWHO\�SURWHFWHG��H�J��IURP�ORVV�RI�FRQ¿GHQWLDOLW\��LPSURSHU�XVH��RU�ORVV�RI�LQWHJULW\���

)RU�WKH�FRQWURO�RI�GRFXPHQWHG�LQIRUPDWLRQ��WKH�RUJDQL]DWLRQ�VKDOO�DGGUHVV�WKH�IROORZLQJ�DFWLYLWLHV��DV�DSSOLFDEOH

²� GLVWULEXWLRQ��DFFHVV��UHWULHYDO�DQG�XVH�

²� VWRUDJH�DQG�SUHVHUYDWLRQ��LQFOXGLQJ�SUHVHUYDWLRQ�RI�OHJLELOLW\�

²� FRQWURO�RI�FKDQJHV��H�J��YHUVLRQ�FRQWURO��

²� UHWHQWLRQ�DQG�GLVSRVLWLRQ

²� UHWULHYDO�DQG�XVH�

²� SUHVHUYDWLRQ�RI�OHJLELOLW\��L�H��FOHDU�HQRXJK�WR�UHDG���DQG

²� SUHYHQWLRQ�RI�WKH�XQLQWHQGHG�XVH�RI�REVROHWH�LQIRUPDWLRQ�

'RFXPHQWHG�LQIRUPDWLRQ�RI�H[WHUQDO�RULJLQ�GHWHUPLQHG�E\�WKH�RUJDQL]DWLRQ�WR�EH�QHFHVVDU\�IRU�WKH�SODQQLQJ�DQG�
RSHUDWLRQ�RI�WKH�%&06�VKDOO�EH�LGHQWL¿HG��DV�DSSURSULDWH��DQG�FRQWUROOHG�

:KHQ�HVWDEOLVKLQJ�FRQWURO�RI�GRFXPHQWHG�LQIRUPDWLRQ��WKH�RUJDQL]DWLRQ�VKDOO�HQVXUH�WKDW�WKHUH�LV�DGHTXDWH�SURWHFWLRQ�
IRU�WKH�GRFXPHQWHG�LQIRUPDWLRQ��H�J��SURWHFWLRQ�DJDLQVW�FRPSURPLVH��XQDXWKRUL]HG�PRGL¿FDWLRQ�RU�GHOHWLRQ��

127(� $FFHVV�LPSOLHV�D�GHFLVLRQ�UHJDUGLQJ�WKH�SHUPLVVLRQ�WR�YLHZ�WKH�GRFXPHQWHG�LQIRUPDWLRQ��RU�WKH�SHUPLVVLRQ�
DQG�DXWKRULW\�WR�YLHZ�DQG�FKDQJH�WKH�GRFXPHQWHG�LQIRUPDWLRQ��HWF�

14 © ISO 2012 – All rights reserved
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8 Operation

8.1 Operational planning and control

7KH� RUJDQL]DWLRQ� VKDOO� SODQ�� LPSOHPHQW� DQG� FRQWURO� WKH� SURFHVVHV� QHHGHG� WR� PHHW� UHTXLUHPHQWV�� DQG� WR�
LPSOHPHQW�WKH�DFWLRQV�GHWHUPLQHG�LQ������E\

D�� HVWDEOLVKLQJ�FULWHULD�IRU�WKH�SURFHVVHV�

E�� LPSOHPHQWLQJ�FRQWURO�RI�WKH�SURFHVVHV�LQ�DFFRUGDQFH�ZLWK�WKH�FULWHULD��DQG

F�� NHHSLQJ�GRFXPHQWHG� LQIRUPDWLRQ� WR� WKH�H[WHQW�QHFHVVDU\� WR�KDYH�FRQ¿GHQFH� WKDW� WKH�SURFHVVHV�KDYH�
EHHQ�FDUULHG�RXW�DV�SODQQHG�

7KH�RUJDQL]DWLRQ�VKDOO�FRQWURO�SODQQHG�FKDQJHV�DQG�UHYLHZ�WKH�FRQVHTXHQFHV�RI�XQLQWHQGHG�FKDQJHV��WDNLQJ�
DFWLRQ�WR�PLWLJDWH�DQ\�DGYHUVH�HIIHFWV��DV�QHFHVVDU\�

7KH�RUJDQL]DWLRQ�VKDOO�HQVXUH�WKDW�RXWVRXUFHG�SURFHVVHV�DUH�FRQWUROOHG�

8.2 Business impact analysis and risk assessment

8.2.1 General

7KH� RUJDQL]DWLRQ� VKDOO� HVWDEOLVK�� LPSOHPHQW� DQG�PDLQWDLQ� D� IRUPDO� DQG� GRFXPHQWHG� SURFHVV� IRU� EXVLQHVV�
LPSDFW�DQDO\VLV�DQG�ULVN�DVVHVVPHQW�WKDW

D�� HVWDEOLVKHV� WKH� FRQWH[W� RI� WKH� DVVHVVPHQW�� GH¿QHV� FULWHULD� DQG� HYDOXDWHV� WKH� SRWHQWLDO� LPSDFW� RI� D�
GLVUXSWLYH�LQFLGHQW�

E�� WDNHV�LQWR�DFFRXQW�OHJDO�DQG�RWKHU�UHTXLUHPHQWV�WR�ZKLFK�WKH�RUJDQL]DWLRQ�VXEVFULEHV�

F�� LQFOXGHV�V\VWHPDWLF�DQDO\VLV��SULRULWL]DWLRQ�RI�ULVN�WUHDWPHQWV��DQG�WKHLU�UHODWHG�FRVWV�

G�� GH¿QHV�WKH�UHTXLUHG�RXWSXW�IURP�WKH�EXVLQHVV�LPSDFW�DQDO\VLV�DQG�ULVN�DVVHVVPHQW��DQG

H�� VSHFL¿HV�WKH�UHTXLUHPHQWV�IRU�WKLV�LQIRUPDWLRQ�WR�EH�NHSW�XS�WR�GDWH�DQG�FRQ¿GHQWLDO�

127(� 7KHUH�DUH�YDULRXV�PHWKRGRORJLHV�IRU�EXVLQHVV�LPSDFW�DQDO\VLV�DQG�ULVN�DVVHVVPHQW�ZKLFK�ZLOO�GHWHUPLQH�WKH�
order in which these will be conducted.

8.2.2 Business impact analysis

7KH�RUJDQL]DWLRQ�VKDOO�HVWDEOLVK�� LPSOHPHQW��DQG�PDLQWDLQ�D�IRUPDO�DQG�GRFXPHQWHG�HYDOXDWLRQ�SURFHVV�IRU�
GHWHUPLQLQJ�FRQWLQXLW\�DQG�UHFRYHU\�SULRULWLHV��REMHFWLYHV�DQG�WDUJHWV��7KLV�SURFHVV�VKDOO�LQFOXGH�DVVHVVLQJ�WKH�
LPSDFWV�RI�GLVUXSWLQJ�DFWLYLWLHV�WKDW�VXSSRUW�WKH�RUJDQL]DWLRQ¶V�SURGXFWV�DQG�VHUYLFHV�

7KH�EXVLQHVV�LPSDFW�DQDO\VLV�VKDOO�LQFOXGH�WKH�IROORZLQJ�

D�� LGHQWLI\LQJ�DFWLYLWLHV�WKDW�VXSSRUW�WKH�SURYLVLRQ�RI�SURGXFWV�DQG�VHUYLFHV�

E�� DVVHVVLQJ�WKH�LPSDFWV�RYHU�WLPH�RI�QRW�SHUIRUPLQJ�WKHVH�DFWLYLWLHV�

F�� VHWWLQJ�SULRULWL]HG�WLPHIUDPHV�IRU�UHVXPLQJ�WKHVH�DFWLYLWLHV�DW�D�VSHFL¿HG�PLQLPXP�DFFHSWDEOH�OHYHO��WDNLQJ�
LQWR�FRQVLGHUDWLRQ�WKH�WLPH�ZLWKLQ�ZKLFK�WKH�LPSDFWV�RI�QRW�UHVXPLQJ�WKHP�ZRXOG�EHFRPH�XQDFFHSWDEOH��DQG

G�� LGHQWLI\LQJ� GHSHQGHQFLHV� DQG� VXSSRUWLQJ� UHVRXUFHV� IRU� WKHVH� DFWLYLWLHV�� LQFOXGLQJ� VXSSOLHUV�� RXWVRXUFH�
SDUWQHUV�DQG�RWKHU�UHOHYDQW�LQWHUHVWHG�SDUWLHV�

© ISO 2012 – All rights reserved 15
--`````,`,,`````````,`,```,,,-`-`,,`,,`,`,,`---



ISO 22301:2012(E)

8.2.3 Risk assessment

7KH�RUJDQL]DWLRQ�VKDOO�HVWDEOLVK��LPSOHPHQW��DQG�PDLQWDLQ�D�IRUPDO�GRFXPHQWHG�ULVN�DVVHVVPHQW�SURFHVV�WKDW�
V\VWHPDWLFDOO\�LGHQWL¿HV��DQDO\VHV��DQG�HYDOXDWHV�WKH�ULVN�RI�GLVUXSWLYH�LQFLGHQWV�WR�WKH�RUJDQL]DWLRQ�

127(� 7KLV�SURFHVV�FRXOG�EH�PDGH�LQ�DFFRUGDQFH�ZLWK�,62�������

7KH�RUJDQL]DWLRQ�VKDOO

D�� LGHQWLI\�ULVNV�RI�GLVUXSWLRQ�WR�WKH�RUJDQL]DWLRQ¶V�SULRULWL]HG�DFWLYLWLHV�DQG�WKH�SURFHVVHV��V\VWHPV��LQIRUPDWLRQ��
SHRSOH��DVVHWV��RXWVRXUFH�SDUWQHUV�DQG�RWKHU�UHVRXUFHV�WKDW�VXSSRUW�WKHP�

E�� V\VWHPDWLFDOO\�DQDO\VH�ULVN�

F�� HYDOXDWH�ZKLFK�GLVUXSWLRQ�UHODWHG�ULVNV�UHTXLUH�WUHDWPHQW��DQG

G�� LGHQWLI\� WUHDWPHQWV� FRPPHQVXUDWH� ZLWK� EXVLQHVV� FRQWLQXLW\� REMHFWLYHV� DQG� LQ� DFFRUGDQFH� ZLWK� WKH�
RUJDQL]DWLRQ¶V�ULVN�DSSHWLWH�

127(� 7KH�RUJDQL]DWLRQ�PXVW�EH�DZDUH�WKDW�FHUWDLQ�¿QDQFLDO�RU�JRYHUQPHQWDO�REOLJDWLRQV�UHTXLUH�WKH�FRPPXQLFDWLRQ�
RI�WKHVH�ULVNV�DW�YDU\LQJ�OHYHOV�RI�GHWDLO��,Q�DGGLWLRQ��FHUWDLQ�VRFLHWDO�QHHGV�FDQ�DOVR�ZDUUDQW�VKDULQJ�RI�WKLV�LQIRUPDWLRQ�DW�
DQ�DSSURSULDWH�OHYHO�RI�GHWDLO�

8.3 Business continuity strategy

8.3.1 Determination and selection

'HWHUPLQDWLRQ�DQG�VHOHFWLRQ�RI�VWUDWHJ\�VKDOO�EH�EDVHG�RQ�WKH�RXWSXWV�IURP�WKH�EXVLQHVV�LPSDFW�DQDO\VLV�DQG�
ULVN�DVVHVVPHQW�

7KH�RUJDQL]DWLRQ�VKDOO�GHWHUPLQH�DQ�DSSURSULDWH�EXVLQHVV�FRQWLQXLW\�VWUDWHJ\�IRU

D�� SURWHFWLQJ�SULRULWL]HG�DFWLYLWLHV�

E�� VWDELOL]LQJ��FRQWLQXLQJ��UHVXPLQJ�DQG�UHFRYHULQJ�SULRULWL]HG�DFWLYLWLHV�DQG�WKHLU�GHSHQGHQFLHV�DQG�VXSSRUWLQJ�
UHVRXUFHV��DQG

F�� PLWLJDWLQJ��UHVSRQGLQJ�WR�DQG�PDQDJLQJ�LPSDFWV�

7KH�GHWHUPLQDWLRQ�RI�VWUDWHJ\�VKDOO�LQFOXGH�DSSURYLQJ�SULRULWL]HG�WLPH�IUDPHV�IRU�WKH�UHVXPSWLRQ�RI�DFWLYLWLHV�

7KH�RUJDQL]DWLRQ�VKDOO�FRQGXFW�HYDOXDWLRQV�RI�WKH�EXVLQHVV�FRQWLQXLW\�FDSDELOLWLHV�RI�VXSSOLHUV�

8.3.2 Establishing resource requirements

7KH�RUJDQL]DWLRQ�VKDOO�GHWHUPLQH�WKH�UHVRXUFH�UHTXLUHPHQWV�WR�LPSOHPHQW�WKH�VHOHFWHG�VWUDWHJLHV��7KH�W\SHV�RI�
UHVRXUFHV�FRQVLGHUHG�VKDOO�LQFOXGH�EXW�QRW�EH�OLPLWHG�WR

D�� SHRSOH�

E�� LQIRUPDWLRQ�DQG�GDWD�

F�� EXLOGLQJV��ZRUN�HQYLURQPHQW�DQG�DVVRFLDWHG�XWLOLWLHV�

G�� IDFLOLWLHV��HTXLSPHQW�DQG�FRQVXPDEOHV�

H�� LQIRUPDWLRQ�DQG�FRPPXQLFDWLRQ�WHFKQRORJ\��,&7��V\VWHPV

I�� WUDQVSRUWDWLRQ

J�� ¿QDQFH��DQG

K�� SDUWQHUV�DQG�VXSSOLHUV�

16 © ISO 2012 – All rights reserved
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8.3.3 Protection and mitigation

)RU�LGHQWL¿HG�ULVNV�UHTXLULQJ�WUHDWPHQW��WKH�RUJDQL]DWLRQ�VKDOO�FRQVLGHU�SURDFWLYH�PHDVXUHV�WKDW

D�� UHGXFH�WKH�OLNHOLKRRG�RI�GLVUXSWLRQ�

E�� VKRUWHQ�WKH�SHULRG�RI�GLVUXSWLRQ��DQG

F�� OLPLW�WKH�LPSDFW�RI�GLVUXSWLRQ�RQ�WKH�RUJDQL]DWLRQ¶V�NH\�SURGXFWV�DQG�VHUYLFHV�

7KH�RUJDQL]DWLRQ�VKDOO�FKRRVH�DQG�LPSOHPHQW�DSSURSULDWH�ULVN�WUHDWPHQWV�LQ�DFFRUGDQFH�ZLWK�LWV�ULVN�DSSHWLWH�

8.4 Establish and implement business continuity procedures

8.4.1 General

7KH�RUJDQL]DWLRQ�VKDOO�HVWDEOLVK��LPSOHPHQW��DQG�PDLQWDLQ�EXVLQHVV�FRQWLQXLW\�SURFHGXUHV�WR�PDQDJH�D�GLVUXSWLYH�
LQFLGHQW�DQG�FRQWLQXH�LWV�DFWLYLWLHV�EDVHG�RQ�UHFRYHU\�REMHFWLYHV�LGHQWL¿HG�LQ�WKH�EXVLQHVV�LPSDFW�DQDO\VLV�

7KH� RUJDQL]DWLRQ� VKDOO� GRFXPHQW� SURFHGXUHV� �LQFOXGLQJ� QHFHVVDU\� DUUDQJHPHQWV�� WR� HQVXUH� FRQWLQXLW\� RI�
DFWLYLWLHV�DQG�PDQDJHPHQW�RI�D�GLVUXSWLYH�LQFLGHQW�

7KH�SURFHGXUHV�VKDOO

D�� HVWDEOLVK�DQ�DSSURSULDWH�LQWHUQDO�DQG�H[WHUQDO�FRPPXQLFDWLRQV�SURWRFRO�

E�� EH�VSHFL¿F�UHJDUGLQJ�WKH�LPPHGLDWH�VWHSV�WKDW�DUH�WR�EH�WDNHQ�GXULQJ�D�GLVUXSWLRQ�

F�� EH�ÀH[LEOH�WR�UHVSRQG�WR�XQDQWLFLSDWHG�WKUHDWV�DQG�FKDQJLQJ�LQWHUQDO�DQG�H[WHUQDO�FRQGLWLRQV�

G�� IRFXV�RQ�WKH�LPSDFW�RI�HYHQWV�WKDW�FRXOG�SRWHQWLDOO\�GLVUXSW�RSHUDWLRQV�

H�� EH�GHYHORSHG�EDVHG�RQ�VWDWHG�DVVXPSWLRQV�DQG�DQ�DQDO\VLV�RI�LQWHUGHSHQGHQFLHV��DQG

I�� EH�HIIHFWLYH�LQ�PLQLPL]LQJ�FRQVHTXHQFHV�WKURXJK�LPSOHPHQWDWLRQ�RI�DSSURSULDWH�PLWLJDWLRQ�VWUDWHJLHV�

8.4.2 Incident response structure

7KH� RUJDQL]DWLRQ� VKDOO� HVWDEOLVK�� GRFXPHQW�� DQG� LPSOHPHQW� SURFHGXUHV� DQG� D� PDQDJHPHQW� VWUXFWXUH� WR�
UHVSRQG�WR�D�GLVUXSWLYH�LQFLGHQW�XVLQJ�SHUVRQQHO�ZLWK�WKH�QHFHVVDU\�UHVSRQVLELOLW\��DXWKRULW\�DQG�FRPSHWHQFH�
WR�PDQDJH�DQ�LQFLGHQW�

7KH�UHVSRQVH�VWUXFWXUH�VKDOO

D�� LGHQWLI\�LPSDFW�WKUHVKROGV�WKDW�MXVWLI\�LQLWLDWLRQ�RI�IRUPDO�UHVSRQVH�

E�� DVVHVV�WKH�QDWXUH�DQG�H[WHQW�RI�D�GLVUXSWLYH�LQFLGHQW�DQG�LWV�SRWHQWLDO�LPSDFW�

F�� DFWLYDWH�DQ�DSSURSULDWH�EXVLQHVV�FRQWLQXLW\�UHVSRQVH�

G�� KDYH�SURFHVVHV��DQG�SURFHGXUHV�IRU�WKH�DFWLYDWLRQ��RSHUDWLRQ��FRRUGLQDWLRQ��DQG�FRPPXQLFDWLRQ�RI�WKH�UHVSRQVH�

H�� KDYH� UHVRXUFHV�DYDLODEOH� WR�VXSSRUW� WKH�SURFHVVHV�DQG�SURFHGXUHV� WR�PDQDJH�D�GLVUXSWLYH� LQFLGHQW� LQ�
RUGHU�WR�PLQLPL]H�LPSDFW��DQG

I�� FRPPXQLFDWH�ZLWK�LQWHUHVWHG�SDUWLHV�DQG�DXWKRULWLHV��DV�ZHOO�DV�WKH�PHGLD�

7KH�RUJDQL]DWLRQ�VKDOO�GHFLGH��XVLQJ�OLIH�VDIHW\�DV�WKH�¿UVW�SULRULW\�DQG�LQ�FRQVXOWDWLRQ�ZLWK�UHOHYDQW�LQWHUHVWHG�
SDUWLHV��ZKHWKHU�WR�FRPPXQLFDWH�H[WHUQDOO\�DERXW�LWV�VLJQL¿FDQW�ULVNV�DQG�LPSDFWV�DQG�GRFXPHQW�LWV�GHFLVLRQ��,I�
WKH�GHFLVLRQ�LV�WR�FRPPXQLFDWH�WKHQ�WKH�RUJDQL]DWLRQ�VKDOO�HVWDEOLVK�DQG�LPSOHPHQW�SURFHGXUHV�IRU�WKLV�H[WHUQDO�
FRPPXQLFDWLRQ��DOHUWV�DQG�ZDUQLQJV�LQFOXGLQJ�WKH�PHGLD�DV�DSSURSULDWH�
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8.4.3 Warning and communication

7KH�RUJDQL]DWLRQ�VKDOO�HVWDEOLVK��LPSOHPHQW�DQG�PDLQWDLQ�SURFHGXUHV�IRU

D�� GHWHFWLQJ�DQ�LQFLGHQW�

E�� UHJXODU�PRQLWRULQJ�RI�DQ�LQFLGHQW�

F�� LQWHUQDO� FRPPXQLFDWLRQ� ZLWKLQ� WKH� RUJDQL]DWLRQ� DQG� UHFHLYLQJ�� GRFXPHQWLQJ� DQG� UHVSRQGLQJ� WR�
FRPPXQLFDWLRQ�IURP�LQWHUHVWHG�SDUWLHV�

G�� UHFHLYLQJ��GRFXPHQWLQJ�DQG�UHVSRQGLQJ�WR�DQ\�QDWLRQDO�RU�UHJLRQDO�ULVN�DGYLVRU\�V\VWHP�RU�HTXLYDOHQW�

H�� DVVXULQJ�DYDLODELOLW\�RI�WKH�PHDQV�RI�FRPPXQLFDWLRQ�GXULQJ�D�GLVUXSWLYH�LQFLGHQW�

I�� IDFLOLWDWLQJ�VWUXFWXUHG�FRPPXQLFDWLRQ�ZLWK�HPHUJHQF\�UHVSRQGHUV�

J�� UHFRUGLQJ�RI�YLWDO�LQIRUPDWLRQ�DERXW�WKH�LQFLGHQW��DFWLRQV�WDNHQ�DQG�GHFLVLRQV�PDGH��DQG�WKH�IROORZLQJ�VKDOO�
DOVR�EH�FRQVLGHUHG�DQG�LPSOHPHQWHG�ZKHUH�DSSOLFDEOH�

²� DOHUWLQJ�LQWHUHVWHG�SDUWLHV�SRWHQWLDOO\�LPSDFWHG�E\�DQ�DFWXDO�RU�LPSHQGLQJ�GLVUXSWLYH�LQFLGHQW�

²� DVVXULQJ�WKH�LQWHURSHUDELOLW\�RI�PXOWLSOH�UHVSRQGLQJ�RUJDQL]DWLRQV�DQG�SHUVRQQHO�

²� RSHUDWLRQ�RI�D�FRPPXQLFDWLRQV�IDFLOLW\�

7KH�FRPPXQLFDWLRQ�DQG�ZDUQLQJ�SURFHGXUHV�VKDOO�EH�UHJXODUO\�H[HUFLVHG�

8.4.4 Business continuity plans

7KH�RUJDQL]DWLRQ�VKDOO�HVWDEOLVK�GRFXPHQWHG�SURFHGXUHV� IRU� UHVSRQGLQJ� WR�D�GLVUXSWLYH� LQFLGHQW�DQG�KRZ� LW�
ZLOO� FRQWLQXH�RU� UHFRYHU� LWV�DFWLYLWLHV�ZLWKLQ�D�SUHGHWHUPLQHG� WLPHIUDPH��6XFK�SURFHGXUHV�VKDOO�DGGUHVV� WKH�
UHTXLUHPHQWV�RI�WKRVH�ZKR�ZLOO�XVH�WKHP�

7KH�EXVLQHVV�FRQWLQXLW\�SODQV�VKDOO�FROOHFWLYHO\�FRQWDLQ

D�� GH¿QHG�UROHV�DQG�UHVSRQVLELOLWLHV�IRU�SHRSOH�DQG�WHDPV�KDYLQJ�DXWKRULW\�GXULQJ�DQG�IROORZLQJ�DQ�LQFLGHQW�

E�� D�SURFHVV�IRU�DFWLYDWLQJ�WKH�UHVSRQVH�

F�� GHWDLOV�WR�PDQDJH�WKH�LPPHGLDWH�FRQVHTXHQFHV�RI�D�GLVUXSWLYH�LQFLGHQW�JLYLQJ�GXH�UHJDUG�WR

��� WKH�ZHOIDUH�RI�LQGLYLGXDOV�

��� VWUDWHJLF��WDFWLFDO�DQG�RSHUDWLRQDO�RSWLRQV�IRU�UHVSRQGLQJ�WR�WKH�GLVUXSWLRQ��DQG

��� SUHYHQWLRQ�RI�IXUWKHU�ORVV�RU�XQDYDLODELOLW\�RI�SULRULWL]HG�DFWLYLWLHV�

G�� GHWDLOV�RQ�KRZ�DQG�XQGHU�ZKDW�FLUFXPVWDQFHV�WKH�RUJDQL]DWLRQ�ZLOO�FRPPXQLFDWH�ZLWK�HPSOR\HHV�DQG�WKHLU�
UHODWLYHV��NH\�LQWHUHVWHG�SDUWLHV�DQG�HPHUJHQF\�FRQWDFWV�

H�� KRZ�WKH�RUJDQL]DWLRQ�ZLOO�FRQWLQXH�RU�UHFRYHU�LWV�SULRULWL]HG�DFWLYLWLHV�ZLWKLQ�SUHGHWHUPLQHG�WLPHIUDPHV�

I�� GHWDLOV�RI�WKH�RUJDQL]DWLRQ¶V�PHGLD�UHVSRQVH�IROORZLQJ�DQ�LQFLGHQW��LQFOXGLQJ

��� D�FRPPXQLFDWLRQV�VWUDWHJ\�

��� SUHIHUUHG�LQWHUIDFH�ZLWK�WKH�PHGLD�

��� JXLGHOLQH�RU�WHPSODWH�IRU�GUDIWLQJ�D�VWDWHPHQW�IRU�WKH�PHGLD��DQG

��� DSSURSULDWH�VSRNHVSHRSOH�

J�� D�SURFHVV�IRU�VWDQGLQJ�GRZQ�RQFH�WKH�LQFLGHQW�LV�RYHU�

18 © ISO 2012 – All rights reserved
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(DFK�SODQ�VKDOO�GH¿QH

²� SXUSRVH�DQG�VFRSH�

²� REMHFWLYHV�

²� DFWLYDWLRQ�FULWHULD�DQG�SURFHGXUHV�

²� LPSOHPHQWDWLRQ�SURFHGXUHV�

²� UROHV��UHVSRQVLELOLWLHV��DQG�DXWKRULWLHV�

²� FRPPXQLFDWLRQ�UHTXLUHPHQWV�DQG�SURFHGXUHV�

²� LQWHUQDO�DQG�H[WHUQDO�LQWHUGHSHQGHQFLHV�DQG�LQWHUDFWLRQV�

²� UHVRXUFH�UHTXLUHPHQWV��DQG

²� LQIRUPDWLRQ�ÀRZ�DQG�GRFXPHQWDWLRQ�SURFHVVHV�

8.4.5 Recovery

7KH�RUJDQL]DWLRQ�VKDOO�KDYH�GRFXPHQWHG�SURFHGXUHV�WR�UHVWRUH�DQG�UHWXUQ�EXVLQHVV�DFWLYLWLHV�IURP�WKH�WHPSRUDU\�
PHDVXUHV�DGRSWHG�WR�VXSSRUW�QRUPDO�EXVLQHVV�UHTXLUHPHQWV�DIWHU�DQ�LQFLGHQW�

8.5 Exercising and testing

7KH�RUJDQL]DWLRQ�VKDOO�H[HUFLVH�DQG�WHVW�LWV�EXVLQHVV�FRQWLQXLW\�SURFHGXUHV�WR�HQVXUH�WKDW�WKH\�DUH�FRQVLVWHQW�
ZLWK�LWV�EXVLQHVV�FRQWLQXLW\�REMHFWLYHV�

7KH�RUJDQL]DWLRQ�VKDOO�FRQGXFW�H[HUFLVHV�DQG�WHVWV�WKDW

D�� DUH�FRQVLVWHQW�ZLWK�WKH�VFRSH�DQG�REMHFWLYHV�RI�WKH�%&06�

E�� DUH�EDVHG�RQ�DSSURSULDWH�VFHQDULRV�WKDW�DUH�ZHOO�SODQQHG�ZLWK�FOHDUO\�GH¿QHG�DLPV�DQG�REMHFWLYHV�

F�� WDNHQ� WRJHWKHU�RYHU� WLPH�YDOLGDWH� WKH�ZKROH�RI� LWV�EXVLQHVV�FRQWLQXLW\�DUUDQJHPHQWV�� LQYROYLQJ� UHOHYDQW�
LQWHUHVWHG�SDUWLHV�

G�� PLQLPL]H�WKH�ULVN�RI�GLVUXSWLRQ�RI�RSHUDWLRQV�

H�� SURGXFH� IRUPDOL]HG� SRVW�H[HUFLVH� UHSRUWV� WKDW� FRQWDLQ� RXWFRPHV�� UHFRPPHQGDWLRQV� DQG� DFWLRQV� WR�
LPSOHPHQW�LPSURYHPHQWV�

I�� DUH�UHYLHZHG�ZLWKLQ�WKH�FRQWH[W�RI�SURPRWLQJ�FRQWLQXDO�LPSURYHPHQW��DQG

J�� DUH�FRQGXFWHG�DW�SODQQHG�LQWHUYDOV�DQG�ZKHQ�WKHUH�DUH�VLJQL¿FDQW�FKDQJHV�ZLWKLQ�WKH�RUJDQL]DWLRQ�RU�WR�
WKH�HQYLURQPHQW�LQ�ZKLFK�LW�RSHUDWHV�

9 Performance evaluation

9.1 Monitoring, measurement, analysis and evaluation

9.1.1 General

7KH�RUJDQL]DWLRQ�VKDOO�GHWHUPLQH

D�� ZKDW�QHHGV�WR�EH�PRQLWRUHG�DQG�PHDVXUHG�

E�� WKH�PHWKRGV�IRU�PRQLWRULQJ��PHDVXUHPHQW��DQDO\VLV�DQG�HYDOXDWLRQ��DV�DSSOLFDEOH��WR�HQVXUH�YDOLG�UHVXOWV�

F�� ZKHQ�WKH�PRQLWRULQJ�DQG�PHDVXULQJ�VKDOO�EH�SHUIRUPHG��DQG
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G�� ZKHQ�WKH�UHVXOWV�IURP�PRQLWRULQJ�DQG�PHDVXUHPHQW�VKDOO�EH�DQDO\VHG�DQG�HYDOXDWHG�

7KH�RUJDQL]DWLRQ�VKDOO�UHWDLQ�DSSURSULDWH�GRFXPHQWHG�LQIRUPDWLRQ�DV�HYLGHQFH�RI�WKH�UHVXOWV�

7KH�RUJDQL]DWLRQ�VKDOO�HYDOXDWH�WKH�%&06�SHUIRUPDQFH�DQG�WKH�HIIHFWLYHQHVV�RI�WKH�%&06��

$GGLWLRQDOO\��WKH�RUJDQL]DWLRQ�VKDOO

²� WDNH�DFWLRQ�ZKHQ�QHFHVVDU\�WR�DGGUHVV�DGYHUVH�WUHQGV�RU�UHVXOWV�EHIRUH�D�QRQFRQIRUPLW\�RFFXUV��DQG

²� UHWDLQ�UHOHYDQW�GRFXPHQWHG�LQIRUPDWLRQ�DV�HYLGHQFH�RI�WKH�UHVXOWV�

7KH�SURFHGXUHV�IRU�PRQLWRULQJ�SHUIRUPDQFH�VKDOO�SURYLGH�IRU

²� WKH�VHWWLQJ�RI�SHUIRUPDQFH�PHWULFV�DSSURSULDWH�WR�WKH�QHHGV�RI�WKH�RUJDQL]DWLRQ�

²� PRQLWRULQJ�WKH�H[WHQW�WR�ZKLFK�WKH�RUJDQL]DWLRQ¶V�EXVLQHVV�FRQWLQXLW\�SROLF\��REMHFWLYHV�DQG�WDUJHWV�DUH�PHW�

²� SHUIRUPDQFH�RI�WKH�SURFHVVHV��SURFHGXUHV�DQG�IXQFWLRQV�WKDW�SURWHFW�LWV�SULRULWL]HG�DFWLYLWLHV�

²� PRQLWRULQJ�FRPSOLDQFH�ZLWK�WKLV�,QWHUQDWLRQDO�6WDQGDUG�DQG�WKH�EXVLQHVV�FRQWLQXLW\�REMHFWLYHV�

²� PRQLWRULQJ�KLVWRULFDO�HYLGHQFH�RI�GH¿FLHQW�%&06¶�SHUIRUPDQFH��DQG

²� UHFRUGLQJ�GDWD�DQG�UHVXOWV�RI�PRQLWRULQJ�DQG�PHDVXUHPHQW�WR�IDFLOLWDWH�VXEVHTXHQW�FRUUHFWLYH�DFWLRQV�

127(� 'H¿FLHQW�SHUIRUPDQFH�FRXOG�LQFOXGH�QRQ�FRQIRUPLW\��QHDU�PLVVHV��IDOVH�DODUPV��DQG�DFWXDO�LQFLGHQWV�

9.1.2 Evaluation of business continuity procedures

D�� 7KH�RUJDQL]DWLRQ�VKDOO�FRQGXFW�HYDOXDWLRQV�RI�LWV�EXVLQHVV�FRQWLQXLW\�SURFHGXUHV�DQG�FDSDELOLWLHV�LQ�RUGHU�
WR�HQVXUH�WKHLU�FRQWLQXLQJ�VXLWDELOLW\��DGHTXDF\�DQG�HIIHFWLYHQHVV�

E�� 7KHVH�HYDOXDWLRQV�VKDOO�EH�XQGHUWDNHQ�WKURXJK�SHULRGLF�UHYLHZV��H[HUFLVLQJ��WHVWLQJ��SRVW�LQFLGHQW�UHSRUWLQJ�DQG�
SHUIRUPDQFH�HYDOXDWLRQV��6LJQL¿FDQW�FKDQJHV�DULVLQJ�VKDOO�EH�UHÀHFWHG�LQ�WKH�SURFHGXUH�V��LQ�D�WLPHO\�PDQQHU�

F�� 7KH�RUJDQL]DWLRQ�VKDOO�SHULRGLFDOO\�HYDOXDWH�FRPSOLDQFH�ZLWK�DSSOLFDEOH�OHJDO�DQG�UHJXODWRU\�UHTXLUHPHQWV��
LQGXVWU\�EHVW�SUDFWLFHV��DQG�FRQIRUPDQFH�ZLWK�LWV�RZQ�EXVLQHVV�FRQWLQXLW\�SROLF\�DQG�REMHFWLYHV��DQG

G�� 7KH�RUJDQL]DWLRQ�VKDOO�FRQGXFW�HYDOXDWLRQV�DW�SODQQHG�LQWHUYDOV�DQG�ZKHQ�VLJQL¿FDQW�FKDQJHV�RFFXU�

:KHQ� D� GLVUXSWLYH� LQFLGHQW� RFFXUV� DQG� UHVXOWV� LQ� WKH� DFWLYDWLRQ� RI� LWV� EXVLQHVV� FRQWLQXLW\� SURFHGXUHV�� WKH�
RUJDQL]DWLRQ�VKDOO�XQGHUWDNH�D�SRVW�LQFLGHQW�UHYLHZ�DQG�UHFRUG�WKH�UHVXOWV�

9.2 Internal audit

7KH� RUJDQL]DWLRQ� VKDOO� FRQGXFW� LQWHUQDO� DXGLWV� DW� SODQQHG� LQWHUYDOV� WR� SURYLGH� LQIRUPDWLRQ� RQ� ZKHWKHU� WKH�
EXVLQHVV�FRQWLQXLW\�PDQDJHPHQW�V\VWHP

D�� FRQIRUPV�WR

��� WKH�RUJDQL]DWLRQ¶V�RZQ�UHTXLUHPHQWV�IRU�LWV�%&06�

��� WKH�UHTXLUHPHQWV�RI�WKLV�,QWHUQDWLRQDO�6WDQGDUG��DQG

E�� LV�HIIHFWLYHO\�LPSOHPHQWHG�DQG�PDLQWDLQHG�

7KH�RUJDQL]DWLRQ�VKDOO

²� SODQ�� HVWDEOLVK�� LPSOHPHQW� DQG� PDLQWDLQ� �DQ�� DXGLW� SURJUDPPH�V��� LQFOXGLQJ� WKH� IUHTXHQF\�� PHWKRGV��
UHVSRQVLELOLWLHV��SODQQLQJ�UHTXLUHPHQWV�DQG�UHSRUWLQJ��7KH�DXGLW�SURJUDPPH�V��VKDOO�WDNH�LQWR�FRQVLGHUDWLRQ�
WKH�LPSRUWDQFH�RI�WKH�SURFHVVHV�FRQFHUQHG�DQG�WKH�UHVXOWV�RI�SUHYLRXV�DXGLWV�

²� GH¿QH�WKH�DXGLW�FULWHULD�DQG�VFRSH�IRU�HDFK�DXGLW�
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²� VHOHFW�DXGLWRUV�DQG�FRQGXFW�DXGLWV�WR�HQVXUH�REMHFWLYLW\�DQG�WKH�LPSDUWLDOLW\�RI�WKH�DXGLW�SURFHVV�

²� HQVXUH�WKDW�WKH�UHVXOWV�RI�WKH�DXGLWV�DUH�UHSRUWHG�WR�UHOHYDQW�PDQDJHPHQW��DQG

²� UHWDLQ�GRFXPHQWHG�LQIRUPDWLRQ�DV�HYLGHQFH�RI�WKH�LPSOHPHQWDWLRQ�RI�WKH�DXGLW�SURJUDPPH�DQG�WKH�DXGLW�UHVXOWV�

7KH� DXGLW� SURJUDPPH�� LQFOXGLQJ� DQ\� VFKHGXOH�� VKDOO� EH� EDVHG� RQ� WKH� UHVXOWV� RI� ULVN� DVVHVVPHQWV� RI� WKH�
RUJDQL]DWLRQ¶V� DFWLYLWLHV�� DQG� WKH� UHVXOWV� RI� SUHYLRXV� DXGLWV�� 7KH� DXGLW� SURFHGXUHV� VKDOO� FRYHU� WKH� VFRSH��
IUHTXHQF\��PHWKRGRORJLHV�DQG�FRPSHWHQFLHV��DV�ZHOO�DV�WKH�UHVSRQVLELOLWLHV�DQG�UHTXLUHPHQWV�IRU�FRQGXFWLQJ�
DXGLWV�DQG�UHSRUWLQJ�UHVXOWV�

7KH�PDQDJHPHQW� UHVSRQVLEOH� IRU� WKH�DUHD�EHLQJ�DXGLWHG� VKDOO� HQVXUH� WKDW� DQ\�QHFHVVDU\� FRUUHFWLRQV�DQG�
FRUUHFWLYH� DFWLRQV� DUH� WDNHQ� ZLWKRXW� XQGXH� GHOD\� WR� HOLPLQDWH� GHWHFWHG� QRQFRQIRUPLWLHV� DQG� WKHLU� FDXVHV��
)ROORZ�XS�DFWLYLWLHV�VKDOO�LQFOXGH�WKH�YHUL¿FDWLRQ�RI�WKH�DFWLRQV�WDNHQ�DQG�WKH�UHSRUWLQJ�RI�YHUL¿FDWLRQ�UHVXOWV�

9.3 Management review

7RS�PDQDJHPHQW�VKDOO�UHYLHZ�WKH�RUJDQL]DWLRQ¶V�%&06��DW�SODQQHG�LQWHUYDOV��WR�HQVXUH�LWV�FRQWLQXLQJ�VXLWDELOLW\��
DGHTXDF\�DQG�HIIHFWLYHQHVV�

7KH�PDQDJHPHQW�UHYLHZ�VKDOO�LQFOXGH�FRQVLGHUDWLRQ�RI

D�� WKH�VWDWXV�RI�DFWLRQV�IURP�SUHYLRXV�PDQDJHPHQW�UHYLHZV�

E�� FKDQJHV�LQ�H[WHUQDO�DQG�LQWHUQDO�LVVXHV�WKDW�DUH�UHOHYDQW�WR�WKH�EXVLQHVV�FRQWLQXLW\�PDQDJHPHQW�V\VWHP�

F�� LQIRUPDWLRQ�RQ�WKH�EXVLQHVV�FRQWLQXLW\�SHUIRUPDQFH��LQFOXGLQJ�WUHQGV�LQ

��� QRQFRQIRUPLWLHV�DQG�FRUUHFWLYH�DFWLRQV�

��� PRQLWRULQJ�DQG�PHDVXUHPHQW�HYDOXDWLRQ�UHVXOWV��DQG

��� DXGLW�UHVXOWV�

G�� RSSRUWXQLWLHV�IRU�FRQWLQXDO�LPSURYHPHQW�

0DQDJHPHQW�UHYLHZV�VKDOO�FRQVLGHU�WKH�SHUIRUPDQFH�RI�WKH�RUJDQL]DWLRQ��LQFOXGLQJ

²� IROORZ�XS�DFWLRQV�IURP�SUHYLRXV�PDQDJHPHQW�UHYLHZV�

²� WKH�QHHG�IRU�FKDQJHV�WR�WKH�%&06��LQFOXGLQJ�WKH�SROLF\�DQG�REMHFWLYHV�

²� RSSRUWXQLWLHV�IRU�LPSURYHPHQW�

²� UHVXOWV�RI�%&06�DXGLWV�DQG�UHYLHZV��LQFOXGLQJ�WKRVH�RI�NH\�VXSSOLHUV�DQG�SDUWQHUV�ZKHUH�DSSURSULDWH�

²� WHFKQLTXHV�� SURGXFWV� RU� SURFHGXUHV�� ZKLFK� FRXOG� EH� XVHG� LQ� WKH� RUJDQL]DWLRQ� WR� LPSURYH� WKH� %&06¶�
SHUIRUPDQFH�DQG�HIIHFWLYHQHVV�

²� VWDWXV�RI�FRUUHFWLYH�DFWLRQV�

²� UHVXOWV�RI�H[HUFLVLQJ�DQG�WHVWLQJ�

²� ULVNV�RU�LVVXHV�QRW�DGHTXDWHO\�DGGUHVVHG�LQ�DQ\�SUHYLRXV�ULVN�DVVHVVPHQW�

²� DQ\�FKDQJHV�WKDW�FRXOG�DIIHFW�WKH�%&06��ZKHWKHU�LQWHUQDO�RU�H[WHUQDO�WR�WKH�VFRSH�RI�WKH�%&06�

²� DGHTXDF\�RI�SROLF\�

²� UHFRPPHQGDWLRQV�IRU�LPSURYHPHQW�

²� OHVVRQV�OHDUQHG�DQG�DFWLRQV�DULVLQJ�IURP�GLVUXSWLYH�LQFLGHQWV��DQG

²� HPHUJLQJ�JRRG�SUDFWLFH�DQG�JXLGDQFH�
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7KH�RXWSXWV�RI�WKH�PDQDJHPHQW�UHYLHZ�VKDOO�LQFOXGH�GHFLVLRQV�UHODWHG�WR�FRQWLQXDO�LPSURYHPHQW�RSSRUWXQLWLHV�
DQG�WKH�SRVVLEOH�QHHG�IRU�FKDQJHV�WR�WKH�%&06��DQG�LQFOXGH�WKH�IROORZLQJ�

D�� YDULDWLRQV�WR�WKH�VFRSH�RI�WKH�%&06�

E�� LPSURYHPHQW�RI�WKH�HIIHFWLYHQHVV�RI�WKH�%&06�

F�� XSGDWH�RI�WKH�ULVN�DVVHVVPHQW��EXVLQHVV�LPSDFW�DQDO\VLV��EXVLQHVV�FRQWLQXLW\�SODQV�DQG�UHODWHG�SURFHGXUHV�

G�� PRGL¿FDWLRQ�RI�SURFHGXUHV�DQG�FRQWUROV�WR�UHVSRQG�WR�LQWHUQDO�RU�H[WHUQDO�HYHQWV�WKDW�PD\�LPSDFW�RQ�WKH�
%&06��LQFOXGLQJ�FKDQJHV�WR

��� EXVLQHVV�DQG�RSHUDWLRQDO�UHTXLUHPHQWV�

��� ULVN�UHGXFWLRQ�DQG�VHFXULW\�UHTXLUHPHQWV�

��� RSHUDWLRQDO�FRQGLWLRQV�DQG�SURFHVVHV�

��� OHJDO�DQG�UHJXODWRU\�UHTXLUHPHQWV�

��� FRQWUDFWXDO�REOLJDWLRQV�

��� OHYHOV�RI�ULVN�DQG�RU�FULWHULD�IRU�DFFHSWLQJ�ULVNV�

��� UHVRXUFH�QHHGV�

��� IXQGLQJ�DQG�EXGJHW�UHTXLUHPHQWV��DQG

H�� KRZ�WKH�HIIHFWLYHQHVV�RI�FRQWUROV�DUH�PHDVXUHG�

7KH�RUJDQL]DWLRQ�VKDOO�UHWDLQ�GRFXPHQWHG�LQIRUPDWLRQ�DV�HYLGHQFH�RI�WKH�UHVXOWV�RI�PDQDJHPHQW�UHYLHZV�

7KH�RUJDQL]DWLRQ�VKDOO

²� FRPPXQLFDWH�WKH�UHVXOWV�RI�PDQDJHPHQW�UHYLHZ�WR�UHOHYDQW�LQWHUHVWHG�SDUWLHV��DQG

²� WDNH�DSSURSULDWH�DFWLRQ�UHODWLQJ�WR�WKRVH�UHVXOWV�

10 Improvement

10.1 Nonconformity and corrective action

:KHQ�QRQFRQIRUPLW\�RFFXUV��WKH�RUJDQL]DWLRQ�VKDOO

D�� LGHQWLI\�WKH�QRQFRQIRUPLW\��

E�� UHDFW�WR�WKH�QRQFRQIRUPLW\��DQG��DV�DSSOLFDEOH�

��� WDNH�DFWLRQ�WR�FRQWURO�DQG�FRUUHFW�LW��DQG

��� GHDO�ZLWK�WKH�FRQVHTXHQFHV�

F�� HYDOXDWH�WKH�QHHG�IRU�DFWLRQ�WR�HOLPLQDWH�WKH�FDXVHV�RI�WKH�QRQFRQIRUPLW\���LQ�RUGHU�WKDW�LW�GRHV�QRW�UHFXU�RU�
RFFXU�HOVHZKHUH��E\

��� UHYLHZLQJ�WKH�QRQFRQIRUPLW\�

��� GHWHUPLQLQJ�WKH�FDXVHV�RI�WKH�QRQFRQIRUPLW\��DQG

��� GHWHUPLQLQJ�LI�VLPLODU�QRQFRQIRUPLWLHV�H[LVW��RU�FRXOG�SRWHQWLDOO\�RFFXU�

��� HYDOXDWLQJ�WKH�QHHG�IRU�FRUUHFWLYH�DFWLRQ�WR�HQVXUH�WKDW�QRQFRQIRUPLWLHV�GR�QRW�UHFXU�RU�RFFXU�HOVHZKHUH�

��� GHWHUPLQLQJ�DQG�LPSOHPHQWLQJ�FRUUHFWLYH�DFWLRQ�QHHGHG�
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��� UHYLHZLQJ�WKH�HIIHFWLYHQHVV�RI�DQ\�FRUUHFWLYH�DFWLRQ�WDNHQ�DQG

��� PDNLQJ�FKDQJHV�WR�WKH�%&06��LI�QHFHVVDU\�

G�� LPSOHPHQW�DQ\�DFWLRQ�QHHGHG��

H�� UHYLHZ�WKH�HIIHFWLYHQHVV�RI�DQ\�FRUUHFWLYH�DFWLRQ�WDNHQ�

I�� PDNH�FKDQJHV�WR�WKH�EXVLQHVV�FRQWLQXLW\�PDQDJHPHQW�V\VWHP��LI�QHFHVVDU\�

&RUUHFWLYH�DFWLRQV�VKDOO�EH�DSSURSULDWH�WR�WKH�HIIHFWV�RI�WKH�QRQFRQIRUPLWLHV�HQFRXQWHUHG�

7KH�RUJDQL]DWLRQ�VKDOO�UHWDLQ�GRFXPHQWHG�LQIRUPDWLRQ�DV�HYLGHQFH�RI

²� WKH�QDWXUH�RI�WKH�QRQFRQIRUPLWLHV�DQG�DQ\�VXEVHTXHQW�DFWLRQV�WDNHQ��DQG

²� WKH�UHVXOWV�RI�DQ\�FRUUHFWLYH�DFWLRQ�

10.2 Continual improvement

7KH�RUJDQL]DWLRQ�VKDOO�FRQWLQXDOO\�LPSURYH�WKH�VXLWDELOLW\��DGHTXDF\�RU�HIIHFWLYHQHVV�RI�WKH�%&06�

127(� 7KH� RUJDQL]DWLRQ� FDQ� XVH� WKH� SURFHVVHV� RI� WKH� %&06� VXFK� DV� OHDGHUVKLS�� SODQQLQJ� DQG� SHUIRUPDQFH�
HYDOXDWLRQ��WR�DFKLHYH�LPSURYHPHQW�
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