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Resumen
Ejecutivo

&NQSFTBT EF EJGFSFOUFT UBNBxPT Z TFDUPSF]
NET EF MBT 5FDOPMPHOBT EF MB *OGPSNBDJ@O
IB TIEP DMBWF QBSB MB JOOPWBDJJO MB QSP
QFTBS EF MPT JOOYNBSBCMFHSUVOJIEBEFT TV
DVBOEP TF BEPQUBO MBT 5*$T Z MBT QFRVF
1:.4 HFOFSBMNFOUF FOGSFOUBO NBZPSFT EFIT
MBT DPNQBxOBT NET HSBOEFT &M UFOFS VOB

OP TBCFS DYUNP BCPSEBS BEFDVBEBNFOUF MBT

TFHVSJEBE DJCFSOIUJDB P TVCFTUJNBS MB JN

MPT EBUPT QFSTPOBMFT TPO FKFENQMPT EF MPT

MJCSP CMBODP QSFUFOEF QPS DPOTJHVJFOUF
EF MiBclltades RVF TVGSFO MBT 1:.& BM BEPQUBS
5*¢ 5BNCJIO BUJFOEF SFQBSPT DSVDJBMFT SFM
QSIJWBDJEBE EF MPT EBUPT QFSTPOBMFT Z MB
DBNCJPT JOTUJUVDJPOBMFT RVF QFSNJUBO MB D
EF MB TFHVSJEBEw 5BNCJIO FYQMJDB MPT EJGF
HPCJFSOPT DPNP QPTJCIJMIJUBEPSFT EF VO FDPT
TF VTBO MBT OPSNBT EF DPOUSBUBDJQYZO DPNP
BEPQDJPO EF FTUEOEBSFT EF TFHVSJEBE DJCFS
HFTUJPOFT EF DSFBDJYJO EF DBQBDJEBEFT DFOU
FO MPT QFOPMUJNPT QESSBGPT TF EFTDSJCFO
QVFEFO UPNBS MBT 1:.& DVBOEP TF USBUB EF G
MB TFHVSJEBE DJCFSOIUJDB

FTUEO EFC
Z MB $PNVO
EVDUJWJEB
SHFO SFUP-
BT Z NFEJI
BGOPT RVF
JOGSBFTUS)
DPNQMFKE
QPSUBODJB

EFTBGOPT

EFTDSJCJ!
DBEB WF[ N
BDJPOBEBT
INQPSUBOD
SFBDJ@O EF
SFOUFT SPM
JTUFNB TBM
VO NFEJP
DIUJDB P D
SBEBT FO M
BMHVOBT N
SUBMFDFS
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OPORTUNIDADES Y
DESAFIOS PARA LAS
PYME EN EL CONTEXT
DE UNA MAYOR

ADOPCION DE LAS TI

&YJTUFO QFRVFxBT Z NFEJBOBT NFOBSPVBMUVISBE FRN@PSFTBSJBM -BT C
UPEBT QBSUFT FO MBT "NISJDBTFOF"N$BIUBBUBBIUUMEF QIBS FKFNQMP
QBOBEFSOB EF TV CBSSJP MB UJPOEFEB EFPOFDJRWIFUEBTIEG NET RVF E
QSPQJFEBE GBNJMJBS FM QSPWBNHERSIMP DB DEF BORFSBYORVF FTUB
DPNP EF MB FNQSFTB EF EJTFNETEEBKBGWAWHEFSHMBT FODPOUSBEBT F
4PO SFDPOPDJEBT QPS TV JNQBBNFSIQPTUBIWPMPOBMIEBT 3VWPMP
TPDJFEBEFT Z TF DPOTJEFSBO EfM FODCFIBIMEF OQPSBFM VTP EF MBT
MPHSBS VOB HMPCBMJ[BDJ@O ZFVOBDSFDHBIOBFBWRIPNOEFT FT FM BVNFC
JODMVZFOUFTw 0%$%& Q ERBIRIVAUB®UVQ EF OWaMW&EaE UFDOP
EFNPTUSBEP TFS GVOEBNFOUBMFJIOQUE®B FAMO EMPBSGBOMPT EF "NISJL
TPDJBM Z FDPO@NJIDP EF MPT OB®IED MBT bOMFEWBT BxPT &0 MB B
FNQSFTBT TUBSUVQT PSHBOJPRIFPORUPATFOGABNBHBIWO IBDJFOEP V
QBSB CVTDBS VO NPEFMP DPNF®DNVBEWFBFRBYNODYMWABOEP FM BDDFTP
FTDBMBCMFw #MBOL UBNCUI.G T# %BD ' WO/FRW PT U B
QPQVMBSFT FO MBT "NISJDBT DPO FM USBOTDVSTP EF
MPT Bx£ITCJFO QVFEFO WBSJBS MBJFDBS EFJENDIRQFIBS UBM QBQFM |
EF UBMFT FNQSFOEJNJFOUPT FO%@SF@@B@@HE@B@B’GEP TF DPNQBS
Z TFDUPSFT EJGFSFOUFT FTUVBFPO FINNHIFBED NRBVIF HTPBODEFT UBMFT
GVOEBNFOUBMFT QBSB BMJWJB® OMR EQPFVOSF[BQESBSFB SOOPWBDJIDBO
FNQMFPT QPS FKFNQMP %FJKM BFRUJBMWFTUJHBPQ®P Z FTRVFNBT EF Q
"DFWFEP 5BO BM -PT SFUPT SFMBDJPOBEPT I
JOTUSVNdhGeoB TUBNCJIO TF IBO QMBOL
&TUF NBZPS QBQFM EF MBT 1:F&® EBGEBFBUFD®O FTUVEJPT 0$%&
HSBO NFEJEB FO TV DSFDJFOUBMEFQFOE%P DR®CEFMB OGSBFTUSVDU
*OUFSOFU Z MBT 5FDOPMPHOBT EF MB J0GPERBDI O BT MB.& PQFSFC
$PNVOJDBDJ@O 5*$ RVF MFT Qdc®Nd ZFBDBHFEBW FB NBBSSDBEPT JOUFSC
MB FDPOPNOB NVOEJBM BTO DIPNIPURGIPBEBRNRFDFSIWMPTwW 0$%&
QSPDFTRGenédBF JOOPWBS %F IFDMP TMBWF BGFDUBEB OP FT TPMP M
TUBSUVQ EFQFOEFO FO HSBO NFENERRndsF DWBIOEP$STOP FTUEO JOTUB
RVF SFQSFTFOUBO OVFWPT NPHOGBBFEBSVOEURBBIOMBT IBCIJMJIEBE
EF DPOPDJNJFOUP JOOPWBDJODP IS RBPNPD-BJDVEFUJZO EF MB TFH

1 6L ELHQ ODV 3<0( \ ODV QXHYDV HPSUHVDV QR VRQ OR PLVPR \D TXH WLHQHQ GLIHUHQFLDV FRPR ORV PpW
PiV SHTXHXRV TXH ODV HPSUHVDV PiV JUDQGHV \ SXHGHQ WHQHU GHVDItRV VLPLODUHV UHODFLRQDGRV FRQ
3RU OR WDQWR HO WpUPLQR "3<0(p VH XVD LQGLVWLQWDPHQWH HQ HVWH GRFXPHQWR

2 8QRV HMHPSORV GH VHIJPHQWRYV SRSXODUHV GH )LQWHFK VRQ SODWDIRUPDV AQDQFLHUDY DOWHUQDWLYD
AQDQFLHUD SHUVRQDO %UDVLO Op[LFR $UJHQWLQD &RORPELD \ &KLOH VRQ ORV SDtVHV GH OD UHJLyQ FR
3 &RPR OR VHXDOD &DWKOHYV HQ ORV SDtVHV GH $PpULFD /DWLQD \ HO &DULEH KD\ XQD IDOWD GH 'LQG!
HPSUHVDULDOp S \D TXH VROR VH SXHGH HQFRQWUDU 'LQIRUPDFLYQ SDUFLDO VREUH HO HPSUHQGLPLHC
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JNQPSUBOUF Z IB MMBNBEP NVDIP MB BUFODJ®WO FO MPT PMUJNPT E
BUBRVFT DJCFSOIUJDPT B MBT 1:.& &TUBT QPESOBO FOGSFOUBS QIis
MBT DPNQBSB DPO FNQSFTBT NET HSBOEFT )BZ RVF UFOFS FO DVFOL
JOGPSNBEBT TPCSF DONP BCPSEBS FM QSPCMFNB ;FD ,BKUBJ[J

$PO FM USBOTDVSTP EF MPT BxPT MPT EFTBGOPT RVF FOGSFOUBO |
DJCFSOIUJDPT IBO DBNCJBEP B NFEJEB RVF IBO FWPMVDJPOBEP MPT
OVFWP NJMFOJP MBT PSHBOJ[BDJPOFT FOGSFOUBSPO EFTBGOPT DPNI
EF iTVQMBOUBDJ@O EF JEFOUJEBE QIJTIJOH BVUPNEUJDBw BTO DPI
EFSIJWBDJZJO QSPYZ CZQBTT XFCTJUFT QFSP BIPSB TPO DPNVOFT
EF TVQMBOUBDJYO EF JEFOUJEBE EJSJHJEP B VO PCKFUJWP TQFBS
BVEBDFT DPNP FM TFDVFTUSP EF BSDIJWPT B DBNCJP EF VO SFTDBU
MB PSHBOJ[BDJYO F JOUSPEVDJS NFDBOJTNPT EF MIJNQJF[B QBSB DV
%F IFDIP EF BDVFSEP DPO 1X$ MB NBZPS QSFPDVQBDJZO EF M]
60JEPT FT FOGSFOUBS MBT BNFOB[BT DJCFSOIUJDBT

"EFNET EFM BVNFOUP FO DPNQMFKJEBE EF MBT BNFOB[BT MB TFH
EFTEF EJGFSFOUFT EJNFOTJPOFT 4F IB FTUB&nidibrizs BEEFF \MBB TB-NMQY' 19 J B B\
DJCFSOIUJDB QFSP NVDIBT EF FTUBT OP TPO JOUFHSBMFT Z UBNQP
TFS $SBJHFO FU BM $PNP TF FYQMJDB CSFWFNFOUF B DPOUJC
IB FWPMVDJPOBEP MB DPNQSFOTJPO EF MB TFHVSJEBE DJCFSOIUJDB
WIJPMBDJPOFT QVSBNFOUF UIDOJDBT TJOP UBNCJIO EJGFSFOUFT UJ¢
BVUPSJ[BEPT %F IFDIP MB QSPUFDDJ@O EF MPT EBUPTRNGIIPOBRIG T
QBSUF EFM EFTBGOP QBSB MB NBZPSOB EF MPT UJQPT EF OFHPDJPT

'LIHUHQWHV PDUFRV UHJXODWRULRYV WUDWDQ ORV "GDWRV SHUVRQDOHVu GH PDQHUD GLIHUHQWH GH RWL
WRGRV ORV SDtVHV JHQHUDOPHQWH VH UHAHUH D ORV GDWRV TXH SHUPLWHQ LGHQWLAFDU SHUVRQDOPHQ)
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LAS PYME, LA
PROTECCION DE LOS
DATOS PERSONALE
Y LA PRIVACIDAD D
DATOS

%FTEF DVBOEP TF SFWFMBSPO BM D BOWS SV ITEFRE VIO EFJWFM T@MJIEP
WJHIJMBODJB JOUFSOBDJP OB B1:Q8 (DISFIB G YWSBOBKBPTDPNQFUJUJWI
WBSJPT QBOTFT EF MB SFHB@® aDRANFO[BSPO B
BOBMJ[BS P B DSFBS NBSDPT EF QPMOUJDBT EFTUJOBEBT
B QSPUFHFS MPT EBUPT QFSTPOPBPMFAMP MB/ KEF) WS T8 &@F IIPEEB M
Z IB BVNFOUBEP MB DPODJFODJBOSFNWEB\DBE HFEEBE P BF MB QSPUFDDJ
MPT SJFTHPT DJCFSOIUJDPT .BDPFMBRWPTBOIFSTPOBMFT TJOP RVF J
1PS MP UBOUP MB TFHVSJEBE BGFPR EFERUFGEBSTMPEEF WFOUBT P (
NBOFSB NET BNQMJB BCBSDBOEPISENEBieraB FOFDBPF EF WIJPMBDJ@O
SFMBDJPOBEPT DPO MB QSPUFD®'ABO EF EBMPTJDMMEF WFOUBT EF
1:.& EFCFO DPNQSFOEFS D@ZNP TRONFEFO\BFBPRJIJQYSBSGVOEBNFOUF BG
BMNBDFOBS FYUSBFS VTBS Z QSPRNHFEWEFT EBWCKSF MB QSJWBDJEB
DPOTVNJEPS " TV WF[ MBT PSHBOJ]
B MFHJTMBDJ@O SFMBDJPOBEB DPO WE DSPWFRNBEYSBEF AP NBUFSJB
EBUPT QFSTPOBMFT Z MB QSJWBDUEBEOORFIOP DVESPECBOIJMJIEBEFT EF
MBT "NiSJDBT ZB RVF IBO FYJTHOEPVHD ENB A WFPUBT P QISEJEBT
QBOTFT EF MB SFHJ@O QPS NET EFEBWSPHICEBNEP TTHFDIFP OUSP RVF MI
4JO FNCBSHP FO PQFSBDJQ@\WOI|RPERINMEEFORSFABOJ[BDIZO EF QS
NBSDPT DPO EJGFSFOUFT OJWFMGTDPR QBIBMBR] 0 1PBO VO NPEFMP
FKFNQMP MB NBZPSOB EF MPT QBOTFAOLF BIBI[BERJIJIEFOOBO NFOPT
OP DVFOUBO DPO VOB BVUPSJEEBE FPRE SFORIBFRD SRAUSBTPT FO MBT
EF EBUPT QFSTPOBMFT Z MPT POJDRP NS QPEFNEFTMBFS MBT 1:.&
"NiSJDBT RVF TPO TJHOBUBSJPEFEOF MBOBWFOWE®JPSFBS VO NPEFMP
QBSB MB QSPUFDDJ@O EF MBT QRF\SH PIOBOFBPOJSBOBORIPUP QPTJUJWPT
BM USBUBNJFOUP BVUPNBUJ[BEPSEM EBIFFOBEP DBBSDDWE S FHVSJEBE D
QFSTPOBMw TPO "SHFOUJOB .iYJDP Z 6SVHVBZ
%BEP FTUF FTDFOBSJP OP FYJTUERNE D B¥FMBEN BIGTNFB EBO[B EF MB F
FTUEOEBSFT EF QSPUFDDJ@ZO EREBEVIUPTQIJWEDVEBEPT NJTNPT Q\
RVF EFCB HBSBOUJ[BSTF FO UPEWAERPRVFBOVFDEFOMBPO QSPUFDDJ
"NiSJDBT 4JO FNCBSdgiiRa RMFPMBEJTFxPw VO DPODFQUP BNQMJP RVF
1:.& OP EFCBO UPNBS FO TFSJP I OBPRFDDPH® ETF FYQMJIDB FO |
MPT EBUPT QFSTPOBMFT Z MB Q DPORDIEEBD JBDFO NBZPS
NFEJEB MB TFHVSJEBE DJCFSOIUJDB %F IFDIP

S (VWDV UHYHODFLRQHYV PRVWUDURQ TXH (VWDGRV 8QLGRYV KDEtD YLJLODGR SDtVHV HIWUDQMHURYV 'H KHFK
IDFLRQDO 16% SRU VXV VLJODV HQ LQJOpV \ RWUDV DIJHQFLDV HVWDGRXQLGHQVHYVY GH DSOLFDFLYQ GH OD
9LJLODQFLD GH ,QWHOLJHQFLD ([WUDQMHUD ),6$%$ SRU VXV VLJODV HQ LQJOpV \ OD /H\ SBDWULRWLFD GH (VV
WHUFHURVH &DVWUR S &ODUNH HW DO DUJXPHQWDURQ TXH "ODV LQTXLHWXGHV H[WUDQMHUDV
OD SDUWLFLSDFLYQ GH PHUFDGR GH ODV HPSUHVDV GH WHFQRORJtD FRQ VHGH HQ (( 88 $GHPiV SXHGHQ W|
SURWHFFLRQLVWDVu S

8 &RQVXOWH HO "&XDGUR GH AUPDV \ UDWLAFDFLRQHV GHO 7UDWDGR U GLVSRQLEOH HQ KWWSV ZZZ FRH
VLIQDWXUHV"SBDXWK Z:Z9 V/S
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RECUADRO #1 Priv_acigad desde
el disefno

&M DPODFQUP EF iQSJWBDJEBE EFTEF FM EJTFxPw FYJTUF
BxPT Z FT DMBWF QBSB MB TFHVSJEBEreeFe BPT EBUPT &O H
JODPSQPSBS MB QSJWBDJEBE FO MBT UFDOPMPHOBT EF MB J
DPNFSDJBMFT Z MBT JOGSBFTUSVDUVSBT FO SFE DPNP VOB
EFTEF TV HFTU®RDI ¢ OOBMKFJIS MB QSIJWBDJEBE EFTEF FM QS
JOUFODJPOBMNFOUF DPO QSFWJTJQOO $BWPVLJIBO Q

-PT QSPQJFUBSJPT EF OFHPDJPT QVFEFO QPOFS FO QSED!
EF EJGFSFOUFT NBOFSBT JODMVJEP FM EFTBSSPMMP EF TI
SFRVJTIJUPT EF QSJWBDJEBE UBMFT DPNP MB NJOJNJ[BDJQ
de datos, el uso de procesos de desidenti cacion o el uso de “cifrado por
EFGFDWBWPVLJIBO %FCJEP B MB HSBO DBOUJEBE EF I
MBT 1:.& QVFEFO SFDPQJMBS FYUSBFS Z BMNBDFOBS MB .
QSPUFDDJPOFT EF QSJWBDJEBE FT NET JNQPSUBOUF RVF O
NET EJGODJM RVF OVODB 1PS FKFNQMP WBSJPT NPEFMPT
FO iIHSBOEFT EBUPTw Z iNJHBT EF QBO EJHIJUBMFT RVF WB(
QPS FM VTP EF UFDOPMPHOBT QPS QBSUF EFM VTVBSJP Z RV
B VITBS QBSB BOBMJ[BSMPTw % "DRVJTUP FU BM Q
NJOJNJ[BS MB SFDPQJMBDJWO EF EBUPT Z QSPUFHFS MPT EB
TF QFSNJUF RVF MPT EBUPT TF USBOTGPSNFO VTFO Z BOB
TFBO PUJMFT Z WBMJPTPT QBSB MPT TFDUPSFT QPCMJDP Z
JNQPSUBOUF

"MHVOPT NBSDPT SFHVMBUPSJPT DPOUJFOFO SFHMBT SFMBI
DPO iQSJWBDJEBE EFTEF FM EJTFxPw &M 3FHMBNFOUP (FOF.
%BUPT (%13 QPS TVT TJHMBT FO JOHMIT QPS FKFNQMP RV
60JO0O &VSPQFB FO IB FTUBCMFDJEP FYQFDUBUJWBT TP(
EFTEF FM EJTFxRwWNBURBWNCIJPS EFGFDUP TPMP TF EFCFO QSP
MPT EBUPT QFSTPOBMFT RVF TFBO OF&peCiRGIJPT QBSB DBEB
EF QSPDFTBN%FOIF®WP UBMFT SFRVJTJUPT EFCFSEO TFHVJS
MBT FNQSFTBT FTUIO DFMFCSBOEP DPOUSBUPT QPCMJDPT
BEFMBOUF FO FTUF EPDVNFOUP

"QFTBS EFM IFDIP EF RVF FM BVNFOUP EF MB QSPUFDDJQYO EF MB TFI
IBZBO WVFMUP NFEJEBT QSPHSFTIJIWBNFOUF JNQPSUBOUFT FO MPT PM
DPOTDJFOUBenhetids EPTINQMFNFOUBSMBT P B WFDFT DBSFDFO EF SFI
IBDFSMP

&RQVXOWH HO HVWXGLR GH FDVR "8VLQJ (QFU\SWLRQ E\ '"HIDXOWpu GH 1HZ $PHULFD )RXQGDWLRQ GLVSRQ
FRPSDQLHV GR ULJKW WKLQJ FDVH VWXG\ XVLQJ WUDQVLW HQFU\SWLRQ GHIDXOW
$UWtFXOR QXPHUDO *'35 (O UHVSRQVDEOH GHO WUDWDPLHQWR DSOLFDUi ODV PHGLGDV WpFQLFDV \
VROR VH SURFHVHQ ORV GDWRV SHUVRQDOHYV TXH VHDQ QHFHVDULRY SDUD FDGD AQ HVSHFtAFR GHO SURFH
UHFRSLODGRV HO DOFDQFH GH VX SURFHVDPLHQWR HO SHUtRGR GH VX DOPDFHQDPLHQWR \ VX DFFHVLELO
GDWRV SHUVRQDOHY QR VHDQ DFFHVLEOHV VLQ OD LQWHUYHQFLYQ GH OD SHUVRQD D XQ Q~PHUR LQGHAQL
Y 4
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SENSIBILIZACION
DE LA SEGURIDAD
CIBERNETICA Y LAS
PYME

&M OJWFM EF DPOPDJNJFOUP TV QSFQBENEEDIRI@PHBPAP UBOUP Z FT
SFTQFDUP B MB TFHVSJEBE DJCFEBBITUNBBRKSEB RCG RVFEDUERE FEF GPSU
WBSOB BNQMJIBNFOUF TFHPO MBNQORKXIDPIRVFSBDUFOU@ DPNQSFOE
RVF FT QPTJCMF RVF BMHVOBT RBABO JFIBPWFROETEPUEDOPMBHIDPT Z
BEPQUBEP MBT NFEJEBT QBSB QSMBUFAHRSSU\EBBFDMSTOIUIJDB FO MB
Z DBQBDJEBEFT JNQMFNFOUBEBRVPUWSBE MWSBOWHBZEBOB EF MPT FN
IBZBO JNQMFNFOUBEP OJOHVOB UFSDBPIMP QBSUMFGPENBSPO TPCSF T
FTUB QSPCMFNEUJDB TF EFCF B MBQFBMNP8SFEF i FOMUYVSBBUBEFNET MB
TFHVSJ@BiEas DPNP iBDUJUVEFT DB¥FPODBBE EZF QPMOUJDBT DJCFSOI
QFSDFQDJPOFT DPNQBSUJEBT QM8 TMPT&WIEZNKBP Ti EBKBanci@l@sNVFSTJIPC
HSVQPdeR®FOPSNBT Z WBMPSFT RVYBENBGJITY WFFSPO GBDUPSFT RVF QVT
EFUFSNJOBO MB GPSNB FO RVF BDUPBE ZPISBBD®OPWBRMOFSBCMF ;FD
SFTQFDUP BM SJFTHP Z BM TJTUF@Q@B EF RO PYBWM EFTYVEUHPP FMQOSJIDP
-PQFT Z OMIJWFJSB Q -BMGBMUB EFT\DOVEESIJIFSPO RVF TF QV
DVMUVSB EF TFHVSJEBE QVFEF MBTVMHBSIJEBER¥YF AMBUSPGPSNBDJGC
MBT 1:.& IBZB VOB DPNQSFOTJYDVMUNBBBEBPERFRDMBOUF EF MB TFHV
TFHVSJEBE Z FTUBT UJFOEFO B ERQME NFFOHBGINAEIEBT Z RVF SFDPH
RVF QSPUFHFO MBT DBQBT GOTSFBP QP tESAMEI] SFQWJIBDJZO Z CVI
SFEFT QFSP TVCFTUIJNBO FM DRNGPEBEGURK) IVNBBFP MPT FNQMFBEPT
DPNP DBQBDJUBS B MPT FNQMFBDERROT MBTTVQ@FSWBTBEFFMFHVSJEBE Q)
DVNQMJINJFOUP -PQFT BOE OMIWNIBEBDUP QPTJUIJWP FO MB GPSNB FO

QFSDJCHméeneéiM EF EJDIP DVNQMJINJF
4 TF OFDFTJUB GPSUBMFDFS MBFER?YBBOVEB EVT TFHVGREBBNJIJFOUPT -
FOUSF MBT 1:.& {RVI TF EFCF |IBDWS BMTSFN@QMWABEPT QFSDJCFO MB
60 UFNB JNQPSUBOUF FT TJO EMEBNQPMFBSFDRPEGDOFIPIBBTUIJEIJPTBT
Z DBQEBDJUBS B MPT FNQMFBEPTFR®BBFSFIUFIBIMDIZO QPS NFEJP EF
QMBOUFBO RVF iBDUVBMNFOUF ®HB VKB DNEBEIJEBESEFNBJIFNQP JOJC
QBSUF EF MPT DPOUSBUPT QTJDMRPHIND@W AFBE MB NGB ZPBDBSVUJOBT
EF MBT PSHBOJ[BDJPOFTw Q Z FFYy @QDAIFDBUD) BBVDH WOP 7 BN @AOIN IJFO U P
MPT QVOUPT DMBWF SFMBDJPOBER TR PPDF FBNIPBNRBxBYMHVSDV FU
EF TFOTJCJIJMJ[BDJ@O DPNP MB ZMOMJWEDSBO EF UBBFBET TF QPES
EF TFHVSJEBE RVF OP TPO SFBMBERDUBSS FWMPOGCGHOVIPM@HIDPT RVF Q
MPHSBS DBNCJPT EF DPNQPSUBNUBSBEPRTZ TEDESURPWBMPOFO GEDJMNFC
FNQMFBEPT QBSUJDJQFO QSPHSHATJWBRROUIM ENMCEFEBOBIDUBPOTJIEFSBS
IVNBOP EF MB TFHVSJEBE DJCFPSQLUROBTOP EFCF

6L ELHQ PXFKRV GH HOORV SRGUtDQ QR WHQHU OD LQWHQFLYQ GH RFXOWDU VXV HUURUHV SDUHFH TXH H
HYDO~DQ ODV YXOQHUDELOLGDGHY GH ODV HPSUHVDV =HF \ .DMWD]L WDPELpQ VXJLULHURQ TXH GHEH
VHOHFFLRQHQ SURIHVLRQDOHYVY SDUD DVXPLU UROHV UHODFLRQDGRV FRQ OD VHIXULGDG GH OD LQIRUPDFLY
FXOSDpy GHEHUtDQ VHU PHMRUHV HQ WHQHU VHJXUD D OD FRPSDxtD
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4FHPO 1X$ FM OPNFSP EF NJFNCSPT EF MB +VOUB RVF TVQFS
QSJWBDJEBE FT NFOPT EF VO UFSDJP VOB SFBMJEBE RVF TF FTQFS
TPCSF TFHVSJEBE Z QSJWBDJEBE UJFOFO VO IJNQBDUP EJSFDUP FO
SFOUBCJMJEBE EF MBT FNQSFTBT 1PS PUSB QBSUF MB DPOUSBUBDJ
SFTQPOTBCMF EF TVQFSWJTBS MB QSJWBDJEBE Z MB TFHVSJEBE FO
FODVFOUSB DPNPONFOUF FO MBT HSBOEFT PSHBOJ[BDJPOFT %F IFDI

w ZB IBO BTIHOBEP VO i%JSFDUPS EF EBUPTw P i%JSFDUPS EF QSJW
Z EFTBDVFSEP TPCSF MB BVUPSJEBE Z MB JNQPSUBODJB EF TVT SPN
FYJTUFODJB EF EJDIP QSPGFTJPOBM UBNCJIO DPOPDJEP DPNP i%JS
FT VOB UFOEFODJB FYUFOEJEB FO PSHBOJ[BDJPOFT NET QFRVFxBT
FTDFOBSJP DBNCJF B NFEJEB RVF NET PSHBOJ[BDJPOFT TF GBNJMJB
RVF MMFHBO DPO MBT OVFWBT UFDOPMPHOBT

$PNP TF EFNPTUSY BOUFSJPSNFOUF DBEB PSHBOJ[BDJYJO JOEJWJEVE
EF BTFHVSBS MPT EBUPT RVF BDVNVMB BMNBDFOB Z VTB /P PCTUB:
DMBWF FO FM GPNFOUP EF VO FDPTJTUFNB QSPQJDJP QBSB MB TFHVE
B DPOUJOVBDJYO
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EL PAPEL DEL GOBIERNO
EN LA PROMOCION

DE UN ECOSISTEMA DE
SEGURIDAD CIBERNETI
SALUDABLE PARA LAS P

&M TFDUPS QSJWBEP iBDUPB D®BEFB VP MBICPESBSRPEIP RVF BIPSB F(
QB Sienticar EFTBSSPMMBS F JNQWMFNPOPBBFMBINFOUBS MB DSFBDJ®
NFKPSFT QSEDUJDBT EF TFHVSJEBMFDJOFSORMPBOBYF TJOP UBNCJI
TF BQSPWFDIBO QBSB MB GPSN¥MBDJDOFE¥E TBMMEBIIMH RVF QSJPSJ
OBDJPOBMFT F JOUFSOBDJPOBMEFw TEHB\DSFMBEP SEJEEUSBVWUJIDB -B T
Q -BT 1:.& BVORVF GPSIWEGFRQBESWFUFNB MB DSFBDJ@O EF
EF FTUF HSVQP QPESOBO OP UFDFBUSHBHP T MPHSSWDOMLSIIPFOIFT NET EJ
UIDOJDPT IVNB&EFos ZOFDFTBSBFUBCMFDJIJNJFOUP EF OPSNBT NOOJ
QBSB DPNQSFOEFS B DBCBMJEBEBSIB ™ Bl FIFHEBISJEFE DIJCFSOIUJDB F
TFHVSJEBE DJCFSOIUJDB Z QSJWEBICMBEBRVIPOFBPMAYOBAO EF MBT GF
BEPQUBS IJNQMFNFOUBS Z VTBS KIWWFHBTR/BUSBOBQF MY IDIRINP TF EFTDSJ
VO QBQFM RVF EFCFO EFTFNQF PP® WOV BIPOAGSOPT
EF MBT "NISJDBT QBSB BQPZBS MB DSFBDJ@O EF VO
FDPTJTUFNB EF TFHVSJEBE DJGBSOHFRIDR PTBBAIV EECRMPOUSBUBDJ@O

QBSB MBT 1:.& VUJMJ[BEP DPNP VOB GPSNB EF GPN
TPDJBM Z FM DBNCJP TPDJBM QPS EIL
$PNP MP EFNVFTUSB .B[[VDBUP Z FT V& FKFNQMP FT FM BVNF

FSSPS TVQPOFS RVF FM FTUBEMBPEEFOPOQE3IBJI¥BE EF EJTQPTJL
QBQFM FO FM BWBODF EF MBT GPDNGPMBHPBTB WUBBRMF EF MB DPOU
BMHVOBT EF MBT QSJODJQBMFT RV@GSFHRBIB EFFBMD[BFEWPHOBEJGFSFOU|
TF |IBM@neciado FO HSBO NFEJEB &FRUBEBT 60JEPT +BQ@O $BOBEE Z
QPMOUJDBT HVCFSOBNFOUBMFTZ HBSUROBEP BO QMSANBIDUB QPTJUJWP
RVF TF UPNBSBO SJFTHPT &MMBOEGTEBDDBRM DJEGEM EFCCFO Z "TU
MBT QPMOUJDBT EFTDFOUSBMJ[BEBRT MBiPIFH\OSUEBET BIGHBSOIUIJDB O
NJTJZ@Ow DPNP MBT RVF MMFWBZABP R BFMBMMYPOERPDII @B EFFT IBO FTUB
UFDOPMPHOBT DPNP *OUFSOFU RO BRIOEEBIEB SFESBOUJ[BS RVF M
MB UFDOPMPHOB EF DPNVOJDBDQBOMDPRB\SWMBFUFMRISFRVITIJUPT N
RVF UBNCJIO TF EFTBSSPMMBSAOXP®M®B FMHBOPEZPEHFICFSOIUJDB
GPOEPT QPCMJDPT .B[[VDBUP &M UFNB

EF MB TFHVSJEBE USBF DPOTJHP OVFWPT EFTBGOPT

-
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La contratacion
publica se utiliza como

una forma de fomentar un ecosistema de
seguridad cibernética saludable.

RECUADRO #2

&M 3FHMBNFOUP (FOFSBM EF 1SPUFDDJ@ZO EF %BUPT (%:
SFDIJFOUFNFOUF FO WIJHFODJB FO &VSPQB DPNP TF EFTDSJ
FT VO FKFNQMP EF VO NBSDP RVF JODMVZF SFHMBT SFMBDJF
HVCFSOBNFOUBMFT RVF JOWPMVDSBO FM QSPDFTBNJFOUP |
%FCJEP B FTUP iMPT PSHBOJTNPT HVCFSOBNFOUBMFT EF
MMFwWBS B bBCP MB EJMJHFODJB EFCJEB TPCSF MPT DPOUSE
CBKP MPT DVBMFT TF QSPDFTB MB JOGPSNBDJJO QFSTPOBN

&0 &TUBEPT 60JEPT BMHVOBT EF MBT SFHMBNFOUBDJPOFT
MPT SFRVJTJUPT EF TFHVSJEBE DJCFSOIUJDB FO MB DPOLU
IBO QSPCBEP JODMVTP B OJWFM BENJOJTUSBUJWP &M *O
&TUEOEBSFT Z 5FDOPMPHOB /*45 QPS TVT TJHMBT FO JOHN
QPS FKFNQMP RVF iMPT SFRVJTJUPT EF TFHVSJEBE TF BQ
DPNQPOFOUFT EF MPT TJTUFNBT OP GFEFSBMFT Z PSHB
QSPDFTBO BMNBDFOBO P USBOTNJU#®IdOsGPSNBDJYJO DPOU
P RVF CSJOEBO QSPUFDDJWO EF TFHVSJEBE QBSB EJDIPT
SFRVJTJUPT RVF FTUEO iEFTUJOBEPT B TFS VUJMIJ[BEPT QP
FO WFIODVMPT DPOUSBDUVBMFT V PUSPT BDVFSEPT FTUB
BHFODJBT Z PSHBOJ[BDJPOFT OP GFEFSBMFTw 41
3FZOPMET TFxBMB RVF UBMFT SFHMBT JODMVTP IBO T
B OJWFM BENJOJTUS BUihay RQ BSEB RMBF S WBQPOTBCJMJEBE
(VCFSOBNFOUBM EF && 66 IB FNJUJEP EPT EFDJTJPOFT
DPO MB BQMJDBDJYO EF EJDIBT SFHMBT %F IFDIP TF FT
iNET BHFODJBT RVF JODPSQPSFO FYQMODJUBNFOUF SFRV]J
DJCFSOIUJDB FO DPOWPDBUPSJBTw Z iPGFSFOUFT RVF O
DVNQMJINJFOUP UP Wesbhli @8t SEPS TFBSS UIDOJDBNFOUF
JOBDFQUBCMFT P CBKBEPT EF DBUFHPSOB FO MB FWBMYV

&0 BMHVOPT DBTPT SB[RABHCBGnEMBT BPROQYBBBEBDIYJO EJSFDUB FO DPOL
BDVFSEP DPO MPT NBSDPT MFHBMFT Z SFHVMBUPSJPT FO EJGFSFOUI
TPO "SHFOUJOB #PMJWJB #SBTJM $IJMF $PTUB 3JDB (VZBOB )POE
MBT DPOTJEFSBDJPOFT EF TFHVSJEBE TPO iDJSDVOTUBODJBT FTQFD
DPNQFUJUJWP TFB VOB JNQPTJCJMJEBE QSEDUJDBw #FOBWJEFT FU |
QPESOB OP TFS EJGFSFOUF Z FT QPTJCMF Q QustEcae) M B MBPTQIWP DFT BBC

1,67 63 5HY KWWSV FVUF QLVW JRY SXEOLFDWLRQV GHWDLO VS UHY AQDO
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EJSFDUB EF FNQSFTREned® RVFJIJOWFSTJZO FO * % -PQF[ "DFWFEP
NBOUFOFS VO OJWFM EF SFGFSBODYBMEEJDBAVEIEBEIEBT B MPT FT(
DJCFSOIUJDB QPESOBO TVQFSBEFMBB GFEMIEERFORIBEEIJIO QVFEFO
DPTUPT EF QSPEVDUPT Z TFSWJEBBFBSB\PMEP EJF OFPOBGOJEP Z DP
DVFOUB MB TFHVSJEBE DJCFSOIWFNP £FCDVSTWBTZI:Q8PHSBNBT EF
EFCFO FTGPS[BSTF QPS DVNQMJBVBPQVMEFCOF TIFESO BRISMFT QBSB MB"
EF TFHVSJEBE DJ@PSQiRGDBS OP TDPRIOFFSMIE® T QVFEFO TFS EFTBSSP
BQPZBSMPT QBSB RVF UPNFO MBEVNPSIEBE PP SSFOMBIBT TPMBT P
4F QPESOBO EFmMBBGP MMBE'S OPSN¥BIQSFTBT QSJWBEBT RVF DVFOUFO D
EF DPOUSBUBDJ@O QbPCMJIDB Q BIFEH \PSIEMEF D JCESPOWIMNEP T-BT JOJIDJ
B MBT 1:.& RVF PQUBO QPS BEPPUBBQBDDEEBMZISDPODJFODJBDJZO
EJDIBT OPSNBT "EFNET TF QPESEOBJEBEBSSPRMBBEFXNOQMP B EFTBSS
FOGPRVF FTDBMPOBEP FO FM RVEFTFFRFICURMJIBDU® B ZMBWMJOFBS DB
FNQSFTBT EF EJGFSFOUFT UBNBxXxP$&RVF DVNQMBO DPO
EJGFSFOUFT OJWFMFT EF TFHVSJEBE DJCFSOIiUJDB QBSB
FWJUBS TPCSFDBSHBS B MBT FN@SIFBDRMVEERM- RPEYBSOP FT FYUFOTF
BOUFSJPSNFOUF " QFTBS EF RVF MP
&M QBQFM EFM HPCJFSOP UBNGCITOBEP EFT B NINXBDEPSVO QBQFM BD
MB DSFBDJ@O EF DBQBDJEBEFDBZPFTABPS[FSVWEFEP DPNP VO QJMI
DPODJFOUJ[BDJ@O VOB EFNBOERRYF BN Fi EFIR EFBEBT 1:.& BbPO IB
FO VO FTUVEJP DPOKVOUP QV CMJIDEE P5BW F DB WRSJP SFTVMUB FT(
FM #BODP *OUFSBNFSJDBOP EHAJ%WAFTBSSONMMP ZVFOMUB RVF MB BEF
. JOJTUFSJP EF 5FDOPMPHOBT EFUFMBO'®ONPISOABDIBYOBEMBTB VO BVNFO
$PNVOJDBDJPOFT EF $PMPNCJB EP EBURT4SFDPQJMBEPT NJOBEPT
B M BTO DPNP MBT QPMOUJDBIMIPBEFET QPRSE MBOIUFNQSFTBT FTU
B JOUFSWFODJPOFT NET GSBABBEBNP FYQPOFODJBM
HVCFSOBNFOUBMFT EFTUJOBEPT B BQPZBS B MBT 1:.&
ZB FYJTUFO Z IBO EFNPTUSBEP 40FSTWBMPN@®IFQBSEB FM FTDFOBS.
BQPZBS VO FDPTJTUFNB GBWPSBOWF SJPSBI AVORUIF 1M&T HPCJFSOPT UJ
60B FWBMVBDJ@O EF MPT QSPHSBMNEPMF BRRZSPBFWEB B MBT 1:.& T.
1:.& FO DVBUSP QBOTFT MBUJORBNFSPDBDWPHANBS NBTF TFHVSP FO FM
$PMPNCJB .iYJDP Z 1FSP FODRPOR SV SIKEBaABTZ MB QSPTQFSJE
QPTJUJWPT FTUSJRIQ4tib3d DEBFN EODNIPFIDPO@NJIJDB &T QPTJCMF DPODMVJS
QSPHSBNBT FTQFDJBMNFOUF DWMPT STFIUMIFT B)SMBBEP Z QPCMJIDF
WFOUBT Z FM EFTFNQFxP FNQSF TR 'S B BAF T-RNQFF XBF WEERFDIP DBEB 1:.
Z 5BO 1PS FKFNQMP MB GHFSFBIUR)BBD®ES FOGVFS[PT DPODSF
QSPHSBNBT EJSJHJEPT B MBT 1:V® FO®RBTIMBFOBPNFHVSP Z IBZ NFEJ
QSPHSBNBT EF SFEFT FNQSFTBSJBMEAOZURISBS SEBNSBBTGPSUBMFDFS T\
EF QSPNPDJ@O EF FYQPSUBDJPOIBTTFIHV SJPDE ® JTFESOIUIJDB BMHVO
NFKPSBT QPTJUJWBT FO FM DP EFA ¥S NGEQ BB POQWBPYBDJP O
Z FO $PMPNCJB MBT hene&iaRVF TF
EF VO GPOEP HVCFSOBNFOUBM GVFSPO JNQBDUBEBT
QPTJUJWBNFOUF FO DVBOUP B FYQPSUBDJPOFT F

1 /DV 3<0( GHEHQ SRU HMHPSOR H[DPLQDU ORV UHTXLVLWRV HVWDEOHFLGRY SRU ODV QRUPDV RAFLDOHYV (
GHO ,QVWLWXWR 1IDFLRQDO GH (VWIiQGDUHV \ 7THFQRORJtD 1,67 ORV LQIRUPHV GH FRQWURO GH RUJDQL]DF
VHIXULGDG FLEHUQpPWLFD GH OD 2UJDQL]DFLYQ ,QWHUQDFLRQDO GH 1RUPDOL]DFLYQ ,62 SRU VXV VLJODV
XQD PHWRGRORJtD GLIHUHQWH

2 $0JXQRV HMHPSORYV GH WDOHV HVIXHU]JRV VRQ ORV UHDOL]DGRY SRU HO 'HSDUWDPHQWR GH 6HJXULGDG 1
FRQFLHQWL]DFLYQ VREUH VHIJXULGDG FLEHUQPWLFDp TXH "HV XQD FDPSDxD DQXDO SDUD FUHDU FRQFLHQF!
&211(&7 E HV RWUR HVIXHU]JR GH VHQVLELOL]DFLYQ OLGHUDGR SRU XQD FRDOLFLYQ GH SDUWHV LQWHUHVDC
SHUVRQDV D FRPSUHQGHU QR VROR ORV ULHVJRV TXH FRQOOHYD ,QWHUQHW VLQR WDPELpQ OD LPSRUWDQ!
LQIRUPDFLYQ HQ KWWSV 7ZZZ GKV JRY QDWLRQDO F\EHU VHFXULW\ DZDUHQHVY PRQWK \ HQ ZZZ VWRSWKLQ!
® /D "$JHQGD *OREDO SDUD OD &UHDFLYyQ GH &DSDFLGDG &LEHUQpPWLFDp GH GHVDUUROODGD SRU HO )RU
GLIHUHQWHY LQLFLDWLYDV UHODFLRQDGDV FRQ OD FUHDFLYQ GH FDSDFLGDG \ OD FRQFLHQWL]DFLYQ *)&(
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MEDIDAS ACTIVAS
QUE LAS PYME
PUEDEN ADOPTAR
PARA REFORZAR SU
SEGURIDAD CIBERNETI

5FOJFOEP FO DVFOUB MPT EFTBGOPT Z MBT PQPSUVOJEBEFT EFTDSJ
EJGFSFOUFT NFEJEBT QBSB GPSUBMFDFS TV QSFQBSBDJJO QBSB MB
PSJFOUBDJ@O TPCSF DVEMFT TPO BMHVOBT EF FTUBT NFEJEBT JNQP¢

1.

Seleccione un empleado que se encargue de todos los aspectos relacionados con la
privacidad y la proteccion de datos y la seguridad cibernética.

&TUB QFSTPOB EFCF FTUBS DPNQMFUBNFOUF EFEJDBEB B FTUBT U
FT QPTJCMF EFCJEP B SFTUSJDDJPOFT QSFTVQVFTUBSJBT BTFHDbP
BM NFOPT B UJFNQP QBSDJBM Z DBQBDOUFMP MB BEFDVBEBNFO!

B vVOB QFSTPOB DPO IBCIJMJEBEFT Z QFSTPOBMJEBE BEFDVBEB"
DPOPDJNJFOUP DVJEBEPTPT

Cree una cultura “consciente de la seguridad” al interior de su PYME.

-BT QPMOUJDBT JOUFSOBT MBT DBNQBxBT EF TFOTJCJMJ[BDJ@ZO Z
TPO BMHVOBT EF MBT GPSNBT EF MPHSBS FTUF PCKFUJWP 4F Q
EJGFSFOUFT UJQPT EF FNQMFBEPT QFSP UPEPT EFCFO UFOFS V
QSPCMFNBT SFMBDJPOBEPT DPO MB JNQPSUBODJB EF MB TFHVSJE
TPCSFDBSHBS B MPT FNEekité BEHPN QPEGBIFBE SFBMJ[BS FTUBT TFTJPO

Disefie productos y servicios integrados con proteccion de privacidad y datos personales

MFB NET BSSJCB TPCSF MPT DPODFQUPT EF iQSJWBDJEBE EFTEF
&TUB OP FT TPMP VOB QSEDUJDB TPDJBMNFOUF SFTQPOTBCMF T
QPUFODJBM SFMBDJPOBEB DPO MB TFHVSJEBE Z MB QSJWBDJEBE
EJTFxPT JOUFHSBEPT FO TVT OFHPDJPT QSJODJQBMFT UJFOFO W
GSVUPT IBWF DPNQFUJUJWF BEWBOUBHFT UIBU NJHIU QBZ PGG

Busque recursos disponibles, especialmente las gestiones gubernamentales para apoyar las
PYME."EFNET IBZ NVDIPT SFDVSTPT EJTQPOJCMFT FO MOOFB RVF T

%BEB MB OBUVSBMF[B EFM UFNB FT OFDFTBSJP VO FTGVFS[P DP1
Z MBT IBCJMJEBEFT

Cumpla con las normas o ciales de seguridad cibernética y proteccion de datos y los

requisitos de contratacion publica. 43 OP FYJTUFO UBMFT SFRVJTJUPT DPNVO
Z GPSNVMBEPSFT EF QPMOUJDBT RVF FTUBT EFCFO JNQMFNFOU
FDPTJTUFNB FNQSFTBSJBM Z HVCFSOBNFOUBM TBMVEBCMF Z TFH

Y 4 y 4
( ( OQPSUVOJEBEFT Z EFTBGOPT QBSB MBT 1:.& FO FM DPOU
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REFERENCI

t #FOBWJEFT + - . $BVTMBOE 4EODIF[ . $ 'M@SF[ 4BMB[BS $
1SPDVSFNFOU JO -BUJO "NFSJD BB Gakcetl FSPKFIDOLTF BO/BOEBUJWF BOE $
AUVEZ *OUFS "NFSJDBO %FWFMPQNFOU #BOL

t#FZFS . "INFE 4 %PFSMFNBOO , "SOFMM 4 1BSLJO 4 A4BTTF
"XBSFOFTT JT r&tOMIFQ@IF GSBNFXPSL GPS QSPHSFTTIJWF FOHBHFNFO
3FUSJFWFE GSPN 1UUQT XXX SJTDT PSH VL XQ DPOUFOU VQMPBET

4UFQ QEG

t #JUEFGFOEFS 51F (MPCBM 5ISFBU -BOETDBQF 3FQPSU 3
CIJUEFGFOEFS DPN SFTPVSDFT GJMFT /FXT $BTF4UVEJFT TUV
8IJUFQBQFS UISFBU MBOETDBQF DSFB FO &/ (FOFSJDG6TF QEG

t #MBOL 4 8IBU T " 4UBSUVQ 'JSTU 1SJODJQMFT 3FUSJFWFE "(
DPN XIBUT BupF t$tBpo8nciples/

t#VMHVSDV # $BWVTPHMV ) #FOCBTBU * *OGPSNBUJPO 4FD
4UVEZ PG 3BUJPOBMJUZ #BTFE #FMJFGT BOE *OGPSNBUJPO 4FDVSJUZ
t$BTUSP % JPX .VDI 8JMM 13*4. $PTU UIF 6 4 $MPVE $PNQVUJO&L
GSPN IUUQ XXX JUJG PSH DMPVE DPNQVUJOH DPTUT QEG
t$BUIMFT " &OUSFQSFOFVSTIJIQ %BUB GPS -BUJO "NFSJDB BOE |
*T . JTTJOH *OUFS "NFSJDBO %FWFMPQNFOU #BOL 3FUSJFWFE GSPN
IBOEMF $5*@5/@&OUFSQSFOFVSTIJIQ@%BUB@GPS@-BUJO@"NF
t $BWPVLJBO " OQFSBUJPOBMJ[JOH 1SJWBDZ CZ %FTJHO " (VJ

1SBDUJDFT *OGPSNBUJPO BOE 1SJWBDZ $PNNJTTJPOFS PG 0OOUBSJP
*( QEG PQFSBUJPOBMJ[JOH QCE HVJEF QEG

t $FSEB 4JMWB " 1SPUFDDJ@O EF EBUPT QFSTPOBMFT Z QSFTU
“BUJOB *O )BDJB VOB *OUFSOFU -JCSF EF $FOTVSB QSPQVFTUBT Q
$FOUSP EF &TUVEJPT FO -JCFSUBE EF &YQSFTJZO Z "DDFTP B MB *OG
60JWFSTJEBE EF 1BMFSNP 3FUSJFWFE GSPN IUUQ XXX QBMFSNP FE
MJCSP QEG

-
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t$*43%0 1SsJwWBDZ .BUVSJUZ #FODINBSL 4UVEZ $*4%$0 3FUSJFWFE
EBN FO@QVT BCPVU EPJOH@CVTJOFTT USVTU DFOUFS EPDT QSJWBDZ 1

t$MBSLF 3 .PSFMM . 4UPOF ( 3VOTUFJXXFSUZ BOEBFDVSJUZ JO
8 PSME 3FQPSU BOE 3FDPNNFOEBUJPOT PG 5IF 1SFTJEFOU T 3FWJFX (.
5FDIOPMPHJFT 8IJUF )PVTF 3FWJFX (SPVQ PO *05 BMIMWIMFDDHT B OEUSRE
GSPN IUUQT PCBNBXIJUFIPVTF BSDIJWFT HPW TJUFT EFGBVMU GJMF

t$PPL &GGFDUJWF $ZCFS 4FDVSJUZ 48 SBIUERFHDI B GIPFSS 4 R B VRV
%PDUPSBM 4UVEJFT 3FUSJFWFE GSPN IUUQ TDIPMBSXPSLT XBMEFO

t $SBJHFO % %JBLVO 51JCBVMU [/ 1VSTF 3 5FDIOPAFRHD JOI© B 8
.BOBHFNFOU 3FWJFX (o]

t% "DRVJTUP ( %PNJOHP "ESFPESB+ .PAQUKERERTF EF #PVSLB "
1SsJwBDZ CZ EFTJHO JO CJH EBUB "O PWFSWJFX PG QSJWBDZ FOIBO
BOBMZUJDT &VSPQFBO 60JPO "HFODZ 'PS /TFUXPSL "OE *OGPSNBUJPO

t %FJEKM EFPL + 7TEMEIBI® TTFO *TANBMWM#MBIVUIGVM -JUFBBUVSF
B3FDFOU &NQJSJDBM &WJEFODF PO UIF $POUSJCVUJPO PG 4.&T UP &NQ
*OUFSOBUJPOBMF ;VITBNNFOBSCFJU (*; (NC) 3FUSJFWFE GSPN IUUQ
B D C G E CGGE

t('$& (MPCBM "HFOEB GPS $ZCFS $BQBDJUZ #VIJMEJOH 3FUSJFW
EPDVNFOUT QVCMJDBUJPOT HGDF HMPCBM BHFOEB

t*%# 'JOOPWJITUB'JOUFDI *OOPPWBNBEZOOPU LOPX XFSF GSPN -BUJO "
$BSIJCCFBO *OUFS "NFSJDBO %FWFMPQNFOU #BOL BOE 'JOOPWJTUB
PSH CJUTUSFBN IBOEMF "*/588Y *BOPRUBUOPRO®BSF GSPN MBU
BOE UIF $BSJCCFBO QEG TFRVFODF JT"MMPXFE Z

t-PQFT * OMIWFJISBOEFSTUBOEJOH *OGPSNBUJPO 4FDVSJUZ $VMUVS|
4J[FE &OUFSQSJTFT *O 3PRB0OB 4USPBYURBB® O |, FET /FX 1FSTQFDUJW
AZTUBOBEDIOPMHRAVMNINFEWBODF FOUFMMJHFOU 4ZTUWNMBOESSPMEBUJ
$IBN -PQF[ "DFWFBEPO (B *NQBDU FWBMVBUJPO PG TNBMM BO
QSPHSBNIBUJO "NFSJDB BOE UIF $BSJCCFBO /®PSME #BQL B FUSIFWF
lUuQ EPDVNFOUT XPSMECBOL PSH DVSBUFE FO *NQBDI
NFEJVN FOUFSQSJTF QSPHSBNT JO -BUJO "NFSJDB BOE UIF $BSJCCFB

t .BDIJFM . '"PEJUTDI / #FMMJ - $BTUFMMPO / $ZCFSTFDV
-BUJO "NFSJDB BOE UIF $BSJCCFBO *O $ZCFSTFDVSJUZ 3FQPSU C

t .B[[VDBUP . 51F &OUSFQSFOFVSJBM 4UBUF %FCVOLJOH 1VCM.
t DSSVEEFO $ $PSQPSBUF 4PDJBM 3FTQPOTJCJIMJUZ BOE 1VC

1BQFS 3PDIFTUFS /: 4PDJBM 4DJFODF 3FTFBSDI /FUXPSL 3FUSJF
BCTUSBDU

t DSSVEEFO $ #VZJOH 4PDJBM +VTUJDF &RVBMJUZ (PWFSH
$IBOHF OYGPSE 60JWFSTJUZ 1SFTT 3FUSJFWFE GSPN IUUQ XXX P°
BDQSPG PTP BDQSPG

Y 4 y 4
( ( Oportunidades y desafios para las PYME en el contexto de una mayor adopcion de las TICs
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t /IFX7BOUBHF 1BSUOFST /171 #JH %BUB &YFDVUJWF 4VSWFZ
'JOEJOHT S3FUSJFWFE GSPN IUUQ OFXWBOUBHF DPN XQ DPOUFOU
4VSWEFZ 'JOEJOHT QEG

t0"4 *%# *I5*$ *NQBDU PG %JHJUBM 4FDVSJUZ *ODJEFOUT J
IluuQ XXX PBT PSH EPDVNFOUT TOQOB QSFTT &TUVEJP 4FHVSJEBE %JH.

t0&$S% B "DUJWF XJUI -BUJO "NFSJDB BOE UIF $BSJCCFBO 3FUS
HMPCBM SFMBUJPOT "DUJWF XJUI -BUJO "NFSJDB BOE UIF $BSJCCFBO

t0&$% C &OIBODJOH UIF $POUSJIJCVUJIPOT PG 4.&T JO B (MPCBM B
UIF 0&$% $PVODJM BU .JOJTUFSJBM -FWFM 1BSJT 3FUSJFWFE GSPN
*] &/ QEG

t1X$ SFWJUBMJ[JOH QSJWBDZ BOE USW\iings)J G SB° EBSUB BWR WBND 4XU
PG *OGPSNBUJPO 4FDVSJUZ 4VSWFZ Q 3FUSJFWFE GSPN IUUQ’
BTTFUT SFWJUBMJ[JOH QSJWBDZ USVTU JO EBUB ESJWFO XPSME QEG

t 3FZOPMET 5 +BOVBSZ 5PQ 'JWF (PWFSONFOU $POUSBDUPS
3 FUSJFW F Bttp@Bddwredbh.mofo.com/defense/top- ve-gover ONFOU DPOUSBDUPS DzZC
DPOTJEFSBUJPOT GPS

t 3VWPMP + 'FCSVBSZ r NT(BMPEBMOWFDUPST BSF SFTIBQJOH -BU
FOWJSPONFOU 5FDI$SYV Oldtp://sdEidl.®chEraENECo®/3ML8102/27/global-tech- r NT
BOE JOWFTUPST BSF SFTIBQJOH MBUJO BNFSJDBT TUBSUVQ FOWJSPO

t 41 BDLFMGPSE 4 '‘PSU &5 - 1SFOLFSU + % )PX #VTJOFT
60JWFSTJUZ PG 1FOOTZMWBOJB +PVSOBM PG *OUFSOBUJPOBM -BX

t 4ZNBOUFD 3FUIJOLJOH 4FDVSJUZ GPS UIF $MPVE (FOFSBUJP(
3FUSJFWFE GSPN IUUQT XXX TZNBOUFD DPN UIFNF DMPVE HFOFSBU.J

t 5JCCFO 8 "TUCSJOL ( (PWFSONFOU *$5 1VSDIBTJOH 8IBL
DSJUFSJB NBLF GPS QFPQMF XJUIl EJTBCIJMJUJFT 60OJWFSTJUZ PG 8F
3FUSJFWFE GSPN IUUQ BDDBO PSH BV JOEFY QIQ PQUJPO DPN@DPO
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