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GRU: Glavnoye Razvedyvatelnoye Upravlenie

Militar
Politica
Necesidades de informaciéon | [Tecnologia
Economia
Ecologia
¢ i SIGINT
HUMINT
. 1 7T, OSINT
Vicealmirante Igor VCh 44388 . 1 GEOINT
KOSTYUKOV Capacidades MASINT
(en funciones, 22/11) TECHINT
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Case 1:18-cr-00215-ABJ Document 1 Filed 07/13/18 Page 1 of 29
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IN THE UNITED STATES DISTRICT COURT
FOR. THE DISTRICT OF COLUMBIA

UNITED STATES OF AMERICA
CRIMINAL NO.
V.

(18 U.S.C.§§ 2 371, 1030, 1028A, 1956,

VIKTOR BORISOVICH NETYKSHO. and 3551 er seq.)

BORIS ALEKSEYEVICH ANTONOV,

DMITRIY SERGEYEVICH BADIN,

IVAN SERGEYEVICH YERMAKOV,

ALEKSEY VIKTOROVICH
LUKASHEV.

SERGEY ALEKSANDROVICH
MORGACHEV,

NIKOLAY YURYEVICH KOZACHEE.

PAVEL VYACHESLAVOVICH
YERSHOV,

ARTEM ANDREYEVICH
MALYSHEV,

ALEKSANDR VLADIMIROVICH
OSADCHUK.

ALEKSEY ALEKSANDROVICH
POTEMEKIN, and

ANATOLIY SERGEYEVICH

CONSPIRACY TO COMMIT AN OFFENSE AGAINST THE UNITED STATES; FALSE
REGISTRATION OF A DOMAIN NAME; AGGRAVATED IDENTITY THEFT; CONSPIRACY
TO COMMIT MONEY LAUNDERING

RUSSIAN INTERFERENCE IN 2016 U.S. ELECTIONS

% B OB K K OB OB K B B B B E B E B B % ¥ B B B F ¥

KOVALEV. Baris Alekseyevich Dmitriy Sergeyevich Anatoliy Nikolay Yuryevih Aleksey Viktorovich Artem Andreyevich
Antonov Badin Sergeyevich Kovalev Kozachek Lukashev Malyshev
Defendants.
.
BEREERE
INDICTMENT ‘
P . ]

The Grand Jury for the District of Columbia charges: o b

COUNT ONE

(Conspiracy to Commit an Offense Against the United States)
L In or around 2016. the Russian Federation (“Russia”) operated a military intelligence Sergey Aleksandr ‘ Aleksey Ivan Sergeyevich pavel
Aleksandrovich Vladimirovich Aleksandrovich Yermakov Vyacheslavovich

agency called the Main Intelligence Directorate of the General Staff ("GRU™). The GRU had Morgachev Osadchuk Potemkin Yershov
multiple units. including Units 26165 and 74455, engaged in cyber operations that involved the
staped releases of documents stolen through computer intrusions. These units conducted large- SHOULD BE CONSIDERED ARMED AND DANGEROUS, AN INTERNATIONAL FLIGHT RISK, AND AN ESCAPE RISK

secale eyber operations to interfere with the 2016 ULS. presidential election.
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Col. Anatoliy Chepiga
GRU Spetsnaz
Hero of the Russian Federation

Dr. Alexander Yevgeniyevich Mishkin
GRU Col/TCol
Hero of the Russian Federation
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‘GRU close access cyber
operation against OPCW

WiFi panel
antenna
-Smartphone (covered) |
(4G) = ®, . sday 10 April 2018

Connected to:

Unclassified / For Official Usa Only

Unclassified

-WiFi panel 3 n . —— » Accompanied by embassy personnel
antenna ‘

Bag with

battery

Computer

| CTHUECKITT
MOCCHACKAR SEJEPAILRSH /KL .r H U Pfl\
1 OMATIC

TR 3 SPORT

Transformer |3

YR Bkt
, i
9 ]

Specialist equipment in vehicle
* Setup for hacking WiFi connections
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‘ ’ B E R Attack NCSC Assessment CN ) cerr
SEGURIDAD In October 2017, BadRabbit ransomware encrypted NCSC assess with o

hard drives and rendered IT inoperable. This caused :'I:g‘:'t::rg;’l‘jr:::s
disruption including to the Kyiv metro, Odessa airport, .
. . ) almost certainly
’ Russia’s central bank and two Russian media outlets. )
National Cyber responsible.
NCSC assess with

Secun‘ty Cen‘tre In August 2016, confidential medical files relating to a high confidence

number of international athletes were released. WADA

that the GRU was
apart of GCHQ stated publicly that this data came from a hack of its GRU

Imost certain
Anti-Doping Administration and Management system. a ) ainly
responsible.
. NCSC
NCSC assess with Assessment
In 20186, the Democratic National Committee (DNC) high confidence
was hacked and documents were subsequently that the GRU was 2018 GRU hackers sent spearphishing emails NCSC assess with
04 / 1 O / 2 O 1 8 published online. almost certainly npersonated Swiss federal authorities to directly high confidence
responsible. IPCW employees, and thus OPCW computer that the GRU was
NCSC assess with > IThese employe.es wclare likely attending a almost tl:ertain!y
Between July and August 2015 multiple email high confidence ning conference in Spiez. responsible.
Attack accounts belonging to a small UK-based TV station that the GRU was NCSC assess with
were accessed and content stolen. almost f’e’faf"‘y 2018 the GRU attempted to use its cyber high confidence
In June 2017 a destructive cyber attack responsible. ties to gain access to official OPCW computer that the GRU was
targeted the Ukrainian financial, energy and GRU in February 2018. networks. almost certainly
government sectors but spread further NCSC assess with high responsible.
affecting other European and Russian confidence that the GRU NCSG "
i i ] . assess wit
businesses. was almost certainly In April 2018 the GRU attempted to use its cyber ) )
responsible. . . high confidence
capabilities to gain access to the UK Defence and that the GRU was
In October 2017, VPNFILTER malware infected | In April 2018, the NCSC, FBI Science Technology Laboratory (DSTL) computer A
) almost certainly
thousands of home and small business routers and Department for systems. ibl
and network devices worldwide. The infection 'Homeland Security issued a responsiole.
potentially allowed attackers to control infected | joint Technical Alert about NCSC assess with
devices, render them inoperable and intercept | this activity by Russian In March 2018 the GRU attempted to compromise the  high confidence
or block network traffic. state-sponsored actors. UK Foreign and Commonwealth Office (FCO) computer  that the GRU was
B - meviiussestiienns = = = systems via a spearphishing attack. almost certainly

responsible.
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BY THE FBI

04/10/2018

CONSPIRACY TO COMMIT COMPUTER FRAUD; CONSPIRACY TO COMMIT WIRE
FRAUD; WIRE FRAUD; AGGRAVATED IDENTITY THEFT; CONSPIRACY TO COMMIT
MONEY LAUNDERING

FOR IMMEDIATE RELEASE Thursday, October 4,280 GRU HACKING TO UNDERMINE
ANTI-DOPING EFFORTS

U.S. Charges Russian GRU Officers with International Hacking and Related Influence
and Disinformation Operations
Conspirators Included a Russian Intelligence “Close Access” Hacking Team that Traveled Abroad to

Compromise Computer Networks Used by Anti-Doping and Sporting Officials and Organizations
Aleay Valerevich Minin Ak Suchw:n

Investigating Russia’s Use of Chemical Weapons

anuSengmum Artem Andreyevich

Mabysaay
A grand jury in the Western District of Pennsylvania has indicted seven defendants, all officers in the Russian Main

Intelligence Directorate (GRU), a military intelligence agency of the General Staff of the Armed Forces of the Russian
Federation, for computer hacking, wire fraud, aggravated identity theft, and money laundering.

-
According to the indictment, beginning in or around December 2014 and continuing until at least May 2018, the conspiracy
condueted persistent and sophisticated computer intrusions affecting U.S. persons, corporate entities, international 4
organizations, and their respective employees located around the world, based on their strategic interest to the Russian Evoens Mkbanfovin leg Hikbayioich 1y Sergerevin

government. E CONSIDERED ARMED AND DANGEROUS, AN INTERNATIONAL FLIGHT RISK, AND AN ESCAPE RISK
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Global Affairs Erancais
I * I Canada

Affaires mondiales l * Government Gouvernement .

Canada of Canada du Canada Search Canada.ca n

Jobs v Immigration v Travel v Business v Benefits v Health + Taxes v More services v

04/10/2018

Canada identifies malicious cyber-activity by Russia

From: Global Affairs Canada

Statement
October 4, 2018 — Ottawa, Ontario - Global Affairs Canada
Global Affairs Canada today issued the following statement:

“Today, Canada joins its allies in identifying and exposing a series of malicious cyber-operations by the Russian military. These acts
form part of a broader pattern of activities by the Russian government that lie well outside the bounds of appropriate behaviour,
demonstrate a disregard for international law and undermine the rules-based international order. Canada calls on all those who
value this order to come together in its defence.
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Unidad 74455

» Poca informacion publica.
* Publicaciones cientificas sobre jamming, criptografia...

» Ubicacion: Kirova, 22 (Khimki, Moscu).

» Cometido: manejo de informacion. PSYOP.

* Dezinformatsiya, spetspropaganda, informatsionnoye
protivoborstvo, kompromat...

» Sockpuppets: DCLeaks, Guccifer 2.0.
 Mantenimiento de infraestructura.

HE E B www.cch-cert.cniies m EH H
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Unidad 74455

Aleksandr
VLADIMIROVICH OSADCHUK

Anatoliy Aleksey
SERGEYEVICH KOVALEV ALEKSANDROVICH POTEMKIN
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G Unidad 26165
Servicio de descifrado del GRU (histérico), activo desde el
¥ 10CTOBEPEHHE S 23/05/1953.

I PALIORAINSA TOREREE SETATNNE | * Dependencia directa de la Direccion del GRU.
£ Ao 247

l{_- L] COOTRATCTRM € AYHATOM 8 «lMopomessn of oTepuTens,

Ee  eaafpotosiax W RAUMOHARKIETORCHKHE L L PR . ., ,

(€ txrominn yrcrmepene senwe oMOTSOBGY S|« Ubicacion: Komsomolsky prospekt, 20 (Moscu).
—— T - Junto a Unidad Militar 06410 (152nd Special Training
B o s Wiy Center).

& » moMoxoson uacrn 'ZETES™ " §l

R . . « Cometido: Compromiso técnico de objetivos. CNO.
S "Mporpauus noayuomun pssvocret o Y - Actividades hostiles

= oaxaunux napausrpau (W fis0), ) .

r KOMAMIHP BONCKOBOM 4ACTH 26765 » Desarrollo de capacidades técnicas.

T s il « Mantenimiento y operacion de infraestructura.
k wif s FHBADE A

m B E #XllJornadasCCNCERT E m & HE E B www.cch-cert.cniies m EH H
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P, | Unidad 26165
[ )
y Viktor
1 BORISOVICH
NETYKSHO
Boris Sergey
ALEKSEYEVICH ALEKSANDROVICH

- ANTONOV MORGACHEV
" -

- y

-

A
Dmitriy ‘
SERGEYEVICH -
RO (R Ark
l ' Nikolay Artem
YURYEVICH ANDREYEVICH
lvan KOZACHEK Pavel MALYSHEV
SERGEYEVICH Aleksey VYACHESLAVOVICH
YERMAKOV VIKTOROVICH YERSHOV
LUKASHEV
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Unidad 26165 cunidad 221777

Artem
ANDREYEVICH
MALYSHEV

Dmitriy
SERGEYEVICH
BADIN

Ivan SERGEYEVICH YERMAKOV
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Otras unidades GRU

VCh 11135.

» Disefio equipamiento SIGINT, dispositivos inalambricos,
seguridad SCADA, proteccién comunicaciones.

VCh 40904.
* Procesamiento SIGINT.

VCh 36360.
« Formacion avanzada en inteligencia, incluyendo ciber.

VCh 54726.
* Andlisis de capacidades de paises extranjeros, incluyendo ciber.

m B E #XllJornadasCCNCERT E m & HE E B www.cch-cert.cniies m EH H
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Otras unidades MOD

 VCh 31659.
* Proteccién logica MOD.

e VCh 01168.
e Potencia de calculo. Desinformacion.

 VCh 96010.
« Control tecnologias “sensibles”. Exportacion.

e VCh 21882, 77111, 33872.
» Guerra electronica.

* VCh 40056.
« Direccion Principal de Investigacion Submarina.

m B E #XllJornadasCCNCERT E m & HE E B www.cch-cert.cniies m EH H



SEGURIDAD

Objetivos

Objetivo/Campaiia US (UK [CA [NL
USA 2016

Democratic Congressional Campaign Committee (DNCC) X

Democratic National Committee (DNQC) X | X
Novichok

Organisation for the Prohibition of Chemical Weapons (OPCW) X | X | X

Laboratorio/Conferencia Spiez (Berna, Suiza)

UK Defense and Science Technology Laboratory (DSTL) X

UK Foreign and Commonwealth Office (FCO) X

m B E #XllJornadasCCNCERT E m & HE E B www.cch-cert.cniies m EH H
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Objetivos
Objetivo/Campaiia |US |UK |CA |NL
Dopaje
World Anti-Doping Agency (WADA) X | X | X
Canadian Centre for Ethics in Sport (CCES) X X
US Anti-Doping Agency (USADA) X
Juegos Olimpicos Rio de Janeiro 2016 X X
Laboratorio/Congreso WADA Laussanne (Suiza) X X
International Association of Athletics Federations (IAAF) X
Fedération Internationale de Football Association (FIFA) X

m B E #XllJornadasCCNCERT E m & HE E B www.cch-cert.cniies m EH H
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Objetivos
Objetivo/Campaiia lus JuK [cA |NL
MHay
Investigacion holandesa X
Hotel Kuala Lumpur (Malasia) X
Ucrania
NotPetya X
BadRabbit X

m B E #XllJornadasCCNCERT E m & HE E B www.cch-cert.cniies m EH H
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TACTICA TECNICA TTP

Reconocimiento OSINT
Reconocimiento Reconocimiento activo

Intrusion Relaciones de confianza: explotacion de terceros para llegar al objetivo final

Intrusion Uso de credenciales validas, obtenidas en algunos casos gracias a los ataques de spearphishing

Intrusion Spearphishing mediante enlaces dafiinos en correos electronicos, con acortadores de URL

Intrusion Spearphishing mediante anexos dafiinos (MS Office)

Intrusion Close Access

Ejecucion Explotacién de vulnerabilidades en el cliente

C2 Uso de proxies para dificultar la traza de comunicaciones

Descubrimiento Rastreo y busqueda de archivos y directorios

Adquisicién Recoleccién automética de informacion, tanto técnica -de la infraestructura de la victima- como de interés de inteligencia
mediante herramientas publicas

Adquisicién Captura de datos introducidos por el usuario, por ejemplo via keylogging

Adquisicién Captura de correos electrénicos directamente de servidores Microsoft Exchange

Adquisicién Adquisicion de archivos de endpoints, via forfiles

Adquisicién Capturas de pantalla en las victimas

Exfiltracion Compresion de datos previa a la exfiltracion, mediante herramientas publicas

Evasion Borrado de archivos para evitar deteccién o extraccion de inteligencia técnica, con CCleaner

Evasion Borrado de registros en sistemas comprometidos, para evitar deteccién o extraccién de inteligencia técnica, mediante wevtutil

(wevtutil cl System y wevtutil cl Security)

Persistencia Robo de credenciales mediante herramientas publicas y desarrollos propios
Destruccion Cifrado y borrado de objetos
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OPSEC

iEsto pasa hasta en las mejores familias!

' *I Commurnications Security  Cantra de la sécurité
aneda  des Canada

MAKERSMARK
(Russian CNE)

Designed by geniuses
Implemented by morons

Safeguarding Canads s security through information superiority
réserver la sécurité du Canads par la supériorité de I'information
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Preguntas y conspiraciones

01 03

¢,Como se ha 02 ¢ Por que solo el
obtenido esta ¢ Por qué se GRU?
informacion? publica tanto

nivel de detalle?

04 05

¢ES APT28 el GRU? Después de lo que ha

¢La Unidad 261657 pasado...

¢La Unidad 744557 ¢el GRU ya no es tan bueno?
¢Ambas? ¢.seguira operando en ciber?

m B E #XllJornadasCCNCERT E m & HE E B www.cch-cert.cniies m EH H
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Conclusiones

» Duro golpe al GRU en 2018, pero...
* GRU como actor muy relevante en el ambito ciber (y no ciber).
* Rusia como actor muy relevante en el ambito ciber (y no ciber).

* Information confrontation (IPb, informatsionnoye protivoborstvo).
* Informativo-Técnico: CNO. VCh 26165.
 Informativo-Psicolégico. PSYOP. VCh 74455.

o APT28: faney old bear.
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