Cibersecurity
What’s next?
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OFICINAS LOCALES

Prague - 2002
Sau Paulo - 2010
Germany - 2013
Sydney - 2014
Toronto - 2015
Mexico - 2015
UK - 2016

Japan - 2017

ESET HQ
San Diego - 1999 EMEA CENTER

Buenos Aires - 2004 . ¥ g
Singapour - 2013 Bratislava - 1992
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EMULACION Y
ANALISIS DE DATOS

GENES DE ADN
(CARACTERISTICAS)

REDES NEURONALES MODELO MULTIPLE
(LSTM Y DEEP (6 MODELOS DE
LEARNING) CLASIFICACION)

VALORES DE VALORES DE
PROBABILIDAD PROBARBILIDAD
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CONSOLIDACION
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ANALISIS DE
SANDBOX

ANALISIS DE
MEMORIA

AVANZADO

EXTRACCION Y EVALUACION
DE CARACTERISTICAS DE
COMPORTAMIENTO
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La IA hara que las amenazas sean Los ataques potenciados por la IA seran
mas complejas mas dificiles de detectar

3% 1% 4%2%

n=900 n=900

@ Completamente @ Parciaimentede @ Ni de acuerdo ni @ Parcialmente en @ Completamente
de acuerdo acuerdo en desacuerdo desacuerdo en desacuerdo



¢Usted o su organizacion ha implementado un
producto de seguridad cibernética que use el ML?

16%

2%

82%

n=900

¢Usted o su organizacion tiene planificado el ML en su
estrategia de seguridad cibernética en los proximos 3-5 anos?

23%

53%

n=159

® Si @® Nolosé ® No



Nuestros productos y tecnologias se
apoyan en tres pilares

ESET LIVEGRID® MACHINE LEARNING EXPERIENCIA HUMANA



Adaptive Security Architecture

PREDICT POLICY

Risk-prioritized exposure assesment
Anticipate threats / attacks

Baseline systems and security posture

CONTINUOUS
MONITORING

& ANALYSIS

Remediate
Design / Model policy change

Investigate incidents / retrospective analysis

RESPOND

COMPLIANCE

PREVENT

Harden Systems

Isolate Systems

Prevent Attacks

Detect Incidents
Confirm and prioritize risk

Contain Incidents

DETECT



ESET & Adaptive Security Architecture

PREVENT
PREDICT POLICY EVEN

ESET Endpoint Security

C= ESET Threat Intelligence ESET Virtualization Security
ESET Virus Radar ESET Security Management Center
Welive Security ESET Secure Authentication

ESET Endpoint Encryption
CLOSING
THE LOOP

ESET Security Management Center ESET Endpoint Security

LS ESET Enterprise Inspector ESET Security Management Center

[EM ESET Dynamic Threat Defense ESET Enterprise Inspector I

ESET Dynamic Threat Defense &0

RESPOND COMPLIANCE DETECT
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ENDPOINT
ENCRYPTION

Solucion de cifrado de datos, facil de utilizar que cumple con
las normativas europeas respecto al nuevo RGPD



TECHNOLOGY
ALLIANCE

@ saofetica’

Safetica te protege de las costosas fugas de datos y te
ahorra costes de personal innecesarios
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SECURE
AUTHENTICATION

Protege a tu empresa contra los costosos robos de
informacion con una potente autenticacion de doble
factor, utilizando el smartphone de un empleado y una
contrasena de un solo uso.



ESET Dynamic Threat Defense

Cloud sandboxing powered by machine learning
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DYNAMIC
THREAT

DEFENSE

ruarcar

Sandbox basada en cloud que proporciona analisis de amenazas de Dia
Cero y ransomware antes de que lleguen a la red.



Envio de
muestras
automatico

Proteccion
automatica

de toda la
compaiia

Accion
automatica
basadas en
el resultado

Analisis
automatico




ESET Enterprise Inspector



et

ENTERPRISE
INSPECTOR

La nueva suite, ESET Enterprise Inspector, es un EDR (Endpoint Detection
and Response) personalizable que proporciona mas visibilidad para una
prevencion, deteccidn y respuesta completa contra todo tipo de ataques.



[T ENTERPRISE INSPECTOR

DASHEOARD

Dashboard

Top 10 Unresolved Threat and Warning Alarms

Detected by ESET Endpoint Security product (284)
Processes killing from commandline [B0401] (44)

EXE file creation of modification [B0304] (41)

Unpopular process has started from %Temp [20402] (34)

Common AutoStart registry medified by unpopular process [A0103)...
B Non-Systemn process with system process name has started [Z0400] ..

WFile modified in Sestartup% folder [AD127] (15)

MlUnpopular process has been added to startup foider [DO115] (14)
WSYS file creation or modification [B0303] (12)

WProcess with a suspicious extension has started [Z0406] (12)

Threat and Warning Alarms

W Alarms per day

[

19.218 24.218 2318 8.318 14.318

Top 10 Unrescived Informational Alarms

Powershell suspicious activity executed [D0414] (310)
System utility was executed test [AD403] (111)
Unpopular process has started from %AppData%/%ProgramDatase [Z04.
Management of the services from commandine [B0403] (40)
Process started from desktop [20405] (30)
B Autorun.inf file was createdimodified [AD301] (17)
W Saving script file [Z0301] (17)
Ml Cmd.exe executed with 'ic' by unpopular process [A0400] (16)
W Senvice installation or modification [B0402] (15)
Il Autorun.inf file was deleted [AD201] (11)

Informational Alarms

W Alarms per day
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19.218 24.218 2.318 8.318 14.318
Date
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ENTERPRISE INSPECTOR

—1— Alarm details

A 1E: E] winlogon.exe (468)

Filecoder behaviour [20601] i E' userinit.exe (3096)

SOURCE Filecoder behaviour [20601 SIGNATURE TYPE + Bexp-orer.exem.?a!
CATEGORY Filecoders SIGNER NAME

OCCURED 1 var SEEN ON 2 comp - Bcutlonk.exe (2200)
PRIORITY 0 FIRST SEEN

LAST EXECUTED

= B winword.exe (1850)

ESET LiveGrid®

REPUTATION [ssssssase) PARENT GROUP Finance Deparment

POPULARITY LAST CONNECTED 3 minutes ago - )

FIRST SEEN one year ago LAST EVENT 4 minutes ago - Mar 7, 201 A4
AGENT VERSION

05 Windowes 7

CATEGORY Filecoders

has been crepted

EXPLANATION

MALICIOUS CAUSES Generats

BENIGN CAUSES

RECOMMENDED ACTIONS

ALARM TYPE Rule w

SOURCE RULE Filtcoder behaviour [20601

OCCURRED 11 min:
ommon AutoStart registry m:

TRIGGERED 10m



ESET Threat Intelligence
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THREAT
INTELLIGENCE

ESET Threat Intelligence informa de forma proactiva a los equipos de
seguridad acerca de los ataques dirigidos mas recientes y los servidores

de comando y control (C & C) que se han producido en otros lugares.



¢Donde encaja ETI?

incoming attack malware

=
k3 . .
. Operational Technical
Defenders 5 SOC staff
Responders s Details of a specific Indicators of specific Incident Responders

A

v

High Level Low Level

Source: Center for the Protection of National Infrastructure, 2015



Informe de muestras
enviadas

SAMPLE REPORT

Infected files

FILE FIRST SEEN COUNT SIMILARITY SHA1

File details

NAME hkttrek exe.exe

TYPE PE32 executable (GUI) Intel 80386 (stripped to external PDB), for MS Windows
SIZE 2411648

MD5 04BADG3C0976D9FFBFDFABB2EISAATAT

SHAL D093160BI063CAAA DCIEGGEFBB48731B90187DCF

SHA256 1621A2FF51COD9E11FC2718E41D27F 8C856018F9495D55F08E 706F DOD3DESCE2
SIGNATURE Unsigned

PE Information
MACHINE IMAGE_FILE MACHINE 1386
TIMESTAMP Tue Jun 7 14:08:05 2011 UTC

MAGIC OPTIONAL HEADER PE32

ENTRY POINT Ox2ac5b
SUBSYSTEM IMAGE_SUBSYSTEM_WINDOWS_GUI
OS VERSION



BOTNET ACTIVITY REPORT

Botnet-specific report: Wauchos Week 35/2016

Samples
VARIANT

Win32/TrojanDownloader Wauchos trojan

Win32/TrojanDownloader. Wauchos trojan

Informe de actividad e

Command & Control servers

B ot n et SERVER URL LAST ALIVE STATUS




A\ TARGETED MALWARE REPORT

SOURCE

RELATED C&C SERVERS

Informe de malware emme
dirigido e

http//wwwidotimillowerks org/mwtrichard/milk exe 2016-02-12

http//befdepldoticonycigbin 2015-05-08

g/ fawwidotimilkworks crg/mwarichard/gate php

2016-02-12

Detection
ESET Not detected
Kaspersky Trojan.NSIS Inject.ags

Microsoft Trojan Win32/Dynamertac

ESET LiveGrid®




(2 CLIENTES )




@ 0-3meses

@® 4-6meses

64% clientes
obtuvo RO
en 6 MIESES

@® 7-9meses
10 - 12 meses
@ 13- 18 meses

@® +18meses

Encuesta a 552 usuarios de productos de seguridad ESET.
Fuente: http://www.techvalidate.com/product-research/eset-security-solutions/charts/DA4-204-B5




POR QUE

cambian los
clientes a

ESET

Bajo consumo de
recursos

Facil administracion
remota

Alta deteccidn sin
apenas falsos
positivos

Eficienciay
rendimiento en
entornos virtuales

Comparativas de
terceros

Otros

)
3

Encuesta de TechValidate a 888 usuarios de productos de seguridad ESET que seleccionaron Symantec, McAfee o Kaspersky.
Fuente: http://www.techvalidate.com/product-research/eset-security-solutions/charts/385-318-C07
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Resultados de Test Independientes




Prueba de rendimiento

(Impacto en el uso del sistema)

Fuente: AV-comparatives, Business Security Test, June 2018
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Cuadrante Magico de
Gartner, Enero 2018

ABILITY TO EXECUTE

= Dl AVERS
T FLAT LI

) Symantec
Trend Micro
Sophos
ESET ® ® ®
Kaspersky Lab @ CrowdStrike
2
Cylance -~ McAfee
) Panda Security
oy bﬁ. Microsoft
alwarebytes
Bitdefender g |0 AONetwods | o @  CarbonBlack
. ’ . FSecure
Comodo ° SentinelOne & Endgame
@ Cisco
® FireEye
B Fortinet

VISIONARIES

COMPLETENESS OF VISION —_— As of January 2018 © Gartner, Inc
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virusbtn.com I

PCMAG.COM

CONSUMER
RECOMMENDED

CERTIFIED
ANDROID

Security
Insider

ADVANCED+

-REAL WORLD-
PROTECTION TEST

THECHANNELCO.

CRN

= /.‘

PARTNER
PROGRAM
GUIDE

2016

Approved
Virus

Protection

Freiwilliges Prisfzeichen

Gartner.
peerinsights
customer

cholce

2017



Soporte técnico
especializado



Porcentaje de incidentes de seguridad en 2017

qgue se podrian haber evitado si se hubieran
adoptado buenas practicas.

Ataques reales




Aungue como el
mejor antivirus
eres... TU




Formacion
empleado
seguro




“Toma tus decisiones en
funcion de donde quieres
llegar, no en base a donde te
encuentras.”

James Arthur Ray










J. Carlos Tortosa

Director de Canal y Grandes Cuentas
ctortosa@eset.es

B
ENJOY SAFER TECHNOLOGY™




