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Every us er is  a  potentia l target ... 
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… becaus e online accounts  are valuable ... 

Information 
(personal data, financial, 
credentials, contacts, etc) 

Online Identity 
(impersonation, account needed 
to get access to resources, etc) 
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...for different types  of threat actors . 

Cyber criminals State-sponsored Insider threats 

(*)Icons  made by s malllikeart, s mas hicons  and freepik  from www.flaticon.com 
 

http://www.flaticon.com/
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Three ways  to acces s  an account 

Solving challenges 
(e.g. password, 2SV,..) 

Access tokens 
(steal or lure to grant 

access) 

Compromise of devices 
(access to user’s 

endpoint) 

(*)Icons made by monkik, freepik, smashicons and   from www.flaticon.com 
 

http://www.flaticon.com/
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Evolution of the phis hing s ophis tication 
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Phis hing examples  
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And what are we doing about it? 
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Hijacker gets in User is locked out 

2 things that can go wrong 
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Prevention 
Sign-in risk detection 

Challenges 
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Safe Browsing 
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We notify compromised users and 
ask them to change their password. 
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Prevention 

Sign-in risk detection 
Challenges 
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How surpris ed we are to s ee 
you login like that? 
Unusual location, device, time 

How suspicious does the 
login look? 
● Similarity to known hijacking 

patterns  
● Is  us er a t ris k? 

Dimens ionality of ris k 



Confidential + Proprietary 

Prevention 

Sign-in risk detection 

Challenges 
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Choos e the challenge that minimizes  damage  

MAI L 
VERI FI CATI ON Al l ow SMS CODE GOOGLE PROMPT Deny 
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10% 
Of users 

 

 
have problems passing this 

challenge 

Secondary e-mail verification 
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Vulnerable to phishing and 
password reuse 

Secondary e-mail verification 
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SMS code  

Vulnerable to phishing... 
18% of observed phishing kits 
collect phone data. 

… and other methods 
There are multiple ways to get the 
SMS code besides phishing. 
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SMS code  

Most successful hijackings of high-
value 2FA-accounts involve breaking 
the SMS code.  

 SMS code interception happens in 
targeted attacks as well as in 
opportunistic ones. 
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Google Prompt 

Nothing stops the user from just 
clicking “Yes” 

More flexible 
We can present more data and use 
additional signals for risk-analysis 
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Strongest phishing 
defenses via physical 

Security Key 

Protect sensitive data  
from accidental sharing 

Enhanced in-product 
security features 

Advanced Protection Program  
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In-session detection 
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20:54:24 | LOGIN (new)      | 
20:55:51 | MAIL_DELETE      | 1 (new device notifn.) 

Finding the hijacker in-s es s ion 
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20:54:24 | LOGIN (new)      | 
20:55:51 | MAIL_DELETE      | 1 (new device notifn.) 
21:01:30 | EXPORT_CONTACTS  | 
 

Finding the hijacker in-s es s ion 
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20:54:24 | LOGIN (new)      | 
20:55:51 | MAIL_DELETE      | 1 (new device notifn.) 
21:01:30 | EXPORT_CONTACTS  | 
21:06:45 | MAIL_SEND        | with phishing links 
21:07:50 | MAIL_FILTER      | “hacked”->Trash 
21:08:07 | LOGOUT           | 

Finding the hijacker in-s es s ion 
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Building res ilience 

Vi ct i m 

Real i t y 1 

Real i t y 2 

Sign in 

AP 

TakeOut Challenge 
gate TakeOut 

ALLOW 

Export 
contacts 

Sign in 

AP 

TakeOut Challenge 
gate 

Can’t 
continue  

DENY 

Export 
contacts 

Pos t-hijack flow 

Legi t  
user  

Hacker  
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Key takeaway 

Modern authentication requires a 
risk-aware, defense-in-depth 

s ys tem. 
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