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Are You Ready for CMMC?
Why CMMC?
In 2015, the Department of Defense (DoD) published the Defense Federal Acquisition Regulation
Supplement (DFARS) to push private contractors to maintain cybersecurity standards according to
the requirements the National Institute of Standards and Technology (NIST) outlined in NIST SP
800-171.
Created to ensure the protection of Confidential Unclassified Information (CUI), the standards
outlined in DFARS and NIST SP 800-171 gave DoD contractors until December 31, 2017 to meet the
requirements necessary to be compliant or risk losing DoD contracts.
To be classified as compliant, contractors merely had to attest to meeting the requirements or being
in the process of satisfying them.
As a result, U.S. adversaries have been able to develop military equipment based on stolen data. For
instance, the Chinese J-20 and J-31 stealth fighter jets suspiciously resemble the American F-35.
According to the Pentagon, China may have accessed the F-35 design after an information breach in
2009.
The Cybersecurity Maturity Model Certification (CMMC) is a new certification model designed to verify
that DoD contractors have sufficient controls to safeguard sensitive data, including Federal Contract
Information (FCI) and Confidential Unclassified Information (CUI) .
Federal Contract Information (FCI) : FCI is information provided by or generated for the
Government under contract not intended for public release.
Controlled Unclassified Information (CUI) : is information that requires safeguarding or
dissemination controls pursuant to and consistent with laws, regulations, and government-wide
policies, excluding information that is classified under Executive Order 13526, Classified
National Security Information, December 29, 2009, or any predecessor or successor order, or
Atomic Energy Act of 1954, as amended.

The CMMC model uses the basic safeguarding requirements for FCI as the Federal Acquisition
Regulation (FAR) Clause 52.204-21 and the security requirements for CUI as specified in NIST 800171 / DFARS.

CMMC Levels
The CMMC acknowledges that not all information shares the same levels of sensitivity, and not all contact
participants have the same clearance levels. Because of this, the Cybersecurity Maturity Model Certification
measures processes and practices across five maturity levels.
The achievement of higher CMMC levels enhances the ability of an organization to protect CUI. For Levels 4-5,
it also reduces the risk of advanced persistent threats (APTs), which are often executed via multiple
incursions, including cyber, physical, and deception.
Here is a synopsis of the five CMMC levels and their respective requirements:

What level Makes Sense for Your Company?
The CMMC (Cybersecurity Maturity Model Certification) levels are a non-linear function that
demonstrate increasingly more advanced “Cyber hygiene” practices based most notably on the NIST
Special Publication (SP) 800-171 and the Draft NIST SP 800-171B standards.

Our Approach to CMMC Compliance
1
DISCOVERY
Our team conducts a
series of Interviews
and a network audit
to determine data
access and usage.

2
GAP ANALYSIS
A Gap Analysis
Identifies the
missing pieces
necessary to
achieve compliance.

3
REMEDIATION

4
MONITOR

A remediation plan
Is put forth and
executed with
action steps
towards compliance
based on priority
level.

Monitors systems
and processes and
provides the service
and support to
maintain
compliance.

Getting you started on your journey toward CMMC compliance.
1. Determine what level of maturity your organization needs to (or would like to) achieve.
2. Review the CMMC framework to understand the practices and processes your organization would
need to comply with for the level of maturity desired.
3. Interview key stakeholders and audit data usage.
4. Conduct a GAP ANALYSIS – work with a third party or with your team to identify technical gaps in
existing vs. required practices.
5. Develop a REMEDIATION PLAN to implement practices that are found to be non-existent (or fixes
for those determined weak) based on the results of the assessment.
6. Deploy technical solutions where needed.
7. Remediate other process gaps as identified in the preparedness assessment.
8. Identify/select a CMMC Third-Party Assessor Organization (C3PAO) firm for your CMMC audit.
9. Obtain your desired CMMC level maturity certification based on the audit.

Timeline
A landmark effort by the Department of Defense to shore up cybersecurity across its 300,000+ contractor
base has managed to stay mostly on schedule despite the coronavirus pandemic.Here are some key
milestones:
DoD is issuing an interim rule to amend the Defense Federal Acquisition Regulation Supplement
(DFARS) to implement a DoD Assessment Methodology and Cybersecurity Maturity Model Certification
framework in order to assess contractor implementation of cybersecurity requirements and enhance
the protection of unclassified information within the DoD supply chain. EFFECTIVE Nov 30, 2020.
A DoD supplier or contractor should plan for at least a 6-month preparation and certification period.
The first contract awards to certified suppliers or contractors are expected to take place in the first
quarter of 2021.
The CMMC certification is valid for a 3-year period.
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800-171 compliance assessments and program
development to ensure the confidentiality of
Controlled Unclassified Information (CUI) for a
number of DIB clients.
Performed Security Maturity Assessments
using the FFIEC Cybersecurity Assessment
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government sector, including DoD, VA, and the
White House.
Over 10 years working in Governance, Risk, and
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