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Abstract

Artificial intelligence (AI) is transforming health care, education, employment, finance, public

administration, national security, and everyday communication. Its benefits include improved

productivity, scientific discovery, medical diagnosis, accessibility, and personalised services.

However, AI systems can also reproduce discrimination, undermine privacy, generate

misinformation, concentrate economic power, and make high-impact decisions without

adequate accountability. These risks generate an important policy question: How much control

over AI is necessary?

This paper argues that effective AI governance should neither rely on unrestricted innovation

nor impose universal, rigid control. Instead, regulation should be proportional to risk, grounded

in fundamental rights, supported by technical standards, and adapted to the specific context in

which an AI system operates. The appropriate objective is not to control every algorithm, but to

control unacceptable risks, prevent abuse, preserve human agency, and ensure that those

affected by AI have meaningful protection and recourse.

1. Introduction

Artificial intelligence has moved from specialised research laboratories into ordinary social and economic

life. Machine-learning systems now assist with medical diagnosis, financial decisions, hiring, translation,

policing, education, customer service, and content creation. Generative AI systems can produce text,

images, code, audio, and video at a speed and scale that challenge existing legal and institutional

frameworks.

The rapid expansion of AI creates a governance dilemma. Excessive regulation may slow innovation,

increase compliance costs, and prevent society from receiving the benefits of new technologies.

Insufficient regulation may allow powerful systems to operate without adequate safeguards, shifting risks

onto individuals and communities that have little ability to resist or seek compensation.

The question is not whether AI should be regulated — some regulation is unavoidable because AI affects

safety, rights, markets, democratic institutions, and the distribution of social power. The more difficult

question is how much control is necessary, who should exercise it, and what forms that control should

take.

Central Claims

•  AI regulation should be risk-based rather than technology-based. The same technical system can be

harmless in one context and dangerous in another.

•  Fundamental rights should establish non-negotiable limits. Efficiency or profitability should not justify

arbitrary discrimination, unlawful surveillance, manipulation, or denial of due process.

•  Ethics must be institutionalised. General principles are insufficient unless translated into impact

assessments, audits, transparency duties, human oversight, and remedies.

•  Control should be distributed and adaptive. Governments, developers, deployers, independent

auditors, courts, civil society, and affected communities all have roles.



2. Understanding AI Regulation and AI Ethics

2.1 AI Regulation

AI regulation refers to laws, standards, administrative rules, contractual obligations, technical

requirements, and enforcement mechanisms used to govern the development and deployment of AI

systems. Regulation may address: privacy and data protection; product safety; discrimination and equal

treatment; consumer protection; intellectual property; cybersecurity; employment; competition and market

power; national security; environmental impacts; and liability and access to remedies.

AI regulation does not necessarily mean creating a single 'AI law.' Many existing legal frameworks

already apply to AI. New AI-specific rules may nevertheless be necessary where existing law is unclear,

difficult to enforce, or unable to address system-wide risks.

2.2 AI Ethics

AI ethics concerns the moral principles that should guide the design, deployment, and use of AI. Common

principles include:

•  Beneficence: AI should produce social benefits.

•  Non-maleficence: AI should not cause avoidable harm.

•  Autonomy: people should retain meaningful control over decisions affecting them.

•  Justice and fairness: benefits and burdens should not be distributed discriminatorily.

•  Explicability: people should be able to understand relevant aspects of AI decisions.

•  Accountability: identifiable actors should be responsible for outcomes.

•  Privacy: individuals should maintain appropriate control over personal information.

•  Sustainability: AI should account for environmental and social costs.

A central challenge is that ethical principles can be too general. 'Fairness' may mean equal treatment,

equal outcomes, absence of statistical bias, or attention to historical disadvantage. Ethical governance

must therefore specify what each principle requires in practice.

3. The Benefits and Risks of Artificial Intelligence

3.1 Potential Benefits

AI can generate substantial public and private benefits. In health care, it may support early diagnosis,

drug discovery, and efficient analysis of medical images. In education, adaptive systems may tailor

instruction to individual learners. In environmental science, AI can improve climate modelling, energy

management, and disaster prediction. AI can also expand access to services — speech recognition and

translation tools reduce barriers for people with disabilities and linguistic minorities.

These benefits provide a strong argument against blanket restrictions. Regulation should not assume that

automation is inherently harmful or that human decision-making is always superior. In some settings, a

carefully designed AI system may improve decisions rather than undermine them.



3.2 Risks to Individuals

AI systems can harm individuals through inaccurate outputs, discriminatory predictions, exposure of

sensitive personal information, or enablement of fraud and manipulation. In high-stakes contexts, an error

can result in denial of employment, medical treatment, credit, housing, education, or public benefits. A

particularly important risk is 'automation bias' — the tendency to defer to algorithmic outputs even when

incorrect.

3.3 Social and Structural Risks

AI can reinforce existing patterns of inequality because training data often reflect historical discrimination.

AI may also shift power toward governments and large corporations through monitoring, behavioural

shaping, and control of information flows. Labour displacement, market concentration, and significant

environmental costs from large-scale model training round out the structural risk landscape.

4. Existing Approaches to AI Governance

4.1 Rights-Based Governance

A rights-based approach treats privacy, equality, freedom of expression, due process, and human dignity

as constraints on AI deployment. This approach is important because market efficiency alone cannot

protect people whose rights are violated. A system that improves administrative efficiency may still be

impermissible if it makes unreviewable decisions that deprive individuals of essential benefits.

4.2 Risk-Based Regulation

Risk-based regulation classifies AI applications according to the seriousness and likelihood of potential

harm. The EU AI Act (2024) represents the most prominent comprehensive example:

Risk Tier Description Regulatory Response

Unacceptable Fundamentally undermines rights or safety Prohibited

High Risk Significant potential for harm Strict mandatory safeguards

Limited Risk Moderate concern Transparency & disclosure

Minimal Risk Low concern Voluntary standards & ordinary law

4.3 Voluntary Frameworks and Technical Standards

The NIST AI Risk Management Framework (2023), OECD AI Principles, and UNESCO Recommendation

on AI Ethics offer nonbinding guidance. Voluntary frameworks are flexible and evolve quickly, but are

insufficient in high-risk contexts where organisations may interpret principles narrowly.

4.4 Sectoral Regulation

Health-care AI may be governed by medical-device rules; financial AI by financial regulation; employment

systems by labour and anti-discrimination law. Sectoral regulation offers expertise and contextual

sensitivity but can produce gaps where AI operates across multiple sectors. A hybrid approach combining



general AI rules with sector-specific requirements is preferable.

5. How Much Control Is Necessary?

5.1 Control Should Target Harm, Not Innovation

The purpose of regulation should not be to prevent technological change. The relevant question is what

the system does, who is affected, how severe the consequences may be, and whether those affected can

challenge the outcome. An AI tool recommending music requires little formal oversight; an AI system

determining eligibility for housing or public benefits requires substantially greater control.

5.2 Minimum Necessary Control

A useful regulatory principle is minimum necessary control: impose the least restrictive measures capable

of preventing serious and reasonably foreseeable harms. The intensity of control should depend on five

factors:

•  Severity of potential harm: Could the system threaten life, liberty, livelihood, or dignity?

•  Probability of harm: How likely is failure or misuse?

•  Scale: How many people may be affected?

•  Reversibility: Can errors be corrected before serious damage occurs?

•  Vulnerability and power imbalance: Are affected people able to refuse, understand, or challenge

the system?

5.3 Prohibited Applications

Some uses should be prohibited because their risks cannot be adequately managed through

transparency alone — systems designed to manipulate vulnerable people, certain forms of social scoring,

and uses enabling arbitrary discrimination or coercive surveillance. Prohibitions should be carefully

drafted with clear definitions, judicial review, and periodic reassessment.

5.4 High-Risk Applications

High-risk systems should be subject to mandatory obligations including: risk and impact assessments;

high-quality and representative data; testing for accuracy and discriminatory effects; technical

documentation; cybersecurity protections; genuine human oversight; post-deployment monitoring;

incident reporting; and accessible complaint and appeal mechanisms.

5.5 Lower-Risk Applications

Lower-risk systems should not be burdened with identical requirements, but basic protections remain

appropriate: disclosure that AI is being used, accurate claims about AI capabilities, and

consumer-protection safeguards against misleading outputs.

6. Core Ethical Challenges



6.1 Fairness and Discrimination

Algorithmic fairness is difficult because fairness has multiple meanings. A system may treat similarly

situated people equally but still produce unequal outcomes because groups begin from unequal social

conditions. Regulation should avoid treating a single mathematical metric as a universal definition of

fairness. Anti-discrimination obligations should apply to both developers and deployers.

6.2 Transparency and Explainability

People affected by AI should receive meaningful information about decisions that significantly affect

them. What matters is whether individuals and oversight bodies can understand: that AI was used; what

factors were relevant; how reliable the system is; who is responsible; and how to contest the outcome. A

technically detailed explanation that no ordinary person can understand is not meaningful transparency.

6.3 Privacy and Data Governance

AI development often depends on large datasets, creating tension between innovation and privacy.

Responsible data governance requires lawful collection, purpose limitation, data minimisation, security,

retention limits, and protection against unauthorised secondary use. Privacy concerns autonomy,

freedom from surveillance, and contextual integrity — not merely secrecy.

6.4 Accountability and Liability

A central ethical danger is the 'accountability gap,' in which developers, deployers, and users each claim

another party is responsible for harm. Clear responsibility must be assigned across the AI supply chain

through audit trails, documentation, contractual duties, civil liability, and executive accountability for

serious misconduct.

6.5 Human Autonomy and Meaningful Oversight

'Human in the loop' is meaningful only if the human reviewer has real authority and adequate

competence. Oversight must involve access to relevant information, sufficient time to evaluate outputs,

training in system limitations, authority to reject or override recommendations, and protection from

retaliation. In some contexts, the correct standard should be 'human decision-making supported by AI.'

6.6 Democratic Governance

AI can affect elections, public discourse, and the distribution of information. Regulation should address

deceptive impersonation, coordinated manipulation, and political advertising transparency while

protecting legitimate expression. Affected communities should be involved in AI governance decisions —

not treated merely as data sources or test subjects.

7. A Proposed Governance Framework

A balanced framework combines legal rules, institutional oversight, technical standards, and public

participation across seven pillars:

7.1 Risk Classification



Classify systems before deployment according to domain, affected population, degree of autonomy, data

sensitivity, potential harm, scale, and reversibility — not merely technical sophistication.

7.2 Algorithmic Impact Assessments

Before deployment of high-impact systems, conduct assessments addressing purpose and necessity,

affected groups, foreseeable harms, data sources, discrimination risks, privacy implications, security

threats, environmental effects, human-oversight procedures, and appeal mechanisms.

7.3 Independent Audits

Audits should evaluate performance, bias, security, documentation, and compliance. To be credible,

auditors must be sufficiently independent, technically competent, and protected from conflicts of interest.

Auditing must be continuous — a system that performs acceptably before deployment may change as

data, users, or social conditions change.

7.4 Transparency and Documentation

Developers should maintain model documentation, data provenance records, testing results, known

limitations, and safe-use instructions. Transparency requirements should be proportionate — commercial

confidentiality should not become a blanket excuse for denying regulators or affected persons necessary

information.

7.5 Appeals and Remedies

Every high-impact AI system should have a clear route for contesting outcomes — human

reconsideration, data correction, explanation, suspension of automated processing, compensation, or

restoration of denied benefits. Plain-language notices and accessible interfaces should support

individuals who lack technical expertise.

7.6 Regulatory Sandboxes

Sandboxes allow controlled experimentation under supervision, useful for testing innovative systems

while limiting exposure to harm. However, sandboxes should not become exemptions from ordinary rights

protections. Participation should involve clear limits, monitoring, and a plan for addressing failures.

7.7 International Coordination

AI systems operate across borders while laws remain largely national. International cooperation is

needed to address shared risks, establish interoperable standards, and prevent regulatory arbitrage.

Global governance should retain flexibility for different legal systems while maintaining core commitments

to human rights, safety, and accountability.

8. Arguments Against Excessive Regulation

Critics of strong AI regulation raise several legitimate concerns that policy-makers must address:

•  Innovation costs: Regulation can impose costs only large companies can afford, strengthening

dominant firms. Policymakers should avoid unnecessary duplication and provide compliance support

for small organisations.



•  Pace of change: Technology changes quickly while legislation changes slowly. Regulation should

emphasise outcomes, principles, and adaptable standards rather than specific technical

architectures.

•  Trade-secret exposure: Excessive transparency requirements may expose trade secrets or create

cybersecurity risks. The solution is calibrated disclosure — regulators and qualified auditors may

receive more detailed information than the general public.

•  Regulatory arbitrage: Overly burdensome regulation may drive development to jurisdictions with

weaker standards. International coordination is therefore essential to prevent races to the bottom.

9. Conclusions

Artificial intelligence presents both exceptional opportunities and genuine risks. Governance must

navigate between two failures: allowing harmful systems to operate without accountability, and imposing

restrictions so burdensome that beneficial applications cannot reach the people who need them.

The framework proposed here rests on proportionality. Not every AI system requires the same scrutiny. A

music recommendation engine is not equivalent to a system determining whether a person receives

medical care or is released from detention. Regulatory intensity should correspond to the severity,

probability, scale, irreversibility, and power imbalance associated with a given application.

Ethical principles — fairness, accountability, transparency, privacy, autonomy, sustainability — are not

aspirations to be endorsed and forgotten. They are commitments to be translated into institutional

practices: impact assessments, documentation requirements, audit obligations, human oversight

mechanisms, and accessible remedies.

The goal is not a world without algorithmic risk. It is a world in which algorithmic risk is identifiable,

proportionate, publicly justifiable, and subject to accountability — a world in which the benefits of AI are

broadly shared and its harms do not fall disproportionately on those least able to bear them.

— End of Paper —


