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Abstract 
AI is making rapid progress at the foundational and hardware level, with models surpassing 
human intelligence and soon poised to discover new scientific breakthroughs by leveraging 
synthetic data.  

With such a rapid growth we will soon have a “super-intelligent” brain at our disposal but 
applying that intelligence to real-world physical systems will be the bottleneck. The brain by 
itself can’t really actuate or manufacture anything on its own. Most industry 4.0 facilities 
equipped with PLC’s, I/O devices, vision cameras, and robots already collect massive 
amounts of data but lack autonomy.  

The Agentic Factory is an autonomous industrial ecosystem that manages surveillance, 
process optimization, recovery, quality control and reporting, unlocking lean and self-
sustaining operations.  

Problem Statement 
Our biggest challenge lies in massive amounts of unstructured and imbalanced data 
collected from a variety of different devices communicating on different protocols. 
Additionally, having efficient, real-time data pipelines feeding the ‘brain’ is of paramount 
importance for fast-paced industrial applications. 

Concept Overview 
On a broad scale, the Agentic Factory is a suite of agents- Surveillance, Reporting, Recovery 
and Quality that talk to each other via MQTT and Ignition interface with PLC.  

Each agent is pre-trained with domain-specific data used for desired outcomes, much like 
how humans would run the process if they were to do it all manually. Surveillance agent 
monitors process variables and live robot/equipment states publishing them at regular 
intervals. Quality agent subscribes to process variables and looks for anomalies and flags to 
reporting agent. Recovery agent subscribes to surveillance variables waiting for any 
fault/downtime, decides on required recovery for the event. Reporting agent runs 
event/process/quality/KPI reports at required intervals and notifies key personnel.  

An ignition server acts as a broker for agents, robots and dashboards, and writes tags to PLC, 
which is the ultimate decision maker to perform any pre-defined and well-conditioned, low 
to high-risk recoveries.  



Technical Framework 
Here is a high-level architecture for deploying agents in the field. Agents publish/subscribe 
to tags/process variables via MQTT through Ignition server and publishes reports, anomalies, 
states, and recovery sequences that PLC listens through Ignition. PLC acts as the master, 
checks additional safety conditions and executes any programmed recovery sequence for 
robot/s and any other equipment/s in the cell.  

OPC UA is ideal for structured tag access from PLC and robot or any other field equipment 
and MQTT provides light weight publish/subscribe service for agents without much 
overhead. PLC communicates with robots or any other field equipment (feeders, welders, 
fasteners etc.) primarily through Ethernet IP. 

This architecture is designed for isolated industrial networks and does not consider cloud 
computing or data access to ensure all data stays on-premises. However, MQTT allows 
seamless scaling to cloud compute if required.  

 

 

 



Potential Impact 
Having a robust, autonomous ecosystem of ‘intelligent’ agents will significantly improve 
operational efficiency by reducing downtime, optimizing processes and minimizing human-
intervention. Autonomous decision-making, and reporting will not only boost productivity of 
decision makers but also reduce human error.  

Building this foundation today will unlock massive benefits in the upcoming age of humanoid 
robots and mobile autonomous systems. By deploying this system today, organizations will 
already have the data infrastructure and intelligent decision layer in place to seamlessly 
integrate with advanced robots as a natural extension of the trained and adaptive network.  

Discussion Points 
➢ How can agents effectively ‘learn’ equipment states and map them to appropriate 

recoveries? 
➢ How can we scale this architecture across diverse facilities and/or processes? 
➢ How can we design high-efficiency data pipelines and database structures to ensure 

real-time decision making and traceability? 
➢ How can this system extend beyond floor operations to forecasting, sales, HR, 

enterprise asset management (EAM)? 
➢ Can we then build a unified, conversational LLM interface- a ‘factory brain’ that we 

can talk to? 

Conclusion 
The Agentic Factory offers a scalable path to autonomous industrial operations leveraging 
power of agents and structured operational data. With further exploration and review it could 
become a foundation for next-generation smart manufacturing — and a bridge to human-
robot collaborative systems.  


